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1. Red Hat OpenShift Container Platform
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[netapp-user@rhel?7 na astra control suite]$ helm install --version 14
magento bitnami/magento -n magento-prod --create-namespace --set
image.tag=2.4.1-debian-10-
rll,magentoHost=10.63.172.243,persistence.magento.accessMode=ReadWriteMa
ny,persistence.apache.accessMode=ReadWriteMany,mariadb.master.persistenc
e.accessModes[0]=ReadWriteMany
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https://github.com/NetApp/netapp-astra-toolkits
https://github.com/NetApp/netapp-astra-toolkits
https://www.jenkins.io/
https://metallb.universe.tf/

[netapp-user@rhel”7 na astra control suite]$ oc get pods -n magento-prod

NAME READY STATUS
RESTARTS AGE

magento-9d658fd96—-grxmt 1/1 Running
0 49m

magento-elasticsearch-coordinating-only-69869cc5-768rm 1/1 Running
0 49m

magento-elasticsearch-data-0 1/1 Running
0 49m

magento-elasticsearch-master-0 1/1 Running
0 49m

magento-mariadb-0 1/1 Running
0 49m
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@ magento-prod Available ~v
-\~ App status 4 App protection status e
) Healthy () Partially Protected
Images Protection schedule Group Cluster
docker.io/bitnami/elasticsearch:6.8.10-debian-10-r16 Disabled B magento-prod 0 oCp-vmw

docker.io/bitnami/magento:2.4.1-debian-10-r11
docker.io/bitnami/mariadb:10.3.23-debian-10-r38
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Dashboard Credentials System Global credentials (unrestricted)
# Back to credential domains Kinst

Username with password v
@= Add Credentials

Scope (7]
Global (Jenkins, nodes, items, all child items, etc) v

Username 0
admin

[0 Treat username as secret [>)

Password @

D (]
magento-cred

Description Q

HHEMMEREERERNERS

REMERMR ~ #—T Newitem (HiIER) 1 BUEE ~ A%BIZ—T lPipeline (BE) 1 ©
Jenkinsfilet @R ERE "F12iEHE"

B E4RALE]Jenkins Pipelinel@E% ~ #A%&#—T lSave (f#7F) 1 °

7EJenkins B4RV 2 PIE AMBRIGEHAE R « BiEMfcBIRIRE - EFH R ERIMagentofE AFETURRZS ~ Astra
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MAGENTO VERSION = '2.4.1-debian-10-rl14'

CHART VERSION = '14'

RELEASE TYPE = 'MINOR'

ASTRA TOOLKIT VERSION = '2.0.2°'

ASTRA API TOKEN = 'XXXXXXXX'

ASTRA INSTANCE ID = 'XXX-XXX-XXX~-XXX-XXX'

ASTRA FQDN = 'netapp-astra-control-center.org.example.com'
DOCKER REGISTRY = 'docker.io/netapp-solutions-cicd'
PROD NAMESPACE = 'magento-prod'

PROD MAGENTO IP = 'x.x.x.x'

STAGING NAMESPACE = 'magento-staging'

STAGING MAGENTO IP = 'x.x.x.X'

MAGENTO CREDS = credentials ('magento-cred’)
MAGENTO MARIADB CREDS = credentials ('magento-mariadb-cred')
MAGENTO MARIADB ROOT CREDS = credentials('magento-mariadb-root-cred')
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https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/protecting_apps_in_ci_cd_pipelines/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/protecting_apps_in_ci_cd_pipelines/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/protecting_apps_in_ci_cd_pipelines/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/protecting_apps_in_ci_cd_pipelines/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/protecting_apps_in_ci_cd_pipelines/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/protecting_apps_in_ci_cd_pipelines/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/protecting_apps_in_ci_cd_pipelines/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/protecting_apps_in_ci_cd_pipelines/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/protecting_apps_in_ci_cd_pipelines/Jenkinsfile
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Deploy to

Deploy to

Build & Build : & Confi & Eack ¢ Backup of Stagi Staqi b et Dot Producti Delete
Publish Docker mege i Configure AR 0_ Production Iagmg .agmg mmo? 2 r. rEon r? s temporary
to Deploy Pre- Tasks Staging environment environment Production? environment environment £
Segment Image A i Astra Env 3 5 5 3 files
Registry Segment requisites Toolkit Env [Miner/Patch] [Major] [Minor/Patch] [Major]
4s 24s 55 213ms 40s 25 290ms Tmin 38s 1min 25 6min 295 229ms 361ms 2min 575 200ms 850ms
3s
[_18min 29: . ]
O—e \ B335 3
10. EERTEEH 2iEBAstra ControlBXE) ©
@ magento-prod Available v
+\~ App status ¥ App protection status L
() Healthy (i) Partially Protected
Images Protection schedule Group Cluster
docker.io/bitnami/elasticsearch:6.8.10-debian-10-r16 Disabled = magento-prod 0 oCp-vmw
docker.io/bitnami/magento:2.4.1-debian-10-r11
docker.io/bitnami/mariadb:10.3.23-debian-10-r38
Overview Data protection Storage Resources Activity
Actions  ~ & Configure protection policy = D [}
1-8 of 8 entries
Name Ready On-Schedule/On-Demand Created * Actions
upgrade-prod-2-4-1-debian-10-r20 © On-Demand 2021/10/2914:43 UTC Running C
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12.

© magento-prod

-\~ App status

() Healthy

Images
docker.io/bitnami/elasticsearch:6.8.10-debian-10-r16
docker.io/bitnami/magento:2.4.1-debian-10-r11
docker.io/bitnami/mariadb:10.3.23-debian-10-r38

Overview Data protection Storage
Actions v @ Configure protection policy
Name

upgrade-prod-2-4-1-debian-10-r20

Protection schedule
Disabled

Resources Activity

RBIGHAR AR E AR BB ERBIRIR

Download

Build & Build Fl'uhllsh P!co&t(ect CInstf:.ill &
Publish Docker mtage Depl or; i
Segment Image .o ey r!-
Registry Segment requisites
4s 4Ts Ts 238ms 1min 255
e v " ‘ - :
3s 4min 16s 30s 485ms 7s

Configure
Astra
Toolkit

Available

G App protection status

(i) Partially Protected

Cluster
£3 ocpvmw

Group
= magento-prod

1-8 of 8 entries

Ready On-Schedule/On-Demand Created 1 Actions
® On-Demand 2021/10/29 14:43 UTC Available
Backup [ Deploy to Deploy to Deploy to Deploy to

Backup of Pro. duc’;ion Staging Staging Promote to Production Production
Tasks Staging By environment environment Production? environment environment

Env [Minor/Patch] [Major] [Minor/Patch] [Major]

273ms 1min 53s 1min 18s 5min 20s 211ms 337ms 2min 39s 187ms

' = - — : ' -_
153ms  6min 9s | 5min 9s

L7}

Delete
temporary
files

780ms
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Deploy to Deploy to Deploy to Deploy to

if : : ] ) Delete
o Staging Staging Promote to Production Production R
]
environment environment Production? environment environment f:::es X
[Minor/Patch] [Major] [Minor/Patch] [Major]
35 249ms 221ms 159ms 178ms 210ms

Approval for promotion to 5

Production?

Proceed Abort
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@ magento.prod Available v
-\~ App status % App protection status &
¥) Healthy i) Partially Protected
Images Protection schedule Group Cluster
docker.io/bitnami/elasticsearch:6.8.12-debian-10-r61 Disabled i magento-prod O ocp-vmw

docker.io/bitnami/mariadb:10.3.24-debian-10-r49

docker.io/niksleod415/magentorXRELIELRLIEg E
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https://docs.netapp.com/zh-tw/netapp-solutions/containers/dwn_videos_data_protection_in_ci_cd_pipeline.html
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Re-install the previous version of application
on the production environment

Kubernetes objects
(Pods, Services, Secrets, ConfigMaps, etc.)

Kubernetes objects
(Pods, Services, Secrets, Confighaps, etc.)

1

1

1

1

1

1

1

1 .

1 Manually replicate the
: issue in production to a
1

1

1

1

1

1

1

(Databases, etc.) (Databases, etc.)

debug environment

1

1

1

1

1

1

1

1

1 Application data
1

1

[}

1

1

1

1 - - =
i Volumes on persistent storage = =
L}

1
[}
1
1
1
1
[}
1
» Application data
1
1
1
1
1
1
1
1
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2
Restore the production environment
to a previous backup

Kubernetes objects
(Pods, Services, Secrets, ConfigMaps, etc.)

Kubernetes objects
(Pods, Services, Secrets, ConfigMaps, etc.)

Clone the production
environment

(Databases, etc.) (Databases, etc.)

. - =
Volumes on persistent storage ——

I 1
[} 1
1 1
1 1
I 1
1 1
1 1
1 1
1 Application data ] Application data
1 1
1 1
I 1
L} 1
1 1
1 1
I 1
I 1
[} 1
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* NetApp Astra Control CenterZ2£7£OpenShiftes & I o

* OpenShift# £ B ¥ A Astra Control Centerf 2 EIRHEE o

* JenkinsZ&7EOpenShiftEEs L o
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X ® 10.63.172.243/index.php/ Y &

This site can’t be reached

10.63.172.243 took too long to respond.

Try:
® Checking the connection
e Checking the proxy and the firewall
® Running Windows Network Diagnostics

ERR_CONNECTION_TIMED_OUT

=

- B AJenkinsii#Z—T New item (FIER) 1 - A%EE—T lPipeline (B&) | -BIUEE

RJenkinsfile B BIERE "s514E4E" ©

B E4RALE]Jenkins Pipelinel&E% ~ A% —T lSave (f#7F) 1 °

EJenkins B4RV 2 HHIEABRARVGEAEE R ~ FIUN BATIEXEERIMagentofEAFEILHRZS ~ Astra Control
Center FQDN ~ API#Eft ~ IERX (X BMERBIRIENBMITERIDAERER BT « URKIFELEE/M

MFEELTE - MABRARAMS « EXEXEIRIZETES Tmagent-prod) Ba&ZEM ~ MERIRIEAIR
7£Red Hat OpenShift& & LR EM A ZERM ~ 8% magentofrig) o

MAGENTO VERSION = '2.4.l1-debian-10-rl14'

ASTRA TOOLKIT VERSION = '2.0.2'

ASTRA API TOKEN = 'xxxxx'

ASTRA INSTANCE ID = 'XXX—XXX—XXX—XXX—XXX'

ASTRA FQDN = 'netapp-astra-control-center.org.example.com'
PROD APP NAME = 'magento-prod'

DEBUG APP NAME = 'magento-debug'

DEBUG NAMESPACE = 'magento-debug'

PROD KUBERNETES CLUSTER = 'ocp-vmw'

DEBUG KUBERNETES CLUSTER = 'ocp-vmw'
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https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/clone_for_postmortem_and_restore/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/clone_for_postmortem_and_restore/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/clone_for_postmortem_and_restore/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/clone_for_postmortem_and_restore/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/clone_for_postmortem_and_restore/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/clone_for_postmortem_and_restore/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/clone_for_postmortem_and_restore/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/clone_for_postmortem_and_restore/Jenkinsfile
https://github.com/NetApp/netapp-astra-toolkits/blob/main/ci_cd_examples/jenkins_pipelines/clone_for_postmortem_and_restore/Jenkinsfile

Pipeline magento_clone-for-triage_restore-from-backup

A00000,
| =2 Recent Changes
b=

Stage View

Install & Download & Clone Restore Delete
Configure Pre- Configure production production temporary
requisites Astra Toolkit environment environment files
7s 2s 12min 16s Tmin 24s 182ms
r ——————— —

Mar 28 Mo

Changes 9s
23:57

| |35 min 585 »
6. B ENNEAEARE AN THRIARE
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This site can't be reached

10.63.172.245 took too long to respond.

Try:
® Checking the connection
e Checking the proxy and the firewall
* Running Windows Network Diagnostics

ERR_CONNECTION_TIMED_OUT

=
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—E RIS « ENetApp Astra ControlBBMIEY EEINEE « URERERNNENRER © b - MRERAREXIE
FBiERENEH#ERIE « ERE—{EKubernetesEERE S  AlAstra ControlTE:%fEFANetApp FlexCloned: iR #8 5i%
EEMEEE - BRI KIBINERERS o AR - ERNIRIEEELSENSTRE BT A HER « BER
FHBAANFEIRIE - HRABREHFELEEIATIIETIE o LS ~ NetApp Astra Controli2 {EIFR B THAE
HERIFEAAPIZRIEA ~ UBERE S EAnsible X BEIEZ4E © EIt ~ IRIRAIUEIRRM DL ~ AAREEES#
A BPHEAMINET « MAEFRRERER °

+EEZNetApp FlexClonef:fi ?

NetApp FlexCloneF:fii 2 o] E AR RIZESnapshotBNetApp FlexVol EEGEZS - ELEERET S EEE -« €
SHRBHEENPFAEER - MAENEEEPHNERRBNRRER 2 ~ A 2(HAEINIFEETHE - EZEE
FHERTTENEREN - MEBEFERANERER - i BELHIREER - BE 2ERE R ARIRIERFERE
LERIEAR o RN EZSRENERUHEAERETEHRRENEMRETZERS » NetApp FlexClonefzfilia]
NRGEFARRE TIE ©
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Traditional Data Copies NetApp FlexClone Copies

Test1 Test 2 QA QA

Traditional physical copies take additional NetApp FlexClone copies are near inst_arltaneous
time and consume additional storage space and only consume space when written to

EERABEMENetApp FlexClonefifil - sAiEsH48E | "NetAppZif" o

SO ARG

1. Z#EMIKubernetes Distribution ~ f]#IRed Hat OpenShift 4.6.8+ ~ Rancher 2.5+3{Kubernetes 1.19+ ©
2. NetApp Astra Control Center 21 : 12+ ©

3. NetApp ONTAP EINetAppIisE R4 « Hi#FRIRZEENetApp Astra TridentiRERY

4. Ansible 2.9+ ©

5. {TAEETENetApp Astra Control P E R AT EFE AR AIRIREIA o

ERAZRAIET
TEILERRAR - REGREMU T TERENRRRE :
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*:E -t alan .
E — o:}‘uh @ develops
ot @ ‘7},?)4;‘;‘*‘ @ l’:'i‘:\‘ Ansible . Astra Control
@ o requests 2 E triggers
Jenkins puﬂ ﬁ . A'an ____________________ ol R bty i -
¥ @ P 51% GFTYERONTTEn! @
o fstura ot branch CUCD.
(" & deploy

main teanch CHCE

-Hl-_- 1

Tim's Staging Miraj's Staging Alan's Staging Nikhil's Staging
MNamospace Namespace Hamespace Namespace

™ i pv

' =] -
e o

G @ Clone of managed app, instant and space-efficient FlexClone for PVs powered by ONTAP

1. FHEEHITAnsible¥E FM « LB IAVIZBIRIE o
2. AnsiblefEFURI-API#E4EFEAY Astra Control 3R THE RIEE o
3. Astra Control & ETESCAL B AIRIEPHITERIEE « EMEMIVTEERRER -

() immaERmERhE— B AR - AR Jenkins CI/CDEIE SR EREIEL o

4. A% ~ FHEZNGiteaS iR LHEEE « B EEXBIRAHBINEIENAIFMBIRIES ©
5. #hRFEATZILENetApp Astra ControlZfE R EBIE o

() emERESINEHI-

6. (R AT IR IR RS o
7. EERENEETERINED TR B R SRS -
IR R RARAN COEE RS DRENE AR R T A RS RA  ERMANREDT  RFRIT=

B4 « —E AR WordPressZfE « —{EB R MagentoZfE « 5—{ERHJenkins CI/CDIRIE ~ LUK FFIIZRE
ADevToolsBYGitea ©
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& HCG Solutions a L

@9 Applications

& Actions ¥ + Define @ - =2 * Q@ ©
= % 1-3 of 3 entries
l|:,.i Name & Ready  Protected  Cluster Group Actions
& :
devtools-template () t) G ocpvmware?  m deviools-template Available b
?} magento-template (% i) G acp-vmware? = magento-template Available b
wordpress-template () (L) G ocp-wmware2  m wordpress-template Available e
€ >

SEIBIEER A NetApp AstraiZH| B IR « H &R Volume B BT E7Z7ENetApp ONTAP HINetAppfiR A ZfE1F %
4 b ~ MR FINetApp Astra TridentiRfEBINFS#& U o

(S e
1. EHNetAppHBRTT R T2 EBFR (L M0Ansible TR « HheiE RN A e AR EH 78t o

[netapp-user@rhel7 ~]1$ git clone https://github.com/NetApp-
Automation/na astra control suite.git
[netapp-user@rhel7 ~]$ cd na astra control suite

2. #z#8 Tvars/clone vars.ml] - MEARF&Astra ControllRIERIZIFHE o

astra control fgdn: astra-control-center.example.com
astra control account id: "XXXX-XXXX-XXXX-XXXX-XXXX"

astra control api token: "xxxxx"
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@ TREEBHNEHIRIZEAE TAPIEFEL IHEER THINetApp Astra Control REYERRERE
EER T HE -

& HCG Solutions . @

(—
@7 API access
&
AP| documentation Account ID
o https://astra-control-center.cie.ne... [ » fa9214eb-670d-41f1-bfcb-34cb3b69fda’l & R‘:
&
AP| tokens
Actions ¥ + Generate APl token =
0-0 of 0 entries
Token name Created Actions

You don't have any API token(s) right now

When you have created one, it will be listed here
Generate new APl token

3. EMEHEME « M UEEERNNPTERARNE - E2devtoolSIRIFE A% TAlan
devtools/) HYBEAIRIR ~ IEEIIABIT RHIEHE

clone details:
- clone name: alan-devtools
destination namespace: alan-dev-namespace
source cluster name: ocp-vmwarez
destination cluster name: ocp-vmwareZ2

source application name: devtools-template

()  =mEtomniErFEANetApp FlexCloneliili « Tshrolf) A1 MBAME) MR o

4. CIRTERTABIT A #HRERERER -
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[netapp-user@rhel?7 na astra control suite]$ ansible-playbook -K
clone app playbook.yml]

@ RN HELARrootEAENIT « SUEHAENEBSUdIZFEFE T-KI 5|HmMm_L25K
BIANBIT ©

(6)]
i3

BHFMERAITER « ERNERER ZEETAAstra Control CenterEIZ & AMERREL -

HCG Solutions a L4

i 1

(©) Applications

Actions * 4+ Define g - = * Q m @

D &

C  1-4ofdeniries

| Name 4 Ready  Protected  Cluster Group Actions

& _
alans-devtools v AN G ocp-vmwara2 = alans-dev-namespace Available W

=4 devtools-template ~ 9 OCO-VMWAre2  m deviools-template Available b
magento-template ) D) £3 ocpvmware2 m magento-template Available v
wordpress-template ¥ G £ ocpvmware2  m wordpress-template Available v

6. ABERAETUZEAIBEEAIERNAIKubernetesI®iE - EREERERNETEMNIPALAR - AR BIARE
TEo

MBI ERRFBTIE - URFHRIEFIRIAI) « 2R s -
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