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[netapp-user@rhel7 ~]$ wget
https://raw.githubusercontent.com/metallb/metallb/v0.10.2/manifests/name
space.yaml

[netapp-user@rhel’7 ~]$ wget
https://raw.githubusercontent.com/metallb/metallb/v0.10.2/manifests/meta
11b.yaml

- HREEFEZE Tmetallb.yaml) ~ MfE MEFIZZEE) M REEBE] P
B% Tpec.template.spec.securityContext™| ©

EMIFRAVITE :

securityContext:
runAsNonRoot: true
runAsUser: 65534

. B3 metallb-system] #F&ZER o

[netapp-user@rhel7 ~]$ oc create -f namespace.yaml
namespace/metallb-system created

. #3IMetalLB CR °

[netapp-user@rhel7 ~]S$ oc create -f metallb.yaml
podsecuritypolicy.policy/controller created
podsecuritypolicy.policy/speaker created

serviceaccount/controller created

serviceaccount/speaker created
clusterrole.rbac.authorization.k8s.io/metallb-system:controller created
clusterrole.rbac.authorization.k8s.io/metallb-system:speaker created
role.rbac.authorization.k8s.io/config-watcher created
role.rbac.authorization.k8s.io/pod-lister created
role.rbac.authorization.k8s.io/controller created
clusterrolebinding.rbac.authorization.k8s.io/metallb-system:controller
created
clusterrolebinding.rbac.authorization.k8s.io/metallb-system: speaker
created

rolebinding.rbac.authorization.k8s.io/config-watcher created
rolebinding.rbac.authorization.k8s.io/pod-lister created
rolebinding.rbac.authorization.k8s.io/controller created
daemonset.apps/speaker created

deployment.apps/controller created



. EREMetalLBIZEIRZ AT » sFAK THBRNEBRERSER « WERITPAENMERAER « £aHTHEE
IEEEE -

[netapp-user@rhel’7 ~]$ oc adm policy add-scc-to-user privileged -n
metallb-system -z speaker
clusterrole.rbac.authorization.k8s.io/system:openshift:scc:privileged

added: "speaker"
6. £ Tmetallb-system) @& ZEEHEIL TConfigMap) RE&EMetallB ©

[netapp-user@rhel”7 ~]$ vim metallb-config.yaml

apiVersion: vl

kind: ConfigMap

metadata:
namespace: metallb-system
name: config

data:
config: |

address-pools:

- name: default
protocol: layer?2
addresses:

- 10.63.17.10-10.63.17.200

[netapp-user@rhel’7 ~]$ oc create -f metallb-config.yaml

configmap/config created

7. IR7E ~ BRI G HTEERFEE « MetalLBEISIRIMNIPARARTS « M EIBRARPERAE S IPLL
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[SEECENTEN

52 EAShRZS
Red Hat OpenShift 46 EUS ~4.7
F5 BIG-IP VERRZ 16.1.0

F5 Container IngressfR¥5 2.51

F5 IPAM3Z 28 0.1.4

F5AS3 3.30.0
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1. Z24EF5 Application Services 3#EFEINAE « 3EBIG-IPRAIEZ JsonHRVARRS ~ MIEM LT © AIfE "F5AS3
GitHubf#77 E" N &R HTAIRPMAEEE ©

2. B AF5BIG-IP&#: ~ BIBZEiApps > TEMEELx) A% —T MEAL °
3. M—TEEE R WIS THAAS3 RPMIERE « I—TF"HBE" « ABE—T"L&" -

Import Package

I File Name | Choose File | f5-appsvcs-3.30.0-5 noarch.rpm

Cancel || Upload |

4. FERE RN ZEASIRFTIIAE

S-S 1Mo & F-appaves-3 30005 saarch PLLGH
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 ~ HAREHERR OpenShift SDNAIBIg IPRAE EEIIVXLANBENE © BIEZE Network (49E8) 1 >
MMunnels (3838) 1 > MProfiles (FREHE) 1 ~¥E—T Create (EiL) 1 -~ 7A%H#E TParent Profile (R
RENE) | BREAVXLAN « TEARTEIENATE - A8 —T 58 ©

Matwork o Tumnals @ Profiles | VILAN o Mew VOLAN Profile

Ganeral Properties
=
Parerd Profie vadan w
Desscription |
Sattings Gustom [
P ATem C
Flooding Type Miglticas v -]

Cancel | Repeal || Finishod

6. BIE=E TR, > N@EE) > NBERE) BT i - ARBABEHNRBN AP - EEREL
—EZRPEIREERENE - ARE—T T=p -

Network » Tunnels : Tunnel List » New Tunnel...

Configuration
I Name | openshift_vxlan |
Description | ]
Profile | vxlan-multipaint v
I Local Address [ 10.63.172.239 J
Secondary Address [ Any v
Remaote Address Ay s
Mode Bidirectional
wr -
Use PMTU Enabled
TOS | Preserve
Auto-Last Hop [Defaut  ~|
Traffic Group [Mone |

| Cancel || Repeat || Finished |

7. LIEEBIER#IEE ARed Hat OpenShift#s £ o

8. 7EZOpenShift_#F5 BIG-IP{EAREIE I T F4HER « 1S F4IRR U OpenShifti SEIEFRZEFS5 BIG-IPEARES T
TR YamIES ©



wget https://github.com/F5Networks/k8s-bigip-
ctlr/blob/master/docs/config examples/openshift/f5-kctlr-openshift-
hostsubnet.yaml

9. EERTHFIRIEEE « WA OpenShift SDNITIEBIG-IP VTEP (VXLAN@E) IP o

apiVersion: vl
kind: HostSubnet
metadata:
name: fb5-server
annotations:
pod.network.openshift.io/fixed-vnid-host: "QO"
pod.network.openshift.io/assign-subnet: "true"
# provide a name for the node that will serve as BIG-IP's entry into the
cluster
host: f5-server
# The hostIP address will be the BIG-IP interface address routable to
the
# OpenShift Origin nodes.
# This address is the BIG-IP VTEP in the SDN's VXLAN.
hostIP: 10.63.172.239

() eEsRREEEOTRIPTIEMEEE -
10. I EHFHEBER o

[admin@rhel-7 ~]$ oc create -f f5-kctlr-openshift-hostsubnet.yaml

hostsubnet.network.openshift.io/f5-server created

M. EW1§AF5 BIG-IPAlARESFAERIL 2 T 1% FARRRVEEIP F AR EEE o



[admin@rhel-7 ~]$ oc get hostsubnet

NAME HOST HOST IP
SUBNET EGRESS CIDRS EGRESS TIPS

f5-server f5-server 10.63.172.239
10.131.0.0/23

ocp-vmw-nszws-master-0 ocp-vmw-nszws-master-0 10.63.172.44
10.128.0.0/23

ocp-vmw-nszws-master-1 ocp-vmw-nszws-master-1 10.63.172.47
10.130.0.0/23

ocp-vmw-nszws-master-2 ocp-vmw-nszws-master-2 10.63.172.48
10.129.0.0/23

ocp-vmw-nszws-worker-r8fh4 ocp-vmw-nszws-worker-r8fhi 10.63.172.7
10.130.2.0/23

ocp-vmw-nszws—-worker—-tvr46 ocp-vmw-nszws-worker—-tvr46 10.63.172.11
10.129.2.0/23

ocp-vmw-nszws-worker-wdxhg ocp-vmw-nszws-worker-wdxhg 10.63.172.24
10.128.2.0/23

ocp-vmw-nszws-worker-wg8r4 ocp-vmw-nszws-worker-wg8r4 10.63.172.15
10.131.2.0/23

ocp-vmw-nszws—-worker-wtgfw ocp-vmw-nszws-worker-wtgfw 10.63.172.17

10.128.4.0/23

12. £0penShift VXLAN_EZII—EEFEIP - i f£OpenShifthy T 1% T 4BER &5 B i 17 B FERF5 BIG-IP{aIARES
BIIP o« EAF5 BIG-IP&R#4% ~ BIEBE M@K, > TEBIP) ~ A%BIZ—T &Ly o {EAF5 BIG-IPEE F4EEE
BUMEEIPFEREAIP « FEEVXLANEE « ABREAEMFMEER - RBE—T e °

Metwork » Self IPs » New Self IP...

Configuration
Name | 10.131.0.60 |
IP Address | 10.131.0.60 |

Netmask | 255.252.0.0 J

VLAN / Tunnel openshift_vxla

Port Lockdown | Allow Al ~|

Tanc oo s s bkl e Ll

Service Policy ' None v |

| Cancel || Repeat || Finlshed

13. EERTLIERCIERMNFS BIG-IPRARFEINEE - BBE TR%) > MEAE) > [9FBEE) #&—



T B2 ~ ARBAGHERR o ARIE—T T o

System » Users : Partition List » New Partition...

Properties

I Partition Name OCp-VImw

Partition Default Route Domain | [0 + |

Description

(] Extend Text Area
() wrap Text

Redundant Device Configuration

: | &4 Inherit device group from root folder
Device Group
MNone
&4 Inherit traffic group from root folder
Traffic Group Sl ALl L .p i
traffic-group-1 (floating) hd

| Cancel |[ Repeat || Finished |

()  FomscAEEHCIERNSEE DEFFIHRE -

14. EARBEEFERMERRINIRIEBIRLLEFS BIG-IP Cl - UREBIE#IRE ARed Hat OpenShiftE s ~ Wi f
FAF5 BIG-IPRAEATERILENS « ERIRFENLERM

[admin@rhel-7 ~]$ oc create secret generic bigip-login -n kube-system
-—-from-literal=username=admin --from-literal=password=admin

secret/bigip-login created



15. ZEE5ECIZAERA ©

[admin@rhel-7 ~]$ oc apply -f

https://raw.githubusercontent.com/F5Networks/k8s-bigip-

ctlr/master/docs/config examples/crd/Install/customresourcedefinitions.y

ml

customresourcedefinition.apiextensions.k8s.io/virtualservers.cis.f5.com

created

customresourcedefinition.apiextensions.k8s.io/tlsprofiles.cis.f5.com

created

customresourcedefinition.apiextensions.k8s.io/transportservers.cis.f5.co

m created

customresourcedefinition.apiextensions.k8s.io/externaldnss.cis.f5.com

created

customresourcedefinition.apiextensions.k8s.io/ingresslinks.cis.f5.com

created

16. JIEE NEHETF) > MFEERRERR - ESHMRFF5-

1 o

OperatorHub

SR%¥—T TF5 Container Ingress Service] 75

Discowver Operators from the Kubemetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software

through Red Hat Marketplace & You can install Operators on your clusters to provide optional add-ons and shared services to y

our

developers. After installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experience.

| aiiems All ltems

Al Machine Leaming
Application Runtirme
Big Data

Choud Prowider
Database

Developer Tools
Development Tools
Drivers And Plugins
Integration & Delivery
Lagging & Tracing
Modemization & Migration

Monitoring

17. FREIREEEM ~ ABE—T

®

F5 Container Ingress Services

Operator to install F5 Container
Ingress Services (CI5) for BIG-IP.

MNnstall (Z&8E) | ©

literns



F5 Container Ingress Services

LB.0 previded by F5 Networks Inc
Latest version
180 Introduction
Capabllity level This Operator installs F5 Container Ingress Senvices (C15) for BIG-IP in your Cluster. This enables to
configure and deploy CIS using Helm Charts,
@ Basic Install e ok "
1

) Seamless Upgrades
Full Lifecycle
() Deep Insights

g Auta Pilat

Provider type
Certified

Provider
F5 Networks Inc.

Repository
https:fgithub.com,/ FSMet
works kBs-bigip-ctlr

Container Image

registry.connect redhat.co
myfSnetworks/k8s-bigip-

FS Container Ingress Services for BIG-IP

F5 Container Ingress Sendces (C15) integrates with container orchestration erdronments to
dynarically create L4/LT services on FS BIG-IP systems, and load balance network trafflc across the
services. Monitoring the orchestration API server, CIS is able to modify the BIG-IP systemn configuration
based on changes made to containerized applications.

Documentation

Refer to F5 documentation

+ CIS on OpenShift (httpsf/clouddocs f5.comycontainers/latest/userguide fopenshift/) - OpenShift
Routes (https:jiclouddocs f5.comyfcontainers/latest /userguide,routes. hitmil )

Prerequisites

Create BIG-IP login credentials for use with Operator Helm charts. A basic way be,

oc create secret generic <SECRET-MAME: ««From-1iteral=username=<IJSERN

AME> --from-literal=password=<PASSWORD:

=n kube-system

18. 7 Minstall (£2%5) | REEEEL - REFRABEARSE ~ ABE—T Mnstall (£FK) | -
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Operatorbiub  »  Operator Installation

Install Operator

Insgall your Operator by subscribing to one of the update channels to keep the Opeérator up to date, The strategy determmines either manual or automiatic

updates

Update channel * @ F5S Container Ingress Services
@ beta provided by FS Metworks Inc
Prowvided APis
Installation modse *
FSEi th
& Al namespaces on the cluester (default) m s
Operatod will be available in all Mamespaces This CRO provides kind Fselglpttlr o
O Aspecific namespace on the cluster configure and deploy FS BIG-IP
Operator will be available in b single Namespace only Controller,

Inetalled Namespace *
B cpenshift-operators -
Approval strategy

@ Automatic

O Marazal

Install | Cancel

19. ZEIRFERE—KRER- -

@ FS Container Ingress Services
1.8.0 provided by FS Networks Inc.

Installing Operator
The Operator is being installed. This may take a few minutes.

View installed Operators in Namespace openshift-operators

20. ZEIREEZE « FRATREMINNE -

21. BIBE TEEF) > LENEHETF) ~#%—T TF5 Container Ingress Service] ~ ZA%i#—TF T
F5Biglprcrl 738 R/ TCreate Instance (BEIZHITIERE) 1 o



Project: openshift-operators

Installed Operators * Operator details

@ F5 Container Ingress Services
1.8.0 provided by F5 Networks Inc.

Details YAML  Subscription  Events  F5BiglpCtlir

Provided APIs

=118 F5BiglpCtir

This CRD provides kind F5BigIpCtlr to
configure and deploy F5 BIG-IP
Controller.

(® Create instance

22. ##—7TF TYaml View (Yami#gt]) 1| ~ RABREEMVENZ2HEE ETIREA ©

@ HEIFFIZRE Tbigip_partition' ~ Topenshift SDN_name' ~ Tbigip_ URL |
M Tbigip_login_secret] ~ URMEEE « ABEEHERAR ©

12



apiVersion: cis.f5.com/vl1
kind: F5BigIpCtlr
metadata:
name: fb5-server
namespace: openshift-operators
spec:
args:
log as3 response: true
agent: as3
log level: DEBUG
bigip partition: ocp-vmw
openshift sdn name: /Common/openshift vxlan
bigip url: 10.61.181.19
insecure: true
pool-member-type: cluster
custom resource mode: true
as3 validation: true
ipam: true
manage configmaps: true
bigip login secret: bigip-login
image:
pullPolicy: Always
repo: fS5networks/cntr-ingress-svcs
user: registry.connect.redhat.com
namespace: kube-system
rbac:
Create: true
resources: {}
serviceAccount:
Create: true

version: latest
23 B EEARBRZE S #%—T Tl - EEEKERNE 2t HZTRFPLEC] Pod ©

Poc

T Filter - Mame = e rr m
Mame 1 Status Ready Restarts Cwmner Memory CPRU
@ i Running o @ &L MiB 0.003 oo

13



Red Hat OpenShiftikTEsR IRt —1& /5 7% ~ AIEBAL7 8 &H T ERAKR LR - A2
FOpenShiftik s B BEESHRIZELRANRE o 748 A UEREFS CIZRZEFERIN
ZREYF5 BIG-IPRAEHVERH ~ UEEABHBIE AT » AL BEITRERIOpenShiftigH

@ 7% ° CIE27EBig IPRM AR EHAARES » A OpenShifti& HAVER 2T ~ MBig IPRIB SRS
FURERRE o WEBILINEN 2 EN « ASRMLENNXYG - FFEE - BLE2HEH
¥APS/v1 APIFEJOpenShiftEi B E JRPIER © AL ~ #FiELEIEE fEBCF5BiglprvtrrE
JRcis.f5.com/vl APHERRF BRI 2B BIETS (1) BRAESE () o

24. (BFRLACIERIEIIMS|EEFE Nlipam: trues #1 Tcustom_resource_mode : truel © ELEZHEEUEEIPAM
ZHISRRCIEAFIENZH o B1IIF5 IPAMER « B2CIERBIPAMES -

[admin@rhel-7 ~]$ oc get f5ipam -n kube-system

NAMESPACE NAME AGE
kube-system ipam.10.61.181.19.0ocp-vmw 43s

25. $2I7F5 IPAMIZEHIZRPRBAVARTSIRE ~ ACMAGLRAE - BIIYamiERLE E RS -
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[admin@rhel-7 ~]1$ vi f5-ipam-rbac.yaml

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: ipam-ctlr-clusterrole

rules:
- apiGroups: ["fic.f5.com"]
resources: ["ipams","ipams/status"]
verbs: ["get", "list", "watch", "update", "patch"]

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: ipam-ctlr-clusterrole-binding
namespace: kube-system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ipam-ctlr-clusterrole
subjects:
- apiGroup: ""
kind: ServiceAccount
name: ipam-ctlr
namespace: kube-system
apiVersion: vl
kind: ServiceAccount
metadata:
name: ipam-ctlr

namespace: kube-system

26. IER o

[admin@rhel-7 ~]$ oc create -f fb-ipam-rbac.yaml

clusterrole.rbac.authorization.k8s.io/ipam-ctlr-clusterrole created
clusterrolebinding.rbac.authorization.k8s.io/ipam-ctlr-clusterrole-
binding created

serviceaccount/ipam-ctlr created

27. 3BT YamltEZE ~ A% EL ELU TR EAYFS IPAMEBEER ©



@ F5E I T A spec.template.spec.contains[0].args P HIIPEIE 28 « LUk BREA I8 EAR ST FE
#ipamLabelFMIP{iLEEE] o

@ IPAMIZ 23 B0 & & 23 48 8 IR FEE E st BipamLabels [range1'#l'range2' ~ A REREZEM
i EERIFNIEIRIP{L

[admin@rhel-7 ~]$ vi f5-ipam-deployment.yaml

apiversion: apps/vl
kind: Deployment
metadata:
labels:
name: f5-ipam-controller
name: f5-ipam-controller
namespace: kube-system
spec:
replicas: 1
selector:
matchLabels:
app: fb-ipam-controller
template:
metadata:
creationTimestamp: null
labels:
app: fb-ipam-controller
spec:
containers:
- args:
- —-orchestration=openshift
- —--ip-range='{"rangel":"10.63.172.242-10.63.172.249",
"range2":"10.63.170.111-10.63.170.129"}"
- —-log-level=DEBUG
command :
- /app/bin/f5-ipam-controller
image: registry.connect.redhat.com/fbnetworks/f5-ipam-
controller:latest
imagePullPolicy: IfNotPresent
name: f5-ipam-controller
dnsPolicy: ClusterFirst
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
serviceAccount: ipam-ctlr

serviceAccountName: ipam-ctlr



28. EITF5 IPAMIZE4ISSEZRE o

[admin@rhel-7 ~]$ oc create -f fbh-ipam-deployment.yaml

deployment/f5-ipam-controller created
29. HESEF5 IPAMIZH 2R Pod IETEHIT ©

[admin@rhel-7 ~]$ oc get pods -n kube-system

NAME READY STATUS RESTARTS
AGE

f5-ipam-controller-5986cff5bd-2bvno 1/1 Running 0

30s

f5-server-£f5-bigip-ctlr-5d7578667d-gxdg] 1/1 Running 0

14m

30. #IIF5 IPAMZEHE o

[admin@rhel-7 ~]$ oc create -f
https://raw.githubusercontent.com/F5Networks/f5-ipam-
controller/main/docs/ static/schemas/ipam schema.yaml

customresourcedefinition.apiextensions.k8s.io/ipams.fic.f5.com

1. 2By G H T ER R ARES
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[admin@rhel-7 ~]$ vi example svc.yaml

apiVersion: vl
kind: Service
metadata:
annotations:
cis.f5.com/ipamLabel: rangel
labels:
app: f5-demo-test
name: f5-demo-test
namespace: default
spec:
ports:
- name: f5-demo-test
port: 80
protocol: TCP
targetPort: 80
selector:
app: fb-demo-test
sessionAffinity: None
type: LoadBalancer

[admin@rhel-7 ~]1$ oc create -f example svc.yaml

service/f5-demo-test created
2. IBEIPAMIZHIZ B TISIKIMBIPZATE ©

[admin@rhel-7 ~]$ oc get svc
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT (S) AGE

f5-demo-test LoadBalancer 172.30.210.108 10.63.172.242
80:32605/TCP 27s

3. JBITEREIL(E PRI A B B T ERARTS o
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[admin@rhel-7 ~]$ vi example deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: fb5-demo-test
name: f5-demo-test
spec:
replicas: 2
selector:
matchLabels:
app: fb5-demo-test
template:
metadata:
labels:
app: fb5-demo-test
spec:
containers:
- env:
- name: service name
value: f5-demo-test
image: nginx
imagePullPolicy: Always
name: f5-demo-test

ports:
- containerPort: 80
protocol: TCP

[admin@rhel-7 ~]1$ oc create -f example deployment.yaml
deployment/f5-demo-test created

4. EPodBEIEIEHIT ©

[admin@rhel-7 ~]$ oc get pods

NAME READY STATUS RESTARTS AGE
f5-demo-test-57c46£6£98-47wwp 1/1 Running 0 27s
f5-demo-test-57c46f6£98-c12m8 1/1 Running 0 27s

5. & OpenShifth 7 #¥ & 8 T #1248 AUARTS « 7EBig IPRAP I BN ER[AARES - BIBEE AR
E>ER RS> ERERSSFE
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