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No.

Time
380 9.218014
381 9.2184880
382 9.218641
397 9.369035

IP addresses of the NFS client and CVS instance

Source

10.193.67.225
10.193.67.219
10.193.67.225
10.193.67.219

Destination

10.193.67.219
10.193.67.225
10.193.67.219
10.193.67.225

Genericized NFS call/reply

Protocol Length | Info

NFS 346| V4 Call (Reply In 381)
NFS 426|iV4 Reply (Call In 389)
NFS 370| V4 Call (Reply In 397)
NFS 458| v4 Reply (Call In 382)

Frame 381: 426 bytes on wire (3488 bits), 426 bytes captured

Ethernet II, Src: IntelCor_7f:da:bc (9@:e2:ba:7f:da:bc), Dst:

Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port: 2049, Dst Port: 738, Seq: 6305, Ack: 6569,

10.193.67.219, Dst: 12.193.

Remote Procedure Call, Type:Reply XID:8xef5e998d

(3408 bits)

VMware_a@:2c:2d (©0:50:56:a8:2c:2d)

67.225

Len: 360

v GS5-Wrap
Length: 3@
GSS Data:

v Network File System
[Program Version: 4]
[V4 Procedure: COMPOUND (1)]

850467 f000000200000080025913451ee1d43d298cF3031..
krb5_blob: ©850467ff0000000000080000825913451ee1d43d298cf3031

G353 wrapped NFS calls/replies with no other identifying information

Source

16.183.67.201
18.193.67.204
18.193.67.281

B, Tirne
33 8.958488
] 34 @.9587E48
35 8.9559284

Destination

18.153.67. 284
ie.193.67. 201
i8,133.67. 284

» Opcode:
» Opcode:

PUTFH (22)
SETATTR (34)
w Opcode: GETATTR (§)
Status: NFSa_OK (@)
w Attr mask[@]:
regd_attr:
» regd_attr:
» reqd_attr:
» reqd_attr:

Type (1)
Change (3)
Size (4)
FSID (&)

@xe@l109lla (Type, Change, 5ize, FSID, FileId)

Fileld (28)

v reco_attr:
9232254136507092620

fileid:

w Attr mask[l]: exeébBagla

Profoced  Lemgth] Info

NFS 458 V4 Reply (Call In 32) OPEN StatelD: @x@481
NFS 384 V4 Call (Reply In 35) SETATTR FH: ©x6c@7318a
NFS 358 V4 Reply (Call In 34) SETATTR

{Mode, HumLinks, Owner, Owner_Group, Space_Used, Time_Access,

Time_Metadata, Time Modify, Mounted on_FileId)

l ~ rEeco_aitr: Mode (33}

Pt strunitir
» mode; @644, Mase: Unknown, Read permission for owner, Write permission for owner, Read permission for group, Read permission for Dthers]

» reco_attr: Numbinks (35)

~ reco_attr: Owner (36)
» fFattrd owner: roat@NTAP. LDan

~ preco_attr: Owner Group {37)
fattrd_ownar_group:

rootENTAP. LOCAL

» reco_attr: Space_Used (45)
Time_fccess (47)
Time_Metadata (52)
Time Modify (53)
Mounted_on_FileId (55)

» raco_atte:
» reco_attre:
¥ rECO_Attr:
» FECO_ATLr:
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sec=krb5 uses Kerberos V5 instead of local UNIX UIDs and GIDs to
authenticate users.

sec=krbb5i uses Kerberos V5 for user authentication and performs integrity
checking of NFS operations using secure checksums to prevent data
tampering.

sec=krbb5p uses Kerberos V5 for user authentication, integrity checking,
and encrypts NFS traffic to prevent traffic sniffing. This is the most
secure setting, but it also involves the most performance overhead.
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