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ZEEFE AR VMware VAAIFINetApp NFSHMEMET

ZENFSIMIMETR I RIENetApplEE R 4t _EEYFEVMware vStorage for NFS ~ B
FBVMware 14 FEEEREVAAI (GB ﬁﬁﬁ’\@@J”AE’JVMware vStorage API) ~ &I
ZH#EVMware ESXiE#E FRIIMIET « U KRR LB TR o

ez Al
* WRTEEERR LRUANFSV3EINFSV4.1 ©

@ NFSv4. 112 B ONTAP VMware 9.0% 4% ~ NFSv3[ERFE AL 7-ModeFCluster-Mode %
4 o

* VMware vSphere 7.0U124ZB 0] {HfE T o
MNFERIFANFS R fEEFHVMware vSphere I EME A ~ AL BIHFRFIEIFERM 5810 o

RN EIEIIE
* MNREFERAVMware ESXi CLIZRZEEIMIER « sA1ERIIA T EF1
* NREFEHBEARVMware vSphereBE#tFEFEIES (VSC) RZIEEIMNIMER ~ 5AIERA P83

VSCHRITE{#771% 528 _EBUFAVMware vStorage for NFS ~ Wi fEESXiE % FEXFAVAAI (FER) 1. 3B 2. 1L
FFEIRFTE o

* WNREFEFAONTAP VMware vSpherefVMwarefZR T B 2R ZEEIMIER « S5 1ERIIA FER3
ERBIPHIEER] -
* HINA192 - 168 - 42 - 2xxBIIP{i it B IEESXifAlAR 28 VMkernelZEE1H1E o

* }A192 - 168 - 42 - 6xAYIP{iiL @F5Data ONTAP LA7-ModeiZE {ERY & 4% ©
* IP{i3EA192 - 168 - 42 - 81 ~ BIEONTAP ERER MR LEFERKSS (SVM ~ SLrifEAvserver) o

1. EYFVMware vStorage for NFS :

NRIEEER. .. RE...

CLI ONTAP ESVM_EERYAVMware vStorage for NFS :  Tvserver NFS
modify—vserver vserver_name -vStorage enabled'] ESVMAIZTE o

7-Mode CLI E#1F 2% _EBUBAVMware vStorage for NFS @ Toptions nfs
» vStorage * enable on



NRIEEER. .. AE...

AR VFilerETaY7-Mode CLI fEMultiStore FEEVMware NFSERIZRERVMware vCentertg R E
P28 7T EZ8ENetApp NFSHMETlvStorage for NFS © TvFileri
{7vFiler_name#EI&nfs.vStorage.enable on]

2. FERESEESXiEH EERKAVAAI
7£VMware vSphere 5.0 E#HRAH ~ VAAITEZ ARKA ©

SNRIGFER. .. RE...

VMware ESXi CLI a. BRsE BB ERUEVAAI . Tesxcfg-advcfg -g /DataMover /
HardwareAcceleratedMove] (esxcfg-advcfg -g /DataMover /
HardwareAccelerated|nit)

NREIFAVAAI ~ ELHSERET M@ -

~ # esxcfg-advcfg -g
/DataMover/HardwareAcceleratedMove

Value of HardwareAcceleratedMove is **1**
~ # esxcfg-advcfg -g
/DataMover/HardwareAcceleratedInit

Value of HardwareAcceleratedInit is **1**

b. YNERKREIFEVAAI ~ sBEUEVAAI © Tesxcfg-advcfg -s 1 /DataMover
/ HardwareAcceleratedInit; lesxcfg-advcfg -s 1 /DataMover /
HardwareAcceleratedMove Move ]

B GER M EL

~ # esxcfg-advcfg -s 1
/DataMover/HardwareAcceleratedInit

Value of HardwareAcceleratedInit is **1**
~ # esxcfg-advcfg -s 1
/DataMover/HardwareAcceleratedMove

Value of HardwareAcceleratedMove is **1**

& AvCenter Server o
HEBEESXifFPRES ~ E— T RIIRESHTE o
£ T4HRE) REIERN TEiE) &R~ #—TF NERRTEL °

#EHY* DataMover * ~ A& F&E2 DataMover
1 ~ THardwareAcceleratedMove] #1 Data Mover] Z2E:7E
1o

vSphere A F i

o T o

a



3. [[step3] FE A VMware VAAIFINetApp NFSHMIET :

a.

b.

EAIE TEER « Aits EARVMware VAAIFINetApp NFSHMIMETU T EL"
T#2.0hRKvSphere 7.0U1 K ERThR AR ERFTIRASIRAS ©

4. EARZENMRGNAREIRERE 8

a.

5. #1

ES THIBGEE TRE /tup BRI :
NetAppNasPlugin-<version>.Signed.zip

IR MRS B2 OIS ¢

" NetAppNasPlugin-<version>.zip
" NetAppNasPlugin-<version>.zip.sig
" csc-prod-CFSG-NFS-Plugin.pem
ER TS L IERE RIS AREHE
openssl x509 -in csc-prod-CFSG-NFS-Plugin.pem -pubkey -noout > csc-prod-
CFSG-NFS-Plugin.pub
* csc-prod-CFSG-NFS-Plugin.pem B EFIE/RE LS Net AppNasPlugin-
<version>.Signed.zip
" csc-prod-CFSG-NFS-Plugin.pub /NG
ERAARERERERZENRG

openssl dgst -sha256 -verify csc-prod-CFSG-NFS-Plugin.pub -signature /tmp/
NetAppNasPlugin-<version>.zip.sig /tmp/NetAppNasPlugin-<version>.zip

SNREREERIN ~ BIEGRR T -

Verified OK

TRAEG< ~ TEESXiEHE E ZEEIMIMER -

Check Alignment of PHs>"etc/init.d/VAAI - NASD{Z1E"

esxcli software component apply -d /tmp/<some path>/NetAppNasPlugin-
<version>.zip

Check Alignment of PHs>"etc/init.d/VAAA-NASD start"

° <some_ path> T TEHERUENRE
° NetAppNasPlugin-<version>.zip B&TE FEHIBRLGERES
6. FERETEVMware ESXign 7RI T EiThZe4EsMIE

(esxcliErBE T BE)


https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab

MR EERERENREEEEEE -
ERELEH <A RRTHEVSphere I 2 FVLCMINEERIFIER ~ IEIHRERI 7 .Ox K B #T AR A<ERF o

7. MR EEEIF A S - LREIMIER ~ ONTAP 2H1TVMwareIEAREREIHRTE  sHEEAVAAI
MESXifEfREs L - AIREEEMSENFSERZFH E ML E ZE T SR ELRRIFRE "s2 EONTAP E LR
B SE 1R EBNFSAIVAAL" ©
R EAData ONTAP LL7-ModelZfEHITHAE « :ABBLL S ER -
EaI A ERELRE SRR FEIRBITER ER PR o VAAERENE (FEMEHRAIFEENFSVS

IEERIBE R ZIECRSVM L B RHF M E itk & R H R AURRA - SR EEERHFIRE LERANFSLSMIEEH 7
TE AR ELRBPRENFSITE A SRR EMEHIGE

SNRITMER. .. R
CLI ONTAP FTEMEFAVAAIRIESXifEIARSS ~ 7 INFS1 REASEELRIRAA

EFEEEHE - vserverfE L RAIFRAImodify -vserver VS1
-policyname MyPolicy -rueindex 1 -FE&itAENFS -rwrwrRule krb5

krb5i any -rorrorrule krb5
krb5i krb5i
ETFEERIF

(VS1) BSVMILTE - T
Al EEHFRANSLE M1 2
RAIMZRSI4RSE © TNFS) &
FENFSV3FINFSVIEERE o **
RO (M:E) FIRW (GER) H%Z2
¥ Akrb5 ~ krb5igiany o +
[listing] ---- cluster1::> vserver
export-policy rule modify -vserver
vs1 -policyname mypolicy
-ruleindex 1 -protocol nfs -rwrule

krb5
any -rorule krb5 krb5i
any ---- AR EIEZNONTAP

8. MNRIEEFAData ONTAP IA7-ModelBERITHAE ~ BEIT Texportfs) #< A H Volume&TX o
NRIEFEFAONTAP B Z B A ~ SABKBLEDER -

WNEE Texportfs) MLRGFAAET « B2 " (EAMR7-ModefVE: ~ ERlFIEENREEEER) (&#H
) Data ONTAP" o

PE L HARRE B ~ (RT LU E E R TBERIPIL « FAERES/ERREEAE - A% TRWI H Troot) EIFIETEIP
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sysl> exportfs -p root=192.168.42.227 /vol/VAAI

TR IUBEA LISk D FREYBEE » fIn -

sysl> exportfs -p root=192.168.42.227:192.168.42.228 /vol/VAAI

YNREER BB BIRERN Volume ~ BEHBERERE—JtH « UEEREFEZAEE - 510 :

sysl> exportfs -p actual=/vol/VAAI,root=192.168.42.227 /VAAI-ALIAS

() BRRERNS B ELSE .
9. 7EESXiT 1% FHENFSVITINFSVA. 1 BRITFRE :
a. ZEHENFSVIEREHRE « AT FIH< !

{esxcli storage NFS add -H 192 - 168 - 42.80 -s share_name -v volume - name) (esxclifz#7ENFS
add -H 192 - 168 - 42.80 -s share_name -v volume

EERHMENFSVANBERERE « SFHIT o< :

lesxcliff#EfFs&Enfs41 add -H 192.168.42.80- s share_name -v volume£#8-A auth_SYS /
SEC_KRB5/SEC_KRB5I

T EHIFETRONTAP EEZEERFHERHITHN S « URELENGEL !
~ # esxcfg-nas -a onc_src -o 192.168.42.80 -s /onc_src

Connecting to NAS volume: onc_src
/onc_src created and connected.

¥ Data ONTAP LL7-Mode#{TZIBEIZALE ~ NFS VolumeZBAIEE N E Mvol'y T8 o LU TEHIEE
TARHEHEREREN7-Modefi S ~ URESLNEE :

~ # esxcfg-nas -a vms 7m -o 192.168.42.69 -s /vol/vms 7m
Connecting to NAS volume: /vol/vms_ 7m
/vol/vms 7Tm created and connected.

b. BEEEIENASHE,

Fesxcfg-NAS -1]

iR MY



VMS voll03 is /VMS voll03 from 192.168.42.81 mounted available
VMS voll04 is VMS voll04 from 192.168.42.82 mounted available
dbenchl is /dbenchl from 192.168.42.83 mounted available
dbench2 is /dbench2 from 192.168.42.84 mounted available
onc_src is /onc src from 192.168.42.80 mounted available

SERkE ~ HIEEEEHE - MBI 1E/vmfs/volumes B &k H{ER o
10. [[step101fE B T EAP—TES % - BEHENERNEREER T ZIEVAAI

MRIEAER. .. RE...
ESXi CLI l'vmkfsools -ph /vmfs/volumes/ONC_SRC/'&E& N3EiH :

NFS-1.00 file system spanning 1 partitions.
File system label (if any):

onc_src Mode: public Capacity 760 MB, 36.0 MB
available,

file block size 4 KB

UUID: fb9cccc8-320a99%9a6-0000-000000000000
Partitions spanned (on "notDCS") :

nfs:onc src

NAS VAAI Supported: YES

Is Native Snapshot Capable: YES
~ #

vSphere A B i a. #¥—T I ESXifAliRa§ >*4HRE>*{HIFRE* ©
b. BB VAAIRINFSE KHZEM & MIHardware Acceleration (FERE

hnik) 8 o
dNEEVMware vStorage over NFSEUEEAIE ~ sA2RTIRA :
"SFC 9 NFS2EZ 4B ONTAP"
" CERIR7-ModeWEF « EREFEIRBEMIGEEIRIERE) (38X) Data ONTAP"
B EHSE MR E TRNFMET  F2RTIAS -
“ERACLIE TREREFEIEAE"
" GERRT7-ModeVEMHEEEIERIER) (5X) Data ONTAP"

WZEVMware vSphere £ anEHAE IRIZTURVEFAAE A ~ th e AfE A vCenter WebFl R iRGUITE B 1% EZei
KREEIMMER  F2RTIAR .
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" {Virtual Storage Console 6.2.1 for VMware vSphere 224t Ei &5 1857 )
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"VMware vSphere X {4 EYtHR T EONTAP"
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"VMware vSpheref# 12"
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MVolume Effiveiv. show -vserver vserver_name -volume volume volume Volume _name]
()  sEeemmAs - RGP Volume EYE « AFF AFF

MR <HLRENEAEMRREERERNEIRE « BRARE
l-vserver vserver_name -volume volume volume volume * namel _EAJVolume Effiveiv

W RIGERVSCEHONTAP VMware vSphere B2 IRINAE KRR EMIEE  FBBGEILTER - AATERSEERE
& R FRARE R o

sysl> volume efficiency show
This table is currently empty.

sysl> volume efficiency on -volume testvoll
Efficiency for volume "testvoll" of Vserver "vsl" is enabled.

sysl> volume efficiency show

Vserver Volume State Status Progress
Policy
vsl testvoll Enabled 1Idle Idle for 00:00:06 -

MEEEREFERERIRE AR EEERMPRIHEEN - A2RTIAR .
“EACLEETREREEIREE"
" GERR7-ModeBVER ~ BEREFEEEENIGEEIRIER) (JXX) Data ONTAP"
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THar S ERERSVMEFEAE R R E B HRA

cm3240c-rtp::> vol show -vserver vmware -volume vmware VAAI
-fields policy (volume

show)

vserver volume policy junction-path

vmware vmware VAAI vmware access /VAAI

cm3240c-rtp::> export-policy rule show -vserver vmware -policyname

vmware access-ruleindex 2 (vserver export-policy rule show)

Vserver: vmware

Policy Name: vmware access

Rule Index: 1

Access Protocol: nfs3,nfs4 (can also be nfs for NFSv3)
Client Match Spec: 192.168.1.6

RO Access Rule: sys

RW Access Rule: sys

User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Flavors: sys

Honor SetUID Bits In SETATTR: true

Allow Creation of Devices: true

FHRAEEHREEREEABRARANFAIEHIRE « TEREANFSENEZREMIRE
3. EAELHRE ~ HEBRERAERBER TIIRMGRISYS !

o N BEREXRGREPWAAIERHEIEE « 1 B A REIREVEBENFEUERR « NFSVAZEUERR « LUKRF
BN AR & B VAAITZEERR ©

SVMEVolumeiB AR F A& E H BB P IR EASYS ©
o RN BEE B SVMIRHATEE AYIERE AR o FIf S R EERSVMEH BRI R EE L RE :

cm3240c-rtp::> vol show -vserver vmware -volume vmware root -fields
policy,

junction-path (volume show)

vserver volume policy Jjunction-path

vmware vmware root root policy /
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cm3240c-rtp::> export-policy rule show -vserver vmware -policyname
root policy
-ruleindex 1 (vserver export-policy rule show)

Vserver: vmware

Policy Name: root policy

Rule Index: 1

Access Protocol: nfs <--- as in scenario 1, set to nfs or nfs3,nfs4
Client Match Spec: 192.168.1.5

RO Access Rule: sys

RW Access Rule: never <--- this can be never for security reasons
User ID To Which Anonymous Users Are Mapped: 65534

Superuser Security Flavors: sys <--- this is required for VAAI to
be set, even

in the parent volumes like vsroot

Honor SetUID Bits In SETATTR: true

Allow Creation of Devices: true

REREERE « AABREREGRASYS o HIt - rootfEAE ATUEFIRAA X G RIE/VAAIBHEER

da ©

YNSRARMERE BV Mware VAAIRZERE 2 BN G A HMHIRE « Bl EHRE RS HEER AR ik
RERRRA ~ AFEBREAERASYSEKany ©

ERZHERT « RiZREEERRAAERATRRNER
RIS EREEREEABERANFAEHRE « MERSREISRERE -
EFvStorageIfE : TNFS modify -vserver vserver_name VMware -vStorage enabled
SVM_ERINFSHRTS = E R FvStorageIIEE ©
MR E RV Storage INAE -
INFS show -Fields vStorage ]

mhERT TR

cm3240c-rtp::> nfs show -fields vstorage

vserver vstorage

BIrEHREE :

lvserverF&EH R BIFR AT |



T ERIIELRRREA -

Userl-vserver2::> protocol export-policy rule create -vserver vsl
-policyname default -clientmatch 0.0.0.0/0 -rorule any -rwrule any
-superuser

any -anon 0

Userl-vserver2::> export-policy rule show vserver export-policy rule

show)

Virtual Policy Rule Access Client RO
Server Name Index Protocol Match Rule
vsl default 1 any 0.0.0.0/0 any

Userl-vserver2::>

7. BB REEHRA :
NVserverfE HREBIRET
T < EEERELRA

Userl-vserver2::> export-policy show (vserver export-policy show)
Virtual Server Policy Name

vsl default
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