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Associate User

To add a user to your NetApp Cloud Account, that user must already have
signed up at NetApp Cloud Central. Enter the email address that they used
when signing up with Cloud Central.

test@netapp.com

Role

Workspace Admin

Assaciate User to Workspaces

Workspace1 X
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Select type of trusted entity

. ' AWS service Another AWS account @ EVED idﬁ“:tifyﬁr_:r B SAML 2 0 federation

EC2, Lambda and others Belonging 1o You or 3nd pariy . Your corporate directory

Allows entities in other accounts to perform actions in this account. Learn more

Specify accounts that can use this role

Account ID* i)

Options Require external ID (Best practice when a third party will assume this role)
Require MFA€Y
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{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :ACCOUNT-B-ID:role/ACCOUNT-B-ROLENAME"
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Cloud Provider Profile Name

QA | Account ID: ‘h
Instance Profile | Account ID: § .

To add a new AWS cioud provider account, ga to the
Cloud Provider Account Settings.
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| ]
All resources
Azure Active Directory PREVIEW

Resource groups

2. EIMRERT ~ #—F * FEARREMm - o
3. #—T T*#BEEE*1 ©
4. IEEFERRNAVEEAEE R
°* fE MAFERRENRE o
o *WREFERY ¢ [ EERAEE ((EMMRAHEEEAE Cloud Manager H&ECER) o
o * BRTEM URI* : ZEEL * Web* ~ RBEIALEI URL ~ FI40 © https://url
5 #%—TF * sk o
LS
MBI AD FERTENM ARS8 o

RERENEKGATE

T ERIRTFZE ARG E—ZE Azure 515 ~ LIEKBETH T OnCommand ZIEHKR 1 ABLZETA
LAfE Cloud Manager 1€ Azure HF#EH MR o

TR
1. BuBTAR !

a. & "Cloud Manager Azure JRE!" o
b. 1 Azure $TRS ID #ri% EATHERAVEEE « LUEER Json 1EZE o

1B FE% A EFE L Cloud Volumes ONTAP HY&Z1E Azure sTRI#FIZ ID o

- gl -

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54091999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. (£ Json tEZETE Azure PEB:TAR
5 & FIRBAUNEIEE A Azure CLI 2.0 BIIH:TAR !


https://mysupport.netapp.com/cloudontap/iampolicies
https://mysupport.netapp.com/cloudontap/iampolicies
https://mysupport.netapp.com/cloudontap/iampolicies
https://mysupport.netapp.com/cloudontap/iampolicies
https://mysupport.netapp.com/cloudontap/iampolicies

* AZABBEREI | -roleEEEHC : \Policy_for_cove_Manager Azure 3.7.4.json*
IRIREEZIE R 2% EstratCloud OnCommand Manager operator FIEETAR o

2. REARENERGAE !

a. 1t Azure AC#BULRHERL * 5TBD * AR o

b. 3EEETR °

C. #—T * FEUES (1AM ) > Fif > g AGIER * ©
d. 3%42* OnCommand {Cloud Manager operator*) ff o
e. {R& * Azure AD fEFE ~ BHAHSIARTE RS * AUIEEIAS o

f RSEAENLE (CREIEBEHTFEDTIRE) -
Add role assignment X
‘Roe@
| OnCommand Cloud Manager Cperator w |

Assign access to @

| Azure AD user, group, or service principal W |
Select @
| test-service-principal v"|

ﬁ] test-service-principal

g EIERRER - A%EE—T* Save (EF) 1 * °
Cloud Manager BIARTS F BEIRTEER %5 ] RIFT SR Y Azure HE[R ©

WMREAEELE Cloud Volumes ONTAP 1@ Azure sTRIFFEBE ZIETNAE « BN ERIRSIZIEHKBEETSE
5JEIER ° Cloud Manager RJ:EZEIEEFE Cloud Volumes ONTAP RFEfEARIZIRE ©

¥ Windows Azure Service Management API #[E

RS EREMEEE  Windows Azure Service Management AP | #[R o

IR
1. T£ * Azure Active Directory * fRFSH ~ #&—F * FERTENsEM * ~ ARERERRER o
2. #%—7T T *API #R > Fig#ER * 4 o
3. 7 T * Microsoft API* | T ~32EY I * Azure IRFEBIE * ] o



Microsoft APls

Request APl permissions

Select an API

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APls

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlook/Exchange, Onelnve,
OneMNote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenanos

‘ ' Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_;:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

% Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

D Customer Insights

Create profile and interaction models for
your products

L

g:
s B O

ook

E‘ Azure Data Explorer

Perform ad-hoc quertes on terabytes of
data to build n=ar real-time and complex
analytics solutions

‘P Azure Import/Export

Pregrammatic control of importfexport
jobs

I_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination

4 #B—TF T*DUBBIERES DFE Azure IRFFEIE * | ~ ARIE—T T #IGHEEMR *1 -
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N

Request APl permissions

< All APIs
/ Azure Service Management
_S https://management.azure.com/ Dacs [

What type of permissions does your application require?
Delegated permissions rmissions

Your application needs to access the APl as the signed-in user.

5 45 @ Dack

uwa

Select permissions expand all

| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

EVSFEARTED ID 1% ID

1 Azure IR B FTIEZE Cloud Manager B ~ A BiRtEARERNNERER (ARl IDfB# (FEE) ID
o Cloud Manager B/ ID UIZHXRTAXEA
SR

1. 7£ * Azure Active Directory * fRFSH ~ #&#—F * FERTEZNsEM * ~ ARERERREN o

2. g8 - ERE (BFRIR) ID*#* Big (FAF) ID* o

@ Delete & Endpoints

0 Welcome to the new and improved App registrations. Looking to learn

Display name : test-service-principal

Application (client) ID : 73de25f9-99be-4ae0-8b24-538ca787ack3

T
i
i
i
|
|
|
|
i
i

Directory (tenant) ID  : 4b0911a0-929b-4715-544b-c03745165b3a

Ohject ID : b37482a9-375F-49c2-b27c-e630514106a5

1L A PRt R

CEERITARIGEE « 7R1%E% Cloud Manager 1R{EHZAIEE « LAE Cloud Manager B ERER:E Azure
AD o

@ 1R A #1E = Cloud Manager B ~ Cloud Manager @& P ipi4 28 ARRRAER S8 o

TR
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—_

- BAEX * Azure Active Directory * RF ©

- B—T * EREEM -~ ABRERCHERARER -
BT URSREEE) > THAPIEE ¢ oo

- PR R BB I R AR B o

ol N i B

- BE AP IR ERIE

o o0 A wWwDN

Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

| + Mew client secret

DESCRIFTION EXFIRES VALUE Copy to dipboard

test secret 8/16/2020 *571)Se2By:D*-ZRoVAMNLFfdACY7:+0vA [%

KR

THRBERIREERETHN - ERZEEEREAREN (ARK) ID ~ B (JBF) ID ~ UKBRIHHE
HY{E o #iE Azure TR ~ {E4ZB7E Cloud Manager FREIAMLEF o

1 Azureltk B #t% = Cloud Manager

ERHEAzurelR R PRV ER 2 & - BIATHEIR A #7iE 2= Cloud Manager © #itk—2& ~ f&RFLAETE Cloud Volumes
ONTAP ZiIRF RERENZ IR R 4% ©

B

1. #£Cloud ManagerF1ZaH LA « #—T TRE1 ER ~ 7A%EEE ™ Cloud Provider & Support
Account*] °

|_={-'J Account Settings [~ Workspace v

2. ##—T* TAdd New Account* (FTIEIRE) 1 ~ #ATBEEER Microsoft Azure * (Microsoft Azure
3. #iA Azure Active Directory FRFS ERERVABRAE N « LUR T ERIHEIR ¢
° FEREINID : F26 BSEAEI ID MBS D -
° #HRID (X B#ID) : A2 BSEAREIN ID AIEER D o
- ERARERER (ARIHKE) A28 [BiAFIHEE] -
4. BERERSRAER - ABR—T I Biutkp * 1 o
MR
CIRTEPTAE R U TIERIGES « 1 TSN EETMEHMIRS ©
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== Microsoft Azure Provider Account

Cloud Provider Profile Name
Azure Keys | Application ID:

Dev Keys | Application 1D:

Managed Service Identity

To add a new Azure doud provider account,
go to the Cloud Provider Account Settings.

oo

i ERSN Azure TR AT E B oo i n! 2 L RR Gk

Cloud Managera] :E{Z38Z2EZBE Cloud Volumes ONTAP BJAzuretR BT o BRIEEEEILRANG « [RIGHE X%
SEEE DA ERBERARRER Azure 3181 "SEE B 95" BLERTR ©
RAREIET(F

SEESDEMAR WA Azure tRE" E1EHENetApp Cloud CentralZBZCloud Managerb ~ &1EEZ8ZCloud
Managerf * Cloud Central#ZiZOnCommand 7 ITBREMAEEFIRAF R AR - TFHEHIEKk4Cloud
Manager/&E #1233 o

SRR
1. & A Azure A4 o
2. FARL* TEIBE) * ARFS ~ ABEREEREHFEE Cloud Volumes ONTAP HIZTRS o
3. #—TF * FEUESl (IAM) * o
a @—T T*mg > MEAEEK* 1 ~ ABIMGHER :
* #&$E* OnCommand {Cloud Manager operator*) €& o

@ FhiRHAVTER A4 [Cloud Manageri®fE& 1 OnCommand "Cloud Manager [5 8/
"o MNREBAHEIEEZERARNLTE  AAENZATE -

* fEUK ¢ RS BOTFEE o
* 3EEVFE 7 Cloud ManagerE #4239 TEI o
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* 3EHYCloud ManagerfE#iies o
ool N - c A
4. FEEESLESRUBUSEINTRARS o
iR
BRI TEIRIER « IREREZAESNZE Azure STRIFPEEGEE & 72 #RIREMRE ©

== Microsoft Azure Provider Account

Cloud Provider Profile Name

Managed Service ldentity -

Azure Subscription

OCCM Dev

OCCM QA1 (Defaulit)

To add a new Azure cloud provider account,
go to the Cloud Provider Account Settings.

oo

5 E GCPIR B i i H 1% = Cloud Manager

METERMA "ElnE" TEERA L ~ EEE S HB Storage AdmintERRVARTSIRE ~
1 Cloud Managerf{z#777FE{E & ° Cloud Volumes ONTAPCloud Manager B FEE 18
REBEREERRFHTFE - UFHERDE -

% Google Cloud Storage MIARFEIR A FIFENE I8

AR5 1R A AI:E Cloud Manager E2s8 R FENFAAR BRI D BN EIREHER « ELETBEVNEM « LUE Google Cloud
Storage FEHEIRHERK o

TR
1. BIEX GCP IAM £#E&H "7 B A Storage Admin BAEBIARFEIRE" o
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Service account permissions (optional)

Grant this service account access to My Project 99247 so that it has permission to
complete specific actions on the resources in your project. Learn mare

[_Select arole \

= storage admin 4

App Engine Admin

Full management of App Engine apps (but not storage)
Storage Admin @
7 Fuli control of GCS resources

Storage HMAC Key Admin
Full control of GCS HMAC Keys

Storage Object Admin
Full control of GCS objecis.

MANAGE ROLES

AIfE "GCP f#FRE" °

MRBIRET ~ FENES -

B—T T*EH@t* ) R5IEHK-

MREHREA FR—T * TRBEEEER * -

£ * IRFSIRPEVFENER * T~ #H—T * BURBIRANEE * -
FEEIUCTED B 1| PEIBIRTEIRS ©

Select a service account

1 Search by prefix...
Email Name

@I data-tiering-for-netapp@top-monitor-
250116 iam.gserviceaccount.com

data tiering for netapp

CANCEL CREATE KEY

Keys
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TR

1. #£Cloud ManagerEE&AH LA ~ ##—TF TREL BN - R%BEE ™ Cloud Provider & Support
Account*] ©

|_={'} Account Settings [~ Workspace v

2. #—T THIGIRA ) WEEER M GCP*) o
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ETRIE ?
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BERZ A - 55FEE Cloud Volumes ONTAP BB FARER B R EAFAHE Google Access © TNFEMERAIET ~ 55
2/ "Google Cloud X : 52EFAE Google Access" ©

HTIZ NetApp ZIERAFILIRA E Cloud Manager

EEEPE BYOL 4% ~ 24751% NetApp Support Site IRE #i% % Cloud Manager ° LtE5h
SN BEMBERTERAR ~ M4k ONTAP ZRERRZASHVERF o

BETIIRR ~ BERUAE NetApp XIRHEILIRFFTIEE Cloud Manager ° SR MEEIMUREDER
[1| https://img.youtube.com/vi/V 2fLTyztqY Q/maxresdefault.jpg
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Cloud Manager HTTPS certificate

Expi

lssu

ration:

er.

Subject:

ﬂl View Certificate

L Oct 27, 2016 05:13:28 am

CN=localhost, O=NetApp, OU=Tel-Aviv,
EMAILADDRESS=admin@example.com

EMAILADDRESS=admin@example.com
OU=Tel-Aviv, O=NetApp, CN=localhost

 Renew HTTPS Certificate

2 € AWS KMS
N R ITABIEER Cloud Volumes ONTAP {8 Amazon IZEEEA ~ EERTE AWS £
BEIERT (KMS) o

1. BEBEEEAPHNEREEHE (CMK)
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"AWS Xft I EREXEE#E (CMK) "

2. 1 1AM B E3iE%4 Cloud Manager 1R1H#R ~ 4 key FHE _ ~ LUEKEE CMK NEIR/RAY o

1 IAM et AFEFEHE « 7:E Cloud Manager BHEIEHLD Cloud Volumes ONTAP f#f CMK o

"AWS X & : 4REESE"

3. YN CMK it REHY AWS 1RE ~ 5552 NI 8R -

a. {it CMK FRZRIIRFBE KMS EIZEG ©
b. EENEIR o
C. £ T* —fRAHRS * 1 EAEHP ~ BREIBAIARN o

#2137 Cloud Volumes ONTAP —EZR 4K « [CAZEIR (it ARN 45 Cloud Manager ©

d. 7£ * Efth AWS t1RE * Ei&H ~ FigEt Cloud Manager #[RRY AWS IRF ©

EARZEIERT ~ -2 Cloud Manager FRTERIIRE © UN5R AWS ARk % EE Cloud Manager ~ BIfG &1
AWS 7ZENE iR H4S Cloud Manager °©

Other AWS accounts

Add other AWS accounts

Other AWS accounts p 4

Specify the AWS accounts that can use this key. Administrators of the accounts you
specify are responsible for managing the permissions that allow their IAM users and

roles to use this key. Learn more [A
arn:aws:iam:: | :root Remove

Add another AWS account ‘
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [

"kms:Encrypt",
"kms:Decrypt",
"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": [

"arn:aws:kms:us—-east-

l:externalaccountid:key/externalkeyid"

by
{

]

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms :RevokeGrant"
1,
"Resource": [

"arn:aws:kms:us-east-

l:externalaccountid:key/externalaccountid"

1,
"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

& EZFRY
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