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WORM | preview

You can use write once, read many (WORM) storage to retain critical
files in unmodified form for regulatory and governance purposes and to
protect from malware attacks. WORM files are protected at the file level.
Learn More

Disable WORM o Activate WORM

Motice: If you enable WORM storage, you cannot enable data tiering to
object storage.
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Ransomware Protection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effective tools for visibility, detection, and remediation. Learn Mora

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

50 % )

Protection

OMTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on afile's extension,

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy
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HZ A~ BEZSTRRELEER - AAKHNIBETE Cloud Manager FR#s A ABRRSFAHE L ©

AERR HARHNERS - F2R 'S RERS" -

ARAEESE

It HA BRE R ERZE AZs RERERINSIRE o ERZEREEL AZ REEES Cloud Volumes
ONTAP EIER ~ MAEAFNHAITIERE « MR HA BC¥ 2 fpYEREE -

B NAS BHIFI#EE | SVM SIEHYZE) IP itk
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B} o SVM BEERNFEIETE) IP it AEREE o

WNEREEA SnapDrive AT Windows B SHIP 5§ SnapCenter 152 HA BZ#t#9 SHIP ~ Al
() SVMBELF BE—ETH P 1k - NREESBRHERISE IP (4 - GBI
LIF o dNZEz¥4AE:N ~ s552R "2 Cloud Volumes ONTAP IHgE" o

E1&EII Cloud Volumes ONTAP —{EZE(ERBVIRIERT « 2 E1E Cloud Manager FEIAZEH) IP fiL
ik o Cloud Manager 87 HA ECHEEN R4 ~ 1§ IP (it 5 Fcss HA BC¥ o

7EE0E HA ZBRERY AWS &I « A VPC RYFE) IP (UiHEf A ZB(IR CIDR BERZ 5 o 177 E) IP bR %
IR IEFRTEME VPC SMERRYEEE T 4TRK -

THEHIEET AWS &I HFE) IP (it VPC Z BRIRIA © BT E) IP Ut{IiFRAE VPC B CIDR &1
Z5h ~ B RIEBE B R A EEE FHER -
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AWS region

VPC A VPC B VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4

(D)  Cloud Manager BIEMIBIAIE IP (i - LIfi ISCSI FRURHE VPC SRR NAS ©
CFBEBDISLED P {IHHEAER o

EHfEE « B/ VPC MRS IP 77EX
"RIE AWS FEIFE" A HA BECEFRTERY VPC SMERTFER HA BCERYFE) IP fidk o

AE
£ Cloud Manager 5 EZ8) IP it 7% ~ (SN EERERARER - EHEESEEFE) IP (AR o &0
B P IRTEE HA Bo# o
MR VPC R E—EFAERIRER (FBHER)  Cloud Manager & EHEIEZH IP (AtFE EZRAR o
MREBEZERBER - EEE) HA BCHEF « ;AR ERUERAERAER o TR ~ Z9 B imr] SEEATFE
Cloud Volumes ONTAP INEERFEE ©

BIan ~ 5] SEF M fE AR RS B [E] RS FR R ABRREN o YIRITCEIERAR A MIFRKRAR B ~ BIERRMK A 18R
BBy FARER PRV A P IR AT LAFEY HA BC¥ ~ (BEARRRZR B MR FHERR-RRIF P IR EIATFEN ©

IR EARMSAREN « 5HSH "AWS ST @ BER" o
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4R E NetApp BIETH
EEH NetApp BEIET AIBECZ(E AZs FHY HA ZBRE(ER - (S A MiEEREE

1. EREM VPC fMAEBE NetApp BIET A "5%7E AWS HHiFE" - BEREER VPC NI FIEESTE
NERYEE IP it o

2. 7281 NAS R FiHHERAY VPC HERE NetApp BIET A ~ HERHAHRSE NAS AP R o

HA #BRE &4

TEZETR AWS LUEE) - #WEHNAHRREERFIRE HA 4R ©
Floating IP addresses in
one or more route tables
Node 1 Node 2

Virtual Private Cloud 192.168.10.2 192.168.10.4

A ATAGHE 192.168.10.3

" " . / \

Availability zone 1 Availability zone 2

Subnet 1

Synchronous mirror of
data between nodes
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flgn ~ MNRIGE A B P ZEE Connector ~ BIJWAZEER

Volumes ONTAP B o

BHERRAEER

EERTEREL ARG S EEEAS RIS

A8

ey

AWS BE#5 ( amazonaws.com):
* CloudForation
- BMHEEER (EC2)
© TWEERE (KVS)
© ZEMERARF (STOS)
* 2R ERS (S3)

LR IREEBCRAR (S EE Cloud Volumes
ONTAP V&l o "IIEFHER ~ 552
AWS 315 o "

https://api.services.cloud.netapp.com:443

https://cloud.support.netapp.com.s3.us-west-
1.amazonaws.com

https://repo.cloud.support.netapp.com
http://repo.mysql.com/

https://cognito-idp.us-east-1.amazonaws.com
https://cognito-identity.us-east-
1.amazonaws.com
https://sts.amazonaws.com https://cloud-
support-netapp-com-
accelerated.s3.amazonaws.com

https://cloudmanagerinfraprod.azurecr.io

HD%,{J}E’J%EE%EJ% Proxy {EIARESZEITFIH EAMEMRARREA0EEN ~ IRAT I
Proxy fAlAR2% ° 582/ " Connector &

BEEREPHNERNER - REENTRERFRICEREREFNEE

M€ HEEE
2% EAER Proxy fAlARES" °

EHFIREZZE Cloud Volumes ONTAP Y VPC # VNets ©

F VPN E48ZE VPC T vnet ~ LWEEETEH Cloud

IERNERER o £ AWS AEIEE R « Connector 2

BHY

:ZCloud Managerft
KEIEINRE ©

#7£Cloud Volumes ONTAP AWSHIZR=

API Z3K NetApp Cloud Central ©
IREEEEIRER « BfEEMEBANZFEER ©

AR T&iCloud Managertg k% o
B TFEMySQL °

:ZCloud Managerfe$977EN B FE BB E -
Volumes ONTAP FH4RE1& o

&7 K Cloud

FEEIT Docker 2 EFEZRIEM AR T ERASIR AR ~ Wit (HEd
Cloud Manager B & RISHIBR T ZE o
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https://kinesis.us-east-1.amazonaws.com iZ NetApp FESOIETEILECER B TRERS ©

https://cloudmanager.cloud.netapp.com Ed Cloud Manager g% (€#& Cloud Central 1RF) #1748
o

https://netapp-cloud-account.auth0.com £ NetApp Cloud Central 3851 ~ LUETTEHR N ERERE ©

https://w86yt021u5.execute-api.us-east- FRIEAWSIRE IDFIE E 2 5FHH ESIHNFEHREBE -

1.amazonaws.com/production/whitelist

https://support.netapp.com/aods/asupmessag £1 NetApp AutoSupport &zl

e
https://support.netapp.com/asupprod/post/1.0/

postAsup

https://support.netapp.com/svcgw Ed NetApp BB UES R RIREE IR

https://support.netapp.com/ServiceGW/entitle
ment https://eval.lic.netapp.com.s3.us-west-
1.amazonaws.com https://cloud-support-
netapp-com.s3.us-west-1.amazonaws.com

https://ipa-signer.cloudmanager.netapp.com  :Z Cloud Manager SE$9EE S (U0 FlexCache ~ #+%t
Cloud Volumes ONTAP IHEERZH

https://packages.cloud.google.com/yum FEECloud Volumes ONTAP 1B #iBlKubernetes# &
https://github.com/NetApp/trident/releases/do  E4R o IHELAIZ2ENetApp Trident ©
wnload/

EERAREUE ~ fIi0 TEFH4RHAM ~ Cloud Manager & #¥H5 BRI TE RN
BEM -

* https://repo1.maven.org/maven2

https://oss.sonatype.org/content/repositori
es

* https://repo.typesafe.org

FE=FIERFISEGAREE -

HEIATIEZIE SaaS EAENENTEFAENILIE « BEZS LNASKEREMEAHER - 3117 Web Bl
RS RERE TS IRES
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Ay 1% S BRAEE R E 238 A E14AY 1P (it ~ ABESA Cloud
Manager £1E& o

T

RICARIRHEREAERIENTE » S UERIEIRE B
TWEIPHABIP :

* MIREA VPN WEESERE ERHEER « RIFAE IP AIER
BIF

* NE IP BAMEAIRRIER

EmRUNM -~ CREZRARZ2EHARAEATTILREN IP 3T
AERRTFEN ~ LUIFEREIREIRE -

https://auth0.com https://cdn.auth0.com TR 2SS S ELTE LT, - LUEFEB NetApp Cloud

https://netapp-cloud-account.authO.com Central #ETEFREREERS o
https://services.cloud.netapp.com

https://widget.intercom.io EmAERK AR E NetApp EIHEKATH ©

T8 AZs HERE HA ECEiHY AWS FEfE

RE AWS FEfFE « BRI HA BCH 77 E) 1P {i7ik" 1€ HA ECEIFR7ERY VPC SMER ©
EFERFE HA BRI M ZE AWS FTAREIEE 7t VPC AERFE NAS BRI « BEERFE) IP itk o
Cloud Volumes ONTAPE 8 £ HIFEHF « iSL5 8 IP (Uit R 7EEnEE 2 IR 8 ~ (BEIANE VPC SMBRERFE © 18
IHFAE IP LA HE VPC SMERFERER] « BEEIR MBS HBEINGE

HEEEEAEAN SVM EIE LIF hEEZH) IP £l -

WMRIERTE AWS FEIRE - FEEENE HA ECHFRTERY VPC INSBTZEUEE) IP (it - EFRm VPC LISMY NAS FHE
imA0 NetApp BEIETHEAIUFECTENIP ©

LUT A mEE R EEREAEELRN VPC o HA RARMUN—E VPC ~ TIAR RN S —E VPC o A% - I&
AILUMERZE) IP ik ~ 7 P ik E#ME NAS Volume ©
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Floating IPs
routed to VPC1
route table

VPC 1 (10.160.0.0/20)

7L ERERBAAN s E AR UATAERS o

TR
1. "B fEEHREE « XA VPC MIINERE" o

2. 157 HA ECHRYFE) IP it « EEHRENBRERPREIRER -

Transit
gateway
i ks "
,
Floating IPs
Floating IPs reitted tothe
routed to ENIs transit gateway
Mediator Client
) e
;’ VPC 2 (10.100.0.0/16)
e ] ] S

ZRILUFE Cloud Manager Y TTRIRIRE BEIEFS IP ik - SEHWMTF :
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NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

TS HIR G ERRERRENRER - EhaiEmEE VPC Y CIDR &1#EE&H « Cloud Volumes ONTAP LY

KB R1 fERRIEEEE) IP ik o

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q, Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
[rmtioooos e Igw atiach 05677bG3402 0118 | vpo 0b2bc3060ac8c0uD1 | h VRC2 propagated
10.160.0.0/20 Tow-attach-00ebadeac3250a7db | vpc-673ae608 | / \ oo propagated
gw-attach-Ulebadea Od7db | vpc-b73aenl \ L‘\ﬂ;}'/“ static
172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 vee, . static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 ‘E-I-agnant-mg static
172.23.0.4/32 tgw-attach-00ebadeac3250d7db | vpe-673ae603 LB/ Addresses, ...

3. (BN B EFEUEE) IP {UitRY VPC BEHR o

a. FIYERERIEE EFE) IP {ult o
b. iEERARIBEFIEE HA BCHFR7E VPC B9 CIDR &1 ©

THEAREET VPC 2 IR * « HPEIERETE VPC 1 BIBREMFE) IP (it -

Route state

active
active
active
active
active

active
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Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View All routes -

Destination Target Status Propagated

10.100.0.0/16 local active No

0.0.0.0/0 Igw-072500d01781e67df active No

10.160.0.0/20 1aw-015b7c243661ac279 VPG i No
VU/SU

172.23.0.1/32 1gw-015b7c243661a0279 active No

.

172.23.0.2/32 1gw-015b7c249661ac279 Efoatlng IF-E No
=,

172.23.0,3/32 1gw-015b7c249661ac279 Add resses No
S AA A

172.23.0.4/32 1gw-015b7¢249661ac279 active No

4. BEEFITE P U AITIEE VPC ~ MUES HA Bc¥t VPC BUERHER ©
LS ERIFEEE - BBTETM VPC Z BRI o

THIEFIRREER VPC 1 BIERHEZE - HPEIE@ETFE IP (it VPC 2 BB’ ~ M VPC 2 @A B IRFATE
B E o Cloud Manager E7EE0E HA BLH6s « BEIEZH) IP FIEERER °

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View | All routes -
Destination Target Status
10.160.0.0/20 local active
pl-68254001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active
0.0.0.0/0 Igw-b2182dd7 active
10.60.29.0/25 pex-589¢3331 active
I 10.100.0.0/16 1gw-015b7c248661ac279 I M_P.c ]
10.129.0.0/20 pex-fi7e1396 active
172.23.0.1/32 enl-0854d4715558¢c3¢db H
Eloating

172.23.0.2/32 eni-0854d4715559¢c3cdb acti |B

—
172.23.0.3/32 enl-0f76681216c3108ed Ad d resses
172.23.0.4/32 eni-0B54d4715558c3cdb active

S. fERFE P (Ui IR @ HE TR A o

&A]LATE Cloud Manager 3R E|IERERY IP ik ~ F5iE B EIMEIRE « 7A%B1Z—T * Mount Command* ©
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Volumes

2Volumes | 0.22 TB Allocated < 0.01 TB Used (0 TE in 53)

vol1 O®Info #Edit @ Delete

£ Clone [#* Mount Command

¥

D Restore from Snapshot copy M Change Tier

° FERGELE *
° "AWS RS E] A ERCH"
° "AWS BIAFERER Cloud Volumes ONTAP"

AWS WL Z B ERA
Cloud Manager &3 AWS £2 4840 « HPE S Connector #1 Cloud Volumes

ONTAP NetApp BIE(EFAERENEAFTELIRE o Eo]fERELREIFIBETAE ~ I

RIFERABECHNEZEEEFE -

#7381 Cloud Volumes ONTAP

B LEIHEERN 2214 E#4B Cloud Volumes ONTAP EEEAFEHRA o

BARA
TS EERZ L2 MEHETBIEARAIZKIREZ 0.00.0.0/0 °

BampE EE BH
FRE e Ping #1T{ERS

ICMP

HTTP 80 ER#EESIE LIF B9 IP ik « L HTTP 72EX System Manager Web £#4&
HTTPS  443.. (EFAEESIE LIF 49 P {iik M HTTPS 77EX System Manager 4888 12 &
SSH 22 SSH EENEEEIE LIF /Y IP it SHENEEIE LIF

TCP 1. EinfZFRE NFS

TCP 139. CIFS B9 NetBios ARFS T {EPEER

TCP 161-162 R§ERARR EIREEIGE

TCP 445 Microsoft SMB/CIFS over TCP $2fC NetBios 2248
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BwminE =R BN

TCP 635 NFS £

TCP 749 Kerberos

TCP 2049 NFS AR HEE

TCP 3260 ZiB iISCSI &} LIF 7L iSCSI

TCP 4045 NFS $HEFE

TCP 4046 NFS HYAEBRARRE BE 12

TCP 10000 A NDMP 1%

TCP 11104, &8 SnapMirror AR S imE TIEPSER
TCP 11105, (FRFREMEEHIEETT SnapMirror EilHEE,
UDP 11, BIRZFEE NFS

UDP 161-162  HENEREIREEGTE

UDP 635 NFS #h8

UDP 2049 NFS {ElfRZZIBE
UDP 4045 NFS $HERE

UDP 4046 NFS BIABES R RE BE 1
UDP 4049 NFS rquotad {E#itHE

BHRAY

FEES Cloud Volumes ONTAP Y Security Group for the IRITEIZRHRFIENELRE - MRAITUIES ~
BREEAWELRR - MREREERRORL  AERERIELRA o

EAEHRA
BRAMRIEIHEENTEE R L E 1484 Cloud Volumes ONTAP &11E THIEHFRA] o

BEminE BIRIR BHY

P& ICMP el FRrEELRE
FRE TCP e FREBHRE
PRERY udp el FRrEGLRE
EFEE AR

MREFEBEELRERD ~ JUERTHE « £FRX Cloud Volumes ONTAP FRLERE NEITERER
FrERRyERRIE o

() B2 Cloud Volumes ONTAP {57EBHBRG LHNTE (IP firs) o
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [

"kms:Encrypt",
"kms:Decrypt",
"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": |
"arn:aws:kms:us-east-
l:externalaccountid: key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms :RevokeGrant"
I
"Resource": [
"arn:aws:kms:us—-east-
l:externalaccountid:key/externalaccountid"
1,
"Condition": {
"Bool": {
"kms:GrantIsForAWSResource": true

+
MEFB LR EMEFAE R ~ 3528 "AWS X @ /5P AWS IRFFZEL CMK" o
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##¢4 Cloud Volumes ONTAP &R BB EHThREY PAYGO Z47% ~ MUK IEGER
FHEEMIINTHAE ~ MEWERE R o "BRARUI RN AWS SR8 E RS =
Cloud Manager" °

AR R RPN BE R BE T AR TS Th 375 T B &L AWS SRR E RHE T R

P https://docs.netapp.com/zh-tw/occm38//media/video_subscribing_aws.mp4 (video)

4. * fR¥S *

MR ZAL IAM EREFERBRR AWS 1RF ~ BIS(AEREEEEREIM c E—(UFEHREEIR
Z1% -~ AWS Marketplace ZEMEEFEAEMPISLLETE ~ MMTFEIFAT o #EFR AWS account
EA:TE ~ B5E IAM FRENEER B CHlZ T REILRE: - MRIEFEUTAE - Fi%
F—F B—TItER * #4E « FifE Cloud Central Y 5eFE

% o

Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

You are already subscribed to this product
0 Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here to be taken to the product's registration area

Software Fees

: ExAA8{2M Cloud Volumes ONTAP &8+ (s B AY{E B ARFS ©

 "RABRBRE SR o
 RABBRHHRIER" o
* RABBREIE o

S *uEHE

D BAGTE AWS TIERPCERIEIRE ©

TEEREERNER :
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Location Connectivity

AWS Region Security Group
US West | Qregon - ) - )
« Generated security group Use existing security group
VPC SSH Authentication Method
vpe-3a01e05f - 172.31.0.0/16 - )
* Password Key Pair
Subnet
172.31.5.0/24 (OCCM subnet) -

* RN * @ REHEEEINES AWS EIBEINE o
S5 AWS BIZEINE « ERILURIES SLELM AWS IRF TEHERRIES X85 (CMK) o
F237 Cloud Volumes ONTAP —E R4kt « (I ABE AWS HRINE 5% o
"BRRANAIEE E AWS KMS for Cloud Volumes ONTAP the IfAE" o
"E AR E B BT o
SRS BEISIER * | SECEMEA TR 3% TBYOL) - ZA%ISTE NetApp SIEAIIAIES o
EBRRIBRIEER « HBM E o
NetApp STIEABILIR/S ERFAREIEVREE « 8 BYOL RMLBIAMATAR o "BHERIITHIE NetApp SIEABIANR

" e
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MREGEFHEF—EEM ~ AIRFIEE—E Volume ~ ARRFELZEAERS o

X IAM B ¢ [RAEZ(REETERREEIS ~ 3% Cloud Manager AEEII AR o
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Licensing

Cloud Volumes ONTAP version 1o deploy. ONTAP.ENG-9.7. Change version

a S

Cloud Valumes ONTAP Explore Cloud Volumes ONTAP Standard Cloud Velumes ONTAP Premium

Cloud Volumes ONTAP Standard Instances Instance Type

m5.2xlarge - Shared

MREERMBHTERZERELE « SR EXIR I TERER -

YNRPRIERR B BETA I TIRERZ « —AXPRESEMIZTURZS « Cloud Manager €715

@ I TRIRIGES « i RMEMNEZhRAS o 40 ~ YNRITIEE Cloud Volumes ONTAP T T{HfE
Rl MERRZE) MHERNR) THER) HENZE) -~ meETEN - ENFailt—
Bk~ £ 25 —BhRk2s ~ FINHE 9.6 2/ 9.7 o

.~ BRREEER * | BIEYIE Aggregate FIERTE - BARREREY « SEMIENAN - UREBREABENDE -
nEJ /E = -F§IJ$IE

° HIREREVE RN VIAHIRE o R URREHIREBEERRMIREE -

° BERE A/ NE AR ¥ Aggregate FREYFRAETEIE ~ U Cloud Manager 7E{E 7 B REc B =BT
HEREMESE o Lo UFRERIEREE « B FERRREERNNESE °

INFEFHIRRBIN A/ NRIERBA ~ 552 "TE AWS FRIRERFHRIE" o

° R UTEER I SARERERRE BT  BHER EHIIRE D ERE)
* MREAEHDE - ERILIERER Aggregate LERA ©

"REEN D EEFLI

12. * BARESB WORM * :© BB~ [F& * 5 * =% RE - WREERH—REA » ZREN (WORM
) ETFeRME o

RAEE-—MMRRTEEETSARE
"RABREREARE"
MRERDEERA « BIEERA WORM o
"FRABERE WORM fE7FsME" o
13. * 17 Volume * : BIAHSRERFARER ~ S2—T * Bki@ *
AEFREIEAR TN BN o TRRPEFRIEFTERRERIMMIL
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Rt

FEUES (BN NFS
)

ERREAERE / BHE (12
fE CIFS)

Snapshot REI

ERSEIR (REM NFS
)

EREhesEE4AF0 IQN (1238
F iscsl)

sRAA

TR AR RARN « TERCRNICERSRUBRBHECE « ErRICRILE AR
AABR#EFESEFEANMERE -

EHRAEEEFHEEPAZIEEEN AR o 8157858 « Cloud Manager
FRA—EE  BEFRTARTHNPMENITER °

BN ARSI A EMEE (MIBAEFREHIBEI ACL) HEBEE
B4R o &R LUEE A4 e 4813 Windows & B EF4H ~ 2 UNIX A& a8
48 o UNRITISE A Windows EFRESTE « BINEFRA \ FRELEERR
REEERERES -

Snapshot EERE 5T BEEILAY NetApp Snapshot ?’E‘ZIKE’J*/FETﬂ]%l

£ o NetApp Snapshot A — R EM AN EMIEZR KRG - FER
DIREERE o I LCEETER RIS o SR U SR Eﬁﬂ%ﬁ riﬂiJ :
%0 ~ Microsoft SQL Server B Tempdb ©

A& B NFS A7 ¢ NFSv3 8 NFSv3 o

iSCSI #7ZB1Z#8%4 LUN (BEEx) - UIZEEREENTA2IRMA T -
EEN2SEE4E 2 iSCS| FHEENELATBAYRAR « R EEHIRLE B EN 25 rI 2 EHRLE LUN
°iSCSI EF‘JLUE_%Zi:ﬁHE% 'E+E (NIC) -~ TCP EHE3|Z (TOE)

+ (BEREERENES)  BESERNAEE (CNA) HEAFHERENEE (
HBA ) @?Eﬁﬂﬁﬁxtﬂa iSCSI Adﬁ%m (1QN ) &85! o 1z iSCSI Volume
Bf + Cloud Manager € BE1A 2 LUN » IR ERSEMIEEREL—E
LUN ~ FRBEESRRSER T1E ~ At AEEEE - BHMIEEZ % « "FH IQN 7%
FHEELARE LUN" o

TERET CIFS F#iHEN  Volume 1 (HiiRE) HHE :

Volume Details, Protection & Protocol

Details & Protection Protocol
Volume Name: Size (GB): i NFS CIFS iSCSI
vol 250
Share name: Permissions:
Snapshot Policy: vol_share Full Control hd
default -
i Default Policy Users / Groups:
engineering
Valid users and groups separated by a semicolon
14. * CIFS &R7E * : UNSRITHEIZE CIFS FEIHE ~ SARE CIFS fAMRES ©
1R s5tEA
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DNS FEMKE IP itk

1=t CIFS fAARZ3 % IBAZATEY DNS fAIARES IP fidt - 5IHHAY DNS FIARSI H/AE
SRR AIERLEE (SRV), AR EI CIFS EARZSSENMA Z 48R Active
Directory LDAP {alAR23 AN 4825 8% o
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EfNAR Active Directory f&E CIFS faliR23MMA Z Active Directory (AD ) #333EY FQDN o
48

REMAMEEREER BB ESHERR Windows tkF&FEMZNE « eJRREITIEE AD FERNRIEE
MBI (OU) o

CIFS fAlik2S NetBios % AD #BiFHME—AY CIFS fAliRES T8 ©

i

AHAER (L AD #3152 CIFS {RIARZSHERABIBVARAEEE (L - TEREA T CN=Ef1 - 1R
&4 AWS E& Microsoft AD &% AD faliR28 Cloud Volumes ONTAP L {it s
FA ~ CFEZAE LML hER A * OID=computers,O=corp* °

DNS #3813 BN BEREFER Cloud Volumes ONTAP #28 (SVM ) B DNS 481  7£
AZEIBERT ~ 48552 AD 485E4ER o

NTP {AlfR2s #E4Z * {8 Active Directory #3813 * 2k{ 3 Active Directory DNS 5% NTP faAR

23 c MR EBFEARBMINMILIRETE NTP EAR:S « BIFEXER API - (526
"Cloud Manager AP| Bi2E A\ Ef5r" UEVSFHAE R o

15, * (FRARRTERE  MIEERRSERE * | REBRIEZTERBHEEMEINMRE  LiREHEEDERE -
UELHANEL ~ 5200 "BEAE Volume EHEEXTEE" fl "EROBHEE" -
16. * |EENZA * | IRV SR IGAYEIE o
a. IBRARARRYEEAAER o
b. #&—TF * EZE:N * LUEEI Cloud Manager B BRI IEH AWS EiRFMAER o
C. EEHY * FRBEMR ... * ) AZEUHIR -
d #%—TF M #i7*] o

ER
Cloud Manager ZE{&} Cloud Volumes ONTAP LEIHAE o fEa] LUB SR RAVERE

YNSR{ETERRE) Cloud Volumes ONTAP ZBHIFHEEIEFIRRE « SFIERHEAR - SO LUERTERIE « A%
B—TEMEIIRIE o

WNEEMh17BL ~ 55A11E "NetApp Cloud Volumes ONTAP 23E" o
FERE

* MREELE CIFS HAE - B T HEAENBHEERNER AR « THDEEERERIUFNHAE
WFRITAEEE o

* MREEREEEREWIEE « 35 System Manager 5§ CLI ©
BCREPTRC RSB ERZE ~ B¥4HEK qtree FRIEEFARVILIR Z=REIFIEREE -

7T Cloud Volumes ONTAP AWS HhEkE—1{E #E4£ HA o)

WMRIGHBETE Cloud Volumes ONTAP AWS HEREN—1E & HABC¥) ~ F447B7E Cloud Manager 321
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Cloud Manager" °

AR R RPN BE R BE (T AR TS Th 335 T B &L AWS SRR E KHE ST R |

P https://docs.netapp.com/zh-tw/occm38//media/video_subscribing_aws.mp4 (video)

MR ZAL 1AM EREFERBRR AWS 1RF ~ BIS(AFEREEEERLIRM c F—(UFEHREEIR
Z1% ~ AWS Marketplace Z@BMEEFEAEMPISLLETE ~ MMTEIFAT o #EFR AWS account
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F—F * ¥—TFIbER * 45 - Hi1E Cloud Central MiSEREFE

% o

Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right

You are already subscribed to this product
0 Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here to be taken to the product's registration area

Software Fees

4. % BRFS * | BIRFSREEAIEREREIEET Cloud Volumes ONTAP IHH{E2E 2 415 A HOB B ARTS o
° “RABEE IR ARIBIE" o
° "RABRRENEIELR" o
° RABRARBEIE" o
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Region & VPC

AWS Region VPC Security group
US East | N. Virginia - vpc-a76d91c2 - 172.31.0.0/16 - Use a generated security group -
A— A— e
% Node 1: % Node 2: L] ﬁ Mediator:
] ] =
Availability Zone Availability Zone Availability Zone
us-east-1a - us-east-1b - us-gast-1c >
Subnet Subnet Subnet
172.31.8.0/24 - 172.31.59.0/24 - 172.31.2.0/24 -

* EARAETIEE SSH EREE * | IR HA BRI B SR00ERTS K o
©FH IPS* : IRLHES(E AZs © HISESTH) IP ik o

Z@EERA VPC B9 1P (IHEABEARIR CIDR B8 4h o =B ME4AEERl « 35208 "AWS 7E Cloud Volumes
ONTAP %A AZs HHHITHRERE K" ©

*EREE I MRIGEESE AZs  FENEE ST P (UERBAIEER o

MREEZERMR « FAHLEIUERNEBRE - TR~ 89 AFIRFSEEAEFE Cloud Volumes ONTAP
HEIhAERCES o INTRERERAFHAEN « 552/ "AWS XXfF | BBERE" -

CERIE *  TREERIIE AWS EIZHNE
S AWS EIRHONE « MRILUIER SR AWS IR FEBHEREMNER T2 (CMK) o
J17 Cloud Volumes ONTAP —E A% + (I EEE AWS BRINETSH o
"BRERANAIERE AWS KMS for Cloud Volumes ONTAP the ZHAE" ©
SRR BN o
- BRAEEISIES *  ETCEER AN 5 TBYOL ) - AEIEE NetApp ZIRMISIES o
EERRBRIE(ESR « B28 E o
NetApp Sz HBABIL IR RBERNEIRVEIE « B BYOL RHEAIALIUEE o WARIIMTHE NetApp S E4RIAIR

"o

*FASRENEH * | BERHEP—EEHIUREEE) Cloud Volumes ONTAP EE{FERM ~ Sifg—TF * &
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13. 1AM At * | CHEZIRETERIEIS « :E Cloud Manager AT AR o
MRERFEAE SR ~ ABRE "B HA 7728389 REIZEK Cloud Volumes ONTAP" o

14. * 1 * : 43 Cloud Volumes ONTAP FEE&E R « EEUEHE « MITERBERHITERES -

Licensing

Cloud Volumes ONTAP version to deploy. ONTAP.ENG-9.7. Change version

a e

Cloud Volumes ONTAP Explore Cloud Volumes ONTAP Standard Cloud Veolumes ONTAP Premium

Cloud Volumes ONTAP Standard Instances Instance Type

m5. 2xlarge - Shared

MREERBATERZBRRZEE o LIHRECURESHITERERE -

YNRFIERRASE BUTAY TR EMRZS « —ARPT A ESEMIZTRZS « Cloud Manager &7£52

@ M TRIRIGES ~ SR EM EZhRAS o HI40 ~ NRITIEE Cloud Volumes ONTAP T T{HfE
B THEMZE, THENZE, THE) THENZ) - mEETER - ERFAg—
fEhR 43 E 25— Bk ~ FINHGE 9.6 2/ 9.7 -

15, ~ BEREFEIR * | BEHEVIA Aggregate RURTE | HARREREY « BEMERAIA/N  URESRBMAERDE -
mAR FIER !

° HERRAVERIRIRHIREE o SR UAREHIR&EENFRMIRER -

° FEREA/NE AR ¥IE Aggregate FRIFREREHE - LK Cloud Manager 7E{E RS 5 & REC B S IBRFr 2L
MEMEMESEE - LRI UERERAEIEIE - B FERARREIEANESE -

NEREEEFAIRER B A/ \BIERPA ~ 5526 "1E AWS FREFEERMRE" o

o (SR LITER M SAREERETR & A « BB EMIRE D BRA)
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17. * $217 Volume * : BIAFHFR@AVEFAIER ~ 32— T *Bi@ >
AERHERD AR A BEEN - TRRPBERIEFEZIEEHIRIL
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R~F TR MBANRARD » TERCRNEEERABBHEKE « SrREEILERAT
AABR#EFEEEANMEKRE -

FEEES] (BEAIN NFS BLHRRAEERFHERFAIFEHEIREIAEA L - \RIFFER « Cloud Manager

) FEA—EE - BEERFRRTPIIERITERS

HIREMFERE /B4 (2 BLRAnECESIEREEMRE (MBAEFREHIBEI ACL) HEHBEFE

R CIFS) [E4R o {RB]LUETE A4 4818 Windows EFE B 4H « 3 UNIX fERE A
48 o MNRITIEE A Windows FEHERTE - AIABFERAY \ FAELBEN
RESFERAENRSE

Snapshot R Snapshot 8RR 215E BENEILAY NetApp Snapshot #EZsHISEZRF1EK

£ o NetApp Snapshot A —RERA L EM AN EMIEZR KRG - FER
PHRERE - B UEIEERFERSE - G TR EREE TR/
%0 ~ Microsoft SQL Server B9 Tempdb ©

EREIE (@A NFS AMHAREEEE NFS hRZA ¢ NFSv3 8( NFSv3 °

)
EREERBHAEA IQN (278 iSCSI #FBRMA LUN (BB ) - MIEEERREENTAZRG TR
FARL iSCSI) FYEhasE¥ 42 iSCSI IR IBRYRE « AEHIMPLERIEN 25 A 7 EUHFLE LUN

° iSCS|I BIZnE@IREZ KFBAEFT (NIC) -~ TCP E#S5|%¥ (TOE)
+ (EEREEEENES) ~ BAERAEE (CNA) HEAFHERENEE (
HBA ) EAREAEE - WM iSCSI &M% (1QN) #5! o #1z iSCSI Volume
BF « Cloud Manager @ B#1 A LUN - IR EESEMEEZEIL—E
LUN ~ FRBEESRRSER T1E ~ At AEEEE - BEVMIEEZ % « "FH IQN 7%
FHELRZE LUN" o

TE®ET CIFS BEHAEMN  Volume 1 (FE®E) BmE -

Volume Details, Protection & Protocol
Details & Protection Protocol
Volume Name: Size (GB): i NFS CIFS iSCSI
vol 250

Share name: Permissions:

Snapshot Policy: vol_share Full Control -
default -
i’ Default Policy Users / Groups:
engineering
Valid users and groups separated by a semicolon
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NTP {FAR2S 242 * {8 Active Directory #4813 * 2k{#F Active Directory DNS 5% NTP faAR
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Azure FRBYZHEEAFY Cloud Volumes ONTAP
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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Moving a volume is necessary to avoid capacity issues; however, Cloud
Manager cannot perform this action for you because the system has reached
the disk limit.
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Moving two or more volumes is necessary to avoid capacity issues;
however, Cloud Manager cannot perform this action for you.
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E Tiering data to object storage

i’ Volume Tiering Policy

* Al - Immediately tiers all data (not incduding metadata) to object storage.
Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.
Snapshot Only - Tiers cold Snapshot copies to object storage
Mone - Data tiering is disabled.

i Working Environment 53 Storage classes: Standard
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° gl

ﬁ S3 Tiering i What are storage fiers?
* Enabled Disabled

lote: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this ageregate.
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* "1 SVM LUE1T SMB FEX"

* "I SVM LUETT NFS 7E"

* "3 SVM LUE4T iSCSI 7FE"
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Details & Protection

Storage VM Name :

svim_namel -

Volume Mame Size (GIB) i

Snapshot Policy
default v

Default Policy

TEERINAESERERR ER MRS « BEFHTFE WM -

Destination Valume Name

volume_copy

Destination Storage Vi Name

svm_name1 W
Destination Aggregate
Automatically select the best aggregate -
EEHE VM KB RiE

Cloud Manager FeH{EA#ETE VM KRB IR E X IHAZIE o S 7BFER System Manager % CLI ©

* "SVM KRS A R SR
* "SVM Disaster Recovery Express $§/"
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1. EILERED  B—TRERETR « ABBE—T * &M~ o
2. B—Tf#fF VM LRARAINRERT

O Working Environment Information

ONTAP

Serial Number:

System [D: system-id-capacitytest
Cluster Name: Capacitytest

OMTAP Version: 0. 7RC1

Date Created: Jul &, 2020 07:42:02 am
Storage VM Mames: 5vm_capacit}¢est@

3. 7£ MESR SVM %781 HEEALMRT « SERME  ABREE—T I fE#F*y o

A #E Kubernetes YA %E{#7F Cloud Volumes ONTAP

Cloud Manager FJ7E Kubernetes &£ £ BE)E NetApp Trident BY&BZE ~ 5 Cloud
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https://<your-short-tenant-ID>.<Cloud Insights Domain>
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MRECEEFNBLE vrL WIHED « AT LUSIBE M E BB TR PIHHAK o

TR 4% LR AT
EERBRR ST LERIBEENRA o AU RRERRREIE
1. #—T I * #17 Cloud Volumes ONTAP &% * | o
2. 3ZHY Amazon Web Services 7 ZimtiER « SABEIZE —HRLE HA R4 o
3. 1HR MEFMERIEETE) Hm o
4. 71 THR#) HEL - FRBRISEAMRE - REE—T &~ -

Monitoring ' e

Quickly and effortlessly get performance insights for your Cloud Volumes ONTAP. By leveraging NetApp's Cloud Insights
service, Cloud Manager gives you insights into the health and performance of all of your Cloud Volumes ONTAP instances and
helps you troubleshoot and optimize the performance of your cloud storage environment.

ADVANTAGES CLARIFICATIONS
v/ Automatically monitor all volumes - no configuration > Activation is free, but requires deploying a small-size
is required cloud instance which will incur charges by your cloud
provider

' Prevent performance issues from impacting your
users and apps

w

Monitoring can be disabled at any time
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TEMERBRREEER :

"l ) Monitoring Cloud Insights 2
testaws?2 w [ Time Frame:6h 1 [ SV Al ~ ]
0.02 mes 5.55%
m Average Network Throughput Average CPU Utilization
1-2of2 Q 5

ATy
41 C ,_7‘) Latency
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Average I0PS Max T8.44 Average Throughput @ Max 0.10 MB/s Average Latency @ Max 0.40 ms
i 50.02 12.60 vass 0.19ms
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3. B— T RIEPHMIREUERZY « WiRTR IOPS - RIEEMIEEKREX o

S X =
Volume Name | Cyad toes \ | (D) tatengy
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Average IOPS Max 78.44 Average Throughput Max 0.10 MB/s Average Latency Max 0,40 ms

mlops

W\Mw

m Throughput
= Latency

e T ——— . T L —— e —
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4. ERBERIHMAERRE « REEAENERAERNTERERKE

HY45 Cloud Insights E% &
Cloud Manager 8 Monitoring (851%) ZR5|1FH A EHNHIERIEHERKBEER o &AL Cloud Insights

ERBEREA TH5RE) MENE » UBITERABEE - M4 Cloud Volumes ONTAP B BB RMREE
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AITEFAVRIEE 2SR5 2 H BRI o Cloud InsightstI RICEE1HE)  s52E] "45324E Cloud Insights” o

Z AT
MR IEFRIEEELYE Cloud Volumes ONTAP RiBE ~ I UBERHEAMRTS o

@ MR EEASETIFIRIZHNEEETIAE « BIEBTRIER EC2 #ITERE - MITHERRAES
AcquisitionUnity ~ ELEERMZE (UUID) EHREFEHEF o Ul © AcquitionUnit-FAN7FqeH

FER
1. TE£Cloud ManagerT&if ~ 32— T T{EIRIE* ©

2. EITFIRIE ©

3. .
FAEAERS - B—T ¢ BERIER  ERREHE " -

CXEPh SR RRSAYEE
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AWS E; AWS Managed Encryption

L

@OI® @ O ¢ ® A =

Add New Volume

2. B1F NetApp $IRERERRRSE ©
a. MNREEHEFEE REE Snapshot [REI ~ 553%—T I * BX&) Snapshot Policy* | ©
NetApp Snapshot Ffiii R RENMREFEMIARA S E - RINERNBERERRRAZRIENED
25 ° Snapshot B4 ME ~ AIRHLEEHREBEEIE o MPItHAEIRHIBME ~ LUBILE—ERIEARTTE
KB IRIEARIR TS RAVBRIR ©

b. ##—T I * Bk&h FPolicy* 1 LARXF ONTAP B FPolicy fi#/R7FZE ~ LEARR T R RIRIEZE BIE 2 IR ETEH
=SS

EEERAS RIS RO RREERET IS RE R o

Ransomware Protection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effactive tools for visibility, detection, and remediation. Learn Mora

o Enable Snapshot Copy Protection e Block Ransomware File Extensions

50 % ©

Protection

OMTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on a file's extension,

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

B

ERA AN RN

NetApp B9z 8 & Cloud Volumes ONTAP 7£ NetApp B9 { Explore ) ~ { Standard )
M { Premium ) R4 ~ BEHAES A NetApp sERAR « A SERENZIE ©
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£/ NTP RS R4t 157 NTP @RS FI AT RIZFERE P R 2 RS ~ BB E RREERMR
EABIRERE o

7E:2%E CIFS {aPR23HF ~ [ Cloud Manager AP| (i EARE N EIEE NTP
ﬁﬂﬁ%& °

* &4 CIFS fAAR2s"
* "Cloud Manager API FAZZ A\ E15R5"

g0 ~ LUF 2 AWS FREERIRERMRY AP :

Mvsafworking-environments/{workingEnvironmentId}/ntp

Setug NTP server.
may only be performed on warking environments whose status is: ON, DEGRADED.

Parameters

Parameter
Type

workingEnvironmentId Public Id of working path string
emvironment

Parameter Value Description Data Type

body (required) NTP Configuration bady Model
request
NTPConfigurationRequest {

ntpServer (strinz): NTPS server
+

Parameter (untentfype:'applicalionﬁgqn bl

‘ Try it outl |

M | BRAE AutoSupport THEE  RIEEIEEIERAB RN « MKTER BENEXAEL NetApp FfiTZ IEEBFT o
AutoSupportQD%ﬂ]E}f' BIEESTELCREHITER ZA] - E4F Proxy [EIARZSHTIZ
Z Cloud Manager * Cloud Volumes ONTAP Bl & &It EARES R E A A
Proxy falAR232R3Z U AutoSupport Bl o fEFEEZ AR, AutoSupport ILETHEE
MREREAEMBEANE - MERRAIET « A2RAREESHBAN " (RAEE
2EEN) (EX) ONTAP'o

A  #& Cloud Manager 22 WREHIRIEEE Proxy ARSI EIE AutoSupport IEEARZRIFIE ~ 7]

7 AutoSupport A2 ER L% Cloud Manager % Proxy ° BR7T #FE4AERFEN ~ A% Z Cloud

Proxy Manager FY4ERE o 82 EFEZE CLI Cloud Volumes ONTAP 1T < B
AIIT N 5ThEE

system node autosupport modify -proxy-url <cloud-
manager-ip-address>

#F | 8]7E EMS EHEERA (EMS ) EULEE Cloud Volumes ONTAP i Z8~A RIS
ERALHNEGHEN c SEBREGEN « S LEtHES EEHRENSRTE
EHBRM (BFEGMUE - SNMP :2EEE] syslog FEIARES) FIEGEKR
B o AT LAfEA CLI 387E EMS o WNZEHBRATE ~ 552 " ( 9 EMS 4HAE R
Ri5m) ONTAP" o
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% HA R4 SVM BIE  #25 (SVM) EEMERAME (LIF) SnapDrive ° ETEZE AWS A A&iH
HER&7vE (LIF) Z MR HA BCils « SVM B2 LIF % BER ¥ 25 IP il o

Cloud Manager E7EGREN HA B HRHRRCIEE 28 IP (il - RKIEE
IP firdk ~ f&ATAHE System Manager 8¢ CLI BT SVM BIE LIF o AT
EHIERAMN{AHE CLI 3L LIF :

network interface create -vserver svm cloud -1if
svm _mgmt -role data -data-protocol none -home-node
cloud-01 -home-port ela -address 10.0.2.126
-netmask 255.255.255.0 -status—-admin up -firewall
-policy mgmt
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SR AMITE
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AWS Resource Costs Learn how we calculate the costs and savings

Cloud Manager obtains AWS resource costs by using the AWS Cost Explorer service

|[. AWS Monthly Cost Monthly Cost Breakdown $; Annual NetApp Savings

$69

Total Savings

Thin Provisioning Savings

W Thin Provisioning $60.3 (87.9%)
s AWS Cost Breakdown | November (24 days) Month: November 2018 = Storage Efficiency Savings
B Compression $83 (121w
Compute W S3Cost B Deduplication
$ 70.49 (20.9%) el $4.02 12w
November Cost 53 Tiering Savings
EBS Storage =Y Data Transfer B $3Tiering
$ 263.57 (8% BE % 0.00 0%

* Estimated Savings
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Define Your Working Environment

Cloud Volumes ONTAP Cloud Volumes ONTAP HA Cloud Volumes Service
High Availability High Availability
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You're about to create a new Cloud Volumes ONTAP system in AWS.
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