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EZ+% Keystore BEERMRSAETNERTIER !
* #52 OCI ERE « BEMEE T HEREPHEMERT
* 52 MySQL EEE ~ AI BRI BRI EELAR
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dwh_internal

Cogns_admin
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dwh
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EERERERENZ IR

ENERERERAENTRME

YR 2 DWH #1 Windows ~ :55# SANscreen / Cognos / 734 / #8& /
SANscreenAP.properties ~ #& Cognos - admin BI4:&E A o

1T SQL LUEH MySQL HITERETMEREZE
17 SQL LUEH MySQL AT EREFRIFERE B

AT SQL LAER MySQL $iTEREPRIERE RN

Y05R=Z DWH #1 Windows ~ 558 #7 Windows &% * #& 758 ODBC HHRINVIER
RIE RS

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_capies\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_capal_Efficiation\PWD

HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INN\dw
h_FS_uti\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_inventory\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INN\dw
h_Performance \PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INI\dw
h_ports \PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_sa\PWD

HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INN\dw
h_Cloud F{2s \PWD



dwhuser AT SQL LAEH MySQL S iTEREPRIERE RN

Fi% 1T SQL LUEH MySQL BiTEREPHIERE RS

Keystore Z5H FRMBEENEASEBMHEE . wildfly/standbed/configuration/server.keystore
truststore_password ERMTZEENB ASRHTE | wildfly/standbed/configuration/server.trustore
key_password ERMZEENBALRMEEE . wildfly/standbed/configuration/sso.jks
Cognos &1 =

HREX Vault

i i

truststore_password ERMEE (WREFEE) EWMEAZKIBE - acq/conf/cert / client.keystore

HITREEETH - <7
RS FIRRTIT SA TANEETT :

securityadmin [-s | -au] [-db] [-1lu <user> [-1lp <password>]] <additional-
options>

where

=8 selects server vault

-au selects acquisition vault

-db selects direct operation mode

-lu <user> user for authentication

-lp <password> password for authentication

<addition-options> specifies command and command arguments as

described below

MysE -
s MY ERBERE -1 HE (AAETENEEER) -
o Y "-s" M "-au" EEIH :



° Rau RasFER "-s"
° DWH RAFFER "-au"
° NRMEHAEFT ~ B
* RS ERHRIRFE SRS ~ DWH F1ET _FEEE
* HENERMRIRFEETE Rau LEEEY
* Lu 0 -Ip BEEAREAERSE ©
° MNRBIETE <user> HXKIETE <password> - BIRHAGIRERAEHAZE o
° WNRKRIZM <user> BEREEEE  AIRAEIRTEREHA <user> F <password> ©
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securityadmin [-s

-au] [-db] -pt <key> B BRI
[<value>]

where

-pt specifies the command
("put") <key> is the key
<value> is the value. If not
present, user will be
prompted for value

-au] [-db] -b [<backup-dir>]
securityadmin
[-s where

-b specified command <backup-dir> is the output directory. If not present, default
location of SANscreen/backup/vault is used The backup file will be named
ServerSecurityBackup-yyyy-MM-dd-HH-mm.zip

BB R

securityadmin [-s



-au] [-db] -ub <backup-
file>

where

-ub specified command
("upgrade-backup")
<backup-file> The

location to write the
backup file

securityadmin

[-s

Fre e

-au] [-db] -ck
where

-ck specified command

exit code: 1 error 2 default

key(s) 3 unique keys

securityadmin
[-s] [-db] -v
where

-V

specified

command

THERE
-au] [-db] -l
where

-| specified command

securityadmin [-s

VERIF-keystore ({alAR23)

FHR



securityadmin

[-s

B

-au] [-db] [-lu <user>] [-Ip
<password>] -rk

where

-rk specified command

securityadmin
[—-s

.

SEEN (FARSS)

-au] [-db] [-lu <user>] [-Ip <password>] -u

where

-u specified command

For server vault, if -lu is not present, then authentication will be performed for

<user> =_internal and <password> = _internal’s password from vault. For
acquisition vault, if -lu is not present, then no authentication will be attempted

securityadmin [-s

BRERREAEED

-au] [-db] [-lu <user>] [-Ip <password>] -r <backup-file>
where

-r specified command <backup-file> the backup file location

securityadmin [-s] [-db] [-1lu <user>] [-1lp <password>]
-up -un <user> -p [<password>] [-sh]

where

-up specified command ("update-password")
-un <user> entry ("user") name to update

-p <password> new password. If <password not
supplied, user will be prompted.
-sh for mySQL user, use strong hash



BEERENEEER (
#EER) securityadmin [-au] [-db] [-1lu <user>] [-1lp

<password>] -up -p [<password>]
where
-up specified command ("update-password")

-p <password> new password. If <password not
supplied, user will be prompted.

truststore— _password A9
change-password (EX{8 securityadmin [-au] [-db] [-lu <user>] [-1lp

<password>] -utp -p [<password>]

where

-utp specified command ("update-truststore-
password")

-p <password> new password. If <password not
supplied, user will be prompted.

HEMMFRRAERS (RR

gg) securityadmin [-s] [-db] [-1lu <user>] [-1lp <password>]
-sv <backup-file>

where

-sv specified command

HITZEEETH - BEERET

BE - TIHER
EBEUEBERAIT SA TR~ BRA TGS

securityadmin -1

EARBHNELRE L+ securityadmin BIEnERAEEEARIAERIETT o

R ZEARSS M RENE T ENR, | ENEEENRERE R



1 - Server
2 - Local Acquisition Unit
9 - Exit
Enter your choice:
£ DWH £ - FB#ENR AR - &Ik AU L~ RS EENEN THEEET) o
EHN - @RS | REBER
TERIAREIEILH « securityadmin Tool B i E#EFNIRBIEES EH - MMIRRE « TEGHET root ZHENIE

= o

ERROR: Database is not accessible

1 - Enter root password
2 - Get root password from vault backup
9 - Exit

Enter your choice:

REFERE 1~ RS TERAE BN A LR -

Enter password (blank = don't change)
Enter correct password for 'root':

INRMAERNELE - RGBT TIIRAE ©

Password verified. Vault updated

T ENTER BRENAARESAZIREHIEIINEEDR ©

NREARVEIEIER « RGBT FIRA

Password verification failed - Access denied for user 'root'@'localhost'

(using password: YES)

¥ ENTER EiR[OIRIEINAER

SNSERVETR 2 ~ RS ERE REFHNERNRME « WERPEIERNES
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Enter Backup File Location:

MRBHDVEIEER « IEETTIIAR °

Password verified. Vault updated

BT EnNTER FREETEAMRSFAZIRHIRIZIIER o

MRBRFHIEIERER « AIERTR FIRE

Password verification failed - Access denied for user 'root'@'localhost'
(using password: YES)

T ENTER EiR[EIRIEINEER

B850 - fAIARES : [EFEERHE

MERZNS BIFRNEEREFEEMRRATNERS « FENSREMENERTE - kA X2MEET
BN A EELRERIFERRA o sFI8E !

* SQL EAENZNREBEZFIN MySQL RIERH -
* {2/ keytool B IRE S ECARIBEREDS o
* OCI EXEEER - BEZBERERE AR EREZE

MEFEZ ShRiRnERAEEERHFERERNTE -
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Replace incorrect stored password with correct password.

the required password)

Select User: (Enter 'b'
1 - internal

2 - acquisition

3 - cognos_admin

4 - cognos keystore

5 - dwh

6 - dwh internal

7 - dwhuser

8 - hosts

9 - inventory

10 - sso keystore

11 - server keystore
12 - root

13 - server truststore

14 - AU truststore

Enter your choice:

WEEENEBZE « AR SRAERERMIENS -

1 - Enter {user} password
2 - Get {user} password from vault backup
9 - Exit

Enter your choice:

to go Back)

(Does not change



FIEERIE 1~ RRGRTEREWA LRIV o

Enter password (blank = don't change)
Enter correct password for '{user}':

NRBAERNETRE - RGBT TIIAR ©

Password verified. Vault updated

BT EnTER EIR[OERSFZRHIRIZHAER o

MRBANZIER - BERT AR

Password verification failed - {additional information}
Vault entry not updated.

T ENTER ZREIFAREI A ZREIBITIFER o
NSERGETR 2 ~ RS TERE REFHNERNRME « WERPEIERNEES

Enter Backup File Location:

MRBHVEIEER « IEETTIIAR °

Password verified. Vault updated

BT ENTER R AMRSFZIRHIRIZHIER o

MRBHPHEZEAER - IEETRTIIRE

Password verification failed - {additional information}
Vault entry not updated.

T ENTER SRR EARSAZRHIRITHAER o

BET - AlAR2S : B35E Vault A

H#5T Vault AR EREERMRREE S A ELIERR OCI HMIFARBFHRIEMENNER « WiREERMRRIEFR
B EEEERREERT -

SERMBEFRIAAEERNT

YFEY BRI (EIERE
RIZEX HEAHREEEEILE

13



R IEEEZEEARTT
=S ERDFRRARVIER ©

Encryption keys secure: unique, non-default encryption keys detected

cognos_admin: OK
hosts: OK

dwh internal: OK
inventory: OK
dwhuser: OK

keystore password: OK

dwh: OK
truststore password: OK
root: OK

_internal: OK
cognos_internal: Not Checked
key password: OK
acquisition: OK
cognos_archive: Not Checked
cognos_keystore password: Missing

Press enter to continue

BEET - fAfkes - &0

BIPRIR T AREHRD zip ERBE - BIRNBBEE  B1ER$TE% ServerSecurityBackup-yyyy-mm-
dd-hh-mm.zip °

Enter backup directory location [C:\Program Files\SANscreen\backup\vault]

Backup Succeeded! Backup File: C:\Program
Files\SANscreen\backup\vault\ServerSecurityBackup-2024-08-09-12-02.zip

BEEI - fAfkes - EA

EABERANEREERE « UEFEUEKRENIEE - ERELAEE SIE Privileges © ARIAREE—EHITHR « A
DEREMEEE®RAE ; FERRATHITHR « FRAEXURENKERE - MIE LDAP ERE -

14



Authenticating via server. Enter user and password

UserName: admin

Password:
=17

Authenticating via database. Enter local user and password.

UserName: admin

Password:

MRFBEHEFERESEESMEAE  AIGERZIRINEER o

MRFERER « BIGER FIIRE :

Authenticating via database. Enter local user and password.

UserName: admin
Password:

Login Failed!
MRERAEFZEEE  WGETTIIRNE !

Authenticating via server. Enter user and password

UserName: user
Password:

User 'user' does not have 'admin' role!

EEI - [Eikes © RIRIIEE
EREBEAR - TRAGET RRFIBINEER -

15



Logged in as: admin
Select Action:

2 - Change Password

3 - Verify Vault Contents

4 - Backup

5 - Restore

6 - Change Encryption Keys

7 - Fix installation to match wvault
9 - Exit

Enter your choice:

EE - AAReS - EEEE
MEEHE BIFRREREREEERNE o

-
7.

-
7.

EEEE BT EREREESEHTE -
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Change Password

Select User: (Enter 'b'
1 - internal

2 - acquisition

3 - cognos_admin

4 - cognos keystore

5 - dwh

6 - dwh internal

7 - dwhuser

8 - hosts

9 - inventory

10 - sso keystore

11 - server keystore
12 - root

13 - server truststore

14 - AU truststore

Enter your choice:

to go Back)

ENZEENEBZ% - MIREAER MySQL EAE AR GHREAERSEMAEEME

MySQL supports SHA-1 and SHA-256 password hashes.
requires all clients use SSL connections

Use strong password hash?

BE » AR ERERARE -

(Y/n) :

y

SHA-256 is stronger but

17



New Password for '{user}':
If the password is empty, the operation is cancelled.

Password is empty - cancelling operation

MRBMAIEZRDS « AR GIRTERERDEE

New Password for '{user}':
Confirm New Password for '{user!}':

Password successfully updated for 'dwhuser'!

MREEARRI « QI FEEREERGIT o

B - Aikes - BIR

MEEMEER BEFRARRINBEERNREEEENNEER « LERABRERREAENE RIS S
R HNIIERBHNTHELSE « ALENERNNZEREENNE ; SEERFGER - UERITHBRE « XU
MEMMNE ~ LHFEIERE

BEEEATXEILEF - ARARSEA/FELEENENSTREENMEIEE -
Replace encryption key with new key and update encrypted database values

Confirm (y/N): y

Change Encryption Keys succeeded! Restart 'Server' Service!

EET - Afkes - BERE

MEEZRE | SEREENRE - MEAERZEEETA
FRBYEHS o

BHREZN (root fRIN) EERABFHRERAE

it

* REERAEPEAE RIS ZEH
* MySQL FERENZHE (root BRIN) HEEEHT o
* Keystone FYZHES & &3#T ©
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Fix installation - update installation passwords to match values in vault
Confirm: (y/N): vy

Installation update succeeded! Restart 'Server' Service.
IEBERE S — R EMEHELL ~ W EEREERSFII

E12Insightfalikezs ERIZ 2%

° securityadmin TEHA] %E,.;':'F":ﬂln&ghtﬂﬂﬁ%%tﬂ’]tcéi_lﬁ o ZREIRAFEER
5~ EEFER « ERZRREEINZZ2AR - ERERATERRE °

FAREIETE
AT LUER securityadmin BEZ2MHMWTA :

* Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

MBFHAEA ~ F2R'ZE2EEE" XM -

BEAMREBEUNZZE

o securityadmin It TREAZEEEEAREEEEERE (Lau) HNZ2EE - 22 EIEE
HEEESWANE « FEMEREEIINZ 245 « i ARERATERRITE °

a2 Al
EUAGER admin RITREMEETIENRIR -

REREIETLE
] LAER securityadmin BIEZ2MHNITA :

* Windows - C: \Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

MBFHMAEN  F2R'ZEMEEETAYETR -

BiERaulNZ 2%

° securltyadmln THEAGEEEERous EMZEEIE o A EEHMIEFEERFR
PEFEAERS ~ EFENE T - AFEMHERINEAIRED o
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../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html

REREIETLE
e LAER securityadmin BIEZ2MHNITA :

* Windows - C: \Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

E# LaU/Rau EMHHERIEHP—EZRA - SERRS LEEZERENEER « B TBG £HAER
b5 o Lau MPAARY Raus EREALARARES 1EUS) ERAEERNZIEREFRSER o

MHEEL EAEEFER Insightf@iRES L - ERausLauiERERMRSEE - FURERENINEA °

MBFHAEA ~ F2R'ZEEEETREYETR

EEENERENZEE

o securityadmin TEFEEEEEARKARE NZ2EE - R2EEEEE
SFDWHAIRES L MR EMRERPORbaTE « B Z2EREY « UBERERATESRT -

FAREIETE
AT LUER securityadmin BIEZ2MHMWTA

* Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

TR BB L2 EE XM o

£ EOnCommand Insight RREREZHE

Z2 MR REEEEIEONCommand Insight ERVIRIE RS EEE - FEfEARES LAYFLE
RBEFERREPNARERES L - EELEEMIBFERSE LR o Fig ~ BE
Elnsight Server LR Tnventory] FRAZERIEE « [SABRT S Datag f#{EAR2sConnector
E#t¥ZInsight ServerFisg ERY lnventory) fEFEZRS o

4 Z Al

@ SEEH A - TRZTRBEREIRP R o BREMPIE L EMAREE LHIES « Insight
ot Z R BERS g KR o

R EIE T
TERFH Insight ServerfIREPEREZRE ~ 15 H BEABEKEZIENInsightoH ~ ELETHHBT SR

Insight ServerZHE NEEE
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../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html

B

i b
dwh_internal = Ry=AE
Fi

E7F ERla
ic}

TR7|HData2 R A EREREZE ~ A5 Hinsightrot « BLETTHRIBKRENE LR BITZEIER

ERAREH B

Cogns_admin

dwh
Dwh_internal ({EFA{RIARZ3EILZZF4HAEUIEE) InsightfAAR2S
dwhuser

Fi%

B (ERMARIIEZSRERUIES) Insight{alR2s
1R

*E# BEDWHRAR A E AR AR Ui RV S

TRIE T ZINFERER « LHH T Insightroff ~ BETHRIEKREIELRMEMBEIEER o

22305 NEEE
(Gidii Insight Server » Rau

AR EARABREVIEE 1E7F1 f Tdwh_internall Z55

WREEEST lNnventoryl 3¢ Tdwh_internall ZBHE « LT &Insight{@fiR2s LIRS

FH{EADatag Ul ©
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1. BABEREFHAOMEL ¢ https://hostname/dwh ~ Ef ~ Fi%24FEE0nCommand Insight 2487 lsorData
B NRHFRE-

2. TERIMNEBEENRD -« 3 —T* Connectors * ©
It B R AR A =W

Edit Connector

I 1
Encryption: Enabled j
Mame: Oci-stglE-s12r2.nane.netapp.com
Haost: Oci-5tg06-512r2 nane.netapp.com
Database username: inventary
Database passwaord: sssssnnee
Advanced w
Save Cancel Test Remove
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https://hostname/dwh

Edit Connector

10 1
Encryption: Enabled j
Mame: Oci-stg06-512r2 nane.netapp.com

Host: Dci-stg06-512r2 nane.netapp.com

Database user name: inventary

Database password: I
Senver user name: dwh_internal
Sernver passwaord: YT

HTTPS port: 443

TCP port: 3306

Basic ~
Save Cancel Test Remaove
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User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |

IJzer Data Sources:

Mame Platform  Driver Add...

Remove

Corfigure...

An QDBC User data source stores information about how to connect to the indicated data provider. A
g |User data source is onby visible to you, and can only be used on the cument machine.

OK || cCancel ||
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= ODBC Data Source Administrator (32-bit) Iil

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pocling | About |

System Data Sources:

MName Platform  Driver Add
dwh_capacity 32+t MySCGL ODBC 5.1 Driver

dwh_capacity_efficiency 32-bit MySGL QODBC 5.1 Diiver Remove
dwh_cloud_cost A2-hit MySCGL ODBC 5.1 Driver

dwh_fs_util A2-hit MySQLODBC 5.1 Driver

dwh_inventary 32t MySGL ODBC 5.1 Driver Configure...
dwh_performance 32bit MySGL ODBC 5.1 Driver

dwh_ports 32+bit MySQL ODBC 5.1 Driver

An QDBC System data source stores information about how to connect to the indicated data prowvider.
g A System data source is visible to all users of this computer, including NT services.

OK || Cancel || Aopy || Hep |
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My SOl
Connector/ODBC

Connection Parameters

Data Source Mame:

Description: |

3 | localhost

: |dwh

. | dwh_capadity
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