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M regedit BARERFEREN2BIER
HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java .

fB{DKeystoretg% . C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

HEE SR T FICUIERE Run as administrator

MIBRBEITESERREE | C:\Program Files\SANscreen\java64\bin\keytool.exe -delete
-alias "ssl certificate" -keystore C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

ELEHRESE | C:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"alias name" -keyalg RSA -sigalg SHAlwithRSA -keysize 2048 -validity 365
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -dname
"CN=commonName, OU=orgUnit, O=orgName, L=1localityNameI, S=stateName, C=countryName"

EERESEEERK (CSR) ! c:\Program Files\SANscreen\java64\bin\keytool.exe
-certreq -sigalg SHAlwithRSA -alias "alias name" -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
C:\temp\server.csr"

X6 ERICSRZ % ~ EBEAKEE « /AR LU Base -6418 B H /&S  WAEAEMAEAR "c: \temp" named

servername.cer °

XKeystorefHBVRSE - C: \Program Files\SANscreen\java64\bin\keytool.exe -v
-importkeystore -srckeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srcalias
"alias name" -destkeystore "C:\temp\file.pl2" -deststoretype PKCS12

Rp121EREEENFLAZR 88 . openssl pkesl2 -in "C:\temp\file.pl2" -out
"C:\temp\servername.private.pem"

BHEES R 7THE L IBase 64/&FHANEEWBEH | openssl pkesl2 -export -in
"<folder>\<certificate>.cer" -inkey "C:\temp\servername.private.pem" -out
"C:\temp\servername.new.pl2" -name "servername.abc.123.yyy.zzz"

1 & HHY/REE AKeystore © C:\Program Files\SANscreen\java64\bin\keytool.exe
-importcert -destkeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srckeystore
"C:\temp\servername.new.pl2" -srcstoretype PKCS1l2 -alias "alias name"

PFEAMR/EEE | C:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
"C:\<root certificate>.cer" -trustcacerts -alias "alias name"

1R /&5 & Aserver.trustore : C:\Program Files\SANscreen\java64\bin\keytool.exe
-importcert -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<email certificate>.cer" -trustcacerts -alias "alias name"



14. EAH#/&REE | Cc:\Program Files\SANscreen\java64\bin\keytool.exe -importcert

-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<intermediate certificate>.cer" -trustcacerts -alias "alias name"
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FYaZ Al
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* "WNfAIEZEOnCommand Insight ZBATFEL+ (CAC) ExsgAH(ER"
* "Ml EOnCommand Insight AR (ZEAZIEERERH#) BEREEE (CAC) E:E"

@ * "W KREACEEBREEZEEN (CA) BFEZEOnComand Insight’&zOnCommand
Insight {Data Warehouse 7.3.x) "

* "YN{aEl#f£0nCommand Insight 24 EWindows £ FAYSe. 7.3 xAEII B R EEN /RE"

* "W{alE Cognos /REEIZMHEE(L (CA) EHEHE:EE AOnCommand EIEWdatawarehouse
7.3. 3K R hR A"

RIREETE
UTR—RRBARIHAREX :
* Z#Smart CardH 7T ~ FlUActivClient (G52B4

* BHRIERERR GERE
* {EfFirefox 2128 (FF2ME

ZLinux{alAk2s_ERXFCAC

fE£Linux OnCommand Insight 2 $&fAlAR#S ERUAACACRE EEIT—LE&LK ©

1. BIZB=E /opt/netapp/oci/conf/

2. #R#E wildfly.properties W& EHE CLIENT AUTH ENABLED & MH]
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. .\SANscreen\wildfly\standalone\configuration MifF keytool BAMZ :
C:\Program Files\SANscreen\java6d4\bin\keytool.exe -importcert -keystore
server.trustore -alias my alias -file 'path/to/my.pem' -v -trustcacerts
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e. BWAERSLTE  SHHBRAIREE -
f. BB PER8aT8e » NHIMSFIA/RBEL E cerfdZ o
g H&HEZEa& Amerginate.cerflCogns.cer °
MRERE—ECARE « HRBRILDER « TRIFER root.cerflimerinateX.cer& A —EHES
a. 5 T50E4<) FRroot.cerli AR ©
b. £ T58E 41 FBmender.cer ~ ZABMIMI9PaIANE (FEFE—FMT—) o
C. g2 5SFAchain .cer °
EFAEIECMDIR T /&5 & A Cognos Keystore :
a. CD TProgram Files\SANSANSANSANSANSANPC\Cognos /73#T\BIN']
b. ThirdPartyCertificateTool.bat -Java:local -I -t-r ¢ : \temp\root.cer
C. ThirdPartyCertificateTool.bat -Java:local -I -T -r ¢ . \temp\minter.cer
d. ThirdPartyCertificateTool.bat -Java:local -i -e -r ¢ : \emp\Cogns.cer -t ¢ : \emp\chain .cer
BIEIIBM Cognos#EEE o
a. JEEY TGRS — T2 — TEB4R:El — Cognos
b. #8 [lUse third party CA? | AH e
C. {#TFHERE -
d. EFEEICognos
FHAEECMDIRTFTT  BRHMIICognos/ReEEH ECognos ° CRT :
a. CD "C:\Program Files\SANSANSANSANSAND"

b. Java\BIN\keytool.exe -exportcert -file ¢ : \temp\Cogns.crt -keystore Cognos \937\4BAE\
certs\CAMKeystore -storetype PKCS12 -storepass NoPassWordSet -alias %

B DWHEBRZEEEE

J&..\SANscreen\wildfly\standalone\configuration\server.trustore

ERAEECMDIERE » #&# 'c:\emp\Cognes.crt'] EBEADWHS{EE - M CognosEIDWHZ FEIRISSLIE

o
a. CD I"C:\Program Files\SANSANSANSANSAND"

b. Java\BIN\keytool.exe -importcert -file c:\\emp\Cognos.crt -keystore wildfly\sisonal\configuration
\server.trustore -storepass changit -alias cognos3rca

EIERENISANscreen LEARTS ©
HITDWHED ~ FERDWHELCognosi@sHl ©

BMEREETE sSLRE) ~ MBTERAICognos/REEMRITAE « HEHIT P ER - THI ~ CognosrIEE 1

ZHTSANscreen A SRS ~ BIABIIDWHER ©

a. cd “$SANSCREEN HOMES%cognos\analytics\bin\”

b. “%SANSCREEN HOME$java64\bin\keytool.exe” -exportcert -file
“c:\temp\sanscreen.cer” -keystore
“$SANSCREEN HOMES$wildfly\standalonelconfiguration\server.keystore”
-storepass changeit -alias “ssl certificate”

11



12

C. ThirdPartyCertificateTool.bat -java:local -i -T -r

“c:\temp\sanscreen.cer”

BLELEEE BEPRIAICognos /B E ATRFHHIT "W Cognos/RFERIEE (L (CA) HENEEE

AOnCommand ZIEWdatawarehouse 7.3.3% E#hr 4"
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