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* ¥45% Keystore ~ 2B RIUEA Keystore JeEEi8 (MNR7A) EH

BEE FIHERHMRIEAETIIRER (FERMEENE)
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https://dev.mysql.com/doc/refman/8.4/en/resetting-permissions.html

ZRa<

IR L EETIHREENIFRR G < IRERE

AN
el

BREMREAERED

BERRRAEED

EEITE

ARk EEHRIRAE

dwh_internal

55

U EEiEEErHRRAEH N ERZRTIERHRIEAEIA BB ERHRIRAE o
HITFRE RN AR B R B UFT S IBERERHRIRAE R RVES

* ST OCI B EREZNS
* E# MySQL fEREES « 845 root

* 5258 Keystore ~ #1R Keystore ZiEA [EX11 ~ BERERERMRIEE
PR ZEE R EH#T Keystore ©

LOIEBEENANITE « hERATERENSEMEE - 8B ERREMAEIINE

?gi‘%ﬁ%ﬁﬁ@% » ERERIERREAMZIRFEMNE ~ UkHEFEMMEZRN

HITFREGRANEERENRRE , U SEREFHRRAERIEREEN

* B OC| B NERE T
* SEH MySQL EREZS ~ 8 root

SEERHRIRE PR RIE L I TIHRRIENE

BIANZEERMRES (R2RRERBANERMRBETRR) - AERREERERRY
BERMRRAEEREFBERRIRAE - AR MEAITERRENSENEE - FREME
FHRIEFERIINZARTS G E AR « ERERNERMRRAENE RS EMINE  L#F
EINEHE -

EHERNEPERENERMER

BB ERERENEZ IR
NRERREERMRIERE AR ERENE MR TRIRE

ENENERERAENTEMR
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Cogns_admin

i

e

dwh

dwhuser

Fi%
Keystore 235

truststore_password

18

BB ERERENEZ IR

YNERZ DWH 1 Windows -~ 558 #T SANscreen / Cognos / 94 / #B8E /
SANscreenAP.properties ~ #& Cognos - admin B4R E A o

AT SQL LR MySQL $iTERRPRIERE RS

AT SQL LUEHT MySQL $TEREPRIERE RN

AT SQL LR MySQL $iTERRPRIERE RS

YNER2 DWH F1 Windows * 3583 Windows E#% « 1§58 ODBC 18RAKIER
RTE A

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_capies\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_capal_Efficiation\PWD

HKEY_LOCAL_MACHINE\SOF TWARE\Wow6432Node\ODBC\ODBC.INI\dw
h_FS_uti\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_inventory\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INN\dw
h_Performance \PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_ports \PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INN\dw
h_sa\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INN\dw
h_Cloud %7 \PWD

AT SQL LB MySQL $iTERRPRIERE RS

AT SQL LAEH MySQL S iTEREPRIERE RN

ERMZEENB ALIBHTE | wildfly/standbed/configuration/server.keystore

ERMBEENEALEBHIEE . wildfly/standbed/configuration/server.trustore



key_password ERMZBEENREASEBH#EE . wildfly/standbed/configuration/sso.jks

Cognos §#1& =

#AEY Vault

Gidi i

truststore_password ERMEE (WREE) EWMEAZREE - acq/conf/cert / client.keystore

HITREEETR -5<7!
R IR PHIT SA TAREANT :

securityadmin [-s | -au] [-db] [-1lu <user> [-1lp <password>]] <additional-
options>

where

-s selects server vault

-au selects acquisition vault

-db selects direct operation mode

-1lu <user> user for authentication

-1lp <password> password for authentication

<addition-options> specifies command and command arguments as

described below

PysE -
* @Y LAEIAERE -1 EE (AREgENEFHENX) -
© B "-s" F "-au" EEIE -
° Rau R s "-s"
° DWH FAEFER "-au”
° MRMEHARZFE ~ A
* FAARSRERHRIRFE ST AARES ~ DWH FE T _HEEEY
* FREVERHRIRAEZE Rau LEEEY
* Lu A -lp BEERARERAERSE ©
° YNRBIETE <user> HXKIETE <password> - BIRAGIRTEAEZ WA o

19



° WNRKRM <user> BEEEE « AIRAR G NERERHA <user>  <password> ©

we
e fFHEE
[EFEREFREDS
securityadmin [-s
-au] [-db] -pt <key> B ERMRRE
[<value>]
where

-pt specifies the command
("put") <key> is the key
<value> is the value. If not
present, user will be
prompted for value

-au] [-db] -b [<backup-dir>]
securityadmin
[-s where

-b specified command <backup-dir> is the output directory. If not present, default

location of SANscreen/backup/vault is used The backup file will be named
ServerSecurityBackup-yyyy-MM-dd-HH-mm.zip

BB R

securityadmin [-s

20



-au] [-db] -ub <backup-
file>

where

-ub specified command
("upgrade-backup")
<backup-file> The

location to write the
backup file

securityadmin

[-s

Fre e

-au] [-db] -ck
where

-ck specified command

exit code: 1 error 2 default

key(s) 3 unique keys

securityadmin
[-s] [-db] -v
where

-V

specified
command

THERE
-au] [-db] -l
where

-| specified command

securityadmin [-s

VERIF-keystore ({alAR23)

FHR

21



securityadmin

[-s

B

-au] [-db] [-lu <user>] [-Ip
<password>] -rk

where

-rk specified command

securityadmin
[—-s

.

SEEN (FARSS)

22

-au] [-db] [-lu <user>] [-Ip <password>] -u

where

-u specified command

For server vault, if -lu is not present, then authentication will be performed for

<user> =_internal and <password> = _internal’s password from vault. For
acquisition vault, if -lu is not present, then no authentication will be attempted

securityadmin [-s

BRERREAEED

-au] [-db] [-lu <user>] [-Ip <password>] -r <backup-file>
where

-r specified command <backup-file> the backup file location

securityadmin [-s] [-db] [-1lu <user>] [-1lp <password>]
-up -un <user> -p [<password>] [-sh]

where

-up specified command ("update-password")
-un <user> entry ("user") name to update

-p <password> new password. If <password not
supplied, user will be prompted.
-sh for mySQL user, use strong hash



R RENEERE (
HEER) securityadmin [-au] [-db] [-lu <user>] [-1lp

<password>] -up -p [<password>]

where

-up specified command ("update-password")
-p <password> new password. If <password not

supplied, user will be prompted.

truststore— _password A9
change-password (EX{8 securityadmin [-au] [-db] [-lu <user>] [-1lp

<password>] -utp -p [<password>]

where

-utp specified command ("update-truststore-

password")

-p <password> new password. If <password not

supplied, user will be prompted.

BERREERY (AR

28) securityadmin [-s] [-db] [-1lu <user>] [-1lp <password>]

-sv <backup-file>
where

-sv specified command

HITZE2EETH - EERH

BER - £I06E
EEUEHEXBITSATA - FRA TGS !

securityadmin -1i

HEARBRERE L sccurityadnin BIRTEREEBARENAMITRET -

RRIZIEARSA AR E TR, | ENFEEENMRERZEERVER

23



1 - Server
2 - Local Acquisition Unit
9 - Exit

Enter your choice:

£ DWH £« EBEEN MAkEs) ° 7£i=in AU £« RIEEBEEEN THEET) -

B - ARES : REEER

TEfAARZIAEINF ~ securityadmin Tool BB EHFRIRBEESIER - MNRKRE ~ TRFHET root BEERIE
= o

ERROR: Database is not accessible

1 - Enter root password
2 - Get root password from vault backup
9 - Exit

Enter your choice:

MREFEREIR 1~ RN TIRTERAE R AERRE -

Enter password (blank = don't change)
Enter correct password for 'root':

INRMAERERNEE - REBTTIIAE ©

Password verified. Vault updated

¥ ENTER BREENAAREAZIRHIEIINEESR ©

NREARVEIEIER « RGBT FIRA

Password verification failed - Access denied for user 'root'@'localhost'
(using password: YES)

¥ ENTER ZiR[EIRIEINEER

NSRERGETE 2 ~ R SIRTEREREFHNERNRME « WERPEIEREES

24



Enter Backup File Location:

MRBHDVEIEER « IEETTIIAR °

Password verified. Vault updated

BT EnNTER FREETEAMRSFAZIRHIRIZIIER o

MRBRFHIEIERER « AIERTR FIRE

Password verification failed - Access denied for user 'root'@'localhost'
(using password: YES)

T ENTER EiR[EIRIEINEER

E# - [AARkES @ BN

MERZNE BIFRNEERHEEEMRRAETNERS « FENSREMENERTE - ke AZ2 M EET
BN AR ELERIFERRA o sF 8 !

* SQL FARENZB BB EEEI MySQL RIEH]
* {£ keytool BHFIBE N B AR BENZRNE
* OCl EHEEER - BZENERTRNASEREZE

MEREE iR ERERE M R BT o

25



i

26

Replace incorrect stored password with correct password.

the required password)

Select User: (Enter 'b'
1 - internal

2 - acquisition

3 - cognos_admin

4 - cognos keystore

5 - dwh

6 - dwh internal

7 - dwhuser

8 - hosts

9 - inventory

10 - sso keystore

11 - server keystore
12 - root

13 - server truststore

14 - AU truststore

Enter your choice:

WEEENEBZE « AR SRAERERMIENS -

1 - Enter {user} password
2 - Get {user} password from vault backup
9 - Exit

Enter your choice:

to go Back)

(Does not change



FIEERIE 1~ RRGRTEREWA LRIV o

Enter password (blank = don't change)

Enter correct password for '{user}':

NRBAERNETRE - RGBT TIIAR ©

Password verified. Vault updated

BT EnTER EIR[OERSFZRHIRIZHAER o

MRBANZIER - BERT AR

Password verification failed - {additional information}
Vault entry not updated.

T ENTER ZREIFAREI A ZREIBITIFER o
NSERGETR 2 ~ RS TERE REFHNERNRME « WERPEIERNEES

Enter Backup File Location:

MRBHVEIEER « IEETTIIAR °

Password verified. Vault updated

BT ENTER R AMRSFZIRHIRIZHIER o

MRBHPHEZEAER - IEETRTIIRE

Password verification failed - {additional information}
Vault entry not updated.

T ENTER SRR EARSAZRHIRITHAER o

EH - RS : B8 Vault NS

H#5T Vault AR SR EERMRREE S A ELERR OCI HMNFERBLHRIEMAENNER « WREERMRERAEFR
MEEEEERREERT -

SERMBEFRIAAEERNT

YFHY Br{RIRFEEIEE
RIZEX EIANRREREILE
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B IHE L3R RF
&R ER/DFEHARYIER o

Encryption keys secure: unique, non-default encryption keys detected

cognos_admin: OK
hosts: OK

dwh internal: OK
inventory: OK
dwhuser: OK

keystore password: OK

dwh: OK
truststore password: OK
root: OK

_internal: OK
cognos_internal: Not Checked
key password: OK
acquisition: OK
cognos_archive: Not Checked
cognos_keystore password: Missing

Press enter to continue

E# - [EAkes : B0

HHRIRTEAREED zip ERNER - BRHNBAEEFT - BHERATES ServerSecurityBackup-yyyy-mm-
dd-hh-mm.zip °

Enter backup directory location [C:\Program Files\SANscreen\backup\vault]

Backup Succeeded! Backup File: C:\Program
Files\SANscreen\backup\vault\ServerSecurityBackup-2024-08-09-12-02.zip

B - ARES - BEA

SEABERAREEERE « LEFIERLRNIEE - ERAELAERER Privieges o HEMREZ—EHNITE - A
DERAREEEERE , TEREN THITHR « RELERANEERZE « MJF LDAP E/A#E -

28



Authenticating via server. Enter user and password

UserName: admin

Password:
=17

Authenticating via database. Enter local user and password.

UserName: admin

Password:

MRFBEHEFERESEESMEAE  AIGERZIRINEER o

MRFERER « BIGER FIIRE :

Authenticating via database. Enter local user and password.

UserName: admin
Password:

Login Failed!
MRERAEFZEEE  WGETTIIRNE !

Authenticating via server. Enter user and password

UserName: user
Password:

User 'user' does not have 'admin' role!

B - AAkes - RIRINEE
EREEAR - TRAGETR TRIRFINIIEER) o
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Logged in as: admin
Select Action:

2 - Change Password

3 - Verify Vault Contents

4 - Backup

5 - Restore

6 - Change Encryption Keys

7 - Fix installation to match wvault
9 - Exit

Enter your choice:

EF - [AAkes | EEEH
MEET SERANRLERBEESNE -

MBI GRTEAEREESEOTE -
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Change Password

Select User: (Enter 'b'
1 - internal

2 - acquisition

3 - cognos_admin

4 - cognos keystore

5 - dwh

6 - dwh internal

7 - dwhuser

8 - hosts

9 - inventory

10 - sso keystore

11 - server keystore
12 - root

13 - server truststore

14 - AU truststore

Enter your choice:

to go Back)

ENZEENEBZ% - MIREAER MySQL EAE AR GHREAERSEMAEEME

MySQL supports SHA-1 and SHA-256 password hashes.
requires all clients use SSL connections

Use strong password hash?

BE » AR ERERARE -

(Y/n) :

y

SHA-256 is stronger but

31



New Password for '{user}':
If the password is empty, the operation is cancelled.

Password is empty - cancelling operation

MRBMAIEZRDS « AR GIRTERERDEE

New Password for '{user}':
Confirm New Password for '{user!}':

Password successfully updated for 'dwhuser'!

MREBARRI) « BIGEREERAIS o
B - [k : BR

BT - Aikes - EEMEER

MgENEEiR SERRAARNZERMRRERBNE SR « TEARARERMRERAENZRFRINE &
i o ANMNERBHTRELE « AILBENEPNNZEEREENNE ; SEERTEN - UERZRBEE « L
MEIRINE ~ WHFEIFRE o

BEEEAAFTEIEF - ARARGSEH/FEEENERATRHENRMEIEE -

Replace encryption key with new key and update encrypted database values
Confirm (y/N): y

Change Encryption Keys succeeded! Restart 'Server' Service!

BEFR - AAReS : EEZRE

MEBZREE | BMEREENRE - MANIEAREEETASENREEN (root RN EEHERABRMRMEAE
FRBYEES o

* REEEAEEAENBIEE R
* MySQL EREMZERE (root BRYM) AFEEER o
* Keystone FYZHSHE & &3 ©
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Fix installation - update installation passwords to match values in vault
Confirm: (y/N): vy

Installation update succeeded! Restart 'Server' Service.

LEEMERTE S — R THEREZLE ~ WRERERERS B o

EEInsight@iRzs LZ 24

° securityadmin IE—J‘%E,GAfiln&ghﬂ?ﬂﬁ%ﬁtm#%ﬁﬁ ZEEERGREER
S~ EEER - EAEBEREEINZZ2AR - S ERERATERRE °

RARNEETIE

e LAER securityadmin BIEZ2MHNITA :

* Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

MFEFAEN  F2R"ZE2MEEE X -

BEEAMRBEMNZ 2T

° securityadmin It TEAREEEAEEEFERE (Lau) NEREE - Z2EIEG

IEEIEEBNENE « BERERCEINZ2ERE « i ERERATERKRE °
FsRZ A

G BYER admin MITE2AERE TIERIRESR

RARIEIETE

AT LUER securityadmin BIEZ2MMNTA

* Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

MEFFHEER - A2 LEEEETAYER -

EERauNZ 2N

° securltyadmln THEAGEEEERous EMNEZEEIE o AR E2HMBEEERFR
pRAa4ERE - EEMNE B - NEHMFEEEIRIZES ©
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../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html

RNEETIIE

] LAER securityadmin BIEZ2MHNITA :

* Windows - C: \Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

BT LaU/Rau 2 MHABRHP—ERES « SERMRSE LEEZERENTER « B /15 £RER
B o Lau MFRARY Raus EREALAMRARES TEUS) E£RAERBNZIEREFRSER o

THEEY) fEAEEFERInsight(@AkEs £ - ERauSiLauER ERARSER « FURERENEZDEA -

MBFHAE ~ F2R'ZEEEETAEYER -

EEENERNEEG

° securityadmin TEAEEGEERENSHFARSG LHNLEEE - K2 EEGEE
HDWHREIARES L AEBERENRERES « BUZEHERMED « HHERERATARERTE ©
RIRERI(E

] LAER securityadmin BIEZ2MHNITA :

* Windows - C: \Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

MEFHMEEN 2R L2 EEE X o

#E0OnCommand Insight AR {EE HHE
L2 4 RAFFEEEFEONCommand Insight RAVIRIE NS BERHE o HER{EARES EAYFELE

EBEFEERIRIEPHARERS L - SECSEMIBFEIRSS SRE o fig ~ EEE
Elnsight Server 8 Tinventory] {FR&EZEE « (S BRI S Datag #{FAR2sConnector
L F¥5ZInsight ServerFis&EBY nventory {FRAEZEES o

Fta Z Al

@ SERE A « SRZRAREREIIRPAERKIE - ERENAA L EMARES _LAVZEDS - Insight
TofF Z BRI E R

RARESIETLT(E
TR HInsight ServerfIAEREAEZS - W5 H ABHEKEEN InsightToit ~ ELETHNBERTSMEN

Insight ServerZZH§ WEEE
PIEB_
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../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin\/security-management.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
../config-admin/securityadmin-tool.html
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dwh_internal =g Sy =¥E
EZL

JEred Brlaf#
R

TR7|HData@ R AEREREZRE ~ W5 HinsightTo ~ ELETTHRBKRE RS RETZBER

BRI 2T VELE

Cogns_admin

dwh

Dwh_internal ({FF{RARESEIZEIAHRRUIEE) Insight{al AR 23
dwhuser

Ei

EF (ERREARERRERUIEE) InsightfalAR 23
1R

Y EDWHA AR SS EARAERE Ui RS
TRIIE T BINEREZRN « WHH T Insightroff ~ BETTHEKREIS LA ZISAETRT

2255 NEGE
Gid: Insight Server * Rau

AR EARARSVIESE (E7F) M Tdwh_internal) 0%

MREBEEEE Tnventorys 3¢ Tdwh_internall &5 ~ AR &InsightfAlAkas_ERYZHS
EfEADatag Ul ©

FsaZ Al
TR ANRREES S DEATBEHITIET(E -
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TR

1. ZABRA#AOMEL  https:/hostname/dwh ~ HH ~ 2 FEE0nCommand Insight 2457 lsorData

B NRGERME -

2. EEAINEBEIRD - #—T* Connectors * °

LR B R R B R AR ©

Edit Connector

1D

Encryption:

Mame:

Host:

Database user name:

Database password:

Advanced w

Save Cancel Test

Enabled j

Oci-stg06-512r2. nane.netapp.com
Oci-stglE-s12r2.nane.netapp.com
inventary

Remove

3. 7 TERIERNE) WMAPBWAFE Ninventory') ZHE o

4 B—T THEE)

S. BEEE ldwh_internall ZHE - FBIg— T &M o *

B € BEREdit Connector Advanced (AREEiEIZ2SERE) = o
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https://hostname/dwh

Edit Connector

10 1
Encryption: Enabled j
Mame: Oci-stg06-512r2 nane.netapp.com

Host: Dci-stg06-512r2 nane.netapp.com

Database user name: inventary

Database password: I
Senver user name: dwh_internal
Sernver passwaord: YT

HTTPS port: 443

TCP port: 3306

Basic ~
Save Cancel Test Remaove

6. 7 (RIS ERE M IR A A :
7. T o

£/ TODBCEIE| TEEEdwhZhE

S & Insight(Alikas L& B dwhiE EREER « i RTEDataE ffAlAkeEs L S B -

EEIAfER TODBCERIKRIREEES ] TAREFER S LA
FYRZ Al
T AEREARGEESHERNIRS « EHE ADataB #FRSS
SER

1. ERB AR ZER B RERES o

2. FENIH TODBC{TEU T E C:\Windows\SysWOW64\odbcad3?2.exe

AR TODBCEFIRFEERS) SEE °



User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |

IJzer Data Sources:

Mame Platform  Driver Add...

Remove

Corfigure...

An QDBC User data source stores information about how to connect to the indicated data provider. A
g |User data source is onby visible to you, and can only be used on the cument machine.

OK || cCancel ||

3. BB RMRDSN

RMERRIRMERNET o

= ODBC Data Source Administrator (32-bit) Iil

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pocling | About |

System Data Sources:

MName Platform  Driver Add
dwh_capacity 32+t MySCGL ODBC 5.1 Driver

dwh_capacity_efficiency 32-bit MySGL QODBC 5.1 Diiver Remove
dwh_cloud_cost A2-hit MySCGL ODBC 5.1 Driver

dwh_fs_util A2-hit MySQLODBC 5.1 Driver

dwh_inventary 32t MySGL ODBC 5.1 Driver Configure...
dwh_performance 32bit MySGL ODBC 5.1 Driver

dwh_ports 32+bit MySQL ODBC 5.1 Driver

An QDBC System data source stores information about how to connect to the indicated data prowvider.
g A System data source is visible to all users of this computer, including NT services.

OK || Cancel || Aopy || Hep |
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4. ftOnCommand Insight ;BB HEE—1E ZRERE] o

S ¥%— ME&7E J

IR E TR DataZRJR4ERE] =

MySQL Connector/ODBC Data Source Configuration -
AN -

MH 3 '.—..”.
Connector/ODBC 3‘

Connection Parameters

Data Source Name: | SNONeETeI |
Description: | |
Server: |In:3|hust | Port: | 3306 |

User: | dwh |

Passwurd: | FEREEEEES |
Database: | dwh_capacdity W | | Test |

o ][ o J[ w0 |

6. T B TP I AR o

TEREBEEFR (CAC) *Ufﬁaﬂiﬁ%ﬁﬁ Z Alnsight{al iR 28898 F#& OnCommand Insight ©
RN ERRTE R A7 RERUFAE LETHAE

ERFBLUZIECACHIEE 2% ~ BIEOnCommand Insight EFAIMEER (EZEES « BB TRRRAEHESE -
?ET#EFH%T%EE’MEIA{?@E% B REEIRIEONCommand Insight 52 Es% A AR S (EMICART TR —
f%ﬂil)\ffnﬁ 1TEPEE - BME R B E—IEE o IRIETER - IR RE—EEIAE » Internet Explorerfi & BB ¥ 557

@ HINCACHERE - S22 FEEZEESE - HHRE—EAEE(EICAMETRF - WCAC/KR:E
identification FEfERH
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BRAMBICACTIEEET « AR TINRENE (REHREA)

* "Y{AE& E OnCommand Insight B EEX-£ (CAC) Bgz& LU EERE"
* "WN{AE EOnCommand Insight AR (ZERAZEREREH) FBEAENRF (CAC) &R:E"

@ s "WAIR R EEA RS ERNEEREEM (CA) &REZEOnComand Insight’OnCommand
Insight {Data Warehouse 7.3.x) "

* "JNfAIFEOnCommand Insight ZE#£7EWindows 1% _FAYSe. 7.3 xAE I B R EEMN/RE"

* "UNMEl#E Cognos/EBIRIEE(L (CA) 2EER/EZEAOnCommand EJEWdatawarehouse
7.3.3 % E R A"

REFHLUETEZERTREEA
1EAZBEEEONCommand Insight x#&Smart Card (CAC) FUEREEAREE THLARRE o

FtEZ Al
* WBRTE R4 ERRFBLDAP ©
* LDAP User principal account name BMY4HBRFESESFEAEIDIILDAPHEL

CD WREREINT server.keystore 1 /T, _server.trustore ZBHE"Z 2 EETE" » 55 SANscreen 1T3E
A LDAP BEZRIEMES) _LDAP AR ©

MFERHMBICACHIEEET « F2RETINRENE (REREREA)

* "YNfEIEREOnCommand Insight 3 @AEE& (CAC) BRsgAHEER"
* "Y{RIE EOnCommand Insight A (ZERAZIZEER M) BRAEETF (CAC) &R

() - oERuREACEENEBERE (CA) EBEEOnComand InsightROnCommand
Insight {Data Warehouse 7.3.x) "

* "JNfAI¥£OnCommand Insight ZE#£fEWindows 1% _F#YSe. 7.3 xAE I B R EEN RE"

* "Y{AlE Cognos /REEIRIEE (L (CA) ZEEMRFEE AOnCommand FJEWdatawarehouse
7.3 .3 E kA"

1. {6/ regedit ARMERHBERENLRRER
HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java .

a. #¥JVM_Option DclientAuth=false & DclientAuth=true.

2. fH{pPKeystorefEZ . C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

B —

3. B SI_RTFITMIETE Run as administrator

4. MBRBEITEEREE | c:\Program Files\SANscreen\java64\bin\keytool.exe -delete
-alias "ssl certificate" -keystore C:\Program
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10.

1.

12.

13.

14.

15.
16.

Files\SANscreen\wildfly\standalone\configuration\server.keystore

ELEHRYESE | C:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"allas_name" -keyalg RSA -sigalg SHAlwithRSA -keysize 2048 -validity 365
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -dname
"CN=commonName, OU=orgUnit, O=orgName, L=1ocalityNameI, S=stateName, C=countryName"

ELE/REEEER (CSR) : Cc:\Program Files\SANscreen\java64\bin\keytool.exe
-certreq -sigalg SHAlwithRSA -alias "alias name" -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
C:\temp\server.csr"

X B ERICSRZ#E ~ BEAREE « /A8 LI Base -6418 X EH /&S  WAAEMAER "c:\temp" named

servername.cer °

{tKeystorefEEVEEE @ C: \Program Files\SANscreen\java64\bin\keytool.exe -v
-importkeystore -srckeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srcalias
"alias name" -destkeystore "C:\temp\file.pl2" -deststoretype PKCS12

WP 12IE R HEENFAE EI® | openssl pkesl2 -in "C:\temp\file.pl2" -out
"C:\temp\servername.private.pem"

RS ES 7P ELBase 64/REHMZEIBEM | openssl pkesl2 -export -in

"<folder>\<certificate>.cer" -inkey "C:\temp\servername.private.pem" -out
"C:\temp\servername.new.pl2" -name "servername.abc.123.yyy.zzz"

& HAY/REEE AKeystore © C:\Program Files\SANscreen\java64\bin\keytool.exe
-importcert -destkeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srckeystore
"C:\temp\servername.new.pl2" -srcstoretype PKCS1l2 -alias "alias name"

BEAMR/&REE | C:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
"C:\<root certificate>.cer" -trustcacerts -alias "alias name"

IR /REE & Aserver.trustore © C:\Program Files\SANscreen\java64\bin\keytool.exe
-importcert -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<email certificate>.cer" -trustcacerts -alias "alias name"

PEAF4/E:E | C:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<intermediate certificate>.cer" -trustcacerts -alias "alias name"

HFFE PR EEILTER -

TELDAPHRETE EL L EE FIABTT B o
EHTERERARES ©
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* "Y{AEREOnCommand Insight #EA7ZENE (CAC) BReBLAER"
* "YNEEEEOnCommand Insight B (ZEAZIRERBH#) HBEAEIRE (CAC) &RE"

(D s WA KREA B EEBHEEIZEEN (CA) BEZEOnComand Insight’&zOnCommand
Insight {Data Warehouse 7.3.x) "

* "YN{aI¥£OnCommand Insight Z2£7EWindows 1% _E#JSe.7.3 xR B EER/&E"

* "YN{alE Cognos/BEIXEE (L (CA) 2ER/EEME AOnCommand E|EWdatawarehouse
7.3. 3K E R A"

R EIET(E
T R—HREPIREREEXK !
* ZiESmart Card N ERES ~ FIENActivClient (5288
s BRIERIES (B2
* {EFirefox 2|28 (FBF2H
ELinux{aAk2s EEYFECAC
7£Linux OnCommand Insight 3z 3&{AlARk23 E RAFACACE BT —EEBEN o
B CANBEAGEEHE °
TR

1. BIZB=E /opt/netapp/oci/conf/
2. #R¥8 wildfly.properties M#BAY{E CLIENT AUTH ENABLED £ ME]

3. BEATH MRESE

/opt/netapp/oci/wildfly/standalone/configuration/server.truststore

4. BRTRIENEIARES
REBHERUETESFNEREA
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9. HEHEZa & Amerginate.cerflCogns.cer °
MRERFE—ECARE « FHRBRUILDER « TRIFER root.cerflimerinateX.cer& Hm—EHES
a. £/ T5EE4 ] BRfroot.cerliERARA ©
b. 5 52541 FRmender.cer ~ AEMIM9aMIANE (FEE—MT—) o
C. K8 S 7FAchain .cer °
A BEIECMDIR % /&REEE A Cognos Keystore :
a. CD Program Files\SANSANSANSANSANSANPC\Cognos /93 4T\BIN'J
b. ThirdPartyCertificateTool.bat -Java:local -I -t-r ¢ : \temp\root.cer
C. ThirdPartyCertificateTool.bat -Java:local -I -T -r ¢ . \temp\minter.cer
d. ThirdPartyCertificateTool.bat -Java:local -i -e -r ¢ : \emp\Cogns.cer -t ¢ : \emp\chain .cer
FAEXIBM Cognos#RSE °
a. 3= TAHAERE) — TR&M) — TEEER=) — Cognos]
b. 88 lUse third party CA? | AH o
C. {#TFHERE o
d. EFTERENCognos
FEAEIECMDIRRETT « B RHBICognos/&:EE H ZECognos ° CRT :
a. CD M"C:\Program Files\SANSANSANSANSAND"

b. Java\bin\keytool.exe -exportcert -file c:\temp\Cognos © crt -keystore Cognos \
anature\configuration\certs\CAMKeystore -storetype PKCS12 -storepass <password> -alias 1%

C. &7 <password> ~ ;5% E _ /dat/bin/cognos SANscreen B .dat #EZEHIZREE o
B DWHERSBEEE

J8..\SANscreen\wildfly\standalone\configuration\server.trustore

EAEECMDIZRRE « & Mc:\emp\Cognes.crt'l FEEADWHEEE « WEILCognosEEDWHZ FIHISSLIE
e

a. CD I"C:\Program Files\SANSANSANSANSAND"

b. Java\bin\keytool.exe -importcert -file c:\temp\Cognos.crt -keystore
wildfly\inold\configuration\server.trustore -storepass <password> -alias cognos3rdca

C. &7 <password> ~ :5fEAZKE _ /dat/bin/cognos SANscreen &3l .dat #EZEHIZRES o
S EREISANscreen IIEARFS o
BITDWHHED ~ FERDWHELCognosi@al ©
B REE TsSLEE] ~ MAERICognos/ReBRIFAE « MEHIT FHIPER - A ~ CognosAIREERE
#E#TSANscreen VA G185E S ~ BUIEAEILDWHER o
a. cd “$SANSCREEN HOMES%$cognos\analytics\bin\”

b. “%SANSCREEN HOME$java64\bin\keytool.exe” -exportcert -file
“c:\temp\sanscreen.cer” -keystore
“$SANSCREEN HOMES$wildfly\standalonelconfiguration\server.keystore”
-storepass <password> -alias “ssl certificate”
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C. ThirdPartyCertificateTool.bat -java:local -i -T -r “c:\temp\sanscreen.cer”

BLELEEE BEPRIAICognos /B E ATRFHHIT "W Cognos/RFERIEE (L (CA) HENEEE
AOnCommand ZEWdatawarehouse 7.3.3 & E#HhrA"

fE A SSL/&R5E

& a] LTS SSL/& S 2R BR AR 1L s RVBSFE AN NN ZE ThAE ~ WUIE58OnCommand Insight fSHYZ 38
RIENZ 2% o

FAtaZ Al
S BRARRET AR BORETER (1024017T) o

BAMREIETL(F

SRINEBREAEA R Z AN ERHRERE
MEEREFHRRAENZ N EENFESN  F2R'LY2EEETAYER

1. BII[R1AKeystoretEZHIEZAS | cp c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore.old

2. 7l)HHKeystore®IAA : C:\Program Files\SANscreen\java64\bin\keytool.exe -list -v
-keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

R ERETKeystorelIAR o EIEHE/VEE—E’FFE © "ssl certificate” ©
3. MIfR "ssl certificate™: keytool -delete -alias "ssl certificate" -keystore
c:\Program Files\SANscreen\wildfly\standalone\configuration\server.keystore

4 EHF$I® . C:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"ssl certificate"™ -keyalg RSA -keysize 2048 -validity 365 -keystore
"c:\Program Files\SANscreen\wildfly\standalone\configuration\server.keystore"

a. BERMIRTRARFNHEER « FEACEFERNTEMALTE (FQDN) -
b. {RH 5B B AR A ZAERIAERAE A ¢
* BRME | SAREERMENEFRISOREE (FIMN=E)
s NS SASAATPFMEMNS BN (Bl - MEZEMN)
* & BASLATIFERTNRE (BlEwaltham)
- BT RS RTBIVEM TR (BIUINetApp)
* ARAEE TR | S RREERIERPISIE LTS (BIENSupport)
* I TR AR TE - ARMRIIRESDNSEHRFQDN (Flilwww.example.com) ZRATE LB THIH
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= Open a new sheet in Excel.
= On the "Data" tab, choose "From Text".
= Locate the desired .CSV file and click "Import".
= In the Import wizard, choose "Delimited" and click Next.
= Choose "Comma" for the delimiter and click Next.
= Select the desired columns and choose "Text" for the column data
format.

= Click Finish.
Your objects should show in Excel in the proper format.
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