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3. HARAE ladminy RBIVIREERELBME o
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4. FERC AR E M U ERE AR E U T2 AR -
SEGHET TR !

° f&in

RIS SMARBNSBNERMREERNBEE - L ERREEERERENUE - A2 TIIFER

g :
* Windows - C:\Program Files\SANscreen\backup\vault
* Linux - /var/log/netapp/oci/backup/vault
BRFIBZIZ BEFHREFEENBRERD - BRZ% - AR RAEERARUGNRNIRAE -

@ ZRAARRFED ZERRSE ENZBNEE » g © -EBLau ERNEZR-ZITERE
win-RENERDERESERaus

- BENTRE
SEARNER BT R EBENAUNE S o

() uEmzess - CEZBHRNRDIER « UEEARRRE 2 BER -

- B
S TEE EREIRRRES o
AL A BEARERERETRSEE - fi  NRCLBARS E I SRENE
() ® AEEEE2 . RauFIDWHLE HEEL BREQEELETILE - 15 « BIOETHE
B  thIEZ BN RARNE « UEFEFRNEEE 2 BRI o

© ERATERE

R E A E R BNBNEREMETRERSERE - FREAREHBRMNE -
° Rih

459K securityadmin TH :

o BECERERER « RBRKBIETET °
BIERaulZ &M

o securityadmin TEAEEEIERous LZEIEIE o Ko RE/ D HERER TR
PFg4RRs ~ BEENE TS - EMMEEINE IR ©
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RNEETIIE

] LAER securityadmin BIEZ2MHNITA :

* Windows - C: \Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

FifLauR 2 MHEARHHP—ERMIZ - ERARSE LEEZERENTER « B U ERERE - A
FIRausHILau#RE AL MRS TRV EAERRNEHEREGRSSEH -

THEEY) fEAEEFERInsight(@AkEs £ - ERausiLauER ERARESR « FURERENFDEA -

HEA TSR EERau LN MEEIE .

1. BEin B ABITRauRIFARES
2. UERABZEEETA !

° Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i

° Linux - /bin/oci-securityadmin.sh -i

ARG BERBASTHRER -

3. BARE Tadminy REERINRF £ & RIS o
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AR ERETNRauIEER ©

° fwin

BB SMERISNEENERREARDEREE - THEZNEEFEREIEENUE « E T5IHER
s :

* Windows - C:\Program Files\SANscreen\backup\vault

* Linux - /var/log/netapp/oci/backup/vault

BRFIBZIZ BRHRFENRGERRD - BRZE - FIARBNERNSERSEIGMHRNIRAE -

@ BRAARES ZERRSE ENZBNEE - AN : -EE—IERS LANEER-ET
BRERM-RENERNERES _SARES

- BENTRH

B RS R B S ENRaUIH S5 o

() 2Emzens  CRZHBHRNZ2IHEE  USEARRREZBER o

°© BIEHS



BF TR ERERFEES -

BLREREATBLERETRS RE « A  MPCLTARS L R SRENE
() ® AEEEE2 . RauFIDWHLE HEEL BREQEELETILE - 15  BIOETHE
B  thIEZ BN RRARE « UETEFRNEIE Y BRI o

© ERmTERE

RINEERNBBERATERE - BRESZEPHERHENE -
° Rih

45K securityadmin THA :

EEENERNRENE

° securityadmin TEAEECEEREENSHFARSE LHNLEEE - 22 EEGEE
HDWHEIARES L AEBERENAERES - ZUZE2ERMED - SR ERERATE

AR ANl
axX axX AE ©

RIRERI(E

AT LUER securityadmin BIEZ2MHNTA :

* Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh
1. BiRE AER 2 R#ERSS
2. YEFERE LR EETAR :

° Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i

° Linux - /bin/oci-securityadmin.sh -i
ARGEREATBER -

3. BARE Tadminy REERINRF £ E LRI o

A ERTENAERNREEEINE
° fwin

Bu B SR ERNERIE AR REDREE - TRERKETEREEENNE - ABHERUE

* Windows - C:\Program Files\SANscreen\backup\vault

* Linux - /var/log/netapp/oci/backup/vault
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BRFIBZIZEFHRFENERGERN - BRZE - FIARBNSRNEERSEIBMHRNRAE -

BRABIRED Z ARk EAZBNER « AIg : -2 E—AERS ERMNE TI8-E21L
@ B ERN-RENERNERERS &AM

+

- FEMERH
HERRMEZNAREZBENDWHINE R « FIUNEERBHFSMPTES o
° BHES
HEREEAEIRPEN o
" NEB
" R
= Cogns_admin
= dwh

= dwh_internal

= dwhuser
=

* EF
i

@ B I&E B dwhuser ~ hosts ~ inventoryZ{rootZ B « &R LUSEIE A SHA-256 M5 H % o Itb
BEIEEEMAFIIRE A E in#bE A SSLEAR

© ERATERE
RINEERANZBERBTARE - BREAHZRKIBRMNE -
° Rih

459K securityadmin TH :

£ ¥ OnCommand Insight REMEHEZE

Z2 MR REEEEIEONCommand Insight ERVIRIRRE B RS - FEEREARES LAY LE
FEBEENRIETNAERRS L - EELEEMmEMERS: L0 o flun « i5E
Elnsight Server L8 Tinventory] {FREZEEE « (KBRS Datag #{AAR2SConnector
_E#¥EZInsight ServerPE&ERY Tnventory) EREZS ©

22



FsEZ Al

@ SERBE A CERZCRAREREIRFIEKIE - ERENFAE L EMARES LRVEDS - Insight

pavi i |: SR S A= ST

RNEETIIE

TS Insight ServerfIREPFERE RS ~ L5 HBEBGHRKEBIENInsighto ~ BLETH M BTSSR

Insight ServerZH5

PIER_

Cid:
dwh_internal
Fi¥

[EfF

i

2%

BrRaf#

BrRaf#

TR7|HDataB@ RN AERFEREZNS ~ L5 HinsightToH ~ ELETHRIBKE IS RETZBER

B2

Cogns_admin

dwh
Dwh_internal (fEFAfAIARE3EIZLZ4EAEUIZE)
dwhuser

Fig

7 (EAEARSREZSRARUVIEE)

1R

*E# BDWHIRARASEARAERE Ui HRV S

NERE

InsightfRAR2S

Insight{al AR 2%

TRIE T ZINERER « WHH T Insightroff ~ BETHREKREIELREAMZREER
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22305 BT
Gid:r Insight Server * Rau

fERAMRSSEGERVIEE TEF) M Tdwh_internal) ZH%

MREEEEE lNnventory) 5 Tdwh_internall 228 ~ LT & InsightfAlAR2S L HIZREE
sAfEADatag #UI ©

FsaZ Al
CRBANRMEES S DEATBEIITUIET(F -
TR

1. ZBABRE@AOML . https://hostname/dwh ~ B ~ 5T E0nCommand Insight 2857 lsorData
B NRGKRE -

2. TERIMNEBEENRD « 3 —T* Connectors * ©
It B R AR A =W

Edit Connector

I 1
Encryption: Enabled j
Mame: Oci-stglE-s12r2.nane.netapp.com
Haost: Oci-5tg06-512r2 nane.netapp.com
Database username: inventary
Database passwaord: sssssnnee
Advanced w
Save Cancel Test Remove

3. 75 TENEZEE] BAPEAFE Ninventory'l Z5E5 o
4. ¥—T TEE
S. BEEE ldwh_internall ZBHE ~ FEIE— T &M o *

B & BEREdit Connector Advanced (AREEiEIZ2S#ERE) =i o
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https://hostname/dwh

Edit Connector

10 1
Encryption: Enabled j
Mame: Oci-stg06-512r2 nane.netapp.com

Host: Dci-stg06-512r2 nane.netapp.com

Database user name: inventary

Database password: I
Senver user name: dwh_internal
Sernver passwaord: YT

HTTPS port: 443

TCP port: 3306

Basic ~
Save Cancel Test Remaove

6. 7 (RIS ERE M IR A A :
7. T o

£/ TODBCEIE| TEEEdwhZhE

S & Insight(Alikas L& B dwhiE EREER « i RTEDataE ffAlAkeEs L S B -

EEIAfER TODBCERIKRIREEES ] TAREFER S LA
FYRZ Al
T AEREARGEESHERNIRS « EHE ADataB #FRSS
SER

1. ERB AR ZER B RERES o

2. FENIH TODBC{TEU T E C:\Windows\SysWOW64\odbcad3?2.exe

AR TODBCEFIRFEERS) SEE °



User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |

IJzer Data Sources:

Mame Platform  Driver Add...

Remove

Corfigure...

An QDBC User data source stores information about how to connect to the indicated data provider. A
g |User data source is onby visible to you, and can only be used on the cument machine.

OK || cCancel ||

3. BB RMRDSN

RMERRIRMERNET o

= ODBC Data Source Administrator (32-bit) Iil

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pocling | About |

System Data Sources:

MName Platform  Driver Add
dwh_capacity 32+t MySCGL ODBC 5.1 Driver

dwh_capacity_efficiency 32-bit MySGL QODBC 5.1 Diiver Remove
dwh_cloud_cost A2-hit MySCGL ODBC 5.1 Driver

dwh_fs_util A2-hit MySQLODBC 5.1 Driver

dwh_inventary 32t MySGL ODBC 5.1 Driver Configure...
dwh_performance 32bit MySGL ODBC 5.1 Driver

dwh_ports 32+bit MySQL ODBC 5.1 Driver

An QDBC System data source stores information about how to connect to the indicated data prowvider.
g A System data source is visible to all users of this computer, including NT services.

OK || Cancel || Aopy || Hep |
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4. ftOnCommand Insight ;BB HEE—1E ZRERE] o

S ¥%— ME&7E J

IR E TR DataZRJR4ERE] =

MySQL Connector/ODBC Data Source Configuration -
AN -

MH 3 '.—..”.
Connector/ODBC 3‘

Connection Parameters

Data Source Name: | SNONeETeI |
Description: | |
Server: |In:3|hust | Port: | 3306 |

User: | dwh |

Passwurd: | FEREEEEES |
Database: | dwh_capacdity W | | Test |

o ][ o J[ w0 |

6. T B TP I AR o

TEREBEEFR (CAC) *Ufﬁaﬂiﬁ%ﬁﬁ Z Alnsight{al iR 28898 F#& OnCommand Insight ©
RN ERRTE R A7 RERUFAE LETHAE

ERFBLUZIECACHIEE 2% ~ BIEOnCommand Insight EFAIMEER (EZEES « BB TRRRAEHESE -
?ET#EFH%T%EE’MEIA{?@E% B REEIRIEONCommand Insight 52 Es% A AR S (EMICART TR —
f%ﬂil)\ffnﬁ 1TEPEE - BME R B E—IEE o IRIETER - IR RE—EEIAE » Internet Explorerfi & BB ¥ 557

@ HINCACHERE - S22 FEEZEESE - HHRE—EAEE(EICAMETRF - WCAC/KR:E
identification FEfERH
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1R
AnY

BRAMBICACTIEEET « AR TINRENE (REHREA)

* "Y{AE& E OnCommand Insight B EEX-£ (CAC) Bgz& LU EERE"
* "WN{AE EOnCommand Insight AR (ZERAZEREREH) FBEAENRF (CAC) &R:E"

@ s "WAIR R EEA RS ERNEEREEM (CA) &REZEOnComand Insight’OnCommand

Insight {Data Warehouse 7.3.x) "
* "JNfAIFEOnCommand Insight ZE#£7EWindows 1% _FAYSe. 7.3 xAE I B R EEMN/RE"

* "UNMEl#E Cognos/EBIRIEE(L (CA) 2EER/EZEAOnCommand EJEWdatawarehouse
7.3.3 % E R A"

REEHUETESFNEREA

WZBIERONCommand Insight Sz3&Smart Card (CAC) F/EFBEFARBETMAARE

o

FIsEZ Al

WIATE R _ERUFLDAP ©

* LDAP User principal account name BMY4HBRFESESFEAEIDIILDAPHEL

INBERIMBICACHIERIET « F2RETINHENE (FREXEEA)

* "YN{AER EOnCommand Insight BAFEXE (CAC) BB LA ER"
* "MEEREOnCommand Insight AR (ZEAZIRERAH) WBRAFNRFE (CAC) B:E"

(D s "WMEAIERII R EA RS ERREREEM (CA) &RFEZEOnComand Insight’2OnCommand

Insight {Data Warehouse 7.3.x) "
* "§N{EIFEOnCommand Insight Z4#£7EWindows £ _FAYSe.7.3 xAEII B R EZEMN/RE"

* "U{AlE Cognos /REEIRIEE (L (CA) ZEEMRFEE AOnCommand FJEWdatawarehouse
7.3. 3K R A"

1.
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R regedit ARMERFEREN2BER
HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java .

a. #%JVM_Option DclientAuth=false & DclientAuth=true.

fH{PKeystoretg2€ : C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

R e SR T FITMIEE Run as administrator

MIBRBEITESERRSE | C:\Program Files\SANscreen\java64\bin\keytool.exe -delete
-alias "ssl certificate" -keystore C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

EAHAYERSE | c:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"alias name" -keyalg RSA -sigalg SHAlwithRSA -keysize 2048 -validity 365
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-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -dname
"CN=commonName, OU=orgUnit, O=orgName, L=1ocalityNameI, S=stateName, C=countryName"

6. EE/RESHEEER (CSR) : C:\Program Files\SANscreen\java64\bin\keytool.exe
-certreq -sigalg SHAlwithRSA -alias "alias name" -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
C:\temp\server.csr"

7. ¥ EF6RERICSRZ % ~ EAREE - /A% L Base -64M 8B H/&:E ~ WHREBAEAS "c: \temp" named

servername.cer °

8. #EKeystorefiEU&:E | C:\Program Files\SANscreen\java64\bin\keytool.exe -v
-importkeystore -srckeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srcalias
"alias name" -destkeystore "C:\temp\file.pl2" -deststoretype PKCS12

9. Mp121ZEHEFLAE 8 © openssl pkcsl2 -in "C:\temp\file.pl2" -out
"C.\temp\servername.private.pem"

10. BIEELE7HELABase 64/REHEMNZRIBAEH | openssl pkesl2 -export -in

"<folder>\<certificate>.cer" -inkey "C:\temp\servername.private.pem" -out
"C:\temp\servername.new.pl2" -name "servername.abc.123.yyy.zzz"

M. BEHAYEEE AKeystore © C:\Program Files\SANscreen\java64\bin\keytool.exe
—-importcert -destkeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srckeystore
"C:\temp\servername.new.pl2" -srcstoretype PKCS1l2 -alias "alias name"

12. EEAIR/EEE ¢ C:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
"C:\<root certificate>.cer" -trustcacerts -alias "alias name"

13. #&HR/&:EME Aserver.trustore | C:\Program Files\SANscreen\java64\bin\keytool.exe
-importcert -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<email certificate>.cer" -trustcacerts -alias "alias name"

14. EAF#/&REE | C:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<intermediate certificate>.cer" -trustcacerts -alias "alias name"
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Fta Al
MBERMICACHIRFIET » A2R TINAEXE (FEXZEREA)
* "YNfAIEREOnCommand Insight ZBAFEN& (CAC) ERsBLAMS(ER"
* "U{AIEEOnCommand Insight AR (ZEALZERENEH) FEBEERFR (CAC) E:E"

() - oERuREACEEOEBERE (CA) EBEOnComand InsightROnCommand
Insight {Data Warehouse 7.3.x) "

* "YN{AI¥£0nCommand Insight &£ EWindows £ FAYSe. 7.3 xAE I B R EENRE"
* "W{alE Cognos /BEIRMEE(L (CA) 2HENE:EE AOnCommand EJEWdatawarehouse

7.3.3 B¢ EHTHRA"
REMEIET(E
LT B—RRF P imsAREEES
Z#ESmart CardH /T8RS ~ BIFlActivClient (GE2E]
5

ERIERER GB2E
* {E4Firefox2|E2s (GE2E

fELinuxfAfkas LRI CAC
7E£Linux OnCommand Insight 2 & fAlAR2S ERAAACACRE BEIT—LE&DK ©

FER
1. BI8B=E /opt/netapp/oci/conf/

2. #R#8 wildfly.properties W& EHE CLIENT AUTH ENABLED & MH]

3. BEATHY Troot’&:E
/opt/netapp/oci/wildfly/standalone/configuration/server.keystore

4. EHRRENAIARES
REBRBRUETEZRNEEEA

RAZBEEEOnCommand Insight TZIREZ+ (CAC) 1 M NEFEEAL B TZIRERE
fit #ERE o

FtEZ Al

* WBTERARE _ERYFLDAP ©
* LDAP User principal account name BMXNEBERNSERFERABRAFIDIEEHILDAPHIL

RBEEBNZEZCACEMN—iRETE (CN) BEHA T | first.last.ID o HNFELELDAPIRMIL -
N saMAccountName ~ AR o HHELER{LOnCommand Insight ~ R EHCCNSHEEXIDIRS ©
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"Y{AIE& EOnCommand Insight @A Ak (CAC) ERsBLAHEER"
"ANfAIE& E OnCommand Insight AR (ZEAZREREH) FEBEEFR (CAC) E:E"

() - mERTREACEBNEESHER (CA) BEEOnComand InsightzOnCommand
Insight {Data Warehouse 7.3.x) "

* "YN{AIFEONCommand Insight Z#EEEWindows 14 FAYSe. 7.3 x NI B R EFEM/RE"

* "Y{alHE Cognos /BEIXMEE (L (CA) 2ENEEE AOnCommand EJEWdatawarehouse
7.3.3 % E R A"

1. {EFARegEdItEAPHIE#{E HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java
a. #8¥JVM_Option -DclientAuth=false & -DclientAuth=true ©

EALinux » BB clientAuth 28EA /opt/netapp/oci/scripts/wildfly.server

2. BRGEIRMEENL (CA) MEEBNAREEE !
a. Eep<HRER ~ BIfE . . \SANscreen\wildfly\standalone\configuration °
b. {FH keytool FHEECANARIER : c:\Program

Files\SANscreen\java64\bin\keytool.exe -list -keystore server.trustore
-storepass changeit

BITHNSE—EFRTCARA °

C. MNBXKE - BIRMUCAREIER - BER .pen 1EX | BERETFWNCAMAER B REENCA ~ FaitE
. .\SANscreen\wildfly\standalone\configuration Mi{ffH keytool EBEATGZ :
C:\Program Files\SANscreen\java64\bin\keytool.exe -importcert -keystore
server.trustore -alias my alias -file 'path/to/my.pem' -v -trustcacerts

my_aliasi@E A 57 A hPCAMAI%keytool -list &E&E o
3. 7E{@AR28 EOnCommand Insight wildfly/standalone/configuration/standalone-full.xml &

ZNEBBRRERPImEMATRL NEKM) RIEH /subsystem=undertow/server=default-
server/https-listener=default-httpsIAEBIECAC ° & AlnsightfAlfRZF L HITEENGR S ©

ERRR ETHE

Windows wildfly \bin\enable CACforRemoteEJB.bat <install
dir>

Linux lopp/NetApp/OCI /B E/&/

enableCACforRemoteEJB.sh
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b. ThirdPartyCertificateTool.bat -java:local -c -e -p NoPassWordSet -a RSA -d

“CN=FQDN, O=orgname, C=US” -r c:\temp\encryptRequest.csr
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d. EEVBase64EiH o
e. WAERESTE « BEBRAIRRE o
f. E1EPER8aR8c » FRIKFIEREBEL E cerfg% o
g #tEZETH%Amerginate.cerfllCogns.cer ©
9. MMRERE—ECAK:E * FFRBRLLLER ~ TRIFE R root.cerfmerinateX.cer& i —EIEZ o
a. M ME8E4<]) FBimintermed.cerli SR AR o
b. 5/ 504y FRkroot.cer » MFEFIAHIRR ©
C. RERSFRCACcer°
10. FEAEECMDIR TG REE A Cognos Keystore :
a. CD lProgram Files\SANSANSANSANSANSANPC\Cognos /53 17\BIN'
b. ThirdPartyCertificate Tool.bat -Java:local -1 -T -r ¢ : \temp\ca.cer

EETICA cerR AiRRRIRERELL
C. ThirdPartyCertificateTool.bat -Java:local -i -e -r ¢ : \emp\Cogns.cer -t ¢ : \emp\ca.cer
E G & Cogns.cersk ZHCA cers ERME /& o

11. BIEXIBM Cognos#BEE o
a. BEEY IASH4ERE) — T2 — TEE%RZE) — [Cognos)
b. #% lUse third party CA? | 2K o
C. fEfFARRS
d. EFTERENCognos

- ThirdPartyCertificate Tool.batf A AZREHEAE « FILELFIARERENTZEDER - FIRE T7TEE
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12. EAEECMDIERETT  BEHBICognos/&:EEH ZCognos ° CRT :

a. Td:\Program Files\SANSANSANSANSANP\Java\BIN\keytool.exe] -exportcert -file
"c:\temp\Cogns.crt] -keystore 'd:\Program Files\SANSANSANSANSANsce\Cognos
\analystation\configuration \certs\CAMKeystore ] -storeetype PKCS12 -storeNoPassSet Word-alias/l

[l
2N
&

13. FEFEIECMDIZRARE  #& Mc\emp\Cognes.crt) EADWhHISEE « LJE1ICognosEDWH 2 FEHISSLIE
o

a. "d:\Program Files\SANSANSANSANSANSANp\Java\BIN\keytool.exe"-importcert -file
""c:\emp\Cognos.crt"-keystore "D:\Program Files\SANSANscove\wildfly\sonsolation\configuration
\server.trustore"-storeepass changit -alias cognoscert

14. EFERENSANscreen LEARFS ©
15. $ITDWHED ~ FE{RDWHELCognosi&zH ©

[ A CognosFIDWHRICAZEESSL/E:E (Insight 7.3.10 % B3k )
ISAI UG SSLIESE « ADataB #H1CognosIiRiE B A 18 o& A EGEE AN ZATHAE o

FtaZ Al
2B AR HITOnCommand Insight T1E BRI R4 o

NERMPICACHIERIET  FF2RATINRENE (FEXEEA)

* "WNfAIEREOnCommand Insight ZBAFEN& (CAC) ERsBLA(ER"
* "U{AIEREOnCommand Insight AR (ZEALZERENEH) FEAEERFR (CAC) E:E"

@ s "W REABSZENEEIREEN (CA) &EZEOnComand InsightBzOnCommand
Insight {Data Warehouse 7.3.x) "

* "YN{a[£OnCommand Insight ZEEFEWindowsE 1 EHISe. 7.3 x NI B EHEER/RE"

* "Y{alE Cognos BEIXMEE (L (CA) 2EN/E:EHE AOnCommand EJEWdatawarehouse
7.3 3 E kA"

RANEETIIE

T RER BIEERA SERITIRER -

1. {f£AIBM Cognos#H#& T A2k{E1ECognos ° EEACognos °

2. IS . . \SANScreen\cognos\analytics\configuration #l
. .\SANScreen\cognos\analytics\temp\cam\freshness Bi}¥K :

3. ftCognosELEENMZBENK - FEECMDIRES ~ #1T !
a. CD “\Program Files\sanscreen\cognos\analytics\bin”

b. ThirdPartyCertificateTool.bat -java:local -c -e -p NoPassWordSet -a RSA -r
c:\temp\encryptRequest.csr -d “CN=server.domain.com,O=NETAPP,C=US” -H
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10.

1.

12.

13.

Mipht o
BIEY c:\temp\encryptRequest.csr SRIETENEEMNAR °
B ANZERequest © CSRAR ~ M{FACAZEA O EE KT ©
fEFAPKCSTRRINMAIRREE « BIR] N84S /RE
E B TEHFQDN ° p7biE%e

RECAES .p7oiE BV /&SR o A TBREEIZRACognos Webserverfy/&:g ©

ThirdPartyCertificate Tool.bat# % FE A Z2{E##4E « FILEHIEREETERNITZET R - SBREB TITEE

Bl EE SR 4 -

a. 7£ TANZZShell Extensions) FRIEL.p7b/&s% ©

b. FEBERPREE NEHL o

C. EHRCALR—TBEAE> TAl Tasks (FFEIE) 1 > lExport (EH
d. 3EHYBase64#iit ©

e. MAEZERLTE - HHHAHAIERE o

f. EEPER8a%8e ~ NAIFBFIA/RBEL E cerfd® o

9. #BgZRd%Amerginate.cerflCogns.cer ©

- MREBIF—ECAKRE ~ sRRILTER « BRI root.cerflmerinateX.cerg L —EREZE o

a. £/ T52E4 ) BRfroot.cerliERARA ©
b. {5 5285741 FRmender.cer ~ AEMIMI9aMIAE (FEE—MT—) o
C. FHEZEHFEAchain .cer©
A BEIECMDIR =% /&REEE A Cognos Keystore :
a. CD TProgram Files\SANSANSANSANSANSANPC\Cognos /53 1T\BIN'J
b. ThirdPartyCertificateTool.bat -Java:local -I -t-r ¢ : \temp\root.cer
C. ThirdPartyCertificateTool.bat -Java:local -I -T -r ¢ . \temp\minter.cer
d. ThirdPartyCertificateTool.bat -Java:local -i -e -r ¢ : \emp\Cogns.cer -t ¢ : \emp\chain .cer
FAEXIBM Cognos#REE °
a. 3= TAHAERE) — TR&2M) — TEEER=) — Cognos]
b. #8 lUse third party CA? ] AH o
C. {#TFHERE o
d. EFTERENCognos
FEAEIECMDIRRETT « B#RHBCognos/&:EE H ZECognos ° CRT :
a. CD "C:\Program Files\SANSANSANSANSAND"

b. Java\BIN\keytool.exe -exportcert -file ¢ : \temp\Cogns.crt -keystore Cognos \3H7\4H A&\
certs\CAMKeystore -storetype PKCS12 -storepass NoPassWordSet -alias %

B DWHEBRZEEEE

J8..\SANscreen\wildfly\standalone\configuration\server.trustore
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14. (FAEIECMDIETEE  #& Mc\emp\Cognes.crt') EEADWHSEE « LEIICognosEiDWHZ FIFISSLIE
o

a. CD I"C:\Program Files\SANSANSANSANSAND"

b. Java\BIN\keytool.exe -importcert -file c:\emp\Cognos.crt -keystore wildfly\sisonal\configuration
\server.trustore -storepass changit -alias cognos3rca

15. EIERENSANscreen LEARTS o
16. FITDWHES ~ BERDWHELCognosiEzHl ©

17. BMEREE sSLEE ) ~ MATERMCognos/RFRITAE: « (NEHIT F5IPEE - THI « CognosAJAEE
7CHTSANscreen IR EMES ~ EIABRIIDWHER ©

a. cd “$SANSCREEN HOMES%cognos\analytics\bin\”

b-“%SANSCREEN_HOME%java64\bin\keytool.exe" -exportcert -file
“c:\temp\sanscreen.cer” -keystore
“$SANSCREEN HOMES$wildfly\standalonelconfiguration\server.keystore”
-storepass changeit -alias “ssl certificate”

C. ThirdPartyCertificateTool.bat -java:local -i -T -r “c:\temp\sanscreen.cer”

BLES AR BEPRIAICognos/&BE AR P HIT "W Cognos/REIREE (L (CA) FHEN/EEE
AOnCommand E|EWdatawarehouse 7.3.3 % EHhR 4"

FE ASSL/&:E

O] LARTIE SSL/&RE 2R B AR 1L s RV BR B AN ZR TN AE ~ LAtE5EO0nCommand Insight fREYZ 1%
IRIENZ 2 o

B2 Al

S ERRARTEITENREATER (1024€6iT) °

BREETL I

TERMITIER 2 « KEZABEBNIREMN server. keystore 18 ~ WimBHHn
@ server keystore.old o BRIBH RIS server.keystore EFEAF Insight(@fResE 1230
REE RUnsight(AlARSF FLEE - MRETEILBED - ERERER « JUERZEEZ °

1. B /R iAKeystoretEZEAIEZA | cp c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore.old

2. Fl)HKeystore®IAR : C:\Program Files\SANscreen\java64\bin\keytool.exe -list -v
-keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

a. BRI THMARIEE « 558 A changeit ©
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R ZREMKeystore AR o SIBEPE/VEE—E/RE « "ssl certificate" o
3. MiB& "ssl certificate" : keytool -delete -alias "ssl certificate" -keystore
c:\Program Files\SANscreen\wildfly\standalone\configuration\server.keystore

4. EE¥HS8 . c:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"ssl certificate" -keyalg RSA -keysize 2048 -validity 365 -keystore
"c:\Program Files\SANscreen\wildfly\standalone\configuration\server.keystore"

a. BERMIRTHARTFMERE « FRALERERNTEMEERME (FQDN) -
b. {RMtTFABMELARMZRIBAVERAE S

' BRME  SPRIERRMENEFBISOMER (FIMNZEE)

* INEE | SESBABIFREMNEERGRTE (M - FREEZEM)

* & - ERRAR AT STE (BlgiwWaltham)

* AEERE L EARERENAEERTE (FIYNetApp)

* BB | RERRSEIVEIPISE B RTE (BIZ1Support)

* I TE— AR | ARAIARESDNSZEAAIFQDN (Flilwww.example.com) R4S LA TR
BEHEIFE © 1s CN=www.example.com, OU=support, O=NetApp, L=Waltham, ST=MA,
C=US correct?

C. #iA Yes & TCommon Name (CN) (—f%%&%8 (CN) ) 1 S FQDNES o
d. ERFIRTHADIEZER « 58 ARE - SiREnteriBUERIRENSIBERE o

S. EABHERIEE | Cc:\Program Files\SANscreen\java64\bin\keytool.exe -certreq
-alias "ssl certificate" -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
c:\localhost.csr

o c:\localhost.csr \ERZEHELEREERIEE o
6. 1832 c:\localhost.csr FRIEEEAVETIZEEN (CA) UMHIZHE o

— BB ERERESIZE - EMEBEEPRELOIEFLE der B o EEAFELE0O] « el sEARAZE(D
.der 182 | TEREERIS . cer BAM Microsoft CABRTS ©

AREHAEMBICAEEREERE « BIEEERAIIRCA - ERFEZT DHFCARERE « MAFMECA -

CAEESEESEENAREE (&%) - BIZEZEOnCommand Insight 5Z{aRes/&EHICAREE ~ UKk
ZCAB/REIECAZ BMFRBE &S

AEFEERTD  EIRREZERRE « AJsEgWE T HP—IA

© AR ERENERRESERPE ARGEIPKCS 12185
° & .zip BERERER (BECHEENESE) NEEEDPAEARRENER

IR SEE 7%
o OBFIREENEE

RIS AFEE ©
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Y

7. FEEA{afR2s keystore Y% /E/&RES | C:\Program Files\SANscreen\java64\bin\keytool.exe
-importcert -alias OCI.hostname.com -file c:\localhost2.DER -keystore
"c:\Program Files\SANscreen\wildfly\standalone\configuration\server.keystore"

a. HIRIETRE - 358 AKeystoreZB A ©
EMEHER ML | Certificate reply was installed in keystore
8. B AfAR2SAVIZHE/REE trustore ¢ C:\Program Files\SANscreen\java64\bin\keytool.exe

-importcert -alias OCI.hostname.com -file c:\localhost2.DER -keystore
"c:\Program Files\SANscreen\wildfly\standalone\configuration\server.trustore"
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= Open a new sheet in Excel.

= On the "Data" tab, choose "From Text".

= Locate the desired .CSV file and click "Import".

= In the Import wizard, choose "Delimited" and click Next.
= Choose "Comma" for the delimiter and click Next.

= Select the desired columns and choose "Text" for the column data
format.

= Click Finish.
Your objects should show in Excel in the proper format.
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