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ONTAP tools for VMware vSphere

Getting Started

@ The dashboard displays IOPS, latency, throughput, and logical space values obtained from ONTAP.
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New Virtual Machine X
A
v 1Select a creation type Select storage
+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource
Encrypt this virtual machine (Requires Key Management Server)
4 Select storage
— VM Storage Policy [ Platinum v
5 Select compatibility
() Disable Storage DRS for this virtual machine
6 Select a guest OS
7 Customize hardware
St . L
8 Ready to complete Name v Co°':;iiibimy Capacity Y | Provisioned Y Free T Type T cu
\ B vvolsiscsl Compatible 100 GB 40.74 GB 64.88 GB vVol
O @ VVOIsNFS2202... Compatible 27TB 36.88 GB 196 TB vVol
O B local-esx01 Incompatible 3.63TB 1.46 GB 3.63TB VMFS 6
O @ local-esx07 Incompatible 1.81TB 3.85GB 1.81TB VMFS 6
O B local-esx08 Incompatible 1.69 TB 143 GB 1.69 TB VMFS 6
O B local-esx09 Incompatible 1.81TB 3.85GB 1.81TB VMFS 6
O @ local-esx15 Incompatible 3.63TB 1.46 GB 3.63TB VMFS 6
O B tieroo1_ds Incompatible 227TB 23.73TB 18.09 TB NFS v3
e - - . PR e PO, o~~~ 2

CANCEL BACK NEXT

VM fE25eRi#& « VASA Provider i@ I8 & ARIEEINN « WEHBERE B SRAIE « 7£ vCenter &
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VM {7 RREREE
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Create Storage
Capability Profile

General

Specify a name and description for the storage capability profile.a

50

1 General
Name: New_[5CP
2 Platform
Description:
3 Protocol
4 Performance A
5 Storage attributes
6 Summary
Create Storage Platform
Capability Profile
Platform: All Flash FAS (AFF) v

1 General

2 Platform

3 Protocol

4 Performance

5 Storage attributes

6 Summary

CANCEL ‘ BACK ‘ NEXT




Create Storage
Capability Profile

1 General

2 Platform

3 Protocol

4 Performance

5 Storage attributes

6 summary

Create Storage
Capability Profile

1 General

2 Platform

3 Protocol

4 Performance

5 Storage attributes

6 Summary

Protocol

Protocol: Any

Any

FCP

NFS

NFS 4.1
iSCSI
NVMe/FC

CANCEL l BACK l NEXT

Performance

() None @
© Qos policy group 6)

Min IOPS: 1000

Max IOPS:

Unlimited

CANCEL BACK ‘ NEXT
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Create Storage
Capability Profile

Storage attributes

Deduplication: Yes
1 General
5 Platferm Compression: Yes
3 PIoteEs| Space reserve: Thin
4 Performance Encryption; ves
5 Storage attributes Tiering policy (FabricPool): Snapshot
6 Summary 3
CANCEL ‘ BACK ‘ NEXT
Create Storage Summary
Capability Profile
Name: New_SCP
Description: N/A
1 General B .
Platform: All Flash FAS (AFF)
2 PIatSTT Protocol: Any
Min IOPS: 1000 IOPS
2 Protoc Max IOPS: Unlimited
Space reserve: Thin
2 Pelformance Deduplication: Yes
Compression: Yes
5 Storage attributes Encryption: Yes
Tierina policv (FabricPool): Snapshot
6 Summary EE——
CANCEL ‘ BACK ‘
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Create VM Storage Policy NetApp.clustered.Data. ONTAP.VP.vvol rules X
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pProfileName (2) New_SCP

2 Policy structure
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vvol rules
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VM Storage Policies

CREATE  CHECK EDIT CLONE REAPPLY DELETE S G

O

Name VC

= Management Storage Policy - Large [ vm-is-vcenterOl.vtme.netapp.com
o g g y g L PP

\_:| B VVol No Requirements Policy [} vm-is-vcenterOlvtme.netapp.com
\:l E3 Management Storage Policy - Stretched Lite [} vm-is-vcenterOl.vtme.netapp.com
(] EB VM Encryption Policy 5 vm-is-vcenterOl.vime.netapp.com
\:| E Management Storage policy - Encryption [} vm-is-vcenterOl.vtme.netapp.com
\:| Ea Management Storage Policy - Single Node 5 vm-is-vcenterOl.vime.netapp.com
(] EB Management Storage policy - Thin ] vm-is-vcenterGl.vtme.netapp.com
AFF_iSCSI_VMSP ol vm-is-vcenterOl.vtme.netapp.com
\:I 3 Host-local PMem Default Storage Palicy [} vm-is-vcenterOl.vtme.netapp.com v
v 14 items
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Manage Capabilities

@ Enable VASA Provider
vStorage APIs for Storage Awareness (VASA) is a set of application program interfaces (APIs) that enables
vSphere vCenter to recognize the capabilities of storage arrays.
'D Enable vVols replication

Enables replication of vWols when used with VMware Site Recovery Manager 8.3 or later

C’ Enable Storage Replication Adapter (SRA)
Storage Replication Adapter (SRA) allows VMware Site Recovery Manager (SRM) to integrate with third
party storage array technology.

Enter authentication details for VASA Provider and SRA server:

IP address or hostname: 192.168.64.7
Username: Administrator
Fassword:

‘ CANCEL

UTESRERM TBRIVMEERA BEPFEREISnapMirrorfFzEEf)
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Create VM Storage Policy NetApp.clustered.Data.ONTAP.VP.vvol rules X

1 Mame and descrintion Placement Replication Tags
() Disabled
2 Policy structure
© custom
3 NetApp.clustered.Data. ONTAP.VP... Provider NetApp.clustered.Data ONTAP VP vvolReplication ~
4 Storage compatibility
Repiication @ Asynchronous = REMOVE
5 Review and finish
Replication Schedule @ [Select Value] REMOVE

[Select Value]

CANCEL BACK NEXT
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New Storage Policy Recovery storage policies s
Mapplngs Configure recovery siorage policy mappings for one or more storage policies
L SedrL 5 o

1 Creation mode v (O [ veldemo.netapp.com
v ) @ ve2 demo.netapp.com

2 Recovery storage policies | [_’g Host-local PMem Default Storage Policy

. o B [Ef Host-local PMem Default Storage Policy
N 1 [ vC2 Storage Policy
& VM Encryption Policy e
B (1 & VM Encryption Policy
) [F vSAN Default Storage Policy S
SAN Default St Poli
] @ VVol No Reguirements Policy i LE[ v e S

<+ ADD MAPPINGS
vcldemo.netapp.com T vec2.demo.netapp.com T
[& V€1 Storage Policy [& Vc2 storage Policy

1 mapping{s)

CANCEL BACK NEXT
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vm v5phere Client

ONTAP tools
B oicivisi Storage Systems

Storage Systems

& Storage Mapping

# SF'ttiﬂgS Name T Type T IP Address T

~ Reports > cluster2 Cluster cluster2 demo.netapp.com
Edit Local Array Manager X
Enter a name for the array manager on "vc2.demo.netapp.com": vC2_array_manager

Storage Array Parameters

Storage Management IP Address or Hosthame cluster2 demo.netapp.com
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New Protection Group Type %

T . Select the type of protection group you want to create:

° Datastore groups (array-based replication)

2 Type Protect all virtual machines which are on specific datasiores

'.r ) Individual VMs (vSphere Replication)

Prote

specific virtual machines, regardless of the

) Mirtual Volumes {vVol replication)

Protect virtual machines which are on replicated vol storage

| Storage policies (array-based replication)

Protect virtual machines with specific storage policies

Select array pair

Array Pair T v Array Manager Pair T
&/ clusterl:symi « cluster2:svmz2 vl array manager « V2 array manager
+/ clusterlisvm3 — cluster2:svm4 vl trad datastores « vc2 trad datastores

CANCEL BACK NEXT
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° TR-4597 . VMware vSphere ONTAP for VMware

"https://docs.netapp.com/us-en/ontap-apps-dbs/vmware/vmware-vsphere-overview.html"

* TR-4400: VMware vSphereE#Volume ONTAP with VMware
"https://docs.netapp.com/us-en/ontap-apps-dbs/vmware/vmware-vvols-overview.html"

* TR-4015 {SnapMirrordBEEREBEFFIEEONTAP )  (3X)
https://www.netapp.com/media/17229-tr4015.pdf?v=127202175503P
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* RBACERERILTEONTAP UE2E
"https://mysupport.netapp.com/site/tools/tool-eula/rbac”

* VMware vSphere E/FRIERI T AONTAP
"https://mysupport.netapp.com/site/products/all/details/otv/docsandkb-tab"

* VMware Site Recovery ManagerX{§
"https://docs.vmware.com/en/Site-Recovery-Manager/index.html"
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* fifsE © * AXHEFLERNAR ZEE "VMware vSphere Metrof# 7 £ 2R EFHEMEE"
EERTE HAZE « AT TS8R ¢
1. 4R vCenter Ul ©
2. EEHMEES ABELERT HA ZEMERF
3. LUBEARE—TERNPOWIG « REBEIESE - TERAHEZT « EREEEUE vSphere DRS #

vSphere HA ° SERTEEE ©

New Cluster Basics X
Name MCC Cluster
Location F Raleigh
@ vSphere DRS [ @)
@ vSphere HA ()
»

VSAN
Enable vSAN ESA @D

Manage all hosts in the cluster with a single image (@
Choose how to set up the cluster's image
° Compose a new image
O Import image from an existing host in the vCenter inventory
() Import image from a new host

[_] Manage configuration at a cluster level (O

1. IRENEE - AR E T4HAE) 125 o #EEY vSphere HA ~ A% IG— T 4RES o

2. 7 [ EHEEEIE | T o BEEN [ R EMESIE 1 R o
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Edit Cluster Settings | Mcc Cluster X

vSphere HA @D N
5

Failures and responses Admission Control Heartbeat Datastores Advanced Options

You can configure how vSphere HA responds to the failure conditions on this cluster. The following failure conditions are
supported: host, host isolation, VM component protection (datastore with PDL and APD), VM and application.

Enable Host Monitoring @ @)

> Host Failure Response Restart VMs

> Response for Host Isolation Disabled

> Datastore with PDL Power off and restart VMs ~

> Datastore with APD Power off and restart VMs - Conservative restart policy
> VM Monitoring Disabled

1.7 MR8 RELE 5 TVM B T - B MER VM 51 | TVvM BERENEERE) &
Ig o
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Edit Cluster Settings | MCC Cluster

N

> Response for Host Isolation

» Datastore with PDL

Disabled

Power off and restart VMs

> Datastore with APD

~ VM Monitoring

Enable heartbeat monitoring

Power off and restart VMs - Conservative restart policy

WM monitoring resets individual VMs if their VMware tools heartbeats
are not received within a set time. Application monitoring resets
individual VMs if their in-guest heartbeats are not received within a set

time.

() pisabled

() VM Monitoring Only

Turns on VVMware tools heartbeats. When heartbeats are not
received within a set time, the VM is reset.

o VM and Application Menitoring

Turns on application heartbeats, When heartbeats are not received

within a set time, the VM is reset

172 [FFRTEER | F 0 i HABAERBRIER E R B EERMAE ; £/ 50% B CPU/ MEM °
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Edit Cluster Settings | MCC Cluster

vSphere HA @D

Failures and responses Admission Control Heartbeat Datastores Advanced Options

Admission control is a policy useda by vSphere HA to ensure failover capacity within a cluster. Raising the number of
potential host failures will increase the availability constraints and capacity reserved.

Host failures cluster tolerates 1 <]

w

Maximum is one less than number of hosts in cluster.

Define host failover capacity by Cluster resource Percentage

() Override calculated failover capacity.

Reserved failover CPU capacity: 50 ¢ % CPU

Reserved failover Memory capacity: 50 £ % Memory

C) Reserve Persistent Memory failover capacity @

Override calculated Persistent Memory failover capacity

- - BRI

1. #%—T THEE) o
2. JEHY DRS ~ RBIZ—THREE
3. IRIEFEARENER « BRIFFEHEEBERATFE -

Edit Cluster Settings | Mcc Cluster

vSphere DRS ()

Automation Additional Options Power Management Advanced Options

Automation Level Manual

DRS generates both power-on placement recommendations, and migration
recommendations for virtual machines. Recommendations need to be manually

applied or ignored.

Migration Threshold @

Conservative @ Aggressive
(Less (3) DRS provides recommendations when worklpads are moderately (More
imbalanced. This threshold is suggested for environments with stable
E t bal d. This threshold d f ith stabl F t
requen workloads. (Default) requen
vMotions) vMotions)
Predictive DRS @) O Enable

Virtual Machine Automation @ Enable




1. BYA VM T (R:E ~ 352/ "docs.vmware.com” o

2. #:HFA MCC B9 VMSC A8 T Eth vSphere HA 58 7E :

& [E]FE

FIRE SHEE VM

F I PRRE [=hES::

KAKEESL (PDL) WEREHRE RARANE EEHTRED VM

All Paths Down (APD) BERlFEHE RARAYL EBHTRIED VM
BEAREGOE B VM

VM EHEkENREA HERISSRNEELRTE
FiPRRER[EFE RN EHTERED VM

5 PDL NERFRERERE RARAYL B RTRIEN VM
HAE APD NERERENEIE RARAN EHTRREN VM (1R<F)
APD Y VM B8 EIEE 3 NiE

APD EiFFEI APD 1R1E[EIfE 2FH

VM BB E ERAS

REBERHFHELUET OB

EEIEMERHKIER: « vSphere HA SERABERHFN&EREIE MM EREES o IEAILERTE vCenter SNAIEERLCBE
BEREHE - EERTEEREFRELETO « ATl TIPSR

1. ZFENEFREORERD « (MIEEFEPENERENERE - TEFTERBFHTEN -
2. JEEUGE vCenter {EMELL S EMNEREFRE « ARIZT OK
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Edit Cluster Settings = cpoc ¥
vsphere HA @D

Failures and responses Admission Control Heartbeat Datastores Advanced Options

vSphere HA uses datastores to monitor hosts and virtual machines when the HA network has failed. vCenter Server selects 4
datastores for each host using the policy and datastore preferences specified below.
Heartbeat datastore selection policy

O Automatically select datastores accessible from the hosts

) Use datastores only from the specified list

@ Use datastores from the specified list and complement automatically if needed

Available heartbeat datastores

Name 1 Datastore Cluster Hosts Mounting Datastore
& an N/A 2 =
8 a2 N/A 2
8 o N/A 2
l:| d22 N/A 2
O B a3 N/A 2
O B8 ae32 N/A 2
0O & ea N/A 2
0O B8 a2 N/A 2 =
items -
o
RS ETE

© FHHPEER
2 HA RSN IS LESERRYEETIEM MR « IS RLIRMEY o IBIETER - vSphere HA g 1{#
BHEEERATERFEEMATERIRRRIL o 78 « a4 T E H M PREEAIIEZRBIT ping ~ UHIEIRS
FEZ G2 FRREDIFE o 8RB R] ping FIFREE IP ~ SEILAE—1E - s57)ERRE IP - £/ vSphere HA RS
SR TE 4 das.isolationaddress © fERILA#E ONTAP T Mediator IP (it LEFRZR ©

B2 "core.vmware.com" LEVEEZEH

89


https://core.vmware.com/resource/vmware-vsphere-metro-storage-cluster-recommended-practices#sec2-sub5

Edit Cluster Settings | cpoc )
vSphere HA ()

Failures and responses Admission Control Heartbeat Datastores Advanced Options

You can set advanced options that affect the behavior of your vSphere HA cluster

o Add
Option Value
das.lgnoreRedundantNetWarning true
das.isolationaddress0 "O 61.99100
das.Isolaticnaddress? F'O 651.99110
das.heanbeatDsPerHost 4

HriBFEA das. OBk DsPerHost BUEMSERTE ~ AISEZIEMNOBKERERENEE - FRIEOBERERE (
HB DSS) -~ SELEMIE o A MEEEPEREHEE)) HIE - EERHVEMN - RANREELS AR E &
MEEMmE HB DSS © BR « ELERFEEFEE MCC T SnapMirror EE[E) 2 FRIRE o

#5288 "core.vmware.com" UESELEH
A NetApp MetroCluster 89 VMware DRS BEE# 1%

EZASEIF ~ FFIE A MetroCluster IRIEFRFIEEIL S \ #EE « 1L VM FEEH DRS Bf4H - AR FHFIRTE
VM\Host #3281 ~ {# VM B AT ERIREM— o U0 ~ ih& AVM B VM B4 sitea_vms ~ IEH
A EHEB N E1%EE4E sitea_hosts ° E 2K ~ 7 VM\Host #REIH « F 5 sitea_vms FERXTE sitea_hosts HHY
T EHIT o

RIEEBHHE _

* NetApp 58ZUEZREA * PEVE HEITIRE * > MARRE * HAEE  FREH EET - B AE
PERE ~ Ih e A BY VM FBEEIB vSphere HA TEUh & B RYEH FEHRE) - (BRERRB AT HA LS
B LEHEE VM ~ AREEERA - LATNRBENMRR « £ HA ZBERGER ~ FItRMH T REM
IFRAHE ©

* FfiEE D ISRIUB I SHEER  EERIEEIER VM-Host RARHEARAI K A& 2E o 72 vSphere Client H7 ~ 3
IEERIEEIAVE R « WERY [ VM [ETEER VM-Host Affinity Rule 1 {EASHEEER - TR REEE
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TAVEHAE « 5F2B "vSphere ERIEERIAE" XXM o

#2137 DRS 4848

EAERETIEE ATILES B EEAY DRS TH4EHE « /5T T7IPER

1.

Ay

@ N o a0 k~ w0 N

£ vSphere Web Client 1 ~ LUREBG#E— TEREMPRIRE « ABIEN RE) ©
#—"F VM\Host Groups °

B—T TERg)

ABFAHRRTE (190 ~ sitea_hosts ) ©

1t THERY) ThaERp ~ BEEN EiEs4H)

B—T TEg) ~ RABRIEE AERPRENER « BiR—T T -

BRELES « /UGS B MG S —EEEHA

¥B—T THEl -

DRS VM %48

EEREUMME AMIAE B EEAY DRS VM B#HH ~ 5A5Th FIIDPER :

1.

2
3
4
5.
6
7
8

7£ vSphere Web Client 1 « LUBBE A BIZ—TEREMPNESE « ARER RE) -
. ¥—F VM\Host Groups °
- B—T TR
- BABHAERLTE (B0 ~ sitea_vms) o
% Type ($8E!) IHRER ~ FEEX VM Group (VM Ef4H) o
7T TERE) ~ ABIKIES AERFTEREMN VM ~ BiE—T THE] o
- BIRELSER  AULE B NG S—EEHEHE
- B—T THEE) -

##37 VM Host #8281

EEEUIAE AMIAE B A0 DRS BAEERA « B TIIZER

—_

© ® N oo g k~ w Dd

. 1£ vSphere Web Client  ~ LUBEAEIZE—TEREMPNESE  REBER REL

¥—T VM\Host Rules ©

B—T T#mg)

BARRAIRRTE (I ~ sitea_fitht) o

MR EXE TRUARKRAI 2EIE o

% Type (#8E!) THEER « #EEY Virtual Machines to Hosts  (EHF&SE %) o
ZEEY VM BHE (40 ~ sitea_vms) ©

ZEENEMEEFAE (AU ~ sitea_hosts ) ©

BRELESH - AULE B NGB —E VM\ EHFRAY
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10 %—F MHE) -

Create VM/Host Rule | Cluster-01 X

sitea_affinity

Name Enable rule.

Type Virtual Machines to Hosts v

Virtual machines that are members of the Cluster VM Group sitea_vms should
run on host group sitea_hosts.

VM Group:

sitea_vms v
Should run on hosts in group v
Host Group:

sitea_hosts v

VMware vSphere Storage DRS for NetApp MetroCluster

BiuBkHFRERE
EEASELARTEENTHERE « AR TP
1. {#F3 vSphere Web AR « 2B = HA #5E I Storage THIERIAFN o
2. JUBBEARIE—TENROYIN - REENGRE > TENERERE
3. 3 TFARK Storage DRS | IR « ABIE—T Itv—F, -
4. BEFBEIERTES EEHt GFaE) 1 - RBE—T I'F—%) -

RIEBBHE _
* NetApp ZZITRH#F DRS REASF IR + UERREESREMIEH AR FERLE

~ Storage DRS automation

Cluster automation level (+) No Automation (Manual Mode)
vCenter Server will make migration recommendations for vifual machine storage, but will

not perform automatic migrations.

() Fully Automated
Files will he migrated automatically to optimize resource usage.

1. BT (RRA SDR HHM0 1O R HEUSH ; ERRE LR EHERIE o
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55 New Datastore Cluster

+ 1 Name and Location

v 2 Storage DRS Automation

WY . Storage DRS Runtime
Settings

4 Select Clusters and Hosts

1. EHY HA 45 -

Rieia—

O Metric inclusion

Select this option if you want VO metrics considered as a part of any SDRS recommendations or automated migrations In this data
store cluster

iﬂ Enable /O metric for SDRS recommendations @
Storage DRS thresholds
Runtime thresholds aovern when Storage DRS performs o recommends migrations (based on the selected automation level).

Space threshold =) Utilized space 50 % :| %

S—— 100% (80

Dictates the minimurm level of consumed space for each datastore that I the threshold for action,
") Minimum free space
Dictates the minlmum level of free space for each datastore that s the threshold for action,

/0 latency threshold 5ms =

100 ms 15 -'— ms

Dictates the minimurm IO latency for each datastore below which /0 load balancing moves are not considered.

T IF=2% -

£ New Datastore Cluster ) b
+ 1 Name and Location Select all hosts and clusters that require connectivity to the datastores in the datastore cluster
« 2 Storage DRS Automation | Filter | (1) Selected Objects
v 5 Storage DRS Runtime g B I
3 settings [Clusters | standalone Hosts
b 4 Select Clusters and Hosts (Qr |
5 Select Datastores
Name |
S i ¥ [} MCC HA Cluster
3B A L LN
1. ERBRIEE ANERFHRE « AR —T I'F—F, -
&5 New Datastore Cluster 2w
v 1 Name and Location | Show datastores connected to all hosts | = QF s
bl 2 Storage DRS Automation Hame Host Connection Status Capacity Fres Space Type
v 5 gionraﬂeDRS Runtime ¥ sitea_infra @ Al Hosts Connect..  10.00 GB 10.00GB NFS
ettings "
7 sitea_infra2 & AliHosts Connect..  10.00 GB 10.00 GB NFS

v 4 Select Clusters and Hosts

o5 siectpiasiores

6 Ready to Compiete

1. 1BRIEIR ~ ARIR—

2. EREBEESRURL

vCenter Server B]HE

&Y vCenter Server FEFAEEE (VCSA) FEEA vCenter HA INLUREE o vCenter HA A];

T T5ER o

65 B BERFNERE - WD RERGE B NERHFHE -

FEETFRET

HA BCH RS EME VCSA - SENEMAREE—E -

"docs.vmware.com" °

SRS B S R

o] AT L RIEEE 2 AR vCenter HA FYE

NetApp MetroCluster 1 SnapMirror EB[FE L B8 KT E ~ 53558 NetApp FERSH

ONTAP ® Eisiy= r] HEM A HETEE o
BT Al AR EREFEIBIEHAEAFE

EABEFEXERA - ERLRE

efERBI AR - B BERRS
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Deploy OVF Template

+ 15elect an OVF template Review details

+ 2 Select a name and folder Verify the tempiate details.

« 3 Select a compute resource

4 Review details

5 License agreements Publisher Entrust Code Signing CA - OVCS2 (Trusted certificate)
6 Select storage . oo 2
Product Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere
7 Select networks
8 Customize template Version See appiiance for version
9 Ready to complete
Ready to compt Vendor NetApp Inc
Description Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere for

netapp storage systems. For more information or support please visit
Rttps:fwww.netapp.com/

Download size | 2.2 GB
Size on disk 3.9 GB (thin pravisioned)

53.0 GB (thick provisioned)

CANCEL ‘ BACK | NEXT

EZ5 T H 1SO 71 ONTAP tar.gz %%
NetApp EEEm FHEE LHETRHARIEEERE - UWBSERAR OTV-ISO 1 SRA.tgz EM zip 1EZE -
WREXEEZRET  FRBTUENAREE - TR

#> openssl x509 -in <code-sign-cert, pem file> -pubkey -noout > <public-
key name>

BERERAAMERKRE 150 M tgz Em zip TS S WTFAR !

#> openssl dgst -sha256 -verify <public-key> -signature <signature-file>
<binary-name>

g
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#> openssl x509 -in OTV_ISO CERT.pem -pubkey -noout > OTV_ISO.pub
#> openssl dgst -sha256 -verify OTV ISO.pub -signature netapp-ontap-tools-

for-vmware-vsphere-9.12-upgrade-iso.sig netapp-ontap-tools-for-vmware-

vsphere-9.12-upgrade.iso
Verified OK

=> response

BIRIBEMEETRE

IERRT RN R E IR 38

B (PIMNtERERSR » ARSGSHEMTH) ZEETEM -

OTV FrEENEBAFE L ERRE

s AR MERSIHIEREELF ONTAP TAFEREANBLEIZIER o S5H MR IR TFIAAVERIER « IETT
BRI ERAVELR « MPTA A MERIRRIEHE « LUETTRIRKISRIER - EREINRERGNZ 2

TRAPFRPCEZRRFAE R -

TCP v4/v6 EiEIE AMm

#

8143.
8043.

9060

22
9080

9083.

1162
8443

1527.

8150
443..

BA
BA
BA

BA
BA
BA

BA
BA
ERAERER

ERAERER
M

PEHE Derby B ERYEIHTFE
AMEIES I UEA T8 < REFH derby BHE o {KRILUIER ONTAP TR VM Ui iR EAR23 2R FE

E -~ TRUT

* THAE *

FARSREST APIBIHTTPSE4R
HTTPS#E4R

HTTPS 43
BRYER HTTPS E488Y SOAP
glgzi_iﬁi%z\zﬁﬁﬁﬁi « A REEFA P IRELARE ONTAP T A API AR

SSH (FEx%A=H)
HTTPSE4S- VPHISRA S Bl 1T R ERELs

HTTPS U? VP £ SRA
tiER HTTPS #4587 SOAP

VP SNMP:z&[&E1 62
RiRIMEETR

REHFEWEMNA T 2 EAH Derby BERHEEIFE « FEZIMNPE
AR —(ZPRAIBRELR

SR SE R M RS SR EIRIE FHIT
FANELONTAP B E

U E -~ AI:E VMware vSphere {EfR23HI ONTAP T BB H fth
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java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.ij;
connect 'jdbc:derby://<OTV-
IP>:1527//opt/netapp/vpserver/vvoldb;user=<user>;password=<password>';

[.Underline] example:

root@nifiedVSC:~# java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.1j;
1j version 10.15
1j> connect 'jdbc:derby://localhost:1527//opt/netapp/vpserver/vvoldb;user=app;password=[N ' ;
1j> show tables;
| TABLE_NAME | REMARKS

| SYSALIASES

| SYSCHECKS

| SYSCOLPERMS

| SYSCOLUMNS

| SYSCONGLOMERATES
| SYSCONSTRAINTS
| SYSDEPENDS

| SYSFILES

| SYSFOREIGNKEYS
| SYSKEYS

| SYSPERMS

FAK VMware vSphere 7ZEX25HY ONTAP T2 (FHE)
ONTAP Tools for VMware vSphere Z2E &1/ Wi {F A =fEE20FERAE .

1. RFEAE © root FHEBIRS
2. [ERENAERE  AREESHEAE - TECAERENERRERF
3. XIEEMAE  SEERERR

1. RIRfERE
## (root) EAERHZRETEREERR (Debian) LA ONTAP THEFFEIL ©

* FERMAMRERE [root 1 ZH ONTAP TAZRHKE Debian LEIH - HFEREAFA « AIEE [ Maint
1 EESTERERNER LA -

2. [ERENERE

FEFIRR R EFETE ONTAP TATESLAKMERE « LR ONTAP TEEARIPRINERE - TR
5 FEFITE R (A B AR

fERE 55t B

AREEEERAE BTt ONTAP TEZEHRMEI  EAEEEZE ONTAP TRRHRMHEIE - A&
AJLTE T Maint | EESHEE TN o ZEEGRE 90 XABH - ERERHREEE
HRERYZDS

HEEERE BTt ONTAP TELKHFERIL - EAEEEZE ONTAP TARRHNE - A&
AILFE T Maint | EEGHEE TE20E) - EREEERE - ERTHITHETES
EEEMZILR °
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ERE sREA

BRIEFERE B7E ONTAP T AL ~ FAETEIE ONTAP TERRMRE - FHAE
_JLM‘ MMaint | FEEEHEF TFE] o BHERE 90 XBH « FHETEHRGEE
FEREBIZRHE o

3. ZIERMEAE FEFRE)

7 ONTAP T EZ#EHE - A GBI TIEFHAE o IbEAE R7E AR 2 4 T RE D B « BEE

ONTAP T A - W UsEEsCER o IRIFTRR  ILERAEEEFEA ~ BrZER [ Maint | FEQERFFEA o SAHLER
IEERERT R EEREEEA -

HE TLS (HR:EEERR)

ONTAP 9.7 kR EFfThRASSZ 1R E TLS B o IEEAR VMware B ONTAP T A
\)/Sphere 9.12 BAtA ~ R G(FHAMEE TLS BEFIEAEELETE (R ONTAP HRATE

ONTAP

%ﬁ/\ﬁﬁﬁ?ﬁﬁﬁﬁi“mﬁ%r FRH | EARARME - FRAEENRETF AR ESREIGE  MBAERTEBEREEN
I o

WTHNESENEEFT RERTETEATRETASERERTENHEE TLS (REEERE) K& -

Storage Systems &~

7 Address T ONTAR Release v Status 1 Capachy T NFS VAAI Supparted Pratocois

* EREEAIE ¢

T‘ %%%i“IT’E/ﬁEHﬂFaﬂ  INRFFMENREZIE MTLS ~ BIFERERE MTLS ° EREREE2RILETER
BRE - MY SR HNER SRR ERENERR R GERENER
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Add Storage System

@ Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address:

Username:

Password:

Port: 443

Advanced options .~

ONTAP Cluster © Automatically fetch () Manually upload
Certificate:

CANCEL
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Add Storage System

(D Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address: 10_23L_85.142
Username: admin
Password: [ p—

Port: 443

Advanced options
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Authorize Cluster Certificate
Host 10.234 85.142 has identified itself with a self-signed certificate.
Show certificate

Do you want to trust this certificate?

MO YES
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Authorize Cluster Certificate

Host 10.234.85.142 has identified itself with a self-signed certificate. P
Hide certificate

Certificate Information
This certificate identifies the 10.234.85.142 host

Issued By

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Issued To

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Validity

Issued On: 03/15/2023 11:16:06

Expires On: 03/14/2024 M16:06

Fingerprint Information

SHA-1 Fingerprint: 2C:38:E3:5C:4B:F3:5D:3F39:C8:CE:4A:8
2:C1:AG:EE:34:53:A0:F3
SHA-256 Fingerprint: O05:0F:FE:CD:BO:C6:FC.:6F:EB:BAFC:86:F

JEIEFD4ASDICAOS2: 9B ET A4 T 0:B4:

52:F8:76:98:64:FA 23

Do vou want to trust this certificate?

BERE
EREREFENRE - AmERR -

* §13R ONTAP ‘&:&@H « AIfEAE RIS &R /&R -
* Y0 OTV /&HBH ~ AIERE T AERI S R EREEZRE -
° EEX ONTAP A P im/&sg _
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Maodify Storage System

Settings Provisioning Ophons
IP address or hostname: 10.237.149.72 b
Port: 443
Username: admin
Password: srrrmans
Upload Certificate BROWSE
(Optional)

|:I Skip monitoring of this storage system

Generate a new client certificate for ONTAP
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o/

Updating storage system details..

ONTAP T A HTTPS /&:%

RIETERR - ONTAP TESHHREELZEINEESEIIMNBREERE - UEFRHTTPS 77
ENZREE - ONTAP TEIRHTHIIHAE -

1. EFES HTTPS /&5

7 ONTAP IE#%HJ?F‘? G2 HTTPS CA &% ~ i/ARHEFEESEET - FHELUEEEAMETIT
BEMES HTTPS &H

IERILATE main TEAREREMEE « FARIEE TRARNES) - ENEESE o _
BAEIE

EAEAEARTHHACAERER « GRT MEARIE - 55/£8 - SSH FARA(F
A~ %t VM EIERAREAFF—RMEEA
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WARNING: Unauthorized access to this system is forbidden and will be
prosecuted by law. By accessing this system, you agree that your actions
may be monitored if unauthorized usage is suspected.

EREZEBSSHBETHMEAR TR TIIXF :

Linux UnifiedvSC 5.10.0-21-amdé64 #1 SMP Debian 5.10.162-1 (2023-01-21)
x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

[AR=RELS;

=T ERERENEFIR « RMERTEHEER « BB HEERRES REAFEIRIFE
RAFIRERERE - MILAIRFERAREERET EFNER « MiHhEEL 2%

* #RIEFER * vSphere Client TIEFEEREEHE 120 HIERREAM - EREAEBREAS SEEEERBRI

& o] LUAREE webclient.properties 18R FRRHE o [KATLASKTE vSphere Client BYEIREFE "58E
vSphere Client HifF{E"

* ONTAP T EHI48E% CLI TEMSERE SR A 30 9dE o
BUFERAENTITER LR (HZ2RE . DOS E)
T8 « SFAMERENMITER ER% 48 {E - ONTAP TEPMIRFEAE I URBHIRIE

DOS) ¥ o *

& A LUTE /opt/NetApp/vscserver/etc/dosfilterParams .json 122 B 11T T {EFSERMIR A BIE R H fth
XE2H

FAFIEIIAGE A ToI 2 BRR E BhEEs

. g;/ayMs EEEAERRZAE  BEIRHOIEE UZMREN) BB TERXERE o 445 -1 BIe[{ERE
* THROLMS_ ' EX ERFEERIEM °

* maxRequestM @ RFFBHITILERBIFRFRA o
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https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html
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https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html

* ipWhitelist : LEESRDFREY IP (IHEEE « FEZERZFKRF] o (GErILLZ vCenter ~ ESXi #1 SRAIP)
* maxRequestsPerSec . B REEGFHNRKERE o
* 7 _dosfilterParams t&ZEHAITER(E @ *

{"delayMs":"-1",
"throttleMs":"1800000",
"maxRequestMs":"300000",
"ipWhitelist":"10.224.58.52",
"maxRequestsPerSec":"48"}

rm

AR EERE (NTP) #HRR

B « EREEERTN— USSR ELEME - FHUERERTHIERERNBLE
FERVRFREIRRAE ~ AR 3 A IEARRRE -
Y EREREE

EEI L R BAEE T ARE NTP (RS - EAEFLE _ ROEE_=>_ ¥ NTP ARS _
I TS NTP FARESSHEEE

RIEFERL ~ NTP BIARFEA ntpd © S —HERRARTS ~ ERLEBRT ~ ERESEEEZIBRERE -
* Debian*

7% Debian t ~ fERIIUTZE /etc/ntp.conf #EZEAREVS NTP {AARESAVFAAER] o

ZHERA

BEREZE ONTAP TANFARE 9.12 IREEMRANERE « MW RFFERAREESMN
BXEERENBIEBRA - AHERRET - RAGIRTHEREBATE - HiItARK
E 9.12 iR EFRRARZERAUERE « BT ESRHRIEREEIVEERAIFER -

* —BEAEEATELS EBRERIRAERGERD - MREFERER  AIGERERAEEREFN
25 o

© BITARAMERER 90 X« 75 R2Z%& « AESHBIEIZERIEIEA
BEEPHEERENEE - AT ETRERR—EABEE(EE

* SEEAEEATEGR - EEHATIIAERZA » ARERBRR AT RS HENER -
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* MRBIFRSEEEIRAS ONTAP TH 9.1 EFRAEHNARRTE - REEREGEI TIIEERERE
5

* MREAEEARTHEEHBERBA L—EZE - AERERFGEEI TSR ¢
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