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f£F ONTAP T E#1I VVols ERFHE

LUBBEARIE—TRERIL VVols BRIEHRENER « REFE R ~ #A1%EEEN ONTAP tools_ > Provision
Datastority °

Create datastore Type X
1 Type
Destination: [() Cluster-01
2 Name and protocol
Datastore type: () NFS
3 Storage O VMFS
© vvois

4 Storage attributes

5 Summary

* #E VVols IRMAERNGTE » ARENFARNEEHE o Sl URHEREFHRERERA -
° ONTAP TH 10.3 5B ASAR2 ©
Create datastore Name and protocol X

|@1 Type

Datastore name: vWols_Datastore

| 2 Name and protocol
Protocol: iscsl v

3 Storage
4 Storage attributes

5 Summary

* BEEY ASAR2 2% SVM » A%BIR—T NEXT o
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Create datastore

@1 Type

© 2 Name and protocol

3 Storage

4  Summary

* B—TF5ER _

Create datastore

@1 Type
© 2 Name and protocol
© 3 Storage

4 Summary

- BEEEEE |

Storage

Choose a storage VM where the datastore will be created.

Storage VM name

b ¢

O rtp-a400-c02 / svm_iscsi

O rtp-a400-c02 / svm_cluster

O rtp-atk-cO1/ svm1
4

l. Manage Columns J

v Advanced options

Summary

A new datastore will be created with these settings.

Type
Destination:

Datastore type:

Name

Datastore name:

Protocol:

Storage
Storage VM:

Cluster-01

wvols

vVols_Datastore

iscCsl

rtp-alk-cOl/svm1

Tier

Performance

Performance

Performance

° ONTAPIA 10.3 » LA ASAr2 ZHIRJONTAP FAS ~ AFFFIASA °

* EREBIRE

) ¢

Platform type
AFF
AFF

ASA 12

Y

QoS configured Y

No

No

No

3 Storage VMs

»
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Create datastore Name and protocol X

| @1 Type

Datastore name: NFS_vVols

2 Name and protocol
Protocol: NFS 3 v

3 Storage
4 Storage attributes

5 Summary

* EEEL SVM > ABIR—TF _NEXT ©

Create datastore Storage X
@1 Type
Choose a storage VM where the datastore will be created.
© 2 Name and protocol QoS a
Storage VM name Y Tier Y Platform type T configured Y
© 3 storage O rtp-a400-c02 / alpha_new Performance AFF No
rtp-a400-c02 Vs2 Performance AFF No
©) 4 Storage attributes P /9p
@) rtp-a400-c02 / alpha2 Performance AFF No
5 Summary (O rtp-a400-c02 / cifs_depot_alpha Performance AFF No
v
' »

Manage Columns J 8 Storage VMs

v Advanced options

* B—THMEHIR R S ERIRAMIRE” - ARIEERBE - 55ER » ZEONTAPIA 10.3 F1 > A LUFERFEXR
B ZEHERE o S UFEIEZEE - UIEONTAPEEFBIREAITH - BB T3~
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Add new volume

() singlevolume @ Multiple volumes

Volume Name: * NFS_wVols_Volumes

Volume name will be appended with sequential numbers. For
example, <volume_name>_01, <volume_name>_02 and so
on.

Count: *

Size (GB): * 1024

Space reserve: * Thin

Local tier: * aggri_alpha_01(22.86 TB Free) v

Advanced options

Create datastore Storage attributes X
Create new volumes or use the existing FlexVol volumes with free size equal to or greater than 5 GB to add storage to
@1 Type the datastore.
%2 Hameandpiatacol Volumes: © Createnewvolumes () Use existing volumes
4 Storage attributes Name v | Size v | Space reserve T QoS configured Y Local tier
NFS_vVols_Volume... 1TB Thin No aggri_alpha_...
5 Summary
NFS_vVols_Volume... 1TB Thin No aggri_alpha_...
: NFS_vVols_Volume... 178 Thin No aggri_alpha_...
NFS_vVols_Volume... 1TB Thin No aggri_alpha_...

4 Volumes

* BT _
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Create datastore Summary X

A new datastore will be created with these settings. A
@1 Type
Type
© 2 Name and protocol Destination: Cluster-01
Datastore type: wvols
© 3 storage
Name
© 4 storage attributes
Datastore name: NFS_vVols
Protocol: NFS 3
5 Summary
Storage
Storage VM: rtp-a400-c02/gpvs2

Storage attributes

Create volumes

* TR ERERED T48R%) RS5IZEA T ONTAP TR AERPEINERKRIHIRE o

i AcTIONS

Config: Permissions File: Host: VM:
ONTAP storage
Datastore protocol: NFS 3
ONTAP cluster: rtp-a400-c02
Storage VM: gpvs2

“expano storace | [ Rewove storace |

Capability sets

Default profiles v | Locaitier ¥ | Thinprovision ed v | space utiized c6) T | vweis count ¥ | oS configured i
NetApp ONTAP tools 2 aggri_alpha_01 Ye 0% No
o o o
SnapCenter Plug-in for VMwe v/ aggri_alpha_01 Ye 0% No
Resotifce. Giolps NFS_vVols_Volumes_02 aggri_alpha_01 Ye 0% 1 No

Backups

Objects perpage 10 v 4 Objects

* IR7FEBT LU vCenter Ul B9 Policies and Profiles THRERZEIL VM {#1ZRAI o

i VM (SR ERFNEZEE vWols
i VM (EERERFREREE vWols BRFRE « RESRENTFRE ZEBE VM —1KEE - JEEIE
BRES - ARW TEhfR) BEPEN BHE « ARENBEEN EEFEHERE _AIF - HRETRE > 5

BEINATE VVols ERIERER VM H7ERE o BEIEARIEETE vSphere 6.0 K FHARAS—iEENE > LUEH
SAN VMFS 88 ZE vWols » {BEAM NAS VMDK B8 = vWols °

ERRAEEV
FEFBENKRRNEEERFGFRERDL > CRERIEMFBHFIEAN RN ERL S HFR o

@ ONTAP T A 10.0 XEMRAEFBERER—RERRFIERERE - MEEEE VM EEFRAZE
B RERBFIEE °
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B VM #FRE)

vSphere FfEA VM #TFRESREIRFERINAE & HIGNFETE 1/0 $ZEREE vSphere 1% o EfthEvVols—iEEfFE »
LUE A& E % 23 FE S E BT TNAE o [ NetApp "7FEEEY - BRAEAONTAP A VASA Provider FYEEf »
H2EIELE | vmware-vvols-ontap.htmi#Best Practices[ff8 NFS v3 ERIVVolsEITHERR R ERIERMFI o T
NetApp.clustered.Data. ONTAP.VP.VASA10] {#7FHVFRAIFEIERRL vWols FVERHEE—IEEER ©

Bi#FRAIZE > BIeIEMmEsHR VM RfER o

= vsphereClient QO

o N VM Storage Policies
Policies and Profiles

&2 VM Storage Policies CREATE
£ VM Customization Specifications

o Quick Filter £n)
[f Host Profiles

i Compute Policies )] Name
i Storage Policy Components VM Encryption Policy

VSAN Default Storage Policy

ve
@ vcf-veOl.ontappmtme.openenglab.netapp.com

@ vcf-vcOl.ontappmtme.openenglab.netapp.com

N U
VVol No Requirements Policy @ vcf-vcOl.ontappmtme.openenglab.netapp.com

@ vcf-veOl.ontappmtme.openenglab.netapp.com

Management Storage Policy - Regular

Management Storage policy - Thin @ vcf-vcot.ontappmtme.openenglab.netapp.com

Management Storage Policy - Large @ vcf-vcOl.ontappmtme.openenglab.netapp.com

Management Storage Policy - Stretched @ vcf-vcol.ontappmtme.openenglab.netapp.com

Management Storage Policy - Stretched Lite @ vcf-veOl.ontappmtme.openenglab.netapp.com
Management Storage Policy - Single Node @ vcf-vcOl.ontappmtme.openenglab.netapp.com
Management Storage policy - Encryption @ vcf-vcOl.ontappmtme.openenglab.netapp.com
Host-local PMem Default Storage Policy @ vcf-vcOl.ontappmtme.openenglab.netapp.com

=]

vcf-veOl.ontappmtme.openenglab.netapp.com

VSAN ESA Default Policy - RAIDS

=

Deselect Al

Create VM Storage Name and description %

Policy

1 Name and description vCenter Server: @

NetApp VM Storage Policy

VCF-VCO1.ONTAPPMTME.OPENENGLAB.NETAPP.COM v

Name:

Description:

Create VM Storage Policy structure %

Policy

| o Host based services
1 Name and description

2 Policy structure

Create rules for data services provided by hosts. Available data services could include encryption, I/O control, caching,
etc. Host based services will be applied in addition to any datastore specific rules.

| Enable host based rules

Datastore specific rules

Create rules for a specific storage type to configure data services provided by the datastores. The rules will be applied
when VMs are placed on the specific storage type.
[] Enable rules for "vSAN" storage

:\ Enable rules for "vSANDirect" storage
[ Enable rules for "VMFS" storage
Enable rules for "NetApp.clustered Data.ONTAP.VP.wol" storage

\:\ Enable tag based placement rules

Tanzu on vSphere Storage topology

Create a Zonal rule for storage topology that will be applied to all other datastore-specific rules in this storage

policy.
\:\ Enable Zonal topology for multi-zone Supervisor
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Create VM Storage
Policy

1 Name and description

2 Policy structure

NetApp.clustered.Data.ONTAP.VP.

vvol rules

Create VM Storage
Policy

1 Name and description

2 Policy structure

NetApp.clustered.Data.ONTAP.VP.

vvol rules

Create VM Storage
Policy

1 Name and description
2 Policy structure

NetApp.clustered.Data.ONTAP.VP.

vvol rules

4 Storage compatibility

58

NetApp.clustered.Data.ONTAP.VP.vvol rules

Placement Tags

Platform Type @

Tier @

Space Efficiency @

{ ADD RULE v ]

QoS I0PS

AFF

Performance

Thin

NetApp.clustered.Data.ONTAP.VP.vvol rules

Placement Tags

Platform Type @

Tier @

Space Efficiency @

QoS I0PS @
MaxThroughput IOPS @

MinThroughput IOPS (@

Storage compatibility

COMPATIBLE INCOMPATIBLE

\:'\ Expand datastore clusters

Quick Filter  Enter v

ol
o

Name Datacenter

B NFs_vvols Raleigh

Type

vVol

AFF

Performance

Thin

10000

REMOVE

1000|

Free Space

3.80TB

N

Compatible storage 4 TB (3.8 TB free)

Capacity Warnings

4.00TB



Create VM Storage Review and finish x
Policy

General
o Name NetApp VM Storage Policy
1 Name and description
Description
vCenter Server vef-vcOl.entappmtme.openenglab.netapp.com

2 Policy structure
NetApp.clustered.Data.ONTAP.VP.vvol rules

Placement
NetApp.clustered.Data.ONTAP.VP.
3 Platform Type AFF
vvol rules
Tier Performance
i Space Efficiency Thin
4 Storage compatibility
QoS I0PS

5 Review and finish MaxThroughput IOPS 10,000
MinThroughput IOPS 1,000

CANCEL [ BACK ] FINISH

fEF8 ONTAP T HETHAEIE

ONTAP TEFERHEASHNTFEHRE EE L » S vWol EA BB #—o{E4 ASA 487 Best FlexVol volume
» ETE vVols BRIFREAREBEL ASAR2 RAAMNHEEFEATAMESR (SAZ) - RERRARIRIBERENHESRE
Bl VM RERBEHME - Nt FRENEREMEDRERERTSIEEINREETK o
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New Protection Group Type

1 Name and direction
© Datastore groups (array-based replication)
2 Type Pr

tual machines which are on specific d

1 Individual WMs (vSphere Replication)

Protect specific virtual machines. regardless of the datastores

() Wirtual Volumes {(vVol replication)

virtual machines which are on replicated vVo

1 Storage policies {array-based replication)

Protect virtual machines with specific storage palicies

Select array pair

Array Pair T 7
& clusterl:svmi — cluster2:sym2

+” clusterlisvm3 « cluster2:svm4

AEERAECE

FRZIENAEREERNVMESNZESVMEEER (VMDKZRDM)

BME svv EHNER > FELEEEFER vsr RKREMRE VML ©
SnapMirror Replication

———————

Protected Site Recovery Site
SVM-A1 SVM-B1

SVM-A2

Select the type of protection group you want to create:

Array Manager Pair T
vcl array manager « ve2 array manager

vcl trad datastores « vc2 trad datasiores

CANCEL BACK MNEXT

o FEFEFFFIRBIEESIH > vl B
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SnapMirror Replication

——————— -»>
Protected Site Recovery Site
SVM-A1 SVM-B1

SYM-AZ F SVM-B2

/ -——————
RDM

EATHRHMERINetAppiiik & i —E R IRSVMIE B EIF—ESVME R EISVMH N Z1{E B 19t B8 B R % ~ &#548
#SnapMirroriE o VLSRAZIRES o F FEIFIRAVERFIH » VM1 EIATE VLSR FRRERE » AAT T
SnapMirror —EE R EMERREHNAIE °

M
I

SnapMirror Replication

——————— ->
Protected Site Recovery Site
SVM-A1 SVM-B1

SVM-A2 \ SVM-B2

W

SnapMirror B

VLSRA & SnapMirrorB{ARY B « EERERGT  RFEHIEEZE S 2 BRIMEIEE - MENtEREt
A SnapMirroriE B 2|5 —1{E B RIMEIR & o T FTEIFTRIVEGIF « VLSREZARMEMIL S 2 BN A EEE o
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SnapMirror Cascade Replication

Site 1 Site 2 Site 3
SVM-A1 SVM-B1 SVM-C1

SVM-AZ SVM-B2 SVM-C2

SnapMirrorfiSnapVault

NetApp SnapVault f#R 75 ZEAERITENetAppETFRAZ M ~ LR X E R EEEN o JER—BIRIEPHF
B9VMware vCenterflSnapMirror ~ FBVLSRIE & SnapMirrorB AR B 528 o SnapVault

@ NetApp 248 mirror-vault [REFEE o

BT YUTHARFS.2 - fi—RIARER T A © SnapVault ONTAPEE U FiData ONTAP HIfEREEXE
SEIFARLUEL ~ SnapVault BARRFIVMware B EARNE - Hp—IRERERZESnapVault ~ BESITEEH
BIEPEFEEETRRRHTERER -

2918 L —IEE EEE 2 SnapVault ~ ZEONTAP VolumeB AR EITHIAR R qtree BRI R EE R ~ 7-Mode
SnapVault BYIERFMEBUULE o EIBRE R RSnapVault ~ R FR = ER—EVolume ~ M EEZVolume4ZE
= F|SnapVault H2HIVolume LR &4 ©

EEH SnapVault WIRIEF « SEFEREFRA LB GANRE o REEENARME « R REATH
SnapVault HF25% NetApp Active 1Q Unified Manager EFEBRRNEFERMA LEI - A% EXRFAELAIEDN
i REBHIHAEHIE] SnapMirror B2 » Tis% B MG E{R7FZ SnapVault B89 o

&R AT R AR AR R N AR Volume ~ S HARE & 48 5 EIDRIL & BYSnapMirror B B3t ~ SAB X E (R 1F
F|SnapVault —1E& B I o ZKJEVolumeth AT IIEEHEAF P ~ EF—EB By ESnapMirrorB893th ~ Z—E B
Ky SnapVault —1E B #Iith o RiE « SRARE7ESnapVault BEVLSRAESESRES R ER « BEFEHR

E FER) Bi% ~ LUERSnapMirror B Bt VolumeEA B EHERIZKE o

ARIONTAP 9 BySnapMirrorfllSnapVaulttVER#T1E 8 » 552 H "TR-4015 (SnapMirrorBRE R EEFEIEFEONTAP
Yy (X)) o
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4HBEH > SnapVault 2@ E 2R K EIEILAR SnapMirror BAIMENIT o 354 KBRS « LA SFTBILE
FATZEN © #¥SnapVault 2R B RIHREBEIRIEIES « AITESnapVault RS EEENRTEER

AE ~ SnapVault UBEMEM S _HIRMEREBBITERBEDN

EVMwarelRiEH - SEENEHREESEBERAE—#HAE (UUID) ~ MESEVMEEE—EEYHID
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EUUIDHMVM MOID ~ FILFEVLSRASERE 2 1% - (EARIEELIDHE RN AU BEMRIE © HIINetApp
Active IQ Unified Manager #8725 i EEBRER - I #:ESnapVault vSpherelRIEHHIIHAEE R ©

T ElFRBASnapMirrorZESnapVault SnapMirrorsREit#HAS o YIRZIEAMIMNDRIEAHE =G ~ BEFRREILEH
B ~ AR ENREIRE « UEEFHBBERIEER? - SnapVault

SnapMirror Replication SnapVault Backups
——————— -»> ——————
Protected Site Recovery Site

[ —— D e =
I SVM-A1 : I SVM-B1 SVM-C1 :
I I | I
: _ 7 + - W ----- b :
| 1 | I
I I | I
I I | I
I 1 I |
| 1 | I
I . | |
: SVM-A2 [ : SVM-B2 SVM-C2 :
. L .
I I | I
I I | I
I 1 I |
| 1 | I
I I | I
I I | I
e e e e e e e e e = - N e e e e o o o — — ———— — o

o /

Y
SRM Failover/Failback
< >

TEREFEAVLSRE SnapMirroriE B 2R E| F Eih & 2 BIVARRE o IRIBEtHABEIRE ~ SnapVault EEH
BISnapMirrorfRELE T AZIEIE R o b5 E A SnapMirror SnapVault BYtER B R 4BRE ©
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SnapMirror Replication SnapVault Backups

SVM-AZ2 SVM-B2 SVM-C2
N o e e e e e e oo - M e e e e e e e e e e e e e e e, e, e e e e e e e e . ”
‘e A
Y
SRM Failover/Failback
< >

7 vsrm $ITARIECIE N B R k& SnapMirror R 2% > EXEESHZOETEE o ILERIRENRES

REREREEDRIGE ZATHEE  BEBSnapMirrorflSnapVault EEREH ©

7£Site Recovery ManageriziZ{FHqtree
qtree2 ST FEFANASIER A MECRERV R B &% © FIFSnapMirrorfE B RVEZIEE R ~ BESNE L gtreeflIgtree

o ONTAPA@ « SnapMirror s 2 5FE B 1E Bl gtreeT gtree BARAIIE R © FiA SnapMirroriE BEN L E B4Rk
L ~ NetApp R EEZEIEFCVLSRIEHAgtree ©

EEIFCHEISCSIIRIE

HEARYIENSANEREATE (FC ~ FCoEFIISCSI) ONTAP ~ ZIERILUNARTS ~ it RAEM IR ITLUNI IS EH e
EEENEH - ANEERZEITHSSHEN « BtEZERERECEHZERFIOEE « AJ@FEMAER)

[o}

LUN o 1% _FEFRIFAEBEE TFE (ALUA) ~ DUEERLUNMRIE(CEE « WEEMABERHERAERF
BRIE o MNREMLUNKRECREAREE (Pl - BASSMHIREESE) - ONTAP BIHHIILES « Z1%

Tepliith B BRI R AE o NRRECREEEERA - ONTAP R R RETEE MM EEAE M AT BRE

VMware VLSR#INetApp SRAIEE—EiLE S EAFCREAIRTE « T3 —EiESERISCSHERIFE - T8~ &
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“discoverarrays'#l] “discoverdevices s S KERZ HIR o

SEREPERRET ~ BRAR N TIERE S AR
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- BHERHES | REMEREREZENERSH

EiFaultDomain © FRERBFEADHPEE ©

RN | RRRFNEZEEPRIE R

SyncReplicationGroup : TEREHBZEZ BRET ER o

EHAMEFREER | RREFE LNRRERIEE -

testFailoverReplicationGroupStart : BafaHIH A58 o

testFailoverReplicationGroupStop : 45 5RAIRBIEEE o

(REHREHE | W ERIETRRNBHAEEEEX(EE -

PrepareFailoverReplicationGroup : ZE#5 ¢ 2118 o

BEEBEE R | BITSEERIE o

CREETEE  BEINREEE -

- queryMatchingContainer : ExA2% (BREHHEREE) ~ WRERIKHEERIEEX -
- BREFRPEER | RVASARMERZMAERNPESK « PJERERFERARMAEHE H ContainerLh

FERYEEE o

© © N o o > W D

T U |

REVVoIsEE R R E RAViE RS E AL SnapMirrorfiilfk o & E A WFEEFSnapMirrorBi{A 2TEONTAP KB
?TERTAE) SENERTEIL - Al - REBHMEZEONTAP EHBRIBENVWIsERFREZA] » 7
WEESISnapMirrorBA B2 A0 ~ MEMELL &S E#1T TReDiscoveryTHE | HFRIERIEE o

HME
HERABRBASTEN « 55 TSR / SedEis
* #AK VMware vSphere 10.x BiEH) ONTAP T

H"https://mysupport.netapp.com/site/products/all/details/otv10/docs-tab"

* AR VMware vSphere 9.x &EiEH ONTAP T
H"https://mysupport.netapp.com/site/products/all/details/otv/docsandkb-tab"

° TR-4597 . VMware vSphere ONTAP for VMware
"https://docs.netapp.com/us-en/ontap-apps-dbs/vmware/vmware-vsphere-overview.html"
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* TR-4400: VMware vSphere[E#iVolume ONTAP with VMware
"https://docs.netapp.com/us-en/ontap-apps-dbs/vmware/vmware-vvols-overview.html"

* TR-4015 ONTAP 9 SnapMirrors& E R{EEFEIER https://www.netapp.com/pdf.html?item=/media/17229-tr-
4015-snapmirror-configuration-ontap.pdf

* VMware Live Site Recovery sfBEX 4 "https://techdocs.broadcom.com/us/en/vmware-cis/live-recovery/live-
site-recovery/9-0.html"
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Clustered Applications:
vSphere Metro Storage Cluster (vMSC)
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Clustered Applications:

vSphere Metro Storage Cluster (vMSC)

Active -optimized (AO)
Active-Non-Optimized (ANO)

InterCluster (IC) Links

SnapMirror active sync
Bidirectional Synchronous Replication
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New Cluster Basics ’

1 Basics
Name MCC Cluster

Location F Raleigh

@® vSphere DRS

@ vSphere HA

CHLN.

VSAN
Enable vSAN ESA (@
Manage all hosts in the cluster with a single image (@

Choose how to set up the cluster's image

° Compose a new image

O Import image from an existing host in the vCenter inventory
() Import image from a new host

[_] Manage configuration at a cluster level ()

1. EEREE  ABISE T4AA5) B3 o JEEY vSphere HA - ZATE I — /RS o
2. 1F [ EHSEEPE ] F > JEER [ B TMESIE A o

Edit Cluster Settings | McC Cluster X

vSphere HA @D N
",

Failures and responses Admission Control Heartbeat Datastores Advanced Options

You can configure how vSphere HA responds to the failure conditions on this cluster. The following failure conditions are
supported: host, host isolation, VM component protection (datastore with PDL and APD), VM and application.

Enable Host Monitoring @ @)

> Host Failure Response Restart VMs

> Response for Host Isolation Disabled

> Datastore with PDL Power off and restart VMs ~

> Datastore with APD Power off and restart VMs - Conservative restart policy
> VM Monitoring Disabled

1. 72 MefesimlfE) L ~ 5 VM BsiE) T ~ BEE [MERR VM BiF) EIRS; [ vM BERERERE &
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Edit Cluster Settings | MCC Cluster

N

> Response for Host Isolation

» Datastore with PDL

Disabled

Power off and restart VMs

> Datastore with APD

~ VM Monitoring

Enable heartbeat monitoring

Power off and restart VMs - Conservative restart policy

WM monitoring resets individual VMs if their VMware tools heartbeats
are not received within a set time. Application monitoring resets
individual VMs if their in-guest heartbeats are not received within a set

time.

() pisabled

() VM Monitoring Only

Turns on VVMware tools heartbeats. When heartbeats are not
received within a set time, the VM is reset.

o VM and Application Menitoring

Turns on application heartbeats, When heartbeats are not received

within a set time, the VM is reset

172 [FFRTEER | F 0 i HABAERBRIER E R B EERMAE ; £/ 50% B CPU/ MEM °
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Edit Cluster Settings | MCC Cluster %

vSphere HA @D

Failures and responses Admission Control Heartbeat Datastores Advanced Options

Admission control is a policy useda by vSphere HA to ensure failover capacity within a cluster. Raising the number of
potential host failures will increase the availability constraints and capacity reserved.

Host failures cluster tolerates 1 <]

w

Maximum is one less than number of hosts in cluster.

Define host failover capacity by Cluster resource Percentage

() Override calculated failover capacity.

Reserved failover CPU capacity: 50 ¢ % CPU

Reserved failover Memory capacity: 50 £ % Memory

C) Reserve Persistent Memory failover capacity @

Override calculated Persistent Memory failover capacity

- - BRI

1. #%—T THEE) o
2. JEHY DRS ~ RBIZ—THREE
3. IRIEFEARENER « BRIFFEHEEBERATFE -

Edit Cluster Settings | Mcc Cluster x

vSphere DRS ()

Automation Additional Options Power Management Advanced Options

Automation Level Manual

DRS generates both power-on placement recommendations, and migration
recommendations for virtual machines. Recommendations need to be manually

applied or ignored.

Migration Threshold @

Conservative @ Aggressive
(Less (3) DRS provides recommendations when worklpads are moderately (More
imbalanced. This threshold is suggested for environments with stable
E t bal d. This threshold d f ith stabl F t
requen workloads. (Default) requen
vMotions) vMotions)
Predictive DRS @) O Enable

Virtual Machine Automation @ Enable
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2. 3:HIEHC MetroCluster B9 VMSC {E T3 Efth vSphere HA 527 -

&

F IR

F I PRRE

KAKEESL (PDL) WEREHRE
All Paths Down (APD) EBR{EFHE
BEAREGOE

VM E#ERENRA

F I FRRERYEIE

5 PDL NERFRERERE

HEAA APD HERFHRENEIRE
APD Y VM B8 EIEE

APD 85 APD & [C]FE

VM BB E

REBERHFHELUET OB

[E]FE

ERE VM

BFHA

RARANE EEHTRED VM
RN EHTERED VM
5% VM
HERISSRNEELRTE
RN EHTERED VM
RARANE EBHTRIED VM
RARAN EHTRREN VM (1R<F)
3 DiE

EEIEMERHKIER: « vSphere HA SERABERHFN&EREIE MM EREES o IEAILERTE vCenter SNAIEERLCBE

B E - EEREEFHFRELUEITOBE «

1. ZFENEFREORERD « (MIEEFEPENERENERE - TEFTERBFHTEN -

BX FHIDER
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Edit Cluster Settings = cpoc ¥
vSphere HA ()

Failures and responses Admission Control Heartbeat Datastores Advanced Options

vSphere HA uses datastores to monitor hosts and virtual machines when the HA network has failed. vCenter Server selects 4 *

datastores for each host using the policy and datastore preferences specified below.

Heartbeat datastore selection policy

QO Automatically select datastores accessible from the hosts
O Use datastores only from the specified list
@ Use datastores from the specified list and complement automatically if needed

Available heartbeat datastores

Name 1 Datastore Cluster Hosts Mounting Datastore
& an N/A 2 =
8 o2 N/A 2
8 o N/A 2
8 022 N/A 2
O & o3 N/A 2
0O 8 o32 N/A 2
0O 8 a4 N/A 2
0O B ¢a2 N/A 2 =
Nitems
o
RS ETE

2 HA 2EE AN T E L EG TR EEPEM T - e REIREESEH o IRIFFER - vSphere HA B1E
BEEEFRINTERFEMATERBRIL o FiE « S A F s H i PREE I ZRBIT ping ~ LHIETR S

ME % i X PRBE DI FE o FTIZMi{E nl ping BUPREE IP ~ BMEILE—E o FB70ERRE IP © R/ vSphere HA RS
SRE 4 das.isolationaddress © f&RILAAE ONTAP g, Mediator IP it FHAR LEFRER ©

AN » $HSBI "VMware vSphere Melrofs 7 # SR MBI
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Edit Cluster Settings @ cpoc X,
vsphers Ha @D

Failures and responses Admission Control Heartbeat Datastores Advanced Options

You can set advanced options that affect the behavior of your vSphere HA cluster

o Add
Option Value
das.lgnoreRedundantNetWarning true
das.isolationaddress0 "0 61.99100
das.isolationaddress1 lrTO 651.99110
das.heanbeatDsPerHost 4

HETBA das.OBk DsPerHost BUERERE ~ AIAEEIEMNOBERHFRENHE - ERAMEOHERFRE (

HBDSS) -~ &ELGMIME o €A MEFEPEINBHHE)) ER - ERUEN « ARNREELS#ERE « &

{HBEFE HB DSS © T > BLA—EE(ER MetroCluster 2 SnapMirror EBZFI {73 o
WETEMAE N » 552 "VMware vSphere Metrof# 7 £ R B IS ML
A NetApp MetroCluster B VMware DRS BB 4

EAREF ~ FFIE A MetroCluster IRIFRASELE S \ 25 « B VM MM DRS ##4H - ABIFIRE
VM\Host 2RI ~ & VM EREIAEHZFEIRAIBRIIE—E - A0 ~ Uh& AVM Bit VM BHH sitea_vms ~ I55

A EHEB N E1%E¥4E sitea_hosts ° E 2K ~ 7 VM\Host #REIF « FFIF5H sitea_vms FERZTE sitea_hosts HHY

EHERIT o

* NetApp SBFUEZREAE * FRIEH HBITRE * > MASRE * HA7EAE * PRI LETT -
B—ihEe A TR « 158 AR VM FE3EB vSphere HA 7Eih & B M EER/EE) - (B
BERNRIERLFF HATRILS B LEHEE VM ~ ARERERE o LATHREIEIER
A~ £ HA SR EREER ~ BIL AR AT B EMIERLEE -

© WRIEBI ESHRER  EEREEER VM THERANGARAIREEE o 72 vSphere Client F1 >
G ERIRERIVE TR - WEEEY [ VM [ETEER VM-Host BIBHRA) FASHEERER - 1%
B RiREE RS » 55280 vSphere Bt BRAE X fF o
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¥&—"F VM\Host Groups ©
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1. 7£ vSphere Web Client 1 ~ LUBE A EIZ—TEREMPIEE « AREIR RE) o
#—"F VM\Host Groups °

B—T g

ABFAERRTE (FIE0 ~ sitea_vms) o

% Type ($8EY) IHBER ~ FEEX VM Group (VM Ef4H) o
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Create VM/Host Rule | Cluster-01 X

sitea_affinity

Name Enable rule.

Type Virtual Machines to Hosts v

Virtual machines that are members of the Cluster VM Group sitea_vms should
run on host group sitea_hosts.

VM Group:

| sitea_vms v
IShouId run on hosts in group v
Host Group:

| sitea_hosts v

REZRTEHEFRERSE
LEABELEREENFHERSE « Bl NP -

1. {#F8 vSphere Web FAF % ~ BIEE HA #FE(IH Storage FTRIERIFIL ©
2. LUBRARE—TERP OG- RBEENGRE > TEHNERERE -

* 5/ ONTAP f#TFs2#EF » 125%(FF Storage DRS ©
* {#77 DRS BEATEHEZANN ONTAP RERA

* ONTAP R B HEFMERINEE > FIUNEEE MR - BENEYE » B T EIE
77 DRS IS £

* MRIEEFMZ ONTAP 1RER » Bl Storage VMotion G1EIREBHIRE VM M7 > AJAE 1Y
IEEFEERE » Wolfe EHMERRER » FIUEH VM KRE ONTAP 1RERHY NetApp

SnapCenter °

~ Storage DRS automation

Cluster automation level (+) No Automation (Manual Mode)
yCenter Server will make migration recommendations for vitual machine storage, hut will
not perform automatic migrations.

) Fully Automated
Files will be migrated automatically to optimize resource usage.

1EMHARE « ABER—T T2, -
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55 New Datastore Cluster (7) W

+ 1 Name and Location Select all hosts and clusters that require connectivity to the datastores in the datastore cluster
+ 2 Storage DRS Automation | Filter | (1) Selected Objects
v 5 Storage DRS Runtime = i
Settings [Ciusters' Standalone Hosis
b 4 Select Clusters and Hosts (aF \
5 Select Datastores
Namsa
¥ [J) MCC HA Cluster
b2 gk =N SRI% T —
1. ERBRIEE ANERFHRE ~ ABE—T I'F—%, -
59 New Datastore Cluster 2w
¥ 1 Name and Location | show datastores connected to all hosts - (Q Filte -
b4l 2 Storage DRS Automation Name Host Connaction Status Capacity Fres Space Type
v 3 g‘ot:_aﬂ?DRs Runtime ¥ sitea_infra @ All Hoste Connect.,  10.00 GB 10.00 GB NFS
ettings
¥ sitea_infra2 & AllHosts Connect.. 10.00 GB 10.00GB NFS
v 4 Select Clusters and Hosts
'l 5 Select Datastores

6 Ready to Compiete

1. WRRIEIE ~ AT —TF T5ER o
2. SEEESHBUENILE B BEREFNERE W FZENLES B WENERE °
vCenter Server FIHE

181 vCenter Server FEFASEE (VCSA) FE{EH vCenter HA fNLA{RE o vCenter HA BI:EEE T BIRWEIR
HA Ec¥ P EBEM1E VCSA o SEMPEASEE —E ° ErIUE LREE S AR vCenter HA BYE
"docs.vmware.com" ©

TEMMIETE NS HIIRIESE

NetApp MetroCluster 1 SnapMirror XB)[FE L Z38 AT E ~ 53558 NetApp FERSH]
ONTAP ® ERESHI = ] A EA A PENSE ©

FELTAARERFRBRHZILAFE BRERKETA - ERCEEABIAFRES » 20 BAERRSS

# 5 » BRNERCFAMRES © NetApp KATERAEEE 1l - SIS ABRR AR > (A7 B o R R
BRT » EEEREEIRE -

MetroCluster #l SnapMirror TE)NREFRE=EEART A » AITERES BIERIFTRITFHRIETEIERE

* HwETH ~ AL E AR
© K HAEE - AR EE RIS G
RN G RE | RFEFRKENRAPRFIECRREEBEBIMESE « UREINERTS
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Deploy OVF Template

+ 15elect an OVF template Review details

+ 2 Select a name and folder Verify the tempiate details.

« 3 Select a compute resource

4 Review details

License agreements Publisher

6 Select storage

Product

7 Select networks

8 Customize template Version

9 Ready to complete Verdor
Description

Download size

Size on disk

ER3% T A 1SO 71 ONTAP tar.gz B9 %

Entrust Code Signing CA - OVCS2 (Trusied certificate)

Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere
See appiiance for version

NetaApp Inc

Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere for
netapp storage systems. For more information or support please visit
Rttps:fwww.netapp.com/

22GB

3.9 GB {thin provisioned)

53.0 GB (thick provisioned)

CANCEL ‘ BACK | NEXT

NetApp EEEm FHEE LHETRHARIEEERE - UWBSERAR OTV-ISO 1 SRA.tgz EM zip 1EZE -

RS EERETR « EFAEUTLERARER - TR -

#> openssl x509 -in <code-sign-cert, pem file> -pubkey -noout > <public-

key name>

BERERAAMERKRE 150 M tgz Em zip TS S WTFAR !

#> openssl dgst -sha256 -verify <public-key> -signature <signature-file>

<binary-name>

g
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#> openssl x509 -in OTV_ISO CERT.pem -pubkey -noout > OTV_ISO.pub

#> openssl dgst -sha256 -verify OTV ISO.pub -signature netapp-ontap-tools-
for-vmware-vsphere-9.12-upgrade-iso.sig netapp-ontap-tools-for-vmware-
vsphere-9.12-upgrade.iso

Verified OK => response

AT ONTAP T E 9.13 HYEIZIEFENIAE

LEEE A A BB @R E - AI:E VMware vSphere {FAIAR23HY ONTAP T EEAEfth
Bt (BINTERERLS  ARSMEMTH) ZMETE -

OTV FrEENEBAFE L ERRE

s R MRS IEREEIF ONTAP TAFFEREANBLEIZIR o S5H MR IR TFrAVERIER « IETT
EIntE AR HVELR ~ AR EthER IR « DUETTRIRKSINER - EREMNEERRFENRZEE

TRAPFRPCEZRRFAE R -

TCP v4iv6 FEIZIE HE * IhAE *

#

8143. BA FAREST APIBHTTPSELZ
8043. EA HTTPSELR

9060 BA HTTPS 4R

BRYER HTTPS E488Y SOAP
IEEHE AR ~ A REER P iIRELARZE ONTAP TA AP AR

gg o
22 BEA SSH (FEx%A=H)
9080 EA HTTPSE4R- VPFISRA -EHLEIXE TR SR EAR
9083. BA HTTPS U? VP £ SRA
FRER HTTPS 43/ SOAP
1162 EYN VP SNMPz& A&
8443 BEA E=imsMEMETC
1527. EPRAERER OEEREMMNA S 74 H Derby BRIEEREIR « RIEZTIMNRE
HR—EIR A EPELR
8150 EPRAERER IR TR M AR SRR E YT
443.. €m FARELZONTAP B

PEHE Derby B ERYEIHTFE

R ERE I UFEHA TG L HIFE derby BHELE o EAILUIERE ONTAP TE K VM LUK iR IH (A AR2S 27 EY
E -~ TRUT
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java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.ij;
connect 'jdbc:derby://<OTV-
IP>:1527//opt/netapp/vpserver/vvoldb;user=<user>;password=<password>';

[.Underline] example:

root@nifiedVSC:~# java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.1j;
1j version 10.15
1j> connect 'jdbc:derby://localhost:1527//opt/netapp/vpserver/vvoldb;user=app;password=[N ' ;
1j> show tables;
| TABLE_NAME | REMARKS

| SYSALIASES

| SYSCHECKS

| SYSCOLPERMS

| SYSCOLUMNS

| SYSCONGLOMERATES
| SYSCONSTRAINTS
| SYSDEPENDS

| SYSFILES

| SYSFOREIGNKEYS
| SYSKEYS

| SYSPERMS

TR VMware vSphere 9.13 772587 ONTAP THE ((FARE)
ONTAP Tools for VMware vSphere Z2E &1/ Wi {F A =fE5E80FEHRAE .

1. RFEEAE © root FHBIRS
2. ERENAERE  AREESHEAE - TECAERENERRERF
3. XIEEMAE  SEERERR

1. RIFEfERE
#M (root) EAERHZREITERIEERMR (Debian) LAY ONTAP THEFFEIL ©

* FERMAMRERE [root 1 ZH ONTAP TR Debian LEIH - HFEREAFA « AIEE [ Maint
1 EESTERERNER LA -

2. [ERENERE

FEFIRR R EFETE ONTAP TAFEHLAKMERE - BERE ONTAP TEEARXPRINERE - TR
5 FEFITR R (A B AR

fERE 55t B

AREEEERAE BTt ONTAP TEZEHRMEI  EAEEEZE ONTAP TRRHRMHEIE - A&
AJLTE T Maint | EESHEE TN o ZEEGRE 90 XABH - ERERHREEE
HRERYZDS

HEEERE BTt ONTAP TELKHFERIL - EAEEEZE ONTAP TARRHNE - A&
AILFE T Maint | EEGHEE TE20E) - EREEERE - ERTHITHETES
EEEMZILR °
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ERE sREA

BRIEFERE B7E ONTAP T AL ~ FAETEIE ONTAP TERRMRE - FHAE
_JLM‘ MMaint | FEEEHEF TFE] o BHERE 90 XBH « FHETEHRGEE
FEREBIZRHE o

3. ZIERMEAE FEFRE)

7 ONTAP T EZ#EHE - A GBI TIEFHAE o IbEAE R7E AR 2 4 T RE D B « BEE

ONTAP T A - W UsEEsCER o IRIFTRR  ILERAEEEFEA ~ BrZER [ Maint | FEQERFFEA o SAHLER
IEERERT R EEREEEA -

ONTAP TH 9.13 #HE TLS (&:HAYER:R)

ONTAP 9.7 kR EFThRASSZ 1R E TLS B o EEAR VMware B ONTAP TEM
\)/Sphere 9.12 BAtA ~ R G(FHRMEE TLS EFIUAEELEITE (R ONTAP HRATE

ONTAP

%E"Fﬁﬁ?&ﬁlﬁﬁi“ﬁ’ﬂa%f FRH | EAARERE - FRAEFENRETFRARETESREIGE  MEEREBEREEREN
I o

TEHNESHENEEFT  ZEREEATRTASEARERENEE TLS (RERERE) A& -

Storage Systems &~

7 Address T ONTAR Release v Status 1 Capachy T NFS VAAI Supparted Pratocois

* EREEAIE ¢

T‘ %%%i“IT’E/ﬁEHﬂFaﬂ  INRFFMENREZIE MTLS ~ BIFERERE MTLS ° EREREE2RILETER
BRE - MY SR HNER SRR ERENERR R GERENER
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Add Storage System

@ Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address:

Username:

Password:

Port: 443

Advanced options .~

ONTAP Cluster © Automatically fetch () Manually upload
Certificate:

CANCEL
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Add Storage System

(D Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address: 10_23L_85.142
Username: admin
Password: [ p—

Port: 443

Advanced options
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Authorize Cluster Certificate
Host 10.234 85.142 has identified itself with a self-signed certificate.
Show certificate

Do you want to trust this certificate?

MO YES
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Authorize Cluster Certificate

Host 10.234.85.142 has identified itself with a self-signed certificate.
Hide certificate

Certificate Information
This certificate identifies the 10.234.85.142 host

Issued By

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Issued To

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Validity

Issued On: 03/15/2023 11:16:06

Expires On: 03/14/2024 M16:06

Fingerprint Information

SHA-1 Fingerprint: 2C:38:E3:5C:4B:F3:5D:3F39:C8:CE:4A:8
2:C1:AG:EE:34:53:A0:F3
SHA-256 Fingerprint: O05:0F:FE:CD:BO:C6:FC.:6F:EB:BAFC:86:F

JEIEFD4ASDICAOS2: 9B ET A4 T 0:B4:

52:F8:76:98:64:FA 23

Do vou want to trust this certificate?

BERE
EREREFENRE - AmERR -

* §13R ONTAP ‘&:&@H « AIfEAE RIS &R /&R -
* Y0 OTV /&HBH ~ AIERE T AERI S R EREEZRE -
° EEX ONTAP A P im/&sg _
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Maodify Storage System

Settings Provisioning Ophons
IP address or hostname: 10.237.149.72 b
Port: 443
Username: admin
Password: srrrmans
Upload Certificate BROWSE
(Optional)

|:I Skip monitoring of this storage system

Generate a new client certificate for ONTAP
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o/

Updating storage system details..

ONTAP T H 9.13 HTTPS /&:%

RIETERR - ONTAP TESHHREAELZEHMEESEIINBREERE - UEFRHTTPS 77
ENZREE - ONTAP TEIRHTHIIHAE -

1. EES HTTPS &5

7 ONTAP IE}‘C%HJ?F"? G2 HTTPS CA &% ~ i/ARHEFEESEET - FHELUEEEAMETIT
BEMES HTTPS &

TRILTE main EEGHFIEMER « FiERAEBEE ERARNER) - ENELESE) - _

ONTAP T H 9.13 EARIE

EAEEEARTHIHACAERER « GRTR MEARIE - 558 » SSH ARAFH
» IAHENR VM EESRAR » T RFF—RMEEA
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WARNING: Unauthorized access to this system is forbidden and will be
prosecuted by law. By accessing this system, you agree that your actions
may be monitored if unauthorized usage is suspected.

EREZEBSSHBETHMEAR TR TIIXF :

Linux UnifiedvSC 5.10.0-21-amdé64 #1 SMP Debian 5.10.162-1 (2023-01-21)
x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

ONTAP T ERYHIE#IFF 9.13

=T ERERENEFR « RMEREHERR « BB HEERRES REFENIFE
RAFIRERERE - MILAIREFERRAREERET EFNER « MiHhEELRM%

* R#EFEER - vSphere Client TIEPEEREERIE 120 DiER AR - EXXEREBXREAASEEEFEHBF IR °
& o] LUAREE webclient.properties FEZRREFRRHE o [KATLASKTE vSphere Client BYEIRFEFE "58E
vSphere Client HifF{E"

* ONTAP TEM4EEE CLI TEREER B BRI A 30 D& o

R VMware vSphere 9.13 S (FERELTEXR LR (HRLZE{F:E /DOS KE)
ONTAP T2

KFEL « SAERENTITEXR RS 48 {E - ONTAP TEHFMIEFEAE T LUIREHIZIE
EREFEIE o * IMERERAIEEENE - BATIRME T —EHH 3R FhEIEEIRTS (
DOS) WE o *

fEFAE T LUTE /opt/NetApp/vscserver/etc/dosfilterParams .json ¥&ZZHE B (T TSR R AME R E M
ZEBH o

FAFIRIIAGE A TFI 2 BRRE Bhiees

. gglayMs EEEFABEKRZA  BHIBHNEE (UEMWEREN) BB TERERF o 4% -1 BNn/{EEE
* THROLMS_ : BEFERFSTHEMIERRE o

* maxRequestM : RFFHITULERBIFRFRE o
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https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vcenterhost.doc/GUID-975412DE-CDCB-49A1-8E2A-0965325D33A5.html

* ipWhitelist : LEESRDFREY IP (IHEEE « FEZERZFKRF] o (GErILLZ vCenter ~ ESXi #1 SRAIP)
* maxRequestsPerSec . B REEGFHNRKERE o
* ¥ _dosfilterParams t&ZEHAITER(E & *

{"delayMs":"-1",
"throttleMs":"1800000",
"maxRequestMs":"300000",
"ipWhitelist":"10.224.58.52",
"maxRequestsPerSec":"48"}

ONTAP T B 9.13 fU4ERRRFEE&®IZE (NTP) 4HRE

B « EREEERTN— USSR ELEME - FHUERERTHIERERNALE
FERVFREIRRIE ~ AR 3 A IEARRRE -
* EREREE

EEILE R B T AR NTP (RS - EAEFLE _ ROMEE _=>_ ¥ NTP ARS _
I TS NTP FARESSHEEE

RIEFERL ~ NTP BIARFEA ntpd © S —HERRARTS « ERLEBRT ~ BRI EIBFERE -
* Debian*

7% Debian t ~ fERIIUTZEX /etc/ntp.conf #EZE RS NTP AARESAVFAAER] o

ONTAP T EMZZHE/R A 9.13.

B XEFE ONTAP TANFARE 9.12 RSN EHMhRAHIERAE « K ARRERAGEESN
BREERENANEBRA - TAZRIET - AR TRTHERZRAZ  HIHK
ZE 9.12 IR ERRARVEIEROAERE « HETEORRMAERRIIEBRABIEEE o
- —BEREBATEES  MEHRERORIERBEEE « IRPRKNE  SSREMEEREEN
H o
- BIETERANEEA 00 X 75 X2E - ERERKEISEREEL o
SEBBHRERTHEE « AET TR BE—(EHESIFHEE o
- SEGEREBATRAR  GEBRATIERZA  ARETEFER  FII0 T EEHNET
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* MRBIFRSEEEIRAS ONTAP TH 9.1 EFRAEHNARRTE - REEREGEI TIIEERERE
5

* MREAEEARTHEEHBERBA L—EZE - AERERFGEEI TSR ¢
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SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
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AR E
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