A VMware vSphere £J ONTAP
THZZ2 48165
Enterprise applications

NetApp
February 11, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-apps-dbs/vmware/vmware-otv-
hardening-overview.html on February 11, 2026. Always check docs.netapp.com for the latest.



Sk

AR VMware vSphere B9 ONTAP TEZ 24381635/
FHAR VMware vSphere 9.13 B ONTAP T E %2 M38(bigm
E258 VMware vSphere 9.13 ZEEHH) ONTAP THEEM
E3:E ONTAP T A OVAWER
EZzET A I1SO #1 ONTAP tar.gz 9%
FFAR ONTAP T A 9.13 WERIBEMNENIRE
OTV FREMEANE L ERRR
5% Derby B ERZRIRTZEE
FAH VMware vSphere 9.13 ZEXE5HY ONTAP TH (EHE#H)
1. BRRERE
2. ERRENERE
3. ZIRMEAE GLEIFERE)
ONTAP TH 9.13#E TLS (B:EEE:D)
ONTAP
ONTAP T & 9.13 HTTPS /&%
ONTAP I & 9.13 EAI&ME
ONTAP T EMHE &SR 9.13
RS VMware vSphere 9.13 EAIFERELITER LR (A% 2R:E /DOS XE) ONTAP LA
ONTAP T A 9.13 AR R E&HnE (NTP) 485
* ERIERAEE
* Debian*
ONTAP T EMZEHEFER] 9.13.

a o0 o0 A A DA W W WOWODN-_2 2 A A

. N Y
N oD

12
13
13

13
13



AT VMware vSphere B ONTAP TE L2458
1635/

FEFAFY VMware vSphere 9.13 5 ONTAP TEZ 24581615/

JEFIH VMware vSphere 9 ONTAP TAR 2 M (bIsmiRt—EXBIST « BIHEE
REBRRMRE o

EEismRRERNEAEANEREERSNERIEERR

E%s8 VMware vSphere 9.13 Z&E4H) ONTAP TEARE 4
EmfERErHEFEGEH ONTAP TAZEEHHTEEM o

OTV ZEEMI T HEIMIRMREEM o EAELBRIE THEEPIRHER Checksum ZREZE FEE(HHIAEA

E5z5% ONTAP T H OVA B3

vApp REEEHLA tarball BIFZZUIRML © It tarball €15 EHIFE A B FEFIR/EE « LUKk README &%
OVA E4 - README #&Zn] 5| & F&E 5T vApp OVA EMHHITE o

E Rt ZE7E vCenter 7.0U3E R Bz B HTHR 2 _EEFRIRHEAIIR/REEFM PN /&REE o H51 7.0.1 & 7.0.U3E Z Y
vCenter fRZs » VMware A2 1R /REHIINEE - ERAEE _HE(E vCenter 6.x HRBY/&REE

RHEIERVIR/REE LEE vCenter

1. & VMware vSphere Client & A vCenter Server o

2. IEEEIEE @vspece.pengil I vCenter E—F A B IES RN EH M ENFEREE LB - MREER
KHIMTEE FRIVAESE « B BIES @ mydomain.

BEE VREBEEEU @ a1 off THE) MAEREN IS o b.7E RH T 8T NREEE o
- MNRAHIRTIE ~ 558 A vCenter Server RU53:% ©

T [EENRRE | ETH [ iG] -

- B—TRIEIIEEURE pem 12 (OTV_OVa_INT_ROOT_CERT_CHERC.pem) BIfiIE

BT TG RSBEMEERER o

N~ o o N ow

A2 "REENIRRENEEREENE" UBSEZEHN o 2ZE VApp (EFA OVARER) FF-~aJE I
Review details | (R ¥4ER) BE LS vApp EUEMIEE c IR THA VApp EHAIERR ~ T317
&) WgREn MEENEE WTENEEHENRERFR) ©


https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-B635BDD9-4F8A-4FD8-A4FE-7526272FC87D.html

Deploy OVF Template

+ 15elect an OVF template Review details

+ 2 Select a name and folder Verify the tempiate details.

« 3 Select a compute resource

4 Review details

5 License agreements Publisher Entrust Code Signing CA - OVCS2 (Trusted certificate)

6 Select storage
Product Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere
ct networks
Version See appiiance Tor version
Vendor MNetApp Inc
Description Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere for

netapp storage systems. For more information or support please visit
https:fwww.netapp.com/

Download size | 2.2 GB
Size on disk 3.9 GB (thin pravisioned)

53.0 GB (thick provisioned)

CANCEL ‘ BACK | NEXT

E:E T B 1SO 71 ONTAP tar.gz fYE 4
NetApp BEEMR FTHEE EAFTAHBARENBERERE - UERIBRAR OTV-ISO #1 SRA.tgz BIESR zip HE2 °
WRRNBEBREF ~ EAETLHENAREHE « AR -

#> openssl x509 -in <code-sign-cert, pem file> -pubkey -noout > <public-
key name>

BRERERAAME®BRESE 150 M tgz Em zip NESL s WTFFAR:

#> openssl dgst -sha256 -verify <public-key> -signature <signature-file>
<binary-name>

g




#> openssl x509 -in OTV_ISO CERT.pem -pubkey -noout > OTV_ISO.pub

#> openssl dgst -sha256 -verify OTV ISO.pub -signature netapp-ontap-tools-
for-vmware-vsphere-9.12-upgrade-iso.sig netapp-ontap-tools-for-vmware-
vsphere-9.12-upgrade.iso

Verified OK => response
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java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.ij;
connect 'jdbc:derby://<OTV-
IP>:1527//opt/netapp/vpserver/vvoldb;user=<user>;password=<password>';

[.Underline] example:

root@nifiedVSC:~# java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.1j;
1j version 10.15
1j> connect 'jdbc:derby://localhost:1527//opt/netapp/vpserver/vvoldb;user=app;password=[N ' ;
1j> show tables;
| TABLE_NAME | REMARKS
| SYSALIASES
| SYSCHECKS
| SYSCOLPERMS
| SYSCOLUMNS
| SYSCONGLOMERATES
| SYSCONSTRAINTS
| SYSDEPENDS
| SYSFILES
| SYSFOREIGNKEYS
| SYSKEYS
| SYSPERMS
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Add Storage System

@ Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address:

Username:

Password:

Port: 443

Advanced options .~

ONTAP Cluster © Automatically fetch () Manually upload
Certificate:

CANCEL




Add Storage System

I:D Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address: 10_23L_85.142
Username: admin
Password: [ p—

Port: 443

Advanced options




Authorize Cluster Certificate
Host 10.234 85.142 has identified itself with a self-signed certificate.
Show certificate

Do you want to trust this certificate?

MO YES




Authorize Cluster Certificate

Host 10.234.85.142 has identified itself with a self-signed certificate. P
Hide certificate

Certificate Information
This certificate identifies the 10.234.85.142 host

Issued By

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Issued To

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Validity

Issued On: 03/15/2023 11:16:06

Expires On: 03/14/2024 M16:06

Fingerprint Information

SHA-1 Fingerprint: 2C:38:E3:5C:4B:F3:5D:3F39:C8:CE:4A:8
2:C1:AG:EE:34:53:A0:F3
SHA-256 Fingerprint: O05:0F:FE:CD:BO:C6:FC.:6F:EB:BAFC:86:F

JEIEFD4ASDICAOS2: 9B ET A4 T 0:B4:

52:F8:76:98:64:FA 23

Do vou want to trust this certificate?

IEEREEEER - AMERENR -
* UN5R ONTAP /&:53E8HE - BIfEAE N ERISH/RET H1E&:E -
* TR OTV B:FHBEHA « BIEAE I A EZIN SRR EFEL RS o
° Y ONTAP MIFT BB iR/&:E
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Maodify Storage System

Settings Provisioning Ophons
IP address or hostname: 10.237.149.72 b
Port: 443
Username: admin
Password: srrrmans
Upload Certificate BROWSE
(Optional)

|:I Skip monitoring of this storage system

Generate a new client certificate for ONTAP



o/

Updating storage system details..
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INZ2HE o ONTAP T EIZHTFITHEE :

1. B¥EL HTTPS &R:E

7 ONTAP T EZR4EHAR « R4 HTTPS CA /&8 » UR/REHEESIBED o FRAETLURIEEBHETIE
BEMES HTTPS &% °

TRJATE main EEGHEFIEMIEER « 5A2ABE RAENER) > TEMELRFZ)  _

ONTAP T & 9.13 E ARG

EREEEARTHHACHAERER - BT §'Jﬁ)\$§%¢5 o FHER > SSH FERAEH
» QEENR VM ZESRAR » asF—RiEE
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WARNING: Unauthorized access to this system is forbidden and will be
prosecuted by law. By accessing this system, you agree that your actions
may be monitored if unauthorized usage is suspected.

EREZEBSSHBETHMEAR TR TIIXF :

Linux UnifiedvSC 5.10.0-21-amdé64 #1 SMP Debian 5.10.162-1 (2023-01-21)
x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
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vSphere Client HiFF{E"
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* maxRequestM : S EFHITIEESKAVESR o

* ipWhitelist : LEESEDIREY IP (IHEEE - FEZEIRZFRF] o (GErILLRZ vCenter ~ ESXi #1 SRAIP)
* maxRequestsPerSec . SR BEFNRAERY o

* £ _dosfilterParams ##ZEHHFERE © *

{"delayMs":"-1",
"throttleMs":"1800000",
"maxRequestMs":"300000",
"ipWhitelist":"10.224.58.52",
"maxRequestsPerSec":"48"}

ONTAP T & 9.13 B4R RIEEHE (NTP ) 4HR:

B « EREEERTN— - USSR ELEME - FHUERERTHMERERNALE
FERVBSRIRRE ~ AR 3 IR RE -
*ERERRE
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I THNE NTP EIARSSFHAE R

RIEFARR ~ NTP BIBRTS A ntpd  BER—IREMARTS « EREBERT « ERESIEXIEFERE -

* Debian*

7% Debian t ~ fEAE AILUTZEN /etc/ntp.conf FEZEIRENIE NTP (EARESAVEFHAEE o

ONTAP TERZHERA] 9.13.

BEREZE ONTAP TRENARE 9.12 IRNEMRASHNERE - U ARFERAREESMN
BXEERENBIEBRA - AMEBRET - RAGIRTHERERDATE - HitARK
E 9.12 iR EHRRARBEROAUERE « R E SRS REBIVEERAIER -

* —BERAEEATES  nEHRERIRAERIBERS - RBFFKERE  NFERERAEERER
BE o

EIRTERAMEES 90 X » 75 RZ#%& ~ EAESMBKEIZERITHEA

BB EFEREMBN « RAFTRRR—(ERIEEFRES o

EERAEEATEGR « SERATIIERZA - SREZHERA © FII0 T ESHENER

am m Ek
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