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curl --request GET \

--location "https://SFQDN IP/api/cluster?fields=contact" \

--include \
--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"

Json#i H #if

"contact": "support@company-demo.com"
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curl --request PATCH \

--location "https://SFQDN IP/api/cluster" \
--include \

--header "Content-Type: application/json" \
—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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"yuid": "d877f5bb-3aa7-11e9-b6c6-005056a78c89",

"description": "PATCH /api/cluster",
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"self": {
"href": "/api/cluster/jobs/d877f5bb-3aa7-11e9-b6c6-005056a78c89"
}
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FRIEEARY
Cikz

IRt A 2%
BX T FRA RESTAPI IFIBRANZSHZ I « AT ERRVEESRGPthEFERATIIZH

28 E=Rid] INE Bz

$SVM_ID B =M SE2ESEEN SYM B UUID °
$FILE_PATH BRAE =/ EElERIE R RAERE o

Curl &

curl --request GET \

--location "https://$FQDN IP/api/protocols/file-security/effective-
permissions/$SVM ID/SFILE PATH" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

56



Json#iH &4

n SVm" - {

"uuid": "cf5f27la-lbeb-1lea-8fad-005056bb645e",

"name": "vsl"
by
"user": "administrator",
"type": "windows",
ToaEla®y ©/%,
"share": {
"path": "/"
by
"file permission": |
"read",
"write",
"append",

"read ea",
"write ea",
"execute",
"delete child",
"read attributes",
"write attributes",
"delete",
"read control",
"write dac",
"write owner",
"synchronize",
"system security"
1,
"share permission": [
"read",
"read ea",
"execute",
"read attributes",
"read control",

"synchronize"

—

ESERNERE

A
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il

A URE R E B SR B R R BVAEIZ E 51

HTTP 75 &M RS,
Itk REST API MEDUfERE 575 A0l o

o

57



HTTPA & BRIK

g /api/protocols / file-security/permissions/ { SVM.uuid} / { path }
FRIERRY

bz

B ABE i A SR
BR T FA RESTAPI IFIBRANZSHZ I ~ AT ERRVEZHRGIPHSERATIIZH -

2% E=Rid] INE = BR

$SVM_ID BRIR =M EE2ESEEN SVM B UUID -
$FILE_PATH BRAK = EEiERI BN RAERE o
Curl&i 4|

curl --request GET \

--location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM_ID/SFILE_PATH" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

Jsoni &4

"svm": {
'uuid": "9479099d-5b9f-11eb-9c4e-0050568e8682",
"name": "vsl"
by
"path": "/parent",
"owner": "BUILTIN\\Administrators",
"group": "BUILTIN\\Administrators",
"control flags": "0x8014",
"acls": [
{
"user": "BUILTIN\\Administrators",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,
"this folder": true
by
"advanced rights": {
"append data": true,
"delete": true,
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"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access control": "file directory"
by
{
"user": "BUILTIN\\Users",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,

"this folder": true

by

"advanced rights": {
"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access control": "file directory"
}
I
"inode": 64,

"security style": "mixed",



"effective style": "ntfs",

"dos_ attributes": "10",
"text dos attr": "----D---",
"user_id": "O",

"group_id" : "O",
"mode bits": 777,

"text mode bits": "rwxrwxrwx"

RATHEREAERER
TR Z 2 HEA TERERERERHER X

TR ERRMER

HTTP 75 &M imEs
Ittt REST API MDY 5 75545 ik R, ©

HTTPA A BRI

AL /api/protocols / file-security/permissions/ { SVM.uuid} / {path}
RRIPsEE

JERF

HEE G EMEA 28

BX T FRA RESTAPI IFIBRANZSHZ I « AT ERRVEESRFPthEFEATIIZH

2 L WE s
$SVM_ID BR1E Y EREIEEMN SVM B UUID o
$FILE_PATH BRI Y BERIERENE IR o
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Curl&s %

curl --request POST --location "https://SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"acls\": [ { \"access\": \"access allow\", \"advanced rights\": {
\"append data\": true, \"delete\": true, \"delete child\": true,
\"execute file\": true, \"full control\": true, \"read attr\": true,
\"read data\": true, \"read ea\": true, \"read perm\": true,

\"write attr\": true, \"write data\": true, \"write eal\": true,

\"write owner\": true, \"write perm\": true }, \"apply to\": { \"files\":
true, \"sub folders\": true, \"this folder\": true }, \"user\":
\"administrator\" } ], \"control flags\": \"32788\", \"group\": \"S-1-5-
21-2233347455-2266964949-1780268902-69700\", \"ignore paths\": [
\"/parent/child2\" ], \"owner\": \"S-1-5-21-2233347455-2266964949-
1780268902-69304\", \"propagation mode\": \"propagate\"}'

Json# H #i5l
{
"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

TR 2 | I TIRIRRER

HATTERR "BUS TEITERS" MFESR state B{ER success ©

ErR et EN
E'EEJLXH%}F*}EE%’&#ﬁﬁﬁ%*ﬁ?ﬁiﬁ%ﬁ%ﬁ*ﬂr% BREEEHEEE  BHETUERIE

T 1 EREEMEET
HTTP 75 &M imEh
Itk REST API MERYER T35 74 iRE o

HTTP % BRIK
EEER /api/protocols / file-security/permissions/ { SVM.uuid} / { path }
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FRIE4REY
IERET

IRt A 2%
BX T FRA RESTAPI IFIBRANZSHZ I « AT ERRVEESRGPthEFERATIIZH

2% LY WE =i

$SVM_ID BB =8 BREEHEEMN SVM B UUD o

SFILE_PATH BRI i BRI EFRAERE

Curl&f|
curl --request POST --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic S$BASIC_AUTH" --data

'{ \"control flags\": \"32788\", \"group\": \"everyone\", \"owner\":
\"userl\n} ]

Json# H &G4
{
"Sob": {
"yuid": "6£89%9e612-5bbd-11eb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/6f89%e612-5bbd-11eb-9c4e-0050568e8682"

WEE 2 | FEEN T {EARRE
HATITERR "BUS TEHITER" WHESR state BER success ©
fpRFEUEHIIEE

%ﬂﬂ%ﬁﬁﬁ%ﬁﬁﬂ%%@ﬁﬁ%@ﬂ%ﬁﬁﬁ(MI)°@E§%%ﬂ&ﬁ?%

1 : MIBR ACE

HTTP 75 &M imE,
Itk REST API MERY R T35 74N iRE o
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HTTPA A BRI

S /api/protocols / file-security/permissions/ { SVM.uuid} / {path}
BRIEsEE

JEREE

B ABE i A SR
BR T FA RESTAPI IFIBRANZSHZ I ~ AT ERRVEZHRGIPHSERATIIZH -

2 E=Rid] NE P8

$SVM_ID BRAZ bdi EESASEEMN SYM B UUID °
$FILE_PATH iz 8 =1 E B E IR o
Curl&5f

curl --request DELETE --location "https://S$SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"access\": \"access allow\", \"apply to\": { \"files\": true,

\"sub folders\": true, \"this folder\": true }, \"ignore paths\": [
\"/parent/child2\" ], \"propagation mode\": \"propagate\"}'

Json# H &G4
{
"Sob": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

DB 2 BRERTRIRAR

BITITERAR "BUS TEITERS" M HESY state BIERE success ©

FH IP /T E
TR LIREE R4S SVM Y IP & dp o eI LU EMURMESDERARRE « Si2Est =



TEELM LIF B o

HTTP 75 & imE,
Ilt REST API MDY 5 755450 i%m R, o

HTTPA % iz

e /api/network/IP/ 1Y
BRI4ER!

bz

Curl SHIFVEthEa A 2 H
BR T FREREST APINEIYZEAIZ2H 25 ~ IEZERBICUrISEEFIth ERER TS 8 -

2¥ LY B =tEA
1L &5 & ELIERERERAIRBE -

HEHhEER | BLIREERMERRENFIE £

curl --request GET \

--location "https://$FQDN IP/api/network/ip/interfaces" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

¥EanEEd)  FRIRANES EARRENFRE LD

curl --request GET \

--location

"https://$FQDN IP/api/network/ip/interfaces?fields=name, scope, svm.name,ip.
address" \

-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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Json#iH &4

"records": [

{
"yuid": "5ded9%9e38-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 mgmtl",
"ip": {

"address": "172.29.151.116"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/5ded9e38-999%e-1lee-acad-
005056ae6bd8™"

"yuid": "bb03cl62-999%e-1lee-acad-005056ae6bd8",

"name": "cluster mgmt",
"ip": {

"address": "172.29.186.156"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/bb03cl162-999%e-1lee-acad-
005056ae6bd8"

"uuid": "c5ffbd03-999%9e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o datal",
"ip": {
"address": "172.29.186.150"
b
"scope": "svm",
"svm": {
"name": "vsQO"
b
" links": {
"self": {

"href": "/api/network/ip/interfaces/c5ffbd03-999%e-1lee-acad-



005056ae6bd8"

"yuid": "co66l2abe-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 dataz",
"ip": |

"address": "172.29.186.151"
b
"scope": "svm",
"svm": {

"name": "vsO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c6612abe-999%e-1lee-acad-
005056ae6bd8"

"yuid": "c6b21b94-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 data3",
"ip": |

"address": "172.29.186.152"
b
"scope": "svm",
"svm": {

"name": "vs0O"
o
" links": {

"self": {

"href": "/api/network/ip/interfaces/c6b21b9%94-999%e-1lee-acad-
005056ae6bd8"

"yuid": "c7025322-999%e-11lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o data4d",
"ip": |
"address": "172.29.186.153"
by
"scope": "svm",

"svm": {



"name": "vsO"

by

" links": {
"self": {
"href": "/api/network/ip/interfaces/c7025322-999%e-11lee-acad-
005056ae6bd8™"

"yuid": "c752cc66-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 databd",
"ip": |

"address": "172.29.186.154"
b
"scope": "svm",
"svm": |

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c752cc66-999%e-1lee-acad-
005056ae6bdg8"

"uuid": "c7a03719-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o data6",
"ip": |

"address": "172.29.186.155"
by
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/c7a03719-999%e-1lee-acad-
005056ae6bd8"

}
}
by
{
"yuid": "ccd4c59c-999%9e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 data4 ineto",



"ip": {

"address": "fd20:8ble:b255:300f::ach"
by
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/ccd4c59c-999%e-1lee-acad-
005056ae6bd8"

"uuid": "d9144c30-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 data6_ ineto6",
"ip": |

"address": "fd20:8ble:b255:300f::ac7"
b
"scope": "svm",
"svm": {

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/d9144c30-999%e-1lee-acad-
005056ae6bd8"

"uuid": "d961cl3b-999%e-1llee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 datal ineteoe",
"ip": |

"address": "fd20:8ble:b255:300f::ac2"
b
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/d961cl3b-999%e-1lee-acad-

005056ae6bd8"
}



"yuid":

"d9ac8d6a-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 data5 inetoe",
"ip": |
"address": "fd20:8ble:b255:300f::aco6"
by
"scope": "svm",
"svm": |
"name": "vsQO"
by
" links": {
"self": {
"href": "/api/network/ip/interfaces/d%ac8d6a-999%e-1lee-acad-
005056ae6bd8"
}
}
by
{
"yuid": "d9fcela3-999%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 dataZ inetoe",
"ip": {
"address": "fd20:8ble:b255:300f::ac3"
b
"scope": "svm",
"svm": |
"name": "vsO"
by
" links": {
"self": {
"href": "/api/network/ip/interfaces/d9%fcela3-999%e-1lee-acad-
005056ae6bd8"
}
}
by
{
"uuid": "dad4995a0-99%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 data3 ineto",
"ip": |
"address": "fd20:8ble:b255:300f::ac4"
by
"scope": "svm",
"svm": {
"name": "vsO"

by
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" links": {
"self": {
"href": "/api/network/ip/interfaces/dad4995a0-999%e-1lee-acad-
005056ae6bd8"

"yuid": "da9e7afd-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 cluster mgmt ineté6",
"ip": |

"address": "fd20:8ble:b255:300f::ac8"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/da%9e7afd-999%e-1lee-acad-
005056ae6bd8™"

"yuid": "eo6db58b4-999%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 mgmtl ineto",
"ip": {
"address": "fd20:8ble:b255:3008::1a0"
by
"scope": "cluster",
" links": {
"self": {
"href": "/api/network/ip/interfaces/e6db58b4-999%e-1lee-acad-
005056ae6bd8"

}

}
1,
"num records": 16,
" links": {
"self": {
"href":
"/api/network/ip/interfaces?fields=name, scope, svm.name, ip.address"

}
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HTTP 75 M imEs
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HTTP/57% iz
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BRIBFERY

Gk

Curl#4|

curl --request GET \

--location "https://$FQDN IP/api/security/accounts" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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Json#iH &4

"records": [
{
"owner": {
"uuid": "642573a8-9d14-11ee-9330-005056aed3de",
"name": "vsO",
" links": {
"self": {
"href": "/api/svm/svms/642573a8-9d14-11ee-9330-
005056aed3de"
}
}
b
"name": "vsadmin",
" links": {
"self": {
"href": "/api/security/accounts/642573a8-9d14-11lee-9330-
005056aed3de/vsadmin"
}
}
b
{
"owner": {
"yuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "sti2l4nscluster-1"
b
"name": "admin",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-
005056aed3de/admin"
}
}
b
{
"owner": {
"uuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "stiZ2l4nscluster-1"
bo
"name": "autosupport",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-
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005056aed3de/autosupport"
}

}
I

"num records": 3,

" links": {
"self": {

"href": "/api/security/accounts"

}

}

}
BE T

5| H B & EEREE

,a:_JL,@IJtH;t 7t ONTAP s=EFRYRE o M UERMRER R ERER
SHSERERID o

HTTP 75 &M imEh
Itk REST API MERY{ER T3 /5 74 M imR o

HTTP A BRIE
g IAPI|/security/certificates

IRt A 2%
BX T FPRA RESTAPI IIBRANZSHZ I ~ AT ERRVEESRGPthEFEATIIZH

28 G zpid] NE ZRER
Max_Records =& S EE B(EOIVECERE o

Curl 4| : FRI={E/&:2

curl --request GET \

--location "https://$SFQDN IP/api/security/certificates?max records=3" \

--include \
--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"
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Json#iH &4

"records": [

{
"yuid": "dad822c2-573c-11ee-a310-005056aecc29",

"name": "vs0 17866DB5C933E2EA",
" links": {
"self": {
"href": "/api/security/certificates/dad822c2-573c-1lee-a310-
005056aecc29"

}
}
by
{
"uuid": "7d8e5570-573c-11lee-a310-005056aecc29",

"name": "BuypassClass3RootCA",
" links": {
"self": {
"href": "/api/security/certificates/7d8e5570-573c-11lee-a310-
005056aecc29"

}
}
b
{
"yuid": "7dbb2191-573c-11ee-a310-005056aecc29",

"name": "EntrustRootCertificationAuthority",
" links": {
"self": {
"href": "/api/security/certificates/7dbb2191-573c-11lee-a310-
005056aecc29"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/security/certificates?max records=3"
by
"next": {
"href": "/api/security/certificates?start.svm id=sti2l4nscluster-

l&start.uuid=7dbb2191-573c-11lee-a310-005056aecc29&max records=3"
}
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LRRE

iz

RATLATE ONTAP H=EPRESEM X.509 /&5 o e LfEREEENMREETERY ONTAP
IHAE B B EI1H & RFBITUEBI{E o

FIsGZ Al
T AR BELRNERE - GKthEZERERTE S ZREMPERE

F LU JSON #a A6 2Rl ~ sBF5 A E#h public certificate ARSI HRENE

SER1 | RERE
BRI LAZE H AP| MR ZRLZEEREE ©

HTTP 7 &M imE,
It REST API MERYE 5 75545 0im R, o

HTTPZ 7% BRI
BhC IAPI/security/certificates

HEHhEEA | EREERLER CA GRS

curl —--request POST \

--location "https://$FQDN IP/api/security/certificates” \
-—include \

--header "Content-Type: application/json" \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput



JSONNE A £

"type": "server ca"
"public certificate":

MIIDOTCCArkCFGYdznvIVvaY1lVZPNfy4yCCyPphoMAOGCSgGSIb3DOEBCWUAMIGK
MQOswCQYDVQQGEwWJVUzZELMAKGA1UECAWCTkMxDDAKBgNVBACMA1 JUUDEWMBQGA1UE
CgwNTO5UQVAgRXhhbXBsZTETMBEGA1IUECWWKTO05UQVAgOS4xNDECMBOGA1UEAWWT
Ki5vbnRhcC1l1eGFtcGx1LmNvbTEVMCOGCSGSIb3DOEJARYGZGEF2aWQucGV0ZXJz
b25Ab250YXAt ZXhhbXBsZS59b20wHhcNMiMxMDA1IMTUYOTE 4WhcNMj QxMDAOMT Uy
OTE4WjCBpDELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAkS5DMOwwCgYDVQQHDANSVEAX
FjJAUBgNVBAOMDUYOVEFQIEV4YW1lwbGUxEZARBgNVBAsSMCkOOVEFQIDkuMTQxHDAa
BgNVBAMMEyoub250YXAtZXhhbXBsZS5)b20xLzAtBgkghkiGOwOBCOEWIGRhdml k
LnB1dGVyc29uQGOudGEFwLWVAYW1lwbGUuY29tMIIBIjANBgkghkiGIwOBAQEFAAOC
AQ8AMI IBCgKCAQEAXQgy8mhblJhkf0D/MBodpzgW0aSp2jGbWI+Zv2G8BXkpl762
dPHRkv1hnx9JvwkK4Dba05GiCiD5t3gjH/jUQMSFb+VwDbVmubVEnXjkm/4Q7sea
tMtA/ZpQdZbQFZ5RKtdWz7dzzPYE12x8Q1 Jc8Kh7NXERNMtgupGWZZn7mfXKYr40
N/+vgahIhDibS8YK5rflwobfmrik9E2D+PEab9DX/1DL5RX4tZ21H20kyN2Ux0OBR6
Fg716n1H1/5yR0011xStN6sO7EPoGak+KS1K41g+EcIKRoObPAMEQP8WM)JuiTkb
5MmeYoIpWEUgJK7S0M6Tp/3bTh2CST3AWXiNxQIDAQABMAOGCSgGSTIb3DQERCWUA
A4TBAQABEfBgOUROMYxdfrj930yIiRoDcoMzvo8cHGNUsuhnl1BDNnL203ghWEs97s0
mIy6zFMGnyNYa0t4ilcFsGDKP/JuljmYHjvv+21HWNnxH])To7A0QCNXmQH5swoDbf
01Vjqgz80xz+PRJ+PA3dF5/8zqaAR6QreAN/iFR++6nUglsbbM7w03tthBVMgo/hl
E9I23V0OZsgMFujm2CYfMs4XkZtrYmN6nZA8JcUpD]IWCcAVbQYurMnna9r420S3GB
WB/FEOn+P+FfJyHJI93KGcCXbHS5RF2pi3wL1Hi1bvVuCjLRrhJ8U20I5mZoiXvABC
IpYuBcuKXLwAarhDEacXttVjC+Bg

T2 [ BEEREES
HITTAERAE " B2 Er)/EE" WS /RE R MM -

RBAC

ZE{5{EH RBAC

RICHIRBME « B LUERAZTERER ONTAP RBAC IHEE o BRI TIERERRE
INdtEE B2 o T EZREMS « ERAEEENZ2ENESEBEZ -

R A B A GBIk ONTAP ERERF ZAT « SEZTRE T T EL 2R KRMEIR « DURLrEE
f# o tbHh ~ FHURE EN—RR RS R ER TIERE" -

I{EFARIONTAP S2HMERRZS ?
LERR AN BT SR E WLt RES T ZEFIRBACIHAE R 185/ - ONTAP
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AR RENE R E
TREHBRENERH S « UKREE (FEEHSVM) -

fE & FEZIER ML 7 EUHERR 2

TR ERNSEE 2% « CEEHEEREANFEBLK
EREEMNFEITZEONTAP LLESR ?

{EFETTONTAP EBREST APIF CLISE M E 1ZENTHAE ©

Hp—AREABREESH NEREETAR’?
ERRAENAZAGLERAE - BEALEEERIIMNBIAR

FEWEAE?
RIEZZ2FRNONTAP FUEHFR  MREEETERTNRENERAE -

Bifse

FR&I$ISVM VolumefE2RI7FEX

EEILUESAE « LIRS SVM IR HILE BIE -
) A

BAGEUERAR  URBATFEIFMIEEIEN Volume BIEIHAE (EHRIN - ABHNERER TN

* BESIEITFTA CRUD VolumefEZE + €13EGet ~ Create » Modify#1Delete
* BIEEI Volumetg &Y

BECOUASEEEMMEHRAE - FILTERREY - AeEEE _EASRHIPETE - UAFEREEIL
Volume % o

$E1  BIUAG
A LAEE L API IFNLZREETT RBAC A ©

HTTP 7 & imE,
Itk REST API MEDUfERE 575 A0 ik, o

HTTP/ % R
3¢ IAPI/SECSecurity /At
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Curl &

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput

JSONNES A Z54
{
"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{ "path": "volume create", "access": "all" },
{ "path": "volume delete", "access": "all" }

T2 ENAR
CRILAZE L API IR IR EBHIRAAE

HTTP 754 imEh
Itk REST API MEDUfERE 575 A i3 ©

HTTPAS % BRI
AL IAPI/SECSecurity /&

IR E A S H
B* TP REST API MBS #ZI « AP EREESRMPHEERATIIZH -

28 £a7EY NE =RE8
$SVM_ID BRI bdi EEESABTESRMN SYM A UUID °
$Role_name iz 3K =0 EEEEHN SVM FHARLTE -
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Curl &

curl --request POST \

--location

"https://$SFQDN IP/api/security/roles/$SVM ID/S$SROLE NAME/priveleges" \
--include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSONN# A EE
{
"path": "volume clone",
"access": "all"
}
BB EHRERNEE
ERIA A EREREARIBRMRELIEE
RARA L TYETRAE
BuNERAREE TIFE -

* RESHEIIANMIERIRER « MUK EFSnapMirrori{%
* EABRUERRS BRI « AINEEEHSVM

HTTP 75 &M imEs
Itk REST API MEOUfERE 575 A0l o

HTTPS % BRI
AL IAPI/SECSecurity /&
Curl&af)

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput



JSONNE A £

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "volume snapshot create", "access": "all"},
{"path": "volume snapshot delete", "access": "all"},
{"path": "volume show", "access": "readonly"},
{"path": "vserver show", "access": "readonly"},
{"path": "snapmirror show", "access": "readonly"},
{"path": "snapmirror update", "access": "all"}
]
}
SAFFES ONTAP 5
SR LUZIIRESTAR « :BEREEMELONTAP BB o
RAR L TIEAE
BEUuNABEE TG -

* FESOHAENEA A S MAEABRMIFR B FAEH BN (HI%0Volume ~ gtree ~ LUN ~ Aggregate ~ EiEh
F1SnapMirrorfi{z)

* BAEUSENRSERNYG (BIINERESKSVM)

HTTP 7 & imE,
Itk REST API MEDUERE 575 A0 iR, o

HTTPAE BRI
Bh X IAPI/SECSecurity /B
Curl&i 4|

curl --request POST \

--location "https://$SFQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput
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JSONNE A £

"name": "rest rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"

by

"privileges":
{"path":
{"path":
{"path":
{"path":
{"path":
{"path":
{"path":

BIAAABNERE

[

"/api/storage/volumes", "access": "readonly"},
"/api/storage/qgtrees", "access": "readonly"},
"/api/storage/luns", "access": "readonly"},
"/api/storage/aggregates", "access": "readonly"},
"/api/cluster/nodes", "access": "readonly"},
"/api/snapmirror/relationships", "access": "readonly"},
"/api/svm/svms", "access": "readonly"}

TR LUERIETERZAZILA A1ER REST ABRERE °

3 Y

T ERIZ BRI B5] REST ARl ERAMERAERAZIEABAEN—RIE - FRAENAGHAESYM
HE ~ WRKFEERISVMARRIH - RESEFEIFEREREMEN « AR FTERBLERIRIZMEE o

FTERA D HHBEPNER SVM
HITTSIREST APIMEDY « B BEEFAISVM o B P EZIRMHEEE SVM B9 UUID F1&7E o

HTTP 7 & imE,

It REST API MEDU{E R 775 75 M iR ©

HTTPA &
g

Curl &

BB
IAPI/SVM/svms

curl --request GET \

--location "https://SFQDN IP/api/svm/svms?order by=name" \

—--include \

—--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"

FER TR
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REBENERENABRSEREIFERSVM -
TR 2 [ FIHERLG SVM BIERE
1T TFIREST APIMEDY ~ ZHAFrESVMAERRIERE  ErIUEBHEREE S BIRHFISVM o

HTTP 75 &M RS,
Itk REST API MEDUfERE 575 A0 ik, o

HTTP % BRIK
BF IAPI/SECSecurity /#RE
Curl &

curl --request GET \

--location "https://$FQDN IP/api/security/accounts?owner.name=dmp" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

FER TR

RIFEEESVMAERNERE « BEREEER 2 -

S 3 FIHERL SVM WHRAE

1T TFIREST APIFEOY ~ FHISFRBESVMAPE R A G o KRILUEBIHEAE S BEKHEHISVM °

HTTP 75 &M imEh
Itk REST API MEOU{ERE 575 7AFNimR ©

HTTPAE BRI
g IAPI/SECSecurity /B
Curl&3 4l

curl --request GET \

--location "https://S$SFQDN IP/api/security/roles?owner.name=dmp" \
-—include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

FTRLE
RIFEAESVMAEZRNAR « i AGEEE—RTE -
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$ER 4 | EBIIHF] REST A

1T FHIREST APIFERY ~ LIFESVMAE I HEJRESTAE - BB —FRRE —E#R G2 E rITERFE
# ~ R EE4EFIAFEVE ©

HTTP 75 &M RS,
Itk REST API MEDUfERE 575 Al o

HTTPAE jiZ:8EY
AL IAPI/SECSecurity /At
Curl&i 4|

curl --request POST \

--location "https://$SFQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput

JSONN#I A Ef
{
"name": "dprolel",
"owner": {
"name Al . n dmp n ,

"uuid": "752d96be-f17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "/api", "access": "none"},

FERKTE

(AI3E) BRPTHTFBUBETHAR o e U7EONTAP CLIFETAE ©
TERS [ MMEESERUAEN AR
AT FHIREST APIFERY ~ 1R R ERTIEHERUE B E -

HTTP 75 & imE,
Ittt REST API MEOYE R T 5 7545 im S, o

HTTPA & BRIE
BbC /API/SECURIE/B®/ {Oner.uuid} / {name} /#ER
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IR H A S H
BR T P8 REST API MIEANZS#ZI « AP ERHEEHIPhEERATIZH -

/

28 =il WNE s5EE

$SVM_ID BRAZ bdi BAESABEEMN SYMUUID °
$Role_name iz =0 EEIH SVM A EHLTE
Curl&af

curl --request POST \

--location

"https://$FQODN IP/api/security/roles/$SVM ID/S$SROLE NAME/privileges" \
--include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSONNG A 5451
{
"path": "/api/storage/volumes",
"access": "readonly"
}
FERE

(A1) BRAITHEIUBETHAR o EHAMUEONTAP CLIFETAR -
S 6 | BRIEAE

1T TFIREST APIMFOY LI I fEFRENRF o LB IIRIAE * dprolet* B {EAE1HRRN

EEINRIEE A ENERE - HEEENT « EAEAEERERAE WEST) admin %
veadnin) AR ERER AR, SVM REVER - SRR EREISRRANS

HTTP 7 & imE,
Itk REST API MEDUERE 575 A0 iR, o

HTTP/5 3% iz 4
374 IAPI/SECSecurity /IR 5
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Curl &

curl --request POST \

--location "https://$FQDN IP/api/security/accounts” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSONNE# A £

"owner": {"uuid":"daf84055-248f-11ed-a23d-005056ac4feb"},

"name": "david",
"applications": [
{"application":"ssh",
"authentication methods":["password"],

"second authentication method":"none"}

1,
"role":"dprolel",
"password":"netappl23"

SR
(AT R P AR R B A SVMEE A T o

et

FHESEE
eI EE PN ESESBE o [ LUSHRMIREH G A ERMRGE ©
HTTP 75 &M imE,

ItE REST API MRUfE R 575 A M imkh o

HTTP75 34 BEE

i /api/storage / FigHE
BRIEFRTY

kg

Curl #HREMMASE
B* T FREREST APIRFIYEAMNZ2H 25 ~ IEZBREICUrsEFIth EER T8 -
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2H L WE Bk
node.name & £ A AR S E S S PRI INRYERRS o

Curl 86| : BRIFFE AR TERMEREENESE

curl --request GET \

--location "https://$FQDN IP/api/storage/aggregates" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

Curl 86 : BRIEAHFEATENFIEESE

curl --request GET \

--location "https://SFQDN IP/api/storage/aggregates?fields=node.name"” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

86



Json#iH &4

"records": [

{
"uuid": "760d8137-£fc59-47da-906a-cc28dbl0alclb",

"name": "sti2l4 vsim sr027o0 aggrl",
"node": {
"name": "sti2l4-vsim-sr0270"
by
" links": {
"self": {
"href": "/api/storage/aggregates/760d8137-fc59-47da-906a-
cc28dblalclb"
}
}
}
1,
"num records": 1,
" links": {
"self": {
"href": "/api/storage/aggregates?fields=node.name"

Bl b b bR

SR AR R E P RVHAIR B B o [ER] LUE BRIk — B ZEE AR IMAEIL
Aggregate BI—EB53 B IRMERRE o

HTTP 5 &M imE,
Ittt REST API MDY R 5 75 A5 ik e, ©

HTTPS % BRI

g lapilstorage / F&htE
BRIBFERY

Gz

Curl #HREMEMASE
BR T PRAREST APINFIYEARZ2 I ~ WP BRBICUnEBHIL AT -
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¥ernEnf © FRIFFA IR

curl --request GET \

--location "https://$FQDN IP/api/storage/disks" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

fEanEEf © [FLIFERHIR

88

curl --request GET \

--location "https://$FQDN IP/api/storage/disks?state=spare" \
-—include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"



Json#iH &4

275

"records": [
{
"name": "NET-1.20",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.20"
}
}
by
{
"name": "NET-1.12",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.12"
}
}
by
{
"name": "NET-1.7",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.7"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/storage/disks?state=spare"

89



EMS
EHEE EMS SIERT

TE] A% ONTAP RERXTEEHEIERSK (EMS) KEIE « WHHFEEHE EMS HE
4958

BRETERIZEAE FIERPAUNIEER ONTAP EMS AR o TEfEMA TIEMIZAL 2 H(E REST API IFOUZ Al ~ 55
B FeinBl "EEIT R TERE" o

MRESER Python ~ thBFEIESHE "events.py" MIFERARUNMEGER D EMS 18RAEE BENERIEES] o
FRZERFREAPI - EZEAIFFFRCLIGE T ONTAP ONTAP

TE5TZ T1EH ~ f£F ONTAP REST API FRFRRVEEERL « LEF3MAHY ONTAP CLI 8322 o RS API IFIYE
B~ DIREBETIEFRHR CLI &< o

AFREAPI ONTAP CLI ONTAP

HY48 /support/EMS MR AERERET

POST/ %1% / EMS / BRI 1. BB B RE T
2. EIEEEA

((Get /support/ES/events) (  TE4CEREET
BILRIZSBERS ES

"POST /support/ES/filer" 1. TSEEFEEEcreate filteraF&<Filter name>)
2. TEMERERAadd -filter$g fB<Filter name>

HEREE R
* "52B3 EMS BY Python 15 < 5"
* "RESTAPI| . B#F@EEBEEEHONTAP"
54 EMS sCEEE4
eI HEENFR B B EFE ~ A RENEERESFMREE °

HTTP 75 &M imE,
Ittt REST API MERY A TF5 7545 0im R, o

HTTPA & ¥

e /api/support/EMS / 4
RILER

bz
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Curl #BHHEMEMASE
B* T FREREST APIRFIYEAZ2 2 ~ IEZERBICUrSEFIth EER TS -

2¥ a5 WE Bz

ki &5 S BRERELORREIHEMIL

Max_Records i) £ A A PR B —E R [EBYECERE

log_message & £ RARESRENXFE « LEFOBRFFRFHE o
message.severity &5 £ REEASREISEEREREERAE » fIM alert o

HEHhEEf) | BREMASMBEE

curl --request GET \

--location

"https://SFQDN IP/api/support/ems/events?fields=message.name&max records=1
"\

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

s - FRESHFEXFMEEMIAE

curl --request GET \

--location

"https://$FQDN IP/api/support/ems/events?log message=*disk*s&message.severi
ty=alert" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

91



Json#iH &4

"records": [
{
"node": {
"name": "malha-vsiml",
"uuid": "dad4f9%e62-9de3-11ec-976a-005056b369de",
" links": {
"self": {
"href": "/api/cluster/nodes/dad4f9%e62-9de3-11lec-976a-
005056b369de"

}
}

b
"index": 4602,
"time": "2022-03-18T06:37:46-04:00",

"message": {
"severity": "alert",
"name": "raid.autoPart.disabled"
b
"log message": "raid.autoPart.disabled: Disk auto-partitioning is

disabled on this system: the system needs a minimum of 4 usable internal

hard disks.",
" links": {
"self": {
"href": "/api/support/ems/events/malha-vsiml/4602"

}
1,

"num records": 1,
" links": {
"self": {
"href":
"/api/support/ems/events?log message=*disk*&message.severity=alerté&max rec
ords=1"

by

"next": {
"href": "/api/support/ems/events?start.keytime=2022-03-

18T06%3A37%3A46-04%3A00&start.node.name=malha-
vsimlé&start.index=4602&log message=*disk*&message.severity=alert"

}
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EY1S EMS 4H7E

ISR LAHREY ONTAP s2 5B AT EMS 4B o AR EATARRSECEIL/TRY EMS @RI Z Al

HITUEENE o

HTTP 7 &M imEh
Itk REST API MEDUfERE 575 A0l o

HTTPAS % B

S IAP|/support/EMS
RRIBEE

Ek7

Curl4

curl --request GET \

--location "https://$FQDN IP/api/support/ems" \

--include \
—--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"

Json#itH #641
{

"proxy url": "https://proxyserver.mycompany.com",
"proxy user": "proxy user",
"mail server": "mail@mycompany.com",
" links": {

"self": {

"href": "/api/resourcelink"

}
I
"pubsub enabled": "1",

"mail from": "administrator@mycompany.com"

237 EMS &

IERIAER TH TERERE LI EMS B BRI « LUZWERIEHAR ©

T RERRMNBEFHMHRE
ICRTLAZE T AP IO ZRER E 2 R MBI EBFEHFRTE o

HTTP 75 &M imEh
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ItE REST API MRUfE A3 575 A M imkh o

HTTP75 % BT

B2 IAPI/support/EMS
ERIBFERY

Gz

Curl #HREMMASE
B T FREREST APIFFIYEAZ2H 250 ~ IEZBRIICUrSEFIth EER TS 8 -

2 E=pad WE Skl

HEFHE SR = BE from BANEFERE S FAIMENAL o
mail_server =& =8 T B SMTP E{EFEIARSS o

Curl& 4

curl --request PATCH \
--location

"https://$FQDN IP/api/support/ems?mail from=administrator@mycompany.comé&ma
il server=mail@mycompany.com" \

-—include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

T2 | ERNBSEER
AT LA AP IEOL ~ BUERFT SIS RIEREERAY

HTTP 75 &M imE,
It REST API MERYE A TF5 7545w S, o

HTTPA % iz 2K

B> /api/support/EMS / Ef#E33
FRIESERY

Cikg

Curl EHIFVHthE A2 H
B* T FREREST APIRFIYEAZ2H 25 ~ IEZERBICUrSEFIth EER TS 8 -

2¥ LY WE Bz
EhiEas X =0 B EREERRE -
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Curl &

curl --request POST \

--location "https://$FQDN IP/api/support/ems/filters"” \

--include \
--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSONNG A E3451
{
"name": "test-filter",
"rules.type": ["include"],

"rules.message criteria.severities":

T3 BUMS B
CRILAEE H API FEOL R ST 5B B A9 o

HTTP 7 & imE,
Itk REST API MEDUfERE 575 A0 iR, o

HTTP/5 % iz

AL /api/support/EMS / B Byt
RRIBAERY

Gk

Curl SHIFVE i A 2 H

["emergency"]

BR T FRAREST APINFIYEARZ2H I ~ I BRICUnSE R EEA TR EH -

2% E=Li B ZREH
B Yith4ERE rX =1 BEEHEEYE -
Curl& 4

curl --request POST \

--location "https://$FQDN IP/api/support/ems/destinations" \

--include \
--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput
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JSONNE A £

"name": "test-destination",
"type": "email",
"destination": "administrator@mycompany.com",
"filters.name": ["important-events"]
}
SVM
HIH SVM

TWAILFIHTE ONTAP RERERRVHFERIMEE (SVM) o FERZILHAY SVM ZAT ~ &
A LGS EHMASHASE SYM @A ISR iEE— 1t —a0 9 o

HTTP 75 &M imE,
Itk REST API MERY{ER T3 75 74 iR o

HTTP/ % BRAE
/S IAPI/SVM/svms
Curl &

curl --request GET \

--location "https://$FQDN IP/api/svm/svms" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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Json#iH &4

"records": [
{
"uuid": "71bd74f8-40dc-11ee-b51a-005056aece9fa",
"name": "vs0",
" links": {
"self": {
"href": "/api/svm/svms/71bd74f8-40dc-11lee-b51a-005056aee9fa"

}
1y
"num records": 1,
" links": {
"self": {
"href": "/api/svm/svms"
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EE TR
Python A Fimt2 T\ &

Pythonf B iHT2 T AL EE

NetApp ONTAP REFLEPython R IRIENER—EEH ~ ZELTERERKIEEIES
15 ~ LIIFEXONTAP BFEEAPI c ©XIEZBERIRTE - BIFEEFER  JIERTRIE -~ FISME
IBFNEEERETNE o FEAPythonF R IRIETNE ~ SR LURERFA 558 KAVFETUES ~ LAZEEONTAP
BEERIINEE - BIRZIEINEEREENEZE o

@ NetApp#EGitHubf#ZE «- EFPE SRS AIMEME RSN o [AILUBIEE_examples B
EIZE ~ {ERPython A B imfE T EE7ZEER A ©
TERAEE
* "REST Python GitHub{#7ZEONTAP"
* "ONTAP REST Python Fi R ixte = E &5 )"

EFEFEAPython B R IHIZ TN E
CEZ ST EE A HITRIRIRIE ~ BEAPythonF R IRIETUE ©

EffmiaihraA

Pythonf FIRT2NEE RIS TER* NetApp-ONTAP* o BAEHBRARVARASZONTAP HZ2T{/EE L RIRRASEE R
EhRATRAVAES ~ LUKRONTAP 7EhRA2 2 P i £ RYRERRZAS o B0 ~ BRBVRRASSRISELHE £ 9.6.1~9.6.2
M9.2.1 0

it
A BERpipfEPythonEHZ5| (PyPi) #BiL%EENetApp ONTAPE o

ONTAP HREBEHEX 4

S{ELX 9.6 FIZERY ONTAP FRZAEE PyPlI EMFFIMERX M - FF26 "EFEX M UIISEZ & - SEEHE
BEREEKX LS T RERRE

* Python

* ER

* FHTA
* FRTEHE

EHEAXH

1%t 9.6 FA%A ~ =@ ONTAP hrZ~EFAI{EFE Python FA R IRIZTVE © (BEZIRIEFRERAM
ONTAP HrZs2R7ZEHY PyPl| EM4FIX 4 o

ONTAP 9.15.1.1
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Description: Python script to retrieve the cluster configuration.

Usage example:

python3 get cluster.py

(C) Copyright 2024 NetApp, Inc.

This sample code is provided AS IS, with no support or warranties of
any kind, including but not limited for warranties of merchantability
or fitness of any kind, expressed or implied. Permission to use,
reproduce, modify and create derivatives of the sample code is granted
solely for the purpose of researching, designing, developing and
testing a software application product for use with NetApp products,
provided that the above copyright notice appears in all copies and
that the software application product is distributed pursuant to terms
no less restrictive than those set forth herein.

H H= FH H H FH H H FH H H H H H H = H H = H H

# For reading the password from the commandline
from getpass import getpass
# Global configuration for the library
from netapp ontap import config
# Support for the connection to ONTAP
from netapp ontap import HostConnection
# Specific API needed for this script
from netapp ontap.resources import Cluster
# Create connection to the ONTAP management LIF
# (add verify=False if the certificate your cluster is serving is not
trusted)
conn = HostConnection (
"<mgmt ip>", username="admin", password=getpass ("ONTAP admin password:
")
)
# Set connection as the default for all API calls

config.CONNECTION = conn

# Create new cluster object

clus = Cluster ()

# Issue REST API call

clus.get ()

# Display the cluster configuration
print(clus)
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https://www.powershellgallery.com/packages/NetApp.ONTAP/9.12.1.2302
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Curl&i4

curl --request GET --user admin:<PASSWORD>
'https://<ONTAP_IP ADDRESS>/api/cluster/counter/tables'
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Json# i #)

"records": [
{
"name": "copy manager",
" links": {
"self": {
"href": "/api/cluster/counter/tables/copy manager"
}
}
by
{
"name": "copy manager:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/copy manager%3Aconstituent”

"name": "disk",
" links": {
"self": {
"href": "/api/cluster/counter/tables/disk"
}
}
b
{
"name": "disk:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/disk%3Aconstituent"
}
}
by
{
"name": "disk:raid group",
" links": {
"self": {
"href": "/api/cluster/counter/tables/disk%3Araid group"

by
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"name": "external cache",

" links": {
"self": {
"href": "/api/cluster/counter/tables/external cache"
}
}
"name": "fcp",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp"
}
}
"name": "fcp:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp%$3Anode"
}
}
"name": "fcp 1if",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp 1if"
1
}
"name": "fcp lif:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp 1if%3Anode"
}
}
"name": "fcp lif:port",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp lif%3Aport"
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"name": "fcp lif:svm",

" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp 1if%3Asvm"
}
}
"name": "fcvi",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcvi"
}
}
"name": "headroom aggregate",
" links": {
"self": {
"href": "/api/cluster/counter/tables/headroom aggregate"
}
}
"name": "headroom cpu",
" links": {
"self": {
"href": "/api/cluster/counter/tables/headroom cpu"
}
}
"name": "host adapter",
" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter"
}
}
"name": "iscsi 1if",
" links": {

"self": {



"href": "/api/cluster/counter/tables/iscsi 1if"

"name": "iscsi lif:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/iscsi 1if%3Anode"
}
}
"name": "iscsi lif:svm",
" links": {
"self": {
"href": "/api/cluster/counter/tables/iscsi 1if%3Asvm"
}
}
"name": "1if",
" links": {
"self": {
"href": "/api/cluster/counter/tables/1if"
}
}
"name": "lif:svm",
" links": {
"self": {
"href": "/api/cluster/counter/tables/lif%$3Asvm"
}
}
"name": "lun",
" links": {
"self": {
"href": "/api/cluster/counter/tables/lun"

"name": "lun:constituent",
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by

" links": {

"self": {
"href": "/api/cluster/counter/tables/lun%$3Aconstituent"
}
}
"name": "lun:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/lun%3Anode"
}
}
"name": "namespace",
" links": {
"self": {
"href": "/api/cluster/counter/tables/namespace"
}
}
"name": "namespace:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/namespace%3Aconstituent”
}
}
"name": "nfs v4 diag",
" links": {
"self": {
"href": "/api/cluster/counter/tables/nfs v4 diag"
}
}
"name": "nic common",
" links": {
"self": {

"href": "/api/cluster/counter/tables/nic common"



"name": "nvmf 1if",

" links": {
"self": {
"href": "/api/cluster/counter/tables/nvmf 1if"
}
}
"name": "nvmf lif:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/nvmf 1if%$3Aconstituent"
}
}
"name": "nvmf lif:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/nvmf 1if%3Anode"
}
}
"name": "nvmf lif:port",
" links": {
"self": {
"href": "/api/cluster/counter/tables/nvmf 1if%3Aport"
}
}
"name": "object store client op",
" links": {
"self": {
"href": "/api/cluster/counter/tables/object store client op"
}
}
"name": "path",
" links": {
"self": {

"href": "/api/cluster/counter/tables/path"
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"name": "processor",

" links": {
"self": {
"href": "/api/cluster/counter/tables/processor"
}
}
"name": "processor:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/processor%$3Anode"
}
}
"name": "gos",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gos"
}
}
"name": "gos:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gos%$3Aconstituent"
}
}
"name": "gos:policy group",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gos%$3Apolicy group"
}
}
"name": "qos detail",
" links": {

"self": {



"href": "/api/cluster/counter/tables/qgos detail"

"name": "qos detail volume",
" links": {
"self": {
"href": "/api/cluster/counter/tables/qgos detail volume"
}
}
I
{
"name": "gos volume",
" links": {
"self": {
"href": "/api/cluster/counter/tables/qgos volume"
}
}
by
{
"name": "gos volume:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/gos volume%3Aconstituent”

"name": "gtree",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gtree"
}
}
by
{
"name": "gtree:constituent",
" links": {
"self": {

"href": "/api/cluster/counter/tables/gtree%3Aconstituent"
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"name": "svm cifs",

" links": {
"self": {
"href": "/api/cluster/counter/tables/svm cifs"
}
}
I
{
"name": "svm cifs:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm cifs%$3Aconstituent"
}
}
I
{
"name": "svm cifs:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm cifs%3Anode"
}
}
by
{
"name": "svm nfs v3",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v3"
}
}
I
{
"name": "svm nfs v3:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/svm nfs v3%3Aconstituent”

}

I
{

"name": "svm nfs v3:node",
" links": {
"self": {

"href": "/api/cluster/counter/tables/svm nfs v3%3Anode"



"name": "svm nfs v4",

" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v4"
}
}
"name": "svm nfs v41l",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v41"
}
}
"name": "svm nfs v4l:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/svm nfs v41%3Aconstituent"

"name": "svm nfs v4l:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v41%3Anode"
}
}
"name": "svm nfs v42",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v42"
}
}
"name": "svm nfs v42:constituent",

" links": {
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"self": {
"href":
"/api/cluster/counter/tables/svm nfs v42%3Aconstituent"

"name": "svm nfs v42Z2:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v42%3Anode"
}
}
b
{
"name": "svm nfs v4:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/svm nfs v4%3Aconstituent”

"name": "svm nfs v4:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v4%3Anode"
}
}
I
{
"name": "system",
" links": {
"self": {
"href": "/api/cluster/counter/tables/system"
}
}
by
{
"name": "system:constituent",
" links": {
"self": {

"href": "/api/cluster/counter/tables/system%3Aconstituent"
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"name": "system:node",

" links": {
"self": {
"href": "/api/cluster/counter/tables/system%3Anode"
}
}
"name": "token manager",
" links": {
"self": {
"href": "/api/cluster/counter/tables/token manager"
}
}
"name": "volume",
" links": {
"self": {
"href": "/api/cluster/counter/tables/volume"
}
}
"name": "volume:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/volume%3Anode"
}
}
"name": "volume:svm",
" links": {
"self": {
"href": "/api/cluster/counter/tables/volume%3Asvm"
}
}
"name": "wafl",
" links": {
"self": {

"href": "/api/cluster/counter/tables/wafl"
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"name": "wafl comp aggr vol bin",

" links": {
"self": {
"href": "/api/cluster/counter/tables/wafl comp aggr vol bin"
}
}
by
{
"name": "wafl hya per aggregate",
" links": {
"self": {
"href": "/api/cluster/counter/tables/wafl hya per aggregate"
}
}
I
{
"name": "wafl hya sizer",
" links": {
"self": {
"href": "/api/cluster/counter/tables/wafl hya sizer"
}
}
}
1,
"num records": 71,
" links": {
"self": {
"href": "/api/cluster/counter/tables"
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Curl&s %

curl --request GET --user admin:<PASSWORD>
'https://<ONTAP IP ADDRESS>/api/cluster/counter/tables/host adapter’
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Json# i #)

"name" :
"description":

Channel,

"host adapter",
"The host adapter table reports activity on the Fibre
Serial Attached SCSI,

and parallel SCSI host adapters the

storage system uses to connect to disks and tape drives.",

"counter schemas":

{

[

"name": "bytes read",
"description": "Bytes read through a host adapter",
"type": "rate",
"unit": "per sec"
by
{
"name": "bytes written",
"description": "Bytes written through a host adapter",
"type": "rate",
"unit": "per sec"
by
{
"name": "max link data rate",
"description": "Max link data rate in Kilobytes per second for a

host adapter",

"type": "raw",
"unit": "kb per sec"
by
{
"name": "node.name",
"description": "System node name",
"type": "string",
"unit": "none"
by
{
"name": "rscn count",
"description": "Number of RSCN(s) received by the FC HBA",
"type": "raw",
"unit": "none"
by
{
"name": "total read ops",
"description": "Total number of reads on a host adapter",
"type": "rate",
"unit": "per sec"

by
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"name": "total write ops",

"description": "Total number of writes on a host adapter",
"type": "rate",
"unit": "per sec"
}
1,
" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter"

&3 : HFERBTHFAET
&R LUE B IEREST APIMEIY 2R igtR RIS HAIFAE S o EFR T Counter Manager¥) {4 17 1E ML I TE RS o

Curl&i4

curl --request GET --user admin:<PASSWORD>
'https://<ONTAP IP ADDRESS>/api/cluster/counter/tables/host adapter/row

Sl

123



Json# i #)

"records": [

{
"id": "dmp-adapter-01",

" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter/rows/dmp-
adapter-01"

}
}
by
{
"id": "dmp-adapter-02",

" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter/rows/dmp-
adapter-02"
}
}
}
I
"num records": 2,
" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter/rows"
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Curl&s

curl --request GET --user admin:<PASSWORD>
'https://<ONTAP IP ADDRESS>/api/cluster/counter/tables/host adapter/row
s/dmp-adapter-01"
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Json# i #)
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"counter table": {
"name": "host adapter"

by
"id": "dmp-adapter-01",

"properties": [
{
"name": "node.name",
"value": "dmp-node-01"
}
I
"counters": [
{
"name": "total read ops",

"value": 25098

"name": "total write ops",
"value": 48925

"name": "bytes read",
"value": 1003799680

"name": "bytes written",
"value": 6900961600

"name": "max link data rate",
"value": O
by
{
"name": "rscn count",
"value": O
}
1,
" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter/rows/dmp-
adapter-01"

}
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