NAS
ONTAP automation

NetApp
January 13, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-
automation/workflows/wf_nas_fs_prepare.html on January 13, 2026. Always check docs.netapp.com for

the latest.



Sk

NAS
ERLZ2M4ER
& {EA ONTAP REST API R EBERZ 24 MIEZRR
fEF8 ONTAP REST AP| BUSHEZE YA HERR
£ ONTAP REST API| EV{StEZRMREIZEN
£/ ONTAP REST AP| iR EREEE
£/ ONTAP REST AP| EfiL 24ttt E N
f$F8 ONTAP REST API fp& 7B 4115 H

0 N O W N =2 2



NAS

EELZE MR

ZE{E{EF] ONTAP REST API ZREIBERZZ 2 M MTEZIEA
RO LU ETE ONTAP EEAFER SVM FrigitiERAVERRMIEZRA

B

e

ERRREFIEHIBE (SACL) MBHFEUEFEE (DACL) RISKIERYIMHFAVEEIR - ONTAPTE ONTAP
9.9.1 BAtA -~ HER AP ZIEETE SACL #1 DACL #[R o &a]LUER APl REBCIEREL 2 MHBEMEIE - 1157
ZIERT ~ A LUFEHE— REST API MY ~ fJEZ{E CLI 6523, ONTAPI ( ZAPI) DY o

@ #152 9.9.1 ZAH1HY ONTAP Ri4s ~ &a] AR CLI Passthrough IhaE ~ EEIEIE SACL #1 DACL
FERR o A2 "BEEE" M "B CLIZIEEONTAP REST APIHEEER" MESEZE °

BPHR B TERIZEER - SREAGNAIER REST API 2REIE ONTAP IEREREMRT - EEATEREZLZE T
fa] REST API M0 7 B ~ sEF5 0SB " fE i e A TIERAE" o

%IJ%@@FH Python ~ th&FZFIESHE "file_security permissions.py" MBUE BN EE DIER L LR EENRVEE

FREFEAEFLEAPI - EEFEAIEFFAECLIEE S ONTAP ONTAP
TE5F% TfEH ~ fEF ONTAP REST API FREAVIBEEE ~ LEZFRUHY ONTAP CLI 8598 ONTAPI  (ZAPI) #@5E
b o TRYIW API IS ~ URSIETEFTER CLI f5% ©
FFREAPI ONTAP CLI ONTAP
Get /{EH 13 7E ffile-Security /BXHR/1  TvserverZ &4 #E22 H#Eshow-aive-permissions

TPOST HEEHEMERLT R M/MER/ ) 1. TvserverZ 2 M HERBBENTFSEIL
lvserverZ 2182 B#ENTFS DACL add
lvserverZ 21822 B#NTFS SACL add.
TvserverZZ 41858 B # R BT |
lvserverZ & 41522 B # IR B TIERTIE
FEAVserverZ 212 R B

o o A W N

MEMREV/ERGE SRR 2 /R lvserverZ 2 MHEIER B HENTFSIEN

TIPS/ B S 17 E /AL 21/ FEBR/ ) 1. TVserverZ2tEZBE#ENTFS DACLIEER]
2. TvserverZZ2iEZBENTFS SACLIER]

HERIE


https://docs.netapp.com/zh-tw/ontap-automation/migrate/migration-considerations.html
https://docs.netapp.com/zh-tw/ontap-automation/migrate/migration-considerations.html
https://docs.netapp.com/zh-tw/ontap-automation/migrate/migration-considerations.html
https://docs.netapp.com/zh-tw/ontap-automation/migrate/migration-considerations.html
https://docs.netapp.com/zh-tw/ontap-automation/migrate/migration-considerations.html
https://docs.netapp.com/zh-tw/ontap-automation/migrate/migration-considerations.html
https://docs.netapp.com/zh-tw/ontap-automation/migrate/migration-considerations.html
https://docs.netapp.com/zh-tw/ontap-automation/migrate/migration-considerations.html
https://docs.netapp.com/zh-tw/ontap-automation/migrate/migration-considerations.html
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://netapp.io/2020/11/09/private-cli-passthrough-ontap-rest-api/
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/prepare_workflows.html
https://github.com/NetApp/ontap-rest-python/blob/master/examples/rest_api/file_security_permissions.py

* ":REAtEZEHREIRAY Python 1I5SHE"

* "} FAREST APIRJ{CIERZ 2 RHEIEONTAP"

* "EFABECLIZEEONTAP REST APIFEECfER"
{&F ONTAP REST API EVE+EZHE N HEFR
e RS ERE R B R 2 A B 7B SHERR o

HTTP 7 &M imEh
Itk REST API MERY{ER T35 5 74 imR o

HTTP: A BRIE

e /api/protocols / file-security/active-permissions/ { SVM.uuid } / { path }
RRIRFERY

bz

FERhE B H i A 28

BR T FiE RESTAPI MIBEANS#ZI « AP ERHEEHIPHEERATIZH -

2 p =Rt INE Bz

$SVM_ID iZ:3EY =0 EE2AZEEN SVM B UUID °
$FILE_PATH BRAE =1 ERERWERRRIRERK o

Curl &4

curl --request GET \

--location "https://$SFQDN IP/api/protocols/file-security/effective-
permissions/$SVM ID/SFILE PATH" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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Json#iH &4

"svm": {
"uuid": "cf5f27la-1lbeb-11lea-8fad-005056bb645e",
"name": "vsl1"

b

"user": "administrator",

"type": "windows",

ToaEla®y ©/%,

"share": {
"path": "/"

by

"file permission": |

"read" ,

"write"

4

"append" ,

"read ea",

"write ea",

"execute",
"delete child",
"read attributes",

"write attributes",
"delete",
"read control",

"write dac",

"write owner",

"synchronize",

"system security"

1,

"share permission": [

"read",

"read ea",

"execute",

"read attributes",

"read control",

"synchronize"
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Curl&if|

curl --request GET \

--location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM_ID/$FILE_PATH" \
--include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

Jsoni H #i

"svm": {
"uuid": "9479099d-5b9%9f-11eb-9c4e-0050568e8682",
"name": "vsl"
by
"path": "/parent",
"owner": "BUILTIN\\Administrators",
"group": "BUILTIN\\Administrators",
"control flags": "0x8014",
"acls": [
{
"user": "BUILTIN\\Administrators",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,
"this folder": true
by

"advanced rights": {



"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access_control": "file directory"
by
{
"user": "BUILTIN\\Users",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,

"this folder": true

by

"advanced rights": {
"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true

by

"access_control": "file directory"



"inode": 64,

"security style": "mixed",
"effective style": "ntfs",
"dos attributes": "10",
"text dos attr": "----D---",
"user id": "0",

"g—roup_id" . "O",
"mode bits": 777,

"text mode bits": "rwxrwxrwx"
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Curl&s %

curl --request POST --location "https://SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"acls\": [ { \"access\": \"access allow\", \"advanced rights\": {
\"append data\": true, \"delete\": true, \"delete child\": true,
\"execute file\": true, \"full control\": true, \"read attr\": true,
\"read data\": true, \"read ea\": true, \"read perm\": true,

\"write attr\": true, \"write data\": true, \"write eal\": true,

\"write owner\": true, \"write perm\": true }, \"apply to\": { \"files\":
true, \"sub folders\": true, \"this folder\": true }, \"user\":
\"administrator\" } ], \"control flags\": \"32788\", \"group\": \"S-1-5-
21-2233347455-2266964949-1780268902-69700\", \"ignore paths\": [
\"/parent/child2\" ], \"owner\": \"S-1-5-21-2233347455-2266964949-
1780268902-69304\", \"propagation mode\": \"propagate\"}'

Json# H #i5l
{
"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"
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curl --request POST --location "https://SFQDN IP/api/protocols/file-

security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
'"{ \"control flags\": \"32788\", \"group\": \"everyone\", \"owner\":
\"userl\"}'
Json#ithH
{
"job": {
"uuid": "6£89e612-5bbd-1leb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/6£89e612-5bbd-11eb-9c4e-0050568e8682"
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HTTP 75 &M imEh
Itk REST API MERY{ER T3 5 74 iR o

HTTPA % BRI

fiHBx /api/protocols / file-security/permissions/ { SVM.uuid} / { path}
BRIEFERY

JERE

IR H A S H
B* TP RESTAPI MBS #ZI « AP ERREEHMPhEERATIIZH -

28 =i INE = B8

$SVM_ID BRI =2/ E2EESEEN SVM B UUID -
$FILE_PATH BRIR =M & SR ERIRRRE o
Curl&if|

curl --request DELETE --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"access\": \"access allow\", \"apply to\": { \"files\": true,

\"sub folders\": true, \"this folder\": true }, \"ignore paths\": [
\"/parent/child2\" ], \"propagation mode\": \"propagate\"}'

Jsoniith &)
{
"job": |
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

TER 2 BT {RIRRR

BITTERTR "B TEHITERE" MHESY state BIER success ©
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