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curl --request GET \

--location "https://$FQDN IP/api/protocols/file-security/effective-
permissions/$SVM ID/SFILE PATH" \

-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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Json#iH &4

"svm": {
"uuid": "cf5f27la-1lbeb-11lea-8fad-005056bb645e",
"name": "vsl1"

b

"user": "administrator",

"type": "windows",

ToaEla®y ©/%,

"share": {
"path": "/"

}I

"file permission": |
"read",
"write"
"append",
"read ea",
"write ea",
"execute",
"delete child",
"read attributes",
"write attributes",
"delete",
"read control",
"write dac",
"write owner",
"synchronize"
"system security"

1,

"share permission": [
"read",
"read ea",
"execute",
"read attributes",
"read control",

"synchronize"
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$FILE_PATH BRIK =1 ERIERI BN AR o
Curl&if|

curl --request GET \

--location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM_ID/$FILE_PATH" \
--include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

Jsoni H #i

"svm": {
"uuid": "9479099d-5b9%9f-11eb-9c4e-0050568e8682",
"name": "vsl"
by
"path": "/parent",
"owner": "BUILTIN\\Administrators",
"group": "BUILTIN\\Administrators",
"control flags": "0x8014",
"acls": [
{
"user": "BUILTIN\\Administrators",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,
"this folder": true
by

"advanced rights": {



"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access_control": "file directory"
by
{
"user": "BUILTIN\\Users",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,

"this folder": true

by

"advanced rights": {
"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true

by

"access_control": "file directory"



"inode": 64,

"security style": "mixed",
"effective style": "ntfs",
"dos attributes": "10",
"text dos attr": "----D---",
"user id": "0",

"g—roup_id" : "O",
"mode bits": 777,

"text mode bits": "rwxrwxrwx"
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Curl&s %

curl --request POST --location "https://SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"acls\": [ { \"access\": \"access allow\", \"advanced rights\": {
\"append data\": true, \"delete\": true, \"delete child\": true,
\"execute file\": true, \"full control\": true, \"read attr\": true,
\"read data\": true, \"read ea\": true, \"read perm\": true,

\"write attr\": true, \"write data\": true, \"write eal\": true,

\"write owner\": true, \"write perm\": true }, \"apply to\": { \"files\":
true, \"sub folders\": true, \"this folder\": true }, \"user\":
\"administrator\" } ], \"control flags\": \"32788\", \"group\": \"S-1-5-
21-2233347455-2266964949-1780268902-69700\", \"ignore paths\": [
\"/parent/child2\" ], \"owner\": \"S-1-5-21-2233347455-2266964949-
1780268902-69304\", \"propagation mode\": \"propagate\"}'

JsoniH £
{
"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
'self": {

"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

FER 2 I REENTEiRRS
BT LERAE "BEUS TIEHTERS" MHESY state BIERE success ©
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curl --request POST --location "https://SFQDN IP/api/protocols/file-

security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
'"{ \"control flags\": \"32788\", \"group\": \"everyone\", \"owner\":
\"userl\"}'
Json#ithH
{
"job": {
"uuid": "6£89e612-5bbd-1leb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/6£89e612-5bbd-11eb-9c4e-0050568e8682"
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TEE 1 : Bk ACE
HTTP 75 7&MimEs
Itt REST API MEDYE R 55 /A M imE, ©

HTTPS & i 2K

B /api/protocols / file-security/permissions/ { SVM.uuid} / { path }
BRIEEERY

JEESE

IRt A S H
BR TP REST API MBS #ZI « AP ERREESHNIPhEERATIIZH -

28 =Rt INE =B8R

$SVM_ID BRI =/ E2ESEEN SVM B UUID -
$FILE_PATH iz S =/ BB R RATERR o
Curl&if|

curl --request DELETE --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC_AUTH" --data
'{ \"access\": \"access allow\", \"apply to\": { \"files\": true,

\"sub folders\": true, \"this folder\": true }, \"ignore paths\": [
\"/parent/child2\" ], \"propagation mode\": \"propagate\"}'

Json#i i &l
{
"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

TR 2 TR

BITTERIR "B TEITERS" M HEEY state BIER success ©


https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html
https://docs.netapp.com/zh-tw/ontap-automation/workflows/wf_jobs_get_job.html

RRIEE

Copyright © 2026 NetApp, Inc. FRTEFRE ° GEEIR ° IHEREFMBE ARASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
Hth NetApp & =M ERERIIET FERIRME

AFEMAFz EmZE—IE (8) ULRNEEFF - BSNEFISEREFREFFRE

BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
E1TER ~ 185 ~ ER B~ BITRETZER - ERIBNTE FREIFE 25T ol #F > ZE A DFARS R
252.227-7015(b) (2014 & 2 B) FritER] o

AR E

NETAPP ~ NETAPP 125§ http://www.netapp.com/TM Fr5l| Z {25192 NetApp, Inc. BIFEIE o SXHFRH R RFR
BHMARANERLE  MAHSEMEENERE > REEIE -

10


http://www.netapp.com/TM

	檔案安全性權限 : ONTAP automation
	目錄
	檔案安全性權限
	準備使用 ONTAP REST API 來管理檔案安全性和稽核原則
	總覽
	不只是使用靜態API、更是使用非靜態CLI命令ONTAP ONTAP

	使用 ONTAP REST API 取得檔案的有效權限
	使用 ONTAP REST API 取得檔案的稽核資訊
	使用 ONTAP REST API 將新權限套用至檔案
	步驟 1 ：套用新權限
	步驟 2 ：擷取工作狀態

	使用 ONTAP REST API 更新安全性描述元資訊
	步驟 1 ：更新安全性描述元
	步驟 2 ：擷取工作狀態

	使用 ONTAP REST API 刪除存取控制項目
	步驟 1 ：刪除 ACE
	步驟 2 ：擷取工作狀態



