=12 ONTAP Mediator
ONTAP Mediator

NetApp
October 19, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-mediator/administer/upgrade-ontap-
mediator-task.html on October 19, 2026. Always check docs.netapp.com for the latest.



Sk

E1®E ONTAP Mediator
F4% ONTAP 7728
4% ONTAP 7728
FARERIELE RGN B LEEHFAR ONTAP Mediator
B TE ONTAP th7 2814
ONTAP Mediator A]:&ERIERE
ZHE =7 SSL &
RERIENE(RE
REEEEHERA
REN HEMERRE
R ETEE LR EE
B4 ONTAP Mediator {EFRE LIS
FEHERERE
BENEN
EX&F0{5 L ONTAP Mediator
{Z1E ONTAP Mediator
E{Eh ONTAP Fi7)28
258 ONTAP H7 T 282N
EnsBARTEARAE
MR B B EIRIR
EIEEE
# ONTAP Mediator F 1% B EL R B 5% &E
1 ONTAP Mediator BB /REBESRAZEEINFE=FEE
SEEPEAR ONTAP Hh) 23 /ReEHERARIE
#E2€ ONTAP Mediator BIEHIEZE R

i EE BRI
FHREMEMR
FHRERIERERFLL
HUT AR

TR TR TED IP 2 F
fRPRZEEE ONTAP Mediator

©O© = —a

14
14
14
16
17
17
18
18
18
19
20
20
21
21
21
22
23
23
24
38
43
43
43
43
44
47
48



=12 ONTAP Mediator
4% ONTAP 7128

4% ONTAP A7723

EHE ONTAP Mediator FHAREBFARASM AT R EBIEERR » 55 FEHFMIRESNZEE
% > MWEBE L4 ONTAP Mediator BYE#E _E#ITLEFET, o

@ tll]%@%’%?&H@I%Vﬁ%%ﬁﬁﬂ%&:’é%ﬁh‘&ﬂi » WATULIBTZ R EHRELFHAR ONTAP Mediator » 55
BB "FHRERIEERDET ONTAP Mediator” »
ez Al
* RIS ISHERTT S "4 ONTAP Mediator" FRFTIEY TR IR MY » ELFEE ~ B KIBERIERRREK o
* THERANBZEEN - F2RE" TEH ONTAP Mediator ZEE " o
* NetApp ZZEREM R EEFIEERE - 552/ "is8 ONTAP Mediator ZEEFRVIZTIIEEEE"

RAR LEAEFS
FH4k ONTAP Mediator i * sAAEBUTEH
* {RFEZi ONTAP Mediator FHARZIRFTARZS o BERRIMIARTLAEAFRE ONTAP HRAHER » (BIfiRASE 2 HEE
= A THHNZ 2 ERIER o
* BISHREIE S SCST EX4RIET ONTAP Mediator hrZshy » ZEEF2 T2 BENFHARZIEE:EAY SCST R > fR
JFEESHRAAA - BFHREES SCST hrasAV:REA » sA2R1" 4% ONTAP Mediator BIFH#EX£ R MR
"o HRAZIEAIRZS > sEBEI"SCST SHIBHFER" °
* MNRARKY > EAISERBEE A FEREHARZAEY ONTAP Mediator ©
* B 2025 % 6 B 15 At » S E 2L o F4k ONTAP Mediator 1.9 #1 1.8 » AAEFIRVIE
NBEEEE/RE A o MNRFALRKK > 5500 ONTAP Mediator 1.9.1 {ERFZTARZ ©

* 7% ONTAP 9.19.1 #1 ONTAP Mediator 1.12 Fi%4 > &R LUEEZEE 8 iSCSI #1 HTTPS B9 ONTAP
Mediator > Z¢{£ & HTTPS BY ONTAP Mediator o YR EEIZEZ LT HTTPS BY ONTAP Mediator > I
REgZdt SCST ?higE M o

* MNREWEZEET SCST Y ONTAP Mediator 1.11 SRERRRASFHER > M B EFHARATE R IEIE(E HTTPS 18 »
Bl SCST RS E G EIE > #7189 ONTAP Mediator FRASHE RS SCST ErfEf o

s NRITFTEFAH ONTAP Mediator E53EZ1E MetroCluster IP 488 » ZIEEURIEHY Mediator 8
B« ONTAP IRAESFEZE R4 - WNEFAE » 552/ " ONTAP Mediator E5#2Z1E MetroCluster IP 42

BE" o
* (€373 HTTPS 89 ONTAP Mediator Z& FERAN FIERIBIE :
o fEEtEEER ONTAP Mediator ZRESHERHY SnapMirror active sync 25 ©
° f&ETEIFRE ONTAP Mediator £ HTTPS I B5#E—1E 3% 2{E MetroCluster IP 4H8E o
* ETHIERT > HEREZIE ISCSI # HTTPS B ONTAP Mediator :


https://docs.netapp.com/zh-tw/ontap-mediator/install/prepare-install.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/prepare-install.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/prepare-install.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/prepare-install.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/prepare-install.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/prepare-install.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/prepare-install.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/prepare-install.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/prepare-install.html
../install/download-install-pkg-task.html
../install/download-install-pkg-task.html
../install/download-install-pkg-task.html
../install/download-install-pkg-task.html
../install/download-install-pkg-task.html
../install/download-install-pkg-task.html
../install/download-install-pkg-task.html
../install/download-install-pkg-task.html
../install/download-install-pkg-task.html
../install/download-install-pkg-task.html
../install/download-install-pkg-task.html
../install/download-install-pkg-task.html
../install/download-install-pkg-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
https://docs.netapp.com/zh-tw/ontap-mediator/install/verify-code-signature-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
host-maintenance-task.html
../release-notes/support-matrix.html#scst-support-matrix
../release-notes/support-matrix.html#scst-support-matrix
../release-notes/support-matrix.html#scst-support-matrix
../release-notes/support-matrix.html#scst-support-matrix
../release-notes/support-matrix.html#scst-support-matrix
../release-notes/support-matrix.html#scst-support-matrix
../release-notes/support-matrix.html#scst-support-matrix
../release-notes/support-matrix.html#scst-support-matrix
../release-notes/support-matrix.html#scst-support-matrix
../release-notes/support-matrix.html#scst-support-matrix
../release-notes/support-matrix.html#scst-support-matrix
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#mediator-multiple-mccip

o IR=1EIRE ONTAP Mediator £ iSCSI 2R E51%—{@E 5L %{E MetroCluster IP 4B8E o
s BICHEHIRAR ONTAP Mediator ZEE# TR » ©EERA BRIARAS IR RIS F4R -

ONTAP Mediator will be upgraded from version <current-version> to <new-
version>.
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[root@mediator host ~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service

(netapp), and one for use by ONTAP to the mediator API

(mediatoradmin) .

Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode



+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:03:56 ago on Mon 20 Apr 2026
02:49:08 PM EDT.
Package openssl-1:3.5.1-7.el9 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.el9 7.x86 64 is already installed.
Package kernel-devel-5.14.0-611.45.1.el19 7.x86 64 is already
installed.
Package kernel-modules-core-5.14.0-611.45.1.el19 7.x86 64 is already
installed.
Package gcc-11.5.0-11.e19.x86 64 is already installed.
Package make-1:4.3-8.e19.x86 64 is already installed.
Package which-2.21-30.el9 6.x86 64 is already installed.
Package libselinux-utils-3.6-3.el19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.
Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.
Package bzip2-1.0.8-10.el9 5.x86 64 is already installed.
Package efibootmgr-16-12.e19.x86 64 is already installed.
Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.
Package python3-pip-21.3.1-1.el9.noarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.
Package python3.12-3.12.12-4.el19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el9 7.2.x86 64 is already
installed.
Dependencies resolved.
Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.uigddi/ontap-
mediator-1.11.0/ontap-mediator-1.11.0/install 20260420145003.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled



+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260420145003.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~1# ontap-mediator-1.12.1/ontap-mediator-1.12.1

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to '0', args are: "'

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''

ONTAP Mediator can be installed with iSCSI and HTTPS support, or
support for HTTPS only.

Do you wish to install ONTAP Mediator with iSCSI and HTTPS support?
Y(es)/n(o): yes

ONTAP Mediator will be installed with mode: ISCSI HTTPS

+ Selected install package mode: ISCSI HTTPS

ONTAP Mediator will be upgraded from version 1.11.0 to 1.12.1.

Do you wish to continue? Y (es)/n(o): yes
Capturing support bundle to save pre-upgrade configuration. API
Credentials are required.
Mediator API User Name: mediatoradmin
Password: Running plugins, please wait...



Creating tar archive...

Support bundle has been generated at

/opt/netapp/data/support bundles/scs001097036-1 1776711598 BASIC.tgz
Testing the DB can be upgraded

Cloning database...

Cloning successful.

Verifying database is up-to-date...

Database out-of-date.Migrations are necessary:

Current revision: 0d5dcf349b27, Head revision: 758e4873c40d
Performing database migrations against clone...

Migrations successful.

Database upgrade operation complete.

+ Adding python312 specific packages

+ Upgrading ONTAP Mediator. (Log: /root/ontap mediator.gwaGmU/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/upgrade 20260420145942.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~1#

Vv {£% 8 HTTPS Y ONTAP Mediator FH4REEH| (FixEE L)
[root@mediator host~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service



(netapp), and one for use by ONTAP to the mediator API
(mediatoradmin) .

Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:33:41 ago on Tue 21 Apr 2026
10:48:35 AM EDT.

Package openssl-1:3.5.1-7.el9 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.el9 7.x86 64 is already installed.
Package kernel-devel-5.14.0-611.45.1.el19 7.x86 64 is already
installed.

Package kernel-modules-core-5.14.0-611.45.1.el19 7.x86 64 is already
installed.

Package gcc-11.5.0-11.e19.x86 64 is already installed.

Package make-1:4.3-8.e19.x86 64 is already installed.

Package which-2.21-30.el9 6.x86 64 is already installed.

Package libselinux-utils-3.6-3.el19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.

Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.

Package bzip2-1.0.8-10.el9 5.x86 64 is already installed.

Package efibootmgr-16-12.e19.x86 64 is already installed.

Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.

Package python3-pip-21.3.1-1.el9.noarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.

Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el9 7.2.x86 64 is already
installed.



Dependencies resolved.
Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.JclgnS/ontap-
mediator-1.11.0/ontap-mediator-1.11.0/install 20260421112205.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260421112205.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause

service interruption.

For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host~]#
[root@mediator host~]# tar -zxvf ontap-mediator-1.12.1.tgz
ontap-mediator-1.12.1/
ontap-mediator-1.12.1/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/0ONTAP-Mediator—-production.pub
ontap-mediator-1.12.1/ontap-mediator-1.12.1
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig
ontap-mediator-1.12.1/ontap-mediator-1.12.1.tsr
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig.tsr
[root@mediator host~]#
[root@mediator host~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1
--https-only

ONTAP Mediator: Self Extracting Installer



+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to 'l', args are: "'

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''

+ Selected install package mode: HTTPS ONLY

ONTAP Mediator will be upgraded from version 1.11.0 to 1.12.1.

Do you wish to continue? Y (es)/n(o): yes
Capturing support bundle to save pre-upgrade configuration. API
Credentials are required.
Mediator API User Name: mediatoradmin
Password: Running plugins, please wait...

Creating tar archive...
Support bundle has been generated at
/opt/netapp/data/support bundles/scs001097036-1 1776785423 BASIC.tgz
Testing the DB can be upgraded
Cloning database...
Cloning successful.
Verifying database is up-to-date...
Database out-of-date.Migrations are necessary:
Current revision: 0d5dcf349b27, Head revision: 758e4873c40d
Performing database migrations against clone...
Migrations successful.
Database upgrade operation complete.
+ Adding python312 specific packages
+ Upgrading ONTAP Mediator. (Log: /root/ontap mediator.cRyOmN/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/upgrade 20260421113003.109)
fapolicyd not installed or no rules.d directory found, skipping
fapolicyd configuration
ONTAP Mediator rsyslog and logging rotation enabled
+ Upgrade successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/upgrade 20260421113003.1og) \n

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure



trusted certificates signed by a known certificate authority prior
to use for production.
For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README

[root@mediator host ~]#
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ONTAP Mediator I H{EX R 4" ©

* T£f£H leapp-upgrade TEF#k ONTAP Mediator I FEEIEE R Z A » "fEIRZEE ONTAP Mediator" © 5%
THEREEAMBEFEFESEE NN RPM iRA °

* ONTAP Mediator ZEER R G ZE—(E .rpm 182 > leapp-upgrade TE SR EBG TS HER - AN R

RN EREBREZIESR > MASKEEMAVEEFE T > FItZTARAEFAR - S AfER leapp-upgrade
TARBRZEZEN °

1. B BEFES

[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin.log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 20230419134611.log

./log/scst.log

./log/ontap mediator syslog.log


uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]#

2. {8 leapp-upgrade TE#MITH4K :

[rootmediator-host ~]# leapp preupgrade --target 9.8
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 9.8
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]#

3. EFfZedt ONTAP Mediator -

(D) E#i%8 ONTAP Mediator 1% » SIZEVHUTEERSEE » MBI BSEHEIESK ©

[rootmediator-host ~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1
ONTAP Mediator: Self Extracting Installer

..<snip installation>..
[rootmediator-host ~]#

4. {=1t ontap_mediator :

[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

o. BNAECERE :

[rootmediator-host ~]# tar -xf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. E{E) ontap_mediator :

[rootmediator-host ~]# systemctl start ontap mediator
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[rootmediator-host ~]#

7. #$FRE ONTAP BmEEEZZIFRER ONTAP H77E5

MetroCluster i#Ei& IP

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove

Removing the mediator and disabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...

Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
-address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It may
take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122
31784 siteA-node?2 true true
siteA-nodel true true



siteB-node?2 true true
siteB-node?2 true true
siteA::>

SnapMirror &[F}

¥5¢ SnapMirror fERAHRRIY » EEEEMLIEFETFTE lopt/netapp Z5MY TLS /ReE o BIDILERFEEE
lopt/netapp FHY/EREE o

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer?2 unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer?2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA
Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future



reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135ERA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer

-cluster peer?2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:

Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node? Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? connected true

13



peerl::>

HERIEN

* "security certificate delete"

* "security certificate install"

« "security certificate show"

* "snapmirror mediator add"

* "snapmirror mediator remove"

* "storage iscsi-initiator show"

% E ONTAP /23 B &
AT AR TE ONTAP Mediator FHimE M4 » S IE/&EERAREMABRETR o

ONTAP Mediator BJ:& EHIRE

7

ONTAP Mediator R Z AR SR ENRTE © BELERTENTERETRMI—IE low_space_threshold_mib: 10" MBS
2 o ZIBEAIN

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.user c
onfig.yaml

FRETETE "ontap_mediator.user_config.yam!' PRVEEBHG BEATER(E » LWFEFTAE ONTAP Mediator FARHP{RIF
& o

{EE45EM#8 ontap mediator.user config.yaml > EFTEXEN ONTAP Mediator :

systemctl restart ontap mediator

AEAPRAY ONTAP Mediator BRI RIRER ZEITEDN ©

@ ontap mediator.config.yaml FHIEMFERZEREEE > EAIE ONTAP Mediator F4RHA
MRS RRERENE -

BRI L GERR TR IEEEERE ontap mediator.user config.yaml HEZERIEEL ONTAP Mediator B
> UEMTERRTE ©

ZHEFE =77 SSL /&:
EaT LUEEBRIER ONTAP Mediator 4HREREZ » BTERBIB 5 /REINAE =7 SSL /&S
EERTELNBESREERATE =7 SSL /&% » AR TIIEREPNFELEBE
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https://docs.netapp.com/us-en/ontap-cli/security-certificate-delete.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-add.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/storage-iscsi-initiator-show.html

° /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con

fig.yaml

° /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

SRR RS B AR TER] ONTAP Mediator {2 ARV

ONTAP Mediator 1.9 FxE =R
TRINENFEREHEZTE

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con

fig.yaml &/ o

bk
cert path
key path

ca cert path

ca_key path

ca serial path

cert valid days

x509 passin pwd

* cert valid days ARERERAPIH&ENE

* x509_passin_pwd EEEBMEHERNE

EE 23X Lith 2
&R DE*EEEII °

E§1‘“

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.srl

1095

pass:ontap

HAMR - R AEA=E (1095K) ©
FB%E:E o

TRIEWTEREEE ST /opt /netapp/lib/ontap  mediator/uwsgi/ontap mediator. ini ¥

2o

8

mediator cert

mediator key

ca cert path

g

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

15



MREIER T BEREE

ONTAP Mediator 1.8 RE R RRZA
TRINEHNFEREHESTE

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con

fig.yaml FEZEA o

0
cert path
key path

ca_cert path

ca_key path

ca serial path

cert valid days

x509 passin pwd

g

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.srl

1095

pass:ontap

* cert valid days AR ERPIR/&ENAEREAR - RKEA=F (1095 X) o
e B EERTEE o

~

* x509 passin pwd EEEERRWE

TRYNHHTEREHE ST /opt /netapp/lib/ontap  mediator/uwsgi/ontap mediator. ini ¥

ZEo
B
mediator cert

mediator key

ca_cert path

EZ W2 RE

LR E R RE - UhER I BHFAKRE

o

g

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

55 EATERE) ONTAP Mediator AEREE - (B UNAILISE =75 /REI AR /&ENFHE
&m0 F2H "L,(R1E.TIE’J”“_75 BENA B -



EERAZINGE > 557 "window_seconds 1 “retry_limit 32 E—1{E(& ©

#aif -
* 1B 5 DIERIERIRR - ARBEIRAHERES .

authentication lock window seconds: 300
* MREFEBEAEERRKY > BIEHERS
authentication retry limit: 5
© BIREEESREA ZAREIEERERRIMAZBRENZE » (EMRENBRE

authentication failure delay seconds: 5

authentication failure delay seconds: 0 # seconds (float) to delay
failed auth attempts prior to response, 0 = no delay
authentication lock window seconds: null # seconds (int) since the
oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to allow
before locking API access, null = unlimited

RERBEHRERA
DUFHRA#EH] ONTAP Mediator API & 1R A TSR M EFRA

password min length: 8

password max length: 64

password uppercase chars: 0 # min. uppercase characters

password lowercase chars: 1 # min. lowercase character

password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

K

s E ONTAP Mediator BABRFNECERZEMRE » BHE R AERERFEMNREREERER o

TEr] AR E

LS5 E BT IIZE] /opt/inetapp/lib/ontap_mediator &R - FrEE A9 FHZER] ©

K3

ot

MRER/NNRENEEFE > AIRBEELESSES -



low space threshold mib: 10

% TE L sCER 2

lﬂ:‘RESERVE LOG SPACE IhaE4FE R EIEH] o FERRIBE LT » ONTAP Mediator 22 & #2171 —1E 7 BRAVHERE
RN EER c RERRFRII—EFRNET A/ IREZE » (5 700MB BIRERLZERT - EPIFR ONTAP
Mediator 528 ©

EE(ZFHIEThRE! 5 A FER AR 2R » SA T RS ER ¢

1. B T5#EZHH RESERVE_LOG_SPACE Bt 1 4% 0 :

/opt/netapp/lib/ontap mediator/tools/mediator env

a. YT T < !

cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE_LOG_SPACE"

RESERVE_LOG_SPACE=0

b. EIERE) ONTAP 718 ¢

systemctl restart ontap mediator

EAEEMRAIAE - FENR 0 BER 1 AREMEE Mediator °

@ PIHARR A EIERRIR A BUECER o FRE SCRIRVECEREN S H1D - REBREYHIANEFELE) Mediator
BB EHBIRIEERZER] ©

B ONTAP Mediator {F & L8205

1£% 4 ONTAP Mediator Y Linux 1% _FE48 ONTAP Mediator & GBI ©

EERERTE
EEILUEBIU TS RE B EAEELTHE -

R IEAEFS
L4 T ONTAP Mediator B9 Linux 1% E#iTHET1E o

MRBEEFIULSS > EREREERATEBREHITZH S » WTFHIFR

18



/usr/local/bin/mediator username

EETYHP—EERREEERERM

* 3EIE (a) @ #1TE8< “mediator_change user MR T &3FIFFREIERT

[root@mediator-host ~1# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator
The account username has been modified successfully.
[root@mediator-host ~]#

*EE (b) I BITUATEHL !
MEDIATOR USERNAME=mediator MEDIATOR PASSWORD=mediator?2

MEDIATOR NEW USERNAME=mediatoradmin mediator change user

[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user
The account username has been modified successfully.
[root@mediator-host ~]1#

B
ERTLUERI T SR EH o

RATSE1EFS
EZEET ONTAP Mediator BY Linux 1% _E#ITIET1E ©

MRFAFRULG S  CAEFEEATEREHITES S » WIS
/usr/local/bin/mediator change password

PRI MEIRY —REER !

* ¥EIH (a) : #fTmediator change password &< > M[EIFELRT » W FHEBFIFTT
[root@mediator-host ~]1# mediator change password

Change the Mediator API password by entering the following values:
Mediator API User Name: mediatoradmin

19



0ld Password:
New Password:
Confirm Password:
The password has been updated successfully.
[root@mediator-host ~]#

*EIE (b) I BITUTER

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2 mediator change password

EHHZETZIEN "mediator1" %24 "mediator2" ©

[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR_PASSWORD=mediator1 MEDIATOR_NEW_PASSWORD=mediator2

mediator change password
The password has been updated successfully.

[root@mediator-host ~]#

ERENFN{=1E ONTAP Mediator
SRR T T E R R IRISRS » S5 1L S E RS ONTAP Mediator &1 SCST o

o0

{=1F ONTAP Mediator
EE(S1E ONTAP Mediator > :5811T 35BS -

1. {21 ONTAP Mediator :

systemctl stop ontap mediator
2. {21k SCST:
systemctl stop mediator-scst

3. {£H ONTAP Mediator 1 SCST :

systemctl disable ontap mediator mediator-scst

20



ENEh ONTAP #7788
EEEHENF ONTAP Mediator » 55817 R38R ©

1. B{E ONTAP Mediator #1 SCST :

systemctl enable ontap mediator mediator-scst

2. %) SCST :

systemctl start mediator-scst

3. BE) ONTAP H772s .

systemctl start ontap mediator

En:S ONTAP BN 2ERIRA

EIEEY ONTAP Mediator EHBIEEEE o

BRsE ARTSIARS

1. 118 ONTAP Mediator HI4KEE :

a. YT T < ¢

systemctl status ontap mediator

[root@mediator host ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago

Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)

Status: "uWSGI is ready"

21



Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@mediator host ~]#

b. & SCST ARFSHIAAE :

@ RN ZELZIE HTTPS 89 ONTAP Mediator 1.12 S{ESHRZS » B R & Ze8E SCST
Ef > S UBKBLETE o

systemctl status mediator-scst

[root@mediator host ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service; enabled;
vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1 weeks O
days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
286662 /usr/local/sbin/iscsi-scstd

[root@mediator host ~]#

SR B e IR

1. FEE2 ONTAP Mediator {EFEHIEIZIE :

netstat -anlt | grep -E '3260|31784"

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260]31784"
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tcp 0 0 0.0.0.0:31784 0.0.0.0:* LISTEN

tcp 0 0 0.0.0.0:3260 0.0,0,08% LISTEN

tcpe O 0 :::3260 388% LISTEN

=18/5:55
#5 ONTAP Mediator 1 B E 4 ERAT B 34/
BB IP B EEENIRAREEANET » AERTMENELRRBESEERE o

() WRFEEHT ONTAP Mediator 1.7 EHIRA RS L 21% -

RER LA EFS
* 22457 ONTAP Mediator B9 Linux ZE4%_E#ITUHET{E o

. I:I

TEHULRERKRK -

EE%Eﬁﬁ*&iﬁéiﬁﬁﬁﬁmﬁﬁﬁ, Rig 0 SAIT IR -

1. EFRLEN ONTAP H77T83

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

%£ ONTAP Mediator & > RS MR EHERFEE 1P It BEEFLY - EEEN BB R RERUE
’7f $>’<L TUHTE

* EERFNERBZZFRERZEENF=ZHEENAR > £ 5 _FRLIEENELES - ROBRFZRSE

og
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Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

1% ONTAP Mediator B4 /BB B IRAAREENE=H&E
MREIRIBELIE > S5 B SR /REIRRARREIREEUMZENZEEERE °

* B=T/REIENE ONTAP 9.16.1 FRZSBING » MUKRE—LEEREH ONTAP EFIZIRER A R

@ $E o 5209 "NetApp Bugs Online Bug ID CONTAP-243278" o
* B=HERBETHIT ONTAP Mediator 1.7 S EHARAH R L FIE o

RERR B EFS
* IEL4E T ONTAP Mediator B9 Linux 1% E#ITILET1E o

* MRFBERELENEBZZRENABNZEENTREZREEN (CA) BUSHERSE > AR MITIETE

At > BEEHEZEENLHSIBERINNE (PKI) BEEMATZEVE
* T5IREETEE ONTAP Mediator ReERI R ©

ONTAP Mediator Certificate Purposes

Root CA Intermediate Server Chain Server Cert Client Certs

* PKI used to secure * Used as a signing * Used for SSL *Used for HTTPS * Used by ONTAP for
the private authority mutual * Need the private mutual
Certificate « Creates the server authentication / key for encryption authentication
Authority’s key cert + signs all encryption ops = Unique per cluster

*Only need the client certs pair
public cert after * Needs a key + srl * Generated
signing the file to perform automatically
Intermediate CA signing when adding a
cert. mediator to a
cluster.
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TFBREREET Web {AliR2S:%EEL ONTAP Mediator 52 ERIZHAE ©

ONTAP Mediator Certificates
s v » Co \

sintermediate.crt =ontap_mediator_server.crt
sintarmediate. key sontap_mediator_server.key
sintermediate.srl

sroot_ca.crt

ontap_mediator_server.cri )
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini

‘WebServer Setup

+ set-placeholder = mediator_cert=/opt/netapp/lib/ontap_mediator/ontap_mediator/server_configfontap_mediator_server_chain.cr
* set-placeholder = mediator_key=fopt/netapp/lib/ontap_mediatorfontap_mediator/server_configfontap mediator_serverkey

» set-placeholder = ca_certificate=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_config/root_ca.crt

ontap_mediator.user_config.yaml
ONTAP Mediator Server Setup

+ cert_path: fopt/netapp/lib/fontap_mediator/ontap_mediator/server_configiontap mediator servercrt'
* key_path: opt/netapp/libfontap_mediatorfontap_mediator/server_configlontap mediator_semverkey'
* ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate.crt’

= ca_key_path: fopt/netapp/lib/fontap_mediator/fontap_mediator/server_configfintermediate. kay'

= ca_serial_path: Yopt/netapp/libfontap_mediatorfontap_mediator/server_configlintermediate sl

TER A1 18123 CA BB E =HEUSERE
TAIAER L BRIE PKI HIBEUS /&%

M EFIREBIATHE B 2L R R B ERRA AN
*/opt/netapp/lib/ontap_mediator/ontap_mediator/server _config/ B95 = /5 /&5 E o

crm

@ ILE BT ONTAP Mediator P BsEHYRAZAR(+ o IERILUE PKI 8IS /&8 > K75\ ATA
BIERFAR - FRBENEHBERRBERER °

ONTAP Mediator 1.9 & E =i
1. BIIFAIR intermediate.key FIAHREIEZR “openssl ca.cnf » it PKI HEBELRBERMER

a. E4FAE intermediate.key :

Ll

openssl genrsa -aes256 -out intermediate.key 4096

b. 4AREHEZE openssl ca.cnf (IR
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c

nf) EERTEENEENBEEFNBME o
2. [EAETASINABREFE R BREEEHS K intermediate.csr &
il

openssl req -key <private key name>.key -new -out
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<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server config]# openssl req -key

intermediate.key -new -config openssl ca.cnf -out intermediate.csr

Enter pass phrase for intermediate.key:
[root@mediator host server configl]# cat intermediate.csr

3. BIRSBEEERIEE intermediate.csr 48 PKI {487 E o

PKI 2B (B :RA KIS . csr 7@1722% WES SRS 1ntermedlate crt o tE9h > RE
PKI 2B EUSE "intermediate.crt &REEEITEER “root_ca.crt’ /&:E ©

HIMERRES HTTPS A ONTAP Mediator 9 SnapMirror YEFHR[E]5 # £

=TE
Bz

(D MetroCIuster IP 4BAE > {E4AZ8H “intermediate.crt #1 “root_ca.crt /&REEFIEZE ONTAP

B o A2 "sRE ONTAP 23 IZE LIETT SnapMirror {fERHREIZ" Ml "2 7€
ONTAP Mediator LA#4T MetroCluster IP ZHEE" o

ONTAP Mediator 1.8 KB FHx7s
1. BBIIFARE ca. key FIHREIEZ “openssl ca.cnf it PKI #EELERERER o
a. EXEFLIE ca.key !

#H -

openssl genrsa -aes256 -out ca.key 4096

. 4HREREZE openssl ca.cnf N

21t

/opt/netapp/llb/ontap _mediator/ontap mediator/server config/openssl ca.c

nf) E&ETEENEREXNEEENEM o
2. ERMBNAAEIERE U RESEE R ca.csr ¢

&h

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server config]# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr
Enter pass phrase for ca.key:

[root@mediator host server configl]# cat ca.csr
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3. BURFEEEZBIAK "ca.csr ik PKI HIBEITEE

PKI 2B (UERFEA KIS . csr 22% » EBHEIREE ca.crt o IbAh o EEFEN PKI IREEMENS

B%E "ca.crt’ /&RsEM “root_ca.crt' /&EE ©

@ ESNN SnapMirror YERREID EE > TR "ca.crt'# “root_ca.crt /EEHTIEE ONTAP
=5 o AR E ONTAP 25 FIZEELIETT SnapMirror fEEERR[EIZ" ©

TR 2 (EAE =7 CASEEERELFRIRE

ONTAP Mediator 1.9 R E = kR4S

RIARE3 /& EHTALR intermediate key #1538 =75 /&5& “intermediate.crt' 2 & o tb4h > AHREAERE
‘/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/openss|_server.cnf’ @a%‘%)%’l‘i > FAtiE

T OpenSSL Frék WV AR RBFARAVFIE
MR e < A UELE RIARES RS o

EEELARSEEREEER (CSR) - it
/opt/netapp/lib/ontap mediator/ontap mediator/server config BEIZKHITFIIG<

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. ZEH CSR EERARSIERS > At
/opt/netapp/lib/ontap mediator/ontap mediator/server config BEIZKHITFIIG<

@ BLEREZEN PKI EBEUSH c MREFEANEARARNES SR » 57
intermediate.crt M intermediate.key é?ﬁ%*ﬁ%ﬁmﬁ?%ﬁ °

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab5l2 -days 1095
-req -in ontap mediator server.csr —-out ontap mediator server.crt

Al

° —CAcreateserial HEHARES. intermediate.srl 1EE o

ONTAP Mediator 1.8 X E £ HRZx
AR ES /SR N BEHTAIE cakey MIE =75/ "ca.crt FE o th4h » 4HREREZE

/opt/netapp/l|b/ontap_med|ator/ontap_med|ator/server_config/openssl_server.cnf‘@%‘%&E'T% =)

TE OpenSSL Frat Ry RIARZS /R FAERIASIE o
WU T ap < el UEEFIRS&REE o

AEELARSEEZEEER (CSR) » Hit

-
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/opt/netapp/lib/ontap mediator/ontap mediator/server config BRIZK#IT 56
A,
< .

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -sha5l2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. HEW CSR ELAIMRSSRE » B
/opt/netapp/lib/ontap mediator/ontap mediator/server config BRRHIT RIS

@ BEEAERENE PKIREEMENT - MREEANEAFRB/EESLTE > 5% ca.crt'f
‘ca.key BHABIARARIIER M o

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shab5l12 -days 1095 -reqg -in
ontap mediator server.csr -out ontap mediator server.crt

° It ~-CAcreateserial BHIBARESE ca.srl fEE o

E% 3 | 7€ ONTAP Mediator 4BEEFREVLHTBYSE =75 CA /REMFIRES RS

ONTAP Mediator 1.10 RES R4S

BEEAHRIBIBAIR
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml FYABREIEZRIRIAS ONTAP Mediator ° ZIERE S 5B -

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia

te.srl'

* cert path Ml key path EfEIREI/RBEE o

ca_cert path“ ca key path# ca serial pathiE CA R o

28



TER
1. FrA “intermediate. “ 1§ B RAFE = /&K:E o

2. 1§ “intermediate.crt' #] “ontap_mediator_server.crt /R:EE I /K5 -

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. EE%?/opt/netapp/lib/ontap_mediator/uvicorn/config.json*ﬁ%ﬁ°
E#f ss1_keyfile ™ “ssl_certfile’# “ssl_ca_certs H9{& :

ssl keyfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator

server.key

ssl certfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator

server chain.crt

ssl ca certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° ¥ ssl _keyfile B2 ontap mediator server.crt ERPIVRRERE > BP
ontap mediator server.key?®

° 2% ss|_certfile {E52 "ontap_mediator_server_chain.crt' #£ZERIERTE o
° % ssl _ca certs fBR root ca.crt MR o
4. BEEMEENEENUTEBU RS RTEIERE !
° Linux 8#4HFFE%#& . netapp:netapp
° Linux #R : 600
5. EHRIEN ONTAP H7T 83

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 1 1.9

zu\EHnH éi@{ﬁﬁ/l\
/opt/netapp/lib/ontap _mediator/ontap mediator/server config/ontap mediator.con
fig.yaml HYABRERESZEIR 4L ONTAP Mediator © :ZiEZ 62 5B :

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia

29
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te.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* cert path M key path ZAIRZIEFEH o

ca cert path ca key pathflca serial path & CARFEEH -

1. #FRA “intermediate. " {EZR BB FE=HKE o

2. 1§ “intermediate.crt' #] “ontap_mediator_server.crt /&:EE I /KT

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. % “/opt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini #£& °
B# mediator cert ™ ‘mediator_key 1 'ca_certificate’ (& :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° 2% “mediator_cert {&2 ‘ontap_mediator_server_chain.crt #§ZZAIERIE o

° mediator key value R ontap mediator server.crt FEZZPHIRIRERE » B
ontap mediator server.key?®

° #% “ca_certificate fER root_ca.crt' {EZEHIERTE o
4. FEREMEENERENUTEUERERELER !

° Linux B¥4HFFBE % . netapp:netapp

° Linux #FR : 600
5. EHENEN ONTAP H77188 !

systemctl restart ontap mediator



ONTAP Mediator 1.8 R E £ HRZx

fﬁﬂﬁn :._,\LL1—LF\
/opt/netapp/llb/ontap  mediator/ontap mediator/server config/ontap mediator.con
fig.yaml BFIAHRSHEZRIRMHAA ONTAP Mediator ° sZIEREBE THBIE

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_ serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'

* cert path M key path SRR EFEH o

ca cert path* ca key path# ca serial path & CAREEH o

1. BB "ca " {EREMBE=HFE

2. ftca.crt M ontap mediator server.crt REEREIRETE -

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
3. ¥ /opt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini t£2€ o

BE# mediator cert ™ ‘mediator_key # “ca_certificate’ F91H :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
° 2% ‘'mediator_cert {E/2 “ontap_mediator_server_chain.crt 22 AJERIE o

° mediator key value f& ontap mediator server.crt FEZZPHIRARERE » B
ontap mediator server.key?®

° 2% ‘ca_certificate {ER2 ‘root_ca.crt tEZERYERIE o

31



4. FREMEENEENUATEBMEERELER !
° Linux ##4HFTA%&  netapp:netapp
° Linux #FR : 600

5. EFRIEN ONTAP HR7TEs !

systemctl restart ontap mediator

TR 4 REE > RENF=AEREATRNBEHRTE

ONTAP Mediator 1.10 R E =Rz
SR LUEAGTBARER intermediate.* NE=F&5% > B = HEEHEETRNNE ©

B

1. B

- B AE
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml 2B ontap mediator.config.yaml EEPNTEREEE o

INRIENE PKI #ABEYS intermediate.crt » WG EHFAIE intermediate. key HEEMUE
' /opt/netapp/lib/ontap mediator/ontap mediator/server config’ 8l
“ontap_mediator.user_config.yaml i& 22 FEEELU LA T #5451

MRE(ER intermediate.crt " 2KEE “ontap mediator server.crt &&R:E ’
@ BIEEL “intermediate.srl #8Z o 2R $E 2 FHE =/ CAREEERE
Eﬂﬁﬁ%ﬁﬁﬁ MBS EHAHE R ©

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:
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'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme

diate.srl'

a. MNRIEFHEVRFEBEETR > root ca.crt /RiEEM intermediate.crt /REEREE
ontap mediator server. crt,ﬁuﬂ’aﬁﬁﬁlntermedlate crt
ontap mediator server.crt RFERIREE -

@ TEZELTNERS » 1K PKI $x7f B (1EN48 “intermediate.crt 1

‘ontap_mediator_server.crt /&R:% ©

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. ¥#fi /opt/netapp/lib/ontap mediator/uvicorn/config.json & °
B# ss1 _keyfile~ ssl_certfile #l “ssl_ca_certs FY1E :

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

" % ssl _keyfile fHR ontap mediator server.crt {EZHHIHERE > B
ontap mediator server.key?®
" &% ‘ssl_certfile {E& ‘ontap_mediator_server_chain.crt' #2822 aIEK o
" % ssl _ca certs fHR root ca.crt IEEERIERIE o
@ HIMEARES HTTPS BY ONTAP Mediator BY SnapMirror YEFEFREIS #5EF0

MetroCluster IP 4BAE » 824281 “intermediate.crt' 0 “root_ca.crt /&FEFTIE E
ONTAP FE£ - ;528 "2 7E ONTAP 7 23FEELUIESIT SnapMirror YERRH[E
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$" M "% E ONTAP Mediator LLETT MetroCluster IP ZHEE" o

C. AR MEENRENUTEBYEERTEIER !
* Linux #4BFFE%& | netapp:netapp
* Linux #[R : 600

2. ZHARBERPRRREME > SAEMEE) ONTAP Mediator :

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 1 1.9

1|\
AV

TR AERBIBARE intermediate. * WE=HKE » B =HREBHEEFARNMAUE o

1.

_}'LI—H

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml #EZUEM ontap mediator.config.yaml HERPITEREHE o

INRIENE PKI #ABES intermediate.crt > WAGEHFAIR intermediate. key HEEMUE
' /opt/netapp/lib/ontap mediator/ontap mediator/server config ’ 8l
“ontap_mediator.user_config.yaml i 22 FEEELU A T #5451

MRE(ER intermediate.crt " 2KEFEE “ontap mediator server.crt #&R:E ’
(D)  BUBEL intermediate.srl 5 - S0 HH 2 RAFE=S CARBEERE
Eﬂﬂﬁ%ﬁﬁﬁ MBS EF4HEE o

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'
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key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. MRCERNREBEEET > root ca.crt REBERM intermediate. crt RBRE
ontap_medlator_server.crt{ﬁnﬂ’ﬁﬁﬁﬁintermediate.crt$D
ontap mediator server.crt B IEILREHE

(D CEZE AR S > PKI ?EV“LLHY% intermediate.crt'

‘ontap_mediator_server.crt' /&sE ©

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. % “/opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini #&Z€ o
B# mediator cert ™ ‘mediator_key 1 'ca_certificate’ BI{& :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
* 3% ‘mediator_cert {2 “ontap_mediator_server_chain.crt' #£ZEHIERIE o

" % mediator key {HR ontap mediator server.crt {EZEHHVRERE > B
ontap mediator server.key?®

* 2% "ca_certificate’ B2 “root_ca.crt tEZEAYERTE o

152 SnapMirror #75E &M (SM-BC) ¥$ s IRAZBRE intermediate.crt
‘root_ca.crt /REEFIEE ONTAP =5 o 52 RS E ONTAP FRyEsflm=ELUE
1T SnapMirror YfEAHR[EIF" o

sEesE AL EENU TR RS RELER !
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* Linux B¥2BFfA®& . netapp:netapp
* Linux PR : 600
2. BRREERPIVEEFNE > SHEHEE) ONTAP Mediator :

systemctl restart ontap mediator

ONTAP Mediator 1.8 X R hRZs
e UERABARN ca.» WE=H&E » B E = REREFEFRNAE °

1. s
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml ERUER ontap mediator.config.yaml FERPITEREHIE °

WMNRIEHE PKI EABEVE T ca.crt ’ WAEHEHFAE ca. key HEFEEMUE
‘/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config’EWEZ
‘ontap_mediator.user_config.yaml #£Z2FEUN FHIFRT

MRE(ER ca.crt " %E “ontap mediator server.crt Rig > BIEESE
() ca.srlfgm o mEmEEN > BB ST 2 L BAE=T CARBEEREEARS
HETE

5o o
7CARAZ

[root@mediator host server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
id

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'



ca cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_ serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

a. MNBERAESEEED > root ca.crt BFHERM ca.crt /REERS

ontap mediator server. crt,ﬁnﬂ’aﬁﬁﬁca crt*ﬂontap mediator server. crt /&R:E

EAVREr i

(D TR FTHER PKI RIEEES ca.crt

ontap_medlator_server.crtﬁ§ﬂ1°

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
b. $ % “/opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini #£2& °
E#i mediator cert ™ ‘mediator_key # "ca_certificate’ B9{& :

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or_ server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
* 5% ‘'mediator_cert {E/2 “ontap_mediator_server_chain.crt &2 HIERIE o

#% mediator key {HRE ontap mediator server.crt FEZEAPRIFERE - B
ontap mediator server.key?®

* 2% “ca_certificate B2 ‘root_ca.crt' FEZEHIIRE o
$1 SnapMirror #7584 (SM-BC) #E » BB ca.crt

@ root ca.crt FRESHTIZE ONTAP £ o S52R) "s8TF ONTAP HA2sfl=E
LU&1T SnapMirror fEFFR[ES" o

UIII‘

BREMEENERINUT B RS REER
* Linux 8¥#BFfE%# | netapp:netapp
* Linux #PR © 600
2. BHERIEREPRVRE TR - SAEHRE ONTAP Mediator :

systemctl restart ontap mediator
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SEZEHFAE ONTAP A7 283 /&:5HRERE
R PRE AR AL EREE&REBIE

n DEEEZ‘\ U/H\H

ERATY < KA REERELE ©

ulll

ONTAP Mediator 1.9 R E = RS

[root@mediator host server configl]# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Mediator 1.8 xE R HRZS

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

Validity

Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

EgsE CA U8RI X509v3 BT

ERA T3 <EesE CASREEHRY X509v3 #&7E ©

ONTAP Mediator 1.9 R E=HRZs

£ openssl_ca.cnf HH "v3_ca WERMNEMN > B intermediate.crt FEEMA "X509v3
extensions °

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf

38



[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server configl# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP Mediator 1.8 XxE R HRZS

£ openssl ca.cnf WM ‘v3 ca AEHENEY > B ca.crt HEERA "X509v3
extensions °

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:

39



X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

BesE RIAkes/&sEM X 5 A RIERH X509v3 27

‘openssl server.cnf' AAMERPERN v3 req BMETREPETS x509v3
extensions’ °

FELLTEFIAH > e LUBBRITRET ONTAP Mediator Y Linux VM _E#{T85< hostname -A #l
‘hostname -I @ ZREWF “alt_names' @EXHHHYEEL o

a AR B A S BYIERE(E -

ONTAP Mediator 1.9 R E Sk

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS. 2 abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abced:abcd

[root@mediator host server configl]# openssl x509 -in intermediate.crt
—-text —-noout
Certificate:

40



Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcd:abcd:abecd

ONTAP Mediator 1.8 R E R hRZ4s

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-vb6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abed

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 Key Usage:
Key Encipherment, Data Encipherment



X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP
Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abced:abed

EREfAIB R T BURBAET
T LB R R AL S T EURBHER ©
DR EEBARFFERLLT OpenSSL &% ©

ONTAP Mediator 1.9 R E=kRZs

[root@mediator host server config]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7¢c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

ONTAP Mediator 1.8 xR RS

[root@mediator host server config]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7¢c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

YNRMERY -modulus’ BHEAET > BIRTAE S RN /ERECHES » IUEEREER -

fAfREE /SRR HIFER CA RFERIL

CRIUER 5 8r < RER R AR RE RS HISERY CARFERIL -

ONTAP Mediator 1.9 R E = kR4S

[root@mediator host server config]# openssl verify -CAfile root ca.crt
--—untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK

[root@mediator host server configl#
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ONTAP Mediator 1.8 R E £ HRZx

[root@mediator host server config]# openssl verify -CAfile ca.crt
ontap mediator server.crt

ontap mediator server.crt: OK

MRERR L REREHE (OCSP) BasE > s5EMAR< "openssl-verify" o

#5E ONTAP Mediator BT /EX R4

FEREHA#ESE ONTAP Mediator FYEMIER R » LUERIGRERNSE o

i £ 1 T R

EEEREEMERNRFRA R EHEMBAR o E ONTAP Mediator BEARFEF » BEFEEIREMIE - EHBAKAIER
TEMERERSRY o

ONTAP Mediator fEE#FAt4HAR B BNIR1E > WERMEIIE ONTAP BELAIRERRMRE o

ETHREHEN

EIZOLOMIEAIRRIUES yum B - MRFE » BHREMEMRRUEEEER - ER EHEMRE ZA
) SATTHFEARTE TR

%%f@ﬁ%? yum-utils Ef > 556 needs-restarting R K EHNESEEEREHSEEEEFIHHE

¥ ONTAP Mediator 1Bk BAEHFIE - AAEEARAZIUEEM

FHRERIER RGO
SCST XA HIGERNILLETTHRZE - EEEMFRRM - KEBRHHEERRY -

FIYaZ Al
£/ ONTAP Mediator Z4£ SCST E4K » A TYIERK o
s Al UEMBRZOZINIFREIEXNEEMY » (BalsEBEEEHFE A SEER ONTAP Mediator (REYEELE o YNE
TEEEHE > ALHHE o

* BEZREERBIROFRFIERIRE o 2 OFARE "ONTAP Mediator hRZASE FRZR" FRFARFIBIR ZHRAR
7 o MBS RIMEMRR - FILEREEIREEEPIRRA -

° EERFKATARIRZRE SCST 1 OMEME » ARTEEMAMBERRE -
° ERIBIZICFRERFTHRZAT » SAEMIFRSZIREY SCST IRAETEM LK
NRIELENZEZIE HTTPS B ONTAP Mediator 1.12 X E=ARAS > B SCST BEs @R REE »

() THEEAGZOTNFHRTIAGEE ONTAP Mediator « BRIFHEINGS - SSMEMIEE AL
X o
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A IKERIA I ERFA AR T OS 12l

Q)  FHREDLZA BREEERAR ONTAP Medator IAREIEE - KRNI » SR
IEE MR BHIRR" o

—_

. {£1E ONTAP Mediator °

. fRBRZZHE SCST Eff » 2R [MTH4E] o (SCST NRMFA ARSI )
- FHRVEE RS > AR BB o

. EWLEE SCSTEH -

. EBFAEUA ONTAP 778§ o

a A W DN

AT ERAMEE
FHRERMIEZOPIE G E R SCST RERBRIEME - FFIERLEL B LE SCST »

@ MRICLENZ(EZIR HTTPS BY ONTAP Mediator 1.12 S\ ESIRES » AR & &4 SCST E4 >
A BB IE T E -

TEE1 | fEFR%E SCST
EEMRRZE SCST > saEAERAIER ONTAP Mediator hik SR tar B34S o

1. THEER SCST ERAAS (MNTRFMR) MASHEHRRE

HRUERRES. .. ... fERLE tar ERMHE......
ONTAP Mediator 1.12.1 scst-3.10.tar.gz
ONTAP Mediator 1.12 scst-3.10.tar.gz
ONTAP Mediator 1.11 scst-3.9.tar.gz
ONTAP Mediator 1.10 scst-3.9.tar.gz
ONTAP Mediator 1.9.1 scst-3.8.0.tar.bz2
ONTAP Mediator 1.9 scst-3.8.0.tar.bz2
ONTAP Mediator 1.8 scst-3.8.0.tar.bz2
ONTAP Mediator 1.7 scst-3.7.0.tar.bz2
ONTAP Mediator 1.6 scst-3.7.0.tar.bz2
ONTAP Mediator 1.5 scst-3.6.0.tar.bz2
ONTAP Mediator 1.4 scst-3.6.0.tar.bz2
ONTAP Mediator 1.3 scst-3.5.0.tar.bz2
ONTAP Mediator 1.1 scst-3.4.0.tar.bz2
ONTAP Mediator 1.0 scst-3.3.0.tar.bz2
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a. £ "SCST sourceforge T&" IFEXBIRRBIEEY -
b. 3%4E THEREMARLE -
C. REREGHEEITA VM -
2. £ scst BRPPITTIIMEFRESS ¢
a. systemctl stop mediator-scst
b. make scstadm uninstall
C. make iscsi uninstall
d. make usr uninstall
€. make scst uninstall

f. depmod

WEE 2 . %8k SCST

HEFHLE SCST » BREAMNE LI ONTAP Mediator iRZSHY SCST tar E2E4HE (B2 SCST &) ©

RS L AETS

* 7EZ 4 ONTAP Mediator Z g1 » sHHITIEZ BR o R EFERABY SCST hra<EEEE ONTAP Mediator Z2£12 T,
ERASHIARAER - BZERXZHUALLS R -

* EREEBERT  ARARBHNEEREEREMIER » FILEARBIEERF LTRR LI SCST AJfegR
By o

£ ONTAP Mediator 1.12.1 Bi%A » MR ZEELM » KA LUERALF? /usr/local/bin/mediator_repair_scst #Y
SCST I T ARBIBLE o

MEABENEERZEEEHEER » AZTESSERAR ONTAP Mediator EfFHFiRH SCST KrZsHIE
T2 © #% ‘mediator_repair_scst TEAR—EBII N TH » BT LERR DR > WEHETE ONTAP Mediator
‘tgz IEZEH - ERAZRZ ONTAP Mediator BYZEETFHARERTE o

1. 7£ scst BEHPPITTIIRESRS ¢
a. make Z2release
b. make scst install
C. make usr install
d. make iscsi install
€. make scstadm install
f. depmod
MREEERTERLER - 1 BRERLRE ONTAP Mediator » SETEMER T —2 ZATH

TS

®

mkdir -p
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys
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9. cp scst/src/certs/scst module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

h. patch /etc/init.d/scst < /opt/netapp/lib/ontap mediator/systemd/scst.patch

@ YIRTEBRLE ONTAP Mediator ZAITASE L% SCST » SABMBILT R - RERENEER
1ERARY SCST EfE o

(GEH) WEREYAT Secure Boot » TEEFFIEZ AT > FBHIT YL ER ¢
a. fETE scst _vdisk ™ scst # iscsi_scst RAAM B ENE R ATE -
[root@localhost ~]# modinfo -n scst vdisk

[root@localhost ~]# modinfo -n scst
[root@localhost ~]1# modinfo -n iscsi scst

b. FEEIZDRRAS

[root@localhost ~]1# uname -r

C. ERLHBERBRERETRE -

[root@Rlocalhost ~]# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-
file \sha256 \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.priv \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.der \

_module-filename

d. & UEF| £igflg)e—tELd

UEFI £5RRYLEERBANMIN

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

FELERY UEFI SRR

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r

3. RARMERF
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FHRRERLTEDN IP 25

RATSEIEFS
* ITL4ET ONTAP Mediator B9 Linux % F#ITIHETE ©

c EEREEREE MBI IP (IU7EZLEE ONTAP Mediator B LS EMABANE > 7 EHAITIIE

o
- R AR RS EENES RS 0 B SALTEERELES - RCREEEER - 8
R BRI o

ABEREMETRRESESR

Ulll

1. EFENEH ONTAP #7788 ©

./make self signed certs.sh overwrite

[root@xyz000123456 ~]1# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

writing new private key to 'ontap mediator server.key'

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl# systemctl restart ontap mediator

47



fRBGZ24E ONTAP Mediator

MENE > FAIEPEIE B ONTAP MYELRE > MRBRZLEE ONTAP Mediator ©

FAtAZ A
s B ET ONTAP Mediator 1 ONTAP R4S » SAE A REAGEASME ©

RATSIEAERS
£ T ONTAP Mediator B9 Linux FEi% F#ITUET{E o

MREEFIULS S > CRIEREEATEREHITZN S > MW TAIFR -

/usr/local/bin/uninstall ontap mediator

1. #RERZEEE ONTAP Mediator :
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uninstall ontap mediator

[root@mediator-host ~]# uninstall ontap mediator
ONTAP Mediator: Self Extracting Uninstaller

+ Removing ONTAP Mediator. (Log:
/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.log)
+ Remove successful.

[root@mediator-host ~1#
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