E1REE
ONTAP Mediator

NetApp
October 19, 2026

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-mediator/administer/regenerate-self-
signed-certificate-task.html on October 19, 2026. Always check docs.netapp.com for the latest.



Sk

EEEE

# ONTAP Mediator F & BT ELERR B 5% &E

# ONTAP Mediator BE & /RESHRAZEINE=HEE
TR 1 %% CA RSB E = AEUSESE
TR 2 FAE=F CAREEBERELAIRESE
$E% 3 . £ ONTAP Mediator 2BREFFERFTRIZE =75 CA EEM AR RE
T4 \EE » AENE=ZHREERARRNRERLTE

RS ONTAP AR\ 23 ReE R E
ERsB/R:ERIER
E2:8 CASREEHRY X509v3 BT
B EAREEREN = SHEARBHI X509v3 ER
ERBfA iR R T BURBAERT
BERERSSRERHFEN CAREREIL

D O W N

10
16
16
16
18
20
20



75 ONTAP Mediator & EFESERFE % %/EE
SEMATED IP BB ENIIEREANE » AR TEENELRBESERE

() WRFEERT ONTAP Mediator 1.7 EHIRA RS L 21% o

RAR IEAERS
* ITL4ET ONTAP Mediator B9 Linux % 8 ITIHETE o
= 4 ONTAP Mediator & > AR FEHERY A TEDY IP (A TN » ENEENB SR /RE LT

’7f $>’ft THTE-

* EERFERFEZRERZEENFE=ZAEEZNAR > E_AE_FERLIFERELESR - RV EREERE
GEBULERRM

Ej% BRI EREREEMER BREE » FT NP

1. EFTRNEN ONTAP Fi7788 .

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

writing new private key to 'ontap mediator server.key'

Signature ok



subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
supportl@netapp.com

Getting CA Private Key
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* E=HRE(ETTHIT ONTAP Mediator 1.7 S{EIARAM ALK EH1E o
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ONTAP Mediator Certificate Purposes

Client Certs

* Used by ONTAP for
mutual
authentication

Server Cert

*Used for HTTPS

= Need the private
key for encryption

Root CA Intermediate Server Chain

* PKl used to secure * Used as a signing * Used for SSL
the private authority mutual
Certificate » Creates the server authentication /
Authority’s key cert + signs all encryption

ops *Unique per cluster

pair

* Generated
automnatically
when adding a
mediatorto a
cluster.

*Only need the client certs
public cert after * Needs a key + srl
signing the file to perform
Intermediate CA signing
cert.

* THBREREET Web {AlAR23:2 €L ONTAP Mediator 5% EBYZHRE o


https://mysupport.netapp.com/site/bugs-online/product/ONTAP/JiraNgage/CONTAP-243278

ONTAP Mediator Certificates
v -» C= \

sintermediate.crt sontap_mediater server.crt
sintermediate. key sontap_mediator_server key
*Intermediate.srl

sroot_ca.crt

ontap_mediator_servercrt
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini

WebServer Setup

* set-placeholder = mediator_cert=/opt/netapp/lib/ontap_mediator/ontap_mediator/server_configfontap_mediator_server_chain.crt
* set-placeholder = mediator_key=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_configlontap mediator serverkey

* set-placeholder = ca_certificate=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_config/root_ca.crt

ontap_meadiator.user_config.yaml
ONTAP Mediator Server Setup
» cert_path: Yopt/netapp/liblontap_mediatorfontap_mediator/server_configlontep medistor servercr’
* key_path: '/opt/netapp/libfontap_mediatorfontap_mediator/server_configfontap mediator_serverkey
* ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate. ot
» ca_key_path: 'fopt/netapp/lib/fontap_mediator/ontap_mediator/server_config/intermediate. kay'
+ ca_serial_path: Yopt/netapp/libfontap_mediatorfontap_mediatorfserver_configfintermeadiate. sel'
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1. BBIIFA#E intermediate.key FAABKER “openssl ca.cnf > it PKI EESREBRMER o

7808

a. EXEFAIB intermediate.key :

gl

openssl genrsa -aes256 -out intermediate.key 4096

b. #HREFEZE openssl ca.cnf (fim
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c

nf) &7 ELENEENEAETNEE o
2. ERMBINAAEIEREIURESES K intermediate.csr ¢
#afl -

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf



[root@mediator host server configl# openssl req -key
intermediate.key -new -config openssl ca.cnf -out intermediate.csr
Enter pass phrase for intermediate.key:

[root@mediator host server configl# cat intermediate.csr

3. BURHBS I RINE intermediate.csr 48 PKI #8175

PKI {2 E(UEEARIH . csr Lﬁ’ﬁa% J—XEEM 1ntermed1ate crt o tlE9h > IIEEER
PKI 2B (NS ¥} “intermediate.crt ZRFEEITEEM ‘root_ca.crt /&:E

HIMEARES HTTPS BY ONTAP Mediator B9 SnapMirror YEFEFREIS #5EF0
@ MetroCIuster IP 4BAE » {84781 “intermediate.crt #1 “root_ca.crt /REEFIZZE ONTAP
B o :FBH "sRE ONTAP T 23MEELEETT SnapMirror fERFRES" 1 "s27E

SEn

ONTAP Mediator LA%#E9T MetroCluster IP ZHEE" o

ONTAP Mediator 1.8 KB R4
1. BILFAIR ca.key FAHREREZR openssl ca.cnf s i PKI BELREBERER o

a. EEFIE ca.key :
4

openssl genrsa -aes256 -out ca.key 4096

b. 4HAEHEZE openssl ca.cnf (i
/opt/netapp/llb/ontap mediator/ontap mediator/server config/openssl ca.c

nf) EBTELNEBNEEANBY o
2. EARMBNAEREIERERESEESE R ca.csr ¢
i

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server configl# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@mediator host server configl# cat ca.csr

3. RBREEEAK "ca.csrBIXAE PKI HHEEITEE o

PKI 2 EB(USREARILR csr BE > BERE ca.crt o IEsh » MEFER PKI RIEB(UEIS
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@ ESNN SnapMirror ERFRITEE - UM\’EH—: ca.crt’ # “root_ca.crt ReEHIEE ONTAP
B o 55205k E ONTAP 23 FEELLETT SnapMirror fERRES" o

DB 2 I ERA%E =7 CARERBRELE MRS EE

ONTAP Mediator 1.9 R E=kRZs

RARES/&FE LB TALE intermediate key #1535 = 75 /&5E “intermediate.crt 35 & o [tE4h > ABREIEEE
*/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/openss|_server.cnf @2 FE L@t » AR
7 OpenSSL P VR ARAS/REEPAITRAVEF I ©

W ap < el UEERIRESREE o

LEELARESEESEEER (CSR) »:Ht
/opt/netapp/lib/ontap mediator/ontap mediator/server config BRKHIT RIS

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. HEW CSR ELFIARSRE » At
/opt/netapp/lib/ontap mediator/ontap mediator/server config BRIZKHITFIIG<L

@ ELEERZER PKI HEEUEH - MREERNEAENEE ST » 5B/
intermediate.crt M intermediate.key BAAIEREIERATE o

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab5l12 -days 1095
-req -in ontap mediator server.csr —-out ontap mediator server.crt

° -CAcreateserial EIBAREXY intermediate.srl 2 o

ONTAP Mediator 1.8 R E R4S
AR e /R BHTALE “ca.key MIFE=757&:E "ca.crt BE o th4h » 4HAEREZE

/opt/netapp/l|b/ontap_med|ator/ontap_med|ator/server_conf|g/openssl_server.cnf‘@’é‘%‘%)%’l‘?c > FRtE

T OpenSSL FréE W EARES RBFARAVFIE o
R ap < Al U E L R AR /&g

EEELARFSEREREER (CSR) - HFit
/opt/netapp/llb/ontap_mediator/ontap_mediator/server_config BRRHIT RIS
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openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. BE CSR EXLARkes&:E » AR
/opt/netapp/lib/ontap mediator/ontap mediator/server config BRERIT YRS

@ BLEREREZEN PKIREEMRIT - MREFERANZRRER/EERME > 550F ca.crt'#l
“ca.key BB IERARVIERE 1B o

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shab5l2 -days 1095 -reg -in
ontap mediator server.csr -out ontap mediator server.crt

° tlt ~-CAcreateserial HBERARES. ca.sr1 1§F

Z 8% 3 | £ ONTAP Mediator BREFREVAUHTIBYSE =75 CA BB AAkES&K:E

ONTAP Mediator 1.10 R E = R4S

REBARRREBAIRN
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con

fig.yaml FUABREREZRIR 4 ONTAP Mediator  sZiEEE S TIBK !

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* cert path M key path SRR EFEH o

® ca cert path* ca key path 0 ca serial patthCAl_\;ﬁf&;%@o

1. #PFRA “intermediate. " 1@ BB E=FHKE °



2. 1§ “intermediate.crt' #] “ontap_mediator_server.crt /&:EE I /KT

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. EE%?/opt/netapp/lib/ontap_mediator/uvicorn/config.json*ﬁ%@°
BH ss1_keyfile ™ “ssl_certfile’# "ssl_ca_certs' BI{& :

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

ssl certfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° % ssl_keyfile {HR ontap mediator server.crt FEZRPHIHERE » B]
ontap mediator server.key °

° 2% 'ssl_certfile'{E2 ontap_mediator_server_chain.crt #£ZERIERIE o
° &% ssl ca certs {HRE root ca.crt IEERIRE o
4. FEREMEENERENUTEUERERTEIERE !
° Linux B¥4HFFBE# . netapp:netapp
° Linux #R : 600
5. EHENEN ONTAP H77188 !

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 1 1.9

REEAERREBAIR
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml BFIAHRSHEZRIR A4S ONTAP Mediator ° sZIERBE THBIE

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt!

ca key path:



'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia

te.srl'

* cert path M key path SRR EFEH o

* ca cert path> ca key path#l ca serial path & CARFEEH o

TR
1. #FRA “intermediate. " {EZR BB FE=HKE o

2. 1§ “intermediate.crt' #] “ontap_mediator_server.crt /&:EE I /REHE

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. % /opt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini t£& °
B# mediator cert ™ ‘mediator_key 1 'ca_certificate’ (& :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
° &% 'mediator_cert {E2 ‘ontap_mediator_server_chain.crt f&ZHYEETE o

° mediator key value R ontap mediator server.crt FEZZHHIRIRERE - B
ontap mediator server.key?®

° #% “ca_certificate fER2 root_ca.crt' tEZEHIEETE o
4. FEEMEENERENUTEEHRERTEIERE !

° Linux B¥4HFFBE % . netapp:netapp

° Linux #FR : 600
5. EHENEN ONTAP H7723

systemctl restart ontap mediator

ONTAP Mediator 1.8 R E R HRZS

REEAARREBAIR
/opt/netapp/llb/ontap  mediator/ontap mediator/server config/ontap mediator.con

fig.yaml RUARREHEZEIR (4 ONTAP Mediator © ZIEZEB S TFIBI4E :



cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'

* cert path M key path SRR EFEH o

ca cert path“ ca key path 0 ca serial path;ECA,_\a BEABN o
1. WFfA ca RERBIRAE S HBE o

2. ftca.crt M ontap mediator server.crt REEEIREEHE

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
3. ¥ /opt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini t£2€ °

BE#f mediator cert ™ ‘mediator_key #l "ca_certificate’ FY1E :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
° 2% ‘'mediator_cert'{fE2 ontap_mediator_server chain.crt #£Z2HIERIE o

° mediator key value f& ontap mediator server.crt TEEEPRIRARERIE > BD
ontap mediator server.key?®

° #% “ca_certificate fER2 ‘root_ca.crt' {2 ZEAIERK o
EMEENRENUTEBME LR TEIERE

° Linux B¥48PfE & : netapp:netapp

° Linux R :



5. EFEIE) ONTAP 77288 .

systemctl restart ontap mediator

T4 HGEE > BENE=HEEERTENRBENAME
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ONTAP Mediator 1.10 R E = HR 2
eI LMEAEATBARI intermediate. * WE=7&H > B E=HERBHEFEERBNNE °

1.

RIE
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml HEZIUEM ontap mediator.config.yaml ERPNTERERH(E o

RGN PKI #ABES intermediate.crt » WG EHFAIR intermediate. key HEEMUE
*/opt/netapp/lib/ontap mediator/ontap mediator/server config? il
‘ontap_mediator.user_config.yaml & Z2 FEFELIFA LA T &34

WMRE(FER intermediate.crt 2KEE “ontap mediator server.crt /&i8 ’
(D)  BI®mE%E intermediate.srl 5 < HBM S 2 BAFE=/ CADBEERE
EEHEE%%MM MBS EHAEE R ©

[root@mediator host server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
id

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m



ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. NRE(EAREBAETR > root_ca.crt ReEIRM intermediate.crt BFEREE
ontapimedlatoriserver.crt,ﬁnu A intermediate.crt
ontap mediator server.crt /REGIEIL/REHE

@ e R e RIRiERE P » 1t PKI &1‘ BE{1[EX1] intermediate.crt

‘ontap_mediator_server.crt /&:F ©

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. E@%f/opt/netapp/lib/ontap_mediator/uvicorn/config.json*ﬁ%ﬁ°
E# ss1_keyfile ™ “ssl_certfile’# “ssl_ca_certs H9{& :

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

#% ssl_keyfile fER ontap mediator server.crt {EZEHHISRERIE » B
ontap mediator server.key?®

* ¥ 'ssl_certfile {2 ‘ontap_mediator_server_chain.crt #£ZEAYERIE o

* % ssl _ca certs fBR root ca.crt HEEARKE o

HIMEHARES HTTPS BY ONTAP Mediator BY SnapMirror YEFEHR[EIS #5EH0

@ MetroCluster IP f Hﬁ_‘?\ » RAZEHE intermediate.crt’ ] “root_ca.crt /&R E
ONTAP ££ © 552/ "s%7E ONTAP A7 23 ERELUETT SnapMirror YEFR[E
#" ] "8’ E ONTAP Mediator 31T MetroCluster IP 4HEE" o

C. FRESEMEENEINUATEMEREREER
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* Linux B¥2BFfA®& . netapp:netapp
* Linux PR : 600
2. BRREERPIVEEFNE > SHEHEE) ONTAP Mediator :

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 #1 1.9
AT ERSBAER intermediate. * B =58:% » B =H &REREFEFARIMNMLE °

1. s
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml ERUER ontap mediator.config.yaml FERPITEREHIE °

INRIEHE PKI #ABENYS intermediate.crt » WAGHFAI® intermediate. key HEEMUE
*/opt/netapp/lib/ontap mediator/ontap mediator/server config’ Hl
‘ontap_mediator.user_config.yaml|' #&ZEFELBIUF I T &5/ :

MRIEFEA intermediate.crt " REE “ontap mediator server.crt /RiH ’
()  BI@EE intermediate.srl BE o HBM SW 2 FAFE=7 CATREERE
FiAfres /&8 UASFEE

[root@mediator host server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
id

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'



ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. MREFEERRFBEET > root ca.crt /RiGEM intermediate.crt /REEREE
ontap mediator server. crtfﬁuﬂ’ﬁﬁﬁﬁlntermedlate crt Al
ontap mediator server. crt /REERIREHE

(D CEZEaIERS - §© PKI ?ET"'”LLHY% intermediate.crt'

‘ontap_mediator_server.crt' /&:E ©

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. % “/opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' #&2€ o
B# mediator cert ™ ‘mediator_key 1 ‘ca_certificate’ (& :

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
* 3% ‘mediator_cert {82 “ontap_mediator_server_chain.crt' #£ZE YRR o

" % mediator key {HR ontap mediator server.crt {EZEFHVRERE > Bl
ontap mediator server.key?®

* 3% "ca_certificate’ {E2 “root_ca.crt tEZEAYERTE o
¥ SnapMirror #75E &4 (SM-BC) ¥$ > fRAZERE intermediate.crt Fl
‘root_ca.crt /REEHFTIEE ONTAP & o FB2R"SE ONTAP 7T 23flEELUE
1T SnapMirror YfEAHR[EIZ" o
A EENEENU TBMERERTIERE :
* Linux B#4HFfBE#& | netapp:netapp
* Linux R :
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2. SBHRREERPHVERE TR » SAEHEE ONTAP Mediator :

systemctl restart ontap mediator

ONTAP Mediator 1.8 L E £ HRZx
oI RSB ARRR ca. » WE=H&E ' IRE=FH/RERGFEEARARMNAE °

1. %%

X AE

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.

user config.yaml HEZIUEM ontap mediator.config.yaml EREPNTERERHE o

WMNRIEHE PKI EABEE T ca.crt * WiEHAAE ca. key HEEMUE

/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config’E$§Z

‘ontap_mediator.user_config.yam!| &2 fEWN FHIFAT :

WMRE(FER ca.crt " %E “ontap mediator server.crt R8> BEESE

() ca.srl e MBHEEN  WEM SW 2 EAB= CA DEEBRELARS
IR ©

[root@mediator host server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:



'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

a. NREERNRELEED root ca.crt REBIEM ca.crt REERE
ontap mediator server.crt 5\:‘5'_ » 5B ca.crt ontap mediator server.crt RE

IR

)

(D ICREZTE IR FTHENE PKI REEAIEIF ca.crt #

ontap mediator server.crt Rig o

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
b. % /opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' &%
E#fi mediator cert ™ ‘mediator_key # “ca_certificate’ BIE :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
* 5% ‘'mediator_cert {E/2 “ontap_mediator_server_chain.crt &2 AJERIE o

* % mediator key {HR ontap mediator server.crt {EZFHIREKK > Bl
ontap mediator server.key °

* %% “ca_certificate’ {E52 ‘root_ca.crt tEZERVERE o

¥15? SnapMirror ¥#75E &% (SM-BC) %5% s EAERE ca.crt
root_ca.crt REEMMIEE ONTAP & ° ;52K "%E ONTAP FRfTEsflE 5
LA¥#&47 SnapMirror T’E%qﬂlﬁi" °
C. EREMESLNRENUTEBH SR TIERE
* Linux B¥4HFFE#& . netapp:netapp
* Linux #[R : 600
2. BHEREREFRVRE TR - SAEHRE ONTAP Mediator :

systemctl restart ontap mediator
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https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
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[root@mediator host server config]# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Mediator 1.8 L E £ HRZx

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

Validity

Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

B8 CA 0:EHAY X509v3 H#&E7T
ERA T dn <85S CA SRR X5009v3 HE7T ©

ONTAP Mediator 1.9 R E = kR4

7f openssl ca.cnf HH ‘v3 _ca AEZRMEM > B intermediate.crt HEEMA "X509v3
extensions°

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf
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[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server configl# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP Mediator 1.8 XxE R HRZS

£ openssl ca.cnf WM ‘v3 ca AEHENEY > B ca.crt HEERA "X509v3
extensions °

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:
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X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

Basa AAk2s/REE £ 5 HABMEHR X509v3 5T

‘openssl server.cnf' AHRRERPERN v3 req BMETREPETS x509v3
extensions’ °

FELLTEFIAH > SR LUBBRIELRET ONTAP Mediator Y Linux VM _E#{T85< hostname -A #
‘hostname -I ° 2REY{F “alt_names EEXHRVEIE] o

a A B B A S BB IERE(E -
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[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abced:abcd

[root@mediator host server configl# openssl x509 -in intermediate.crt
—-text -noout
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Certificate:
Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abcd:abecd

ONTAP Mediator 1.8 R E £ HRZx

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abcd

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 Key Usage:



Key Encipherment, Data Encipherment
X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP
Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abed:abed

ERSA R B BURSEARM

TR B R EFAR B T EU&
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SR o
DREERFRBFERLLT OpenSSL #5< ©

ONTAP Mediator 1.9 R E 5 RS

[root@mediator host server configl]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server config]# openssl x509 -noout -modulus -in

intermediate.crt | openssl md5
(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

ONTAP Mediator 1.8 R E R hRZ4s

[root@mediator host server configl]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server config]# openssl x509 -noout -modulus -in

ca.crt | openssl mdb
(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

YNRMERY -modulus’ BHEAER > BIRTIAE SR /ERECHES » IUEHEREER -

AR T 7 an < 2REaE AR ReE B D HRIFERY CA BRIEIL ©

ONTAP Mediator 1.9 E=hRZx

[root@mediator host server config]l# openssl verify -CAfile root ca.crt
-—untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK
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[root@mediator host server config]#

ONTAP Mediator 1.8 RE R HRZS

[root@mediator host server config]# openssl verify -CAfile ca.crt
ontap mediator server.crt
ontap mediator server.crt: OK

WNRERLR LREREHE (OCSP) BR:E » sAFRH® < "openssl-verify" o
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https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
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