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[root@mcctb ~] # netapp-metrocluster-tiebreaker-software-cli
NetApp MetroCluster Tiebreaker :> version show

NetApp MetroCluster Tiebreaker 1.5: Sun Mar 13 09:59:02 IST 2022
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A IKER T YD BR AR RS 1.6 ©

TR
a. TPIT TIPS [rootlmectb ~] # FAIRLRERRET !

sh MetroClusterTiebreakerInstall-1.6

RAMERR ML ~ MUFIpIh%E -

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbadminuser

Unix user account "mcctbadminuser" doesn't exist. Do you wish to
create "mcctbadminuser" user account? [Y/N]: y

useradd: warning: the home directory already exists.

Not copying any file from skel directory into it.

Creating mailbox file: File exists

Unix account "mcctbadminuser" created.

Changing password for user mcctbadminuser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
MetroCluster Tiebreaker requires unix user account
"mcctbadminuser" to be added to the group "mcctbgrp" for admin
access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbadminuser" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE, HOME,



HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME, LS COLORS, MAIL,
PATH, PWD, SHELL, SHLVL, SSH CLIENT, SSH CONNECTION, SSH TTY,
STAF TEMP DIR, TERM, USER, VAULT ADDR, VAULT TOKEN,
XDG_RUNTIME DIR, XDG_SESSION ID, , vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:23%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-11-23T15:14:28.532+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T15:14:28.577+0530 [INFO] core: Initializing version
history cache for core

2023-11-23T715:14:38.552+0530 [INFO] core: security barrier not
initialized

2023-11-23T715:14:38.552+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T15:14:38.554+0530 [INFO] core: security barrier not
initialized

2023-11-23T15:14:38.555+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-11-23T15:14:38.556+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:38.577+0530 [INFO] core: loaded wrapping token
key

2023-11-23T15:14:38.577+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""

2023-11-23T715:14:38.577+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T15:14:38.578+0530 [INFO] core: successfully mounted:
type=cubbyhole version="v1.14.0+builtin.vault" path=cubbyhole/
namespace="ID: root. Path: "

2023-11-23T715:14:38.578+0530 [INFO] core: successfully mounted:
type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:14:38.578+0530 [INFO] core: successfully mounted:
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type=identity version="v1.14.0+builtin.vault" path=identity/
namespace="ID: root. Path: "

2023-11-23T715:14:38.581+0530 [INFO] core: successfully mounted:
type=token version="v1.14.0+builtin.vault" path=token/
namespace="ID: root. Path: "

2023-11-23T715:14:38.581+0530 [INFO] rollback: starting rollback
manager

2023-11-23T15:14:38.581+0530 [INFO] core: restoring leases
2023-11-23T15:14:38.582+0530 [INFO] expiration: lease restore
complete

2023-11-23T15:14:38.582+0530 [INFO] identity: entities restored
2023-11-23T15:14:38.582+0530 [INFO] identity: groups restored
2023-11-23T15:14:38.583+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
09:44:38.582881162 +0000 UTC" build date=2023-06-19T11:40:23Z
2023-11-23T15:14:38.583+0530 [INFO] core: usage gauge collection
is disabled

2023-11-23T15:14:38.998+0530 [INFO] core: post-unseal setup
complete

2023-11-23T715:14:38.999+0530 [INFO] core: root token generated
2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:14:38.999+0530 [INFO] rollback: stopping rollback
manager

2023-11-23T715:14:38.999+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T715:14:39.311+0530 [INFO] core.cluster-listener.tcp:
starting listener: listener address=0.0.0.0:8201
2023-11-23T15:14:39.311+0530 [INFO] core.cluster-listener:
serving cluster requests: cluster listen address=[::]:8201
2023-11-23T715:14:39.312+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:39.312+0530 [INFO] core: loaded wrapping token
key

2023-11-23T15:14:39.312+0530 [INFO] <core: successfully setup
plugin catalog: plugin-directory=""

2023-11-23T715:14:39.313+0530 [INFO] core: successfully mounted:
type=system version="v1.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:39.313+0530 [INFO] core: successfully mounted:
type=identity version="v1.14.0+builtin.vault" path=identity/
namespace="ID: root. Path: "

2023-11-23T715:14:39.313+0530 [INFO] core: successfully mounted:
type=cubbyhole version="v1.14.0+builtin.vault" path=cubbyhole/
namespace="ID: root. Path: "

2023-11-23T715:14:39.314+0530 [INFO] core: successfully mounted:



type=token version="v1.14.0+builtin.vault" path=token/

namespace="1ID:

2023-11-23T15

manager

2023-11-23T15:
2023-11-23T15:
2023-11-23T15:

complete

2023-11-23T15:
2023-11-23T15:

is disabled

2023-11-23T15:

complete

2023-11-23T15:14:39.

14:
14:
14:

14:
14:

14:

root.
:14:39.

39
39
GO

39
39

39

Path: "
31440530

314+0530
314+0530
314+0530

314+0530
315+0530

316+0530

316+0530

[INFO]
[INFO]
[INFO]

[INFO]

[INFO]
[INFO]

[INFO]

[INFO]

rollback: starting rollback
core: restoring leases
identity: entities restored

expiration: lease restore

identity: groups restored
core: usage gauge collection

core: post-unseal setup

core: vault 1s unsealed

Success! Uploaded policy: mcctb-policy
2023-11-23T15:14:39.795+0530
backend: path=approle/ type=approle version=""

[INFO]

core: enabled credential

Success! Enabled approle auth method at: approle/
2023-11-23T15:14:39.885+0530

namespace="" path=mcctb/ type=kv version=""

[INFO]

core: successful mount:

Success! Enabled the kv secrets engine at: mcctb/

Success! Data written to:

auth/approle/role/mcctb-app

Installing the NetApp-MetroCluster-Tiebreaker-Software-1.6-

1.x86_64.rpm
Preparing...

HHAHAHAAAAASAAAAAF SRS SSSAASS

Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-So#
S i i i

Performing file integrity check

#

[100%]

[100%]

etc/cron.weekly/metrocluster-tiebreaker-support is Ok

etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok

etc/init.d/netapp-metrocluster-tiebreaker-software is Ok

etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok

opt/netapp/mcctb/lib/common/aopalliance.jar is Ok

opt/netapp/mcctb/lib/common/args4dj.jar is Ok

opt/netapp/mcctb/lib/common/aspectjrt.jar is 0Ok

opt/netapp/mcctb/lib/common/aspectjweaver.jar is Ok

opt/netapp/mcctb/lib/common/asup.jar is Ok

opt/netapp/mcctb/lib/common/bcpkix-jdkl5on.jar is Ok

opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok

opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
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opt/netapp/mcctb/lib/common/bectls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons-collectionsé4.jar is Ok
opt/netapp/mcctb/lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/1lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/1lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvec.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar is Ok
opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.Jjar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slf4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok



opt/netapp/mcctb/lib/common/spring-expression.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-cli
is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software

Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-software.service
— /etc/systemd/system/netapp-metrocluster-tiebreaker-

software.service.

Attempting to start NetApp MetroCluster Tiebreaker software
services

Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software

version 1.6.

IMPORTANT: Please ensure you store the following private key used
to decrypt audit logs securely in a safe location.

Consider the following recommendations:

- Save it to an encrypted storage device or file.

- Use strong, unique passwords to protect the storage device or
file.

- Restrict access to the private key file to authorized

individuals only.

The Private key is:

¢ tiebreaker 1.5 4k = 1.6
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FHIKEB TS ER « 15 tiebreaker 1.5 ERBERRASFHARZE tiebreaker 1.6 ©

IR
a. EHIT YIS [rootlmeectb ~] # emFHARENRS -

sh MetroClusterTiebreakerInstall-1.6

ARG RN NI AR

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter database user name : root

Please enter database password for root
Enter password:

Password updated successfully in the database.

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

==> Vault shutdown triggered

2023-07-21T00:30:22.335+0530 [INFO] core: marked as sealed
2023-07-21T00:30:22.335+0530 [INFO] core: pre-seal teardown
starting

2023-07-21T00:30:22.335+0530 [INFO] rollback: stopping rollback
manager

2023-07-21T00:30:22.335+0530 [INFO] core: pre-seal teardown
complete

2023-07-21T00:30:22.335+0530 [INFO] core: stopping cluster
listeners

2023-07-21T00:30:22.335+0530 [INFO] core.cluster-listener:
forwarding rpc listeners stopped
2023-07-21T00:30:22.375+0530 [INFO] core.cluster-listener: rpc
listeners successfully shut down
2023-07-21T00:30:22.375+0530 [INFO] core: cluster listeners
successfully shut down

2023-07-21T00:30:22.376+0530 [INFO] core: vault is sealed
Starting vault server...

==> Vault server configuration:



Api Address:
Cgo:
Cluster Address:

<api address>
disabled
<cluster address>

Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE, HOME,
HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME, LS COLORS, MAIL,
PATH, PWD, SHELL, SHLVL, SSH CLIENT, SSH CONNECTION, SSH TTY,
STAF TEMP DIR, TERM, USER, VAULT ADDR, VAULT TOKEN,
XDG_RUNTIME DIR, XDG SESSION ID, , vault Addr, which declare

Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-

19T11:40:237%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started!

Log data will stream in below:

2023-07-21T00:30:33.065+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-07-21T00:30:33.098+0530 [INFO] core: Initializing version
history cache for core

2023-07-21T00:30:43.092+0530 [INFO] core: security barrier not
initialized

2023-07-21T00:30:43.092+0530 [INFO] core: seal configuration
missing, not initialized

2023-07-21T00:30:43.094+0530 [INFO] core: security barrier not
initialized

2023-07-21T00:30:43.096+0530 [INFO] core: security barrier

initialized: stored=1 shares=5 threshold=3
2023-07-21T00:30:43.098+0530 [INFO] core: post-unseal setup
starting

2023-07-21T00:30:43.124+0530 [INFO] <core: loaded wrapping token
key

2023-07-21T00:30:43.124+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""

2023-07-21T00:30:43.124+0530 [INFO] core: no mounts; adding
default mount table

2023-07-21T00:30:43.125+0530 [INFO] core: successfully mounted:
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type=cubbyhole version="v1.14.0+builtin.vault" path=cubbyhole/
namespace="ID: root. Path: "

2023-07-21T00:30:43.126+0530 [INFO] core: successfully mounted:
type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-07-21T00:30:43.126+0530 [INFO] core: successfully mounted:
type=identity version="v1.14.0+builtin.vault" path=identity/
namespace="ID: root. Path: "

2023-07-21T00:30:43.129+0530 [INFO] core: successfully mounted:
type=token version="vl1.14.0+builtin.vault" path=token/
namespace="ID: root. Path: "

2023-07-21T00:30:43.130+0530 [INFO] rollback: starting rollback

manager

2023-07-21T00:30:43.130+0530 [INFO] core: restoring leases
2023-07-21T00:30:43.130+0530 [INFO] identity: entities restored
2023-07-21T00:30:43.130+0530 [INFO] identity: groups restored
2023-07-21T00:30:43.131+0530 [INFO] <core: usage gauge collection

is disabled

2023-07-21T00:30:43.131+0530 [INFO] expiration: lease restore
complete

2023-07-21T00:30:43.131+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-07-20
19:00:43.131158543 +0000 UTC" build date=2023-06-19T11:40:23%Z
2023-07-21T00:30:43.371+0530 [INFO] core: post-unseal setup
complete

2023-07-21T00:30:43.371+0530 [INFO] core: root token generated
2023-07-21T00:30:43.371+0530 [INFO] core: pre-seal teardown
starting

2023-07-21T00:30:43.371+0530 [INFO] rollback: stopping rollback
manager

2023-07-21T00:30:43.372+0530 [INFO] core: pre-seal teardown
complete

2023-07-21T00:30:43.694+0530 [INFO] core.cluster-listener.tcp:
starting listener: listener address=0.0.0.0:8201
2023-07-21T00:30:43.695+0530 [INFO] core.cluster-listener:
serving cluster requests: cluster listen address=[::]:8201
2023-07-21T00:30:43.695+0530 [INFO] core: post-unseal setup
starting

2023-07-21T00:30:43.696+0530 [INFO] core: loaded wrapping token
key

2023-07-21T00:30:43.696+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""

2023-07-21T00:30:43.697+0530 [INFO] core: successfully mounted:
type=system version="v1.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-07-21T00:30:43.698+0530 [INFO] core: successfully mounted:



type=identity version="v1.14.0+builtin.vault" path=identity/
namespace="ID: root. Path: "
2023-07-21T00:30:43.698+0530 [INFO] core: successfully mounted:
type=cubbyhole version="v1.14.0+builtin.vault" path=cubbyhole/
namespace="ID: root. Path: "
2023-07-21T00:30:43.701+0530 [INFO] core: successfully mounted:
type=token version="v1.14.0+builtin.vault" path=token/
namespace="ID: root. Path: "
2023-07-21T00:30:43.701+0530 [INFO] rollback: starting rollback
manager
2023-07-21T00:30:43.702+0530 [INFO] core: restoring leases
2023-07-21T00:30:43.702+0530 [INFO] identity: entities restored
2023-07-21T00:30:43.702+0530 [INFO] expiration: lease restore
complete
2023-07-21T00:30:43.702+0530 [INFO] identity: groups restored
2023-07-21T00:30:43.702+0530 [INFO] core: usage gauge collection
is disabled
2023-07-21T00:30:43.703+0530 [INFO] core: post-unseal setup
complete
2023-07-21T00:30:43.703+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-07-21T00:30:44.226+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""
Success! Enabled approle auth method at: approle/
2023-07-21T00:30:44.315+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6-
1.x86_ 64.rpm
Preparing...
FHAFHHEHFH A A AR H RS [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Soft###HH###HHHHH#SHFHFHHRHHEHSHHEHSE [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is 0Ok
opt/netapp/mcctb/lib/common/aspectijweaver.jar is Ok
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opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/becpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/becprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.Jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons—-collections4.jar is Ok
opt/netapp/mcctb/1lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/1lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar is Ok
opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok



opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring—-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-cli
is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software to
version 1.6.
Cleaning up / removing...

2:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHHHHHHHHHHHHHHEHHFHEH#SE [100%]

IMPORTANT: Please ensure you store the following private key used
to decrypt audit logs securely in a safe location.

Consider the following recommendations:

- Save it to an encrypted storage device or file.

- Use strong, unique passwords to protect the storage device or
file.

- Restrict access to the private key file to authorized

individuals only.

The Private key is:

¢ Tiebreaker 1.4 #4E = 1.6
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FHIKEBTYILER « 15 Tiebreaker 1.4 ERBERRAF4RZE Tiebreaker 1.6 ©

LB
a. THIT YIS S [rootlmeectb ~] # I akEngs .

sh MetroClusterTiebreakerInstall-1.6

ARG R N LA RTh AR

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbuseradminl

Unix user account "mcctbuseradminl" doesn't exist. Do you wish to
create "mcctbuseradminl" user account? [Y/N]: y

Unix account "mcctbuseradminl" created.

Changing password for user mcctbuseradminl.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Enter database user name : root

Please enter database password for root
Enter password:

Password updated successfully in the database.

MetroCluster Tiebreaker requires unix user account
"mcctbuseradminl" to be added to the group "mcctbgrp" for admin
access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbuseradminl" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <api addess>
Cgo: disabled



Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE, HOME,
HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME, LS COLORS, MAIL,
PATH, PWD, SHELL, SHLVL, SSH CLIENT, SSH CONNECTION, SSH TTY,
STAF TEMP DIR, TERM, USER, VAULT ADDR, VAULT TOKEN,
XDG_RUNTIME DIR, XDG SESSION ID, , vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:23%
Version Sha:
132649f860186dffe3£3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-11-23T15:58:10.400+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T15:58:10.432+0530 [INFO] core: Initializing version
history cache for core

2023-11-23T15:58:20.422+0530 [INFO] core: security barrier not
initialized

2023-11-23T15:58:20.422+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T15:58:20.424+0530 [INFO] core: security barrier not
initialized

2023-11-23T15:58:20.425+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-11-23T15:58:20.427+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:58:20.448+0530 [INFO] core: loaded wrapping token
key

2023-11-23T15:58:20.448+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""

2023-11-23T15:58:20.448+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T15:58:20.449+0530 [INFO] core: successfully mounted:
type=cubbyhole version="v1.14.0+builtin.vault" path=cubbyhole/
namespace="ID: root. Path: "

2023-11-23T15:58:20.449+0530 [INFO] core: successfully mounted:
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type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:58:20.449+0530 [INFO] core: successfully mounted:
type=identity version="v1.14.0+builtin.vault" path=identity/
namespace="ID: root. Path: "

2023-11-23T15:58:20.451+0530 [INFO] core: successfully mounted:
type=token version="v1.14.0+builtin.vault" path=token/
namespace="ID: root. Path: "

2023-11-23T15:58:20.452+0530 [INFO] rollback: starting rollback

manager

2023-11-23T15:58:20.452+0530 [INFO] core: restoring leases
2023-11-23T15:58:20.453+0530 [INFO] identity: entities restored
2023-11-23T15:58:20.453+0530 [INFO] identity: groups restored
2023-11-23T15:58:20.453+0530 [INFO] expiration: lease restore

complete
2023-11-23T15:58:20.453+0530 [INFO] core: usage gauge collection
is disabled

2023-11-23T15:58:20.453+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
10:28:20.453481904 +0000 UTC" build date=2023-06-19T11:40:237
2023-11-23T15:58:20.818+0530 [INFO] core: post-unseal setup
complete

2023-11-23T15:58:20.819+0530 [INFO] core: root token generated
2023-11-23T15:58:20.819+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:58:20.819+0530 [INFO] rollback: stopping rollback
manager

2023-11-23T715:58:20.819+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T15:58:21.116+0530 [INFO] core.cluster-listener.tcp:
starting listener: listener address=0.0.0.0:8201
2023-11-23T715:58:21.116+0530 [INFO] core.cluster-listener:
serving cluster requests: cluster listen address=[::]:8201
2023-11-23T715:58:21.117+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:58:21.117+0530 [INFO] core: loaded wrapping token
key

2023-11-23T15:58:21.117+0530 [INFO] <core: successfully setup
plugin catalog: plugin-directory=""

2023-11-23T15:58:21.119+0530 [INFO] core: successfully mounted:
type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:58:21.120+0530 [INFO] core: successfully mounted:
type=identity version="v1.14.0+builtin.vault" path=identity/
namespace="ID: root. Path: "

2023-11-23T15:58:21.120+0530 [INFO] core: successfully mounted:



type=cubbyhole version="v1.14.0+builtin.vault" path=cubbyhole/
namespace="ID: root. Path: "

2023-11-23T15:58:21.123+0530 [INFO] core: successfully mounted:
type=token version="v1.14.0+builtin.vault" path=token/
namespace="ID: root. Path: "

2023-11-23T15:58:21.123+0530 [INFO] rollback: starting rollback

manager

2023-11-23T15:58:21.124+0530 [INFO] core: restoring leases
2023-11-23T15:58:21.124+0530 [INFO] identity: entities restored
2023-11-23T15:58:21.124+0530 [INFO] identity: groups restored
2023-11-23T15:58:21.124+0530 [INFO] expiration: lease restore

complete
2023-11-23T15:58:21.125+0530 [INFO] core: usage gauge collection
is disabled
2023-11-23T15:58:21.125+0530 [INFO] core: post-unseal setup
complete
2023-11-23T15:58:21.125+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-11-23T15:58:21.600+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""
Success! Enabled approle auth method at: approle/
2023-11-23T15:58:21.690+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6-
1.x86_ 64.rpm
Preparing...
FHAFHHEH S H A A E AR AR EHAE [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Soft###H#H#HHHHHAHFHFHHRAHSHSAHEHAE [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4dj.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectijweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/bcpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/becprov-jdkl5on.jar is Ok

25



26

opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bectls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons—-collections4.jar is Ok
opt/netapp/mcctb/1lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/1ib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar is Ok
opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok



opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-cli
is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software to
version 1.6.
Cleaning up / removing...

2:NetApp-MetroCluster-Tiebreaker-
Sof###fH#HHHHHHHAHHFHHHRHHSHHHHEH#HE [100%]

IMPORTANT: Please ensure you store the following private key
used to decrypt audit logs securely in a safe location.
Consider the following recommendations:

- Save it to an encrypted storage device or file.

- Use strong, unique passwords to protect the storage device or
file.

- Restrict access to the private key file to authorized

individuals only.

The Private key is:
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1. Z#IIFJONTAP ZERAPIVEIZEAE | security login create -user-or-group-name mcctb
—application ontapi -authentication-method password

2. BT EHFSSHIFEVERMEIEFER®E | security login create -user-or-group-name mcctb
-application ssh —-authentication-method password

3. MRBRIUIMINEIEMFERE | security login show
4 HEEBHEE LEEELEPHR -

HE

~

(D rsmEmamEEREAC BB

ZitMetroCluster FEIRAVETELES

FREHE Linux EERARME « BNBLZE MySQL 2 MariaDB faliR2S « A REZEE 4R
tiebreaker ErEZ o

u]

1. Z#JRE.

3. Z#EMySQLEEMariaDB1aEIARES :

MRLinuxEi% 2 RE...
Red Hat Enterprise Linux ZiEMySQL
7/CentOS 7.

7£Red Hat Enterprise Linux 72{CentOS 7 % #MySQL Server 5.5.305,
FEHThR A %5.6 xhr 2

Red Hat Enterprise Linux 8 ZdEMariaDB

7E£Red Hat Enterprise Linux 8_tZ%#EMariaDBf7IAR23

ZHJRE

Zit oy FH4Rk TiebreakerfiBE 2 A « (A BEE T AR ELEIRE - Hi¥#1TTiebreaker 1.4 ERRANERET
AHITIRE 8 o HitH Ttiebreaker 1.5 EHIRAIR 4 ~ 5HE1TOpendDK 17 ~ 188%19 ©
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()  HTEARmEHETRT JRE180 « (JRES) o

1. L Troot) fEAESAIEEAEMREMRENNISUdERESDEA °

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

2. IBEAN JRE ks :

yum search openjdk

3. HEEE M tiebreaker FRANLIEFER JRE B :

yum install java-<version>-openjdk.x86 64

[root@mcctb ~]# yum install java-1.8.0-openjdk.x86 64

Loaded plugins: fastestmirror, langpacks

Loading mirror speeds from cached hostfile
shortened. ...

Dependencies Resolved

Package Arch Version Repository Size
Installing:
java-1.8.0-openjdk x86 64 1:1.8.0.144-0.b01.el7 4 updates 238 k

Transaction Summary

Install 1 Package (+ 4 Dependent packages)

Total download size: 34 M
Is this ok [y/d/N]: y

Installed:
java-1.8.0-openjdk.x86 64 1:1.8.0.144-0.b01.el7 4
Complete!

LR KR E Vault

iR

TR AXBEFEAAE VaultEARSS ~ BIXEZREVault o RN RARERFRLZEVault ~ H2HE (B
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(D IR TR A Vault{AARES ~ AR EMetroCluster % VaultZ £ HYIE R KR ER 23 314 o 41
RICEEM ~ MAFEE T EZEE Vault ©

1. 38X /bin HEE .

[root@mcctb] cd /bin

2. THE\VaultBR4aEHE

[root@mcctb /binl# curl -sO
https://releases.hashicorp.com/vault/1.12.2/vault 1.12.2 linux amd64.zip

3. FEBRAEVaultiEZE o

[root@mcctb /bin]# unzip vault 1.12.2 linux amd64.zip
Archive: wvault 1.12.2 linux amdé64.zip
inflating: wvault

4 BEBE o

[root@mcctb /bin]l# vault -version
Vault v1.12.2 (415elfe3118eebd5dfocb60dl3defdc01laal77b03), built 2022-11-
23T12:53:467%7

5. BIEZE /root BEE :

[root@mcctb /bin] cd /root

6. 7 T3 Vault HREREZ /root B o

B [root@mcctb ~] F&mn ~ BRMHIT TG SLUIEIL config.hcl 1EF :
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# cat > config.hcl << EOF
storage "file" {
address = "127.0.0.1:8500"
path = "/mcctb vdata/data"
}

listener "tcp" {

"127.0.0.1:8200"
1

address
tls disable

}
EOF

7. EEVaultfzARaS :

[root@mcctb ~] vault server -config config.hcl &

8. EEHVault{irit o

[root@mcctb ~]# export VAULT ADDR="http://127.0.0.1:8200"

9. #¥A{EVault ©

[root@mcctb ~]# vault operator init

2022-12-15T14:57:22.113+0530 [INFO] core: security barrier not
initialized

2022-12-15T14:57:22.113+0530 [INFO] <core: seal configuration missing,
not initialized

2022-12-15T714:57:22.114+0530 [INFO] core: security barrier not
initialized

2022-12-15T14:57:22.116+0530 [INFO] core: security barrier initialized:
stored=1 shares=5 threshold=3

2022-12-15T714:57:22.118+0530 [INFO] core: post-unseal setup starting
2022-12-15T14:57:22.137+0530 [INFO] core: loaded wrapping token key
2022-12-15T714:57:22.137+0530 [INFO] core: Recorded vault version: vault
version=1.12.2 upgrade time="2022-12-15 09:27:22.137200412 +0000 UTC"
build date=2022-11-23T12:53:467

2022-12-15T14:57:22.137+0530 [INFO] core: successfully setup plugin
catalog: plugin-directory=""

2022-12-15T14:57:22.137+0530 [INFO] core: no mounts; adding default
mount table

2022-12-15T14:57:22.143+0530 [INFO] core: successfully mounted backend:
type=cubbyhole version="" path=cubbyhole/

2022-12-15T714:57:22.144+0530 [INFO] core: successfully mounted backend:
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type=system version="" path=sys/
2022-12-15T714:57:22.144+0530 [INFO] core: successfully mounted backend:

type=identity version="" path=identity/
2022-12-15T714:57:22.148+0530 [INFO] core: successfully enabled
credential backend: type=token version="" path=token/ namespace="1ID:
root. Path: "
2022-12-15T714:57:22.149+0530 [INFO] rollback: starting rollback manager
2022-12-15T14:57:22.149+0530 [INFO] core: restoring leases
2022-12-15T14:57:22.150+0530 [INFO] expiration: lease restore complete
2022-12-15T714:57:22.150+0530 [INFO] identity: entities restored
2022-12-15T14:57:22.150+0530 [INFO] identity: groups restored
2022-12-15T14:57:22.151+0530 [INFO] core: usage gauge collection is
disabled
2022-12-15T14:57:23.385+0530 [INFO] core: post-unseal setup complete
2022-12-15T14:57:23.387+0530 [INFO] core: root token generated
2022-12-15T714:57:23.387+0530 [INFO] core: pre-seal teardown starting
2022-12-15T14:57:23.387+0530 [INFO] rollback: stopping rollback manager
]

2022-12-15T714:57:23.387+0530 [INFO
Unseal Key 1l: <unseal key 1 id>

core: pre-seal teardown complete

Unseal Key <unseal key 2 id>

Unseal Key

2

Unseal Key 3: <unseal key 3 id>
4: <unseal key 4 id>
5

Unseal Key <unseal key 5 id>

Initial Root Token: <initial root token id>

Vault initialized with 5 key shares and a key threshold of 3. Please
securely

distribute the key shares printed above. When the Vault is re-sealed,
restarted, or stopped, you must supply at least 3 of these keys to
unseal it

before it can start servicing requests.

Vault does not store the generated root key. Without at least 3 keys to

reconstruct the root key, Vault will remain permanently sealed!

It is possible to generate new unseal keys, provided you have a quorum
of
existing unseal keys shares. See "vault operator rekey" for more

information.

(D) EuEBLH D SRR HEER2ME  WENEERFRER -

10. BEH VaultiR/&R:E o
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[root@mcctb ~]# export VAULT TOKEN="<initial root token id>"

M. AR ESHPEER = ERMERRRT Vault FIZEEH

RIABBIT vault operator unseal ={EIZENGZ :

a. EAF—ETRRERRTERREANEE

[root@mcctb ~]# vault operator unseal
Unseal Key (will be hidden) :

Key

Seal Type
Initialized
Sealed

Total Shares
Threshold
Unseal Progress
Unseal Nonce
Version
Build Date
Storage Type
HA Enabled

Value

1/3
<unseal key 1 id>
1.12.2
2022-11-23T12:53:467Z
file

false

%

b. {EA% A RRAERRFECHRIRAENEE

[root@mcctb ~]# wvault operator unseal
Unseal Key (will be hidden) :

Key

Seal Type
Initialized
Sealed

Total Shares
Threshold
Unseal Progress
Unseal Nonce
Version
Build Date
Storage Type
HA Enabled

Value

shamir

true

true

5

3

2/3
<unseal key 2 id>
1.12.2
2022-11-23T12:53:46%
file

false

. ERBEZEZRREFREFELHRBAENES
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[root@mcctb ~]# wvault operator unseal

Unseal Key (will be hidden) :

2022-12-15T15:15:00.980+0530 [INFO] core.cluster-listener.tcp:
starting listener: listener address=127.0.0.1:8201
2022-12-15T715:15:00.980+0530 [INFO] core.cluster-listener: serving
cluster requests: cluster listen address=127.0.0.1:8201
2022-12-15T715:15:00.981+0530 [INFO] core: post-unseal setup starting
2022-12-15T15:15:00.981+0530 [INFO] core: loaded wrapping token key
2022-12-15T15:15:00.982+0530 [INFO] core: successfully setup plugin
catalog: plugin-directory=""

2022-12-15T715:15:00.983+0530 [INFO] core: successfully mounted

backend: type=system version="" path=sys/
2022-12-15T715:15:00.984+0530 [INFO] core: successfully mounted
backend: type=identity version="" path=identity/
2022-12-15T715:15:00.984+0530 [INFO] core: successfully mounted
backend: type=cubbyhole version="" path=cubbyhole/
2022-12-15T715:15:00.986+0530 [INFO] core: successfully enabled
credential backend: type=token version="" path=token/ namespace="1ID:
root. Path: "

2022-12-15T15:15:00.986+0530 [INFO] rollback: starting rollback
manager

2022-12-15T715:15:00.987+0530 [INFO] core: restoring leases
2022-12-15T15:15:00.987+0530 [INFO] expiration: lease restore
complete

2022-12-15T715:15:00.987+0530 [INFO] identity: entities restored
2022-12-15T15:15:00.987+0530 [INFO] identity: groups restored
2022-12-15T15:15:00.988+0530 [INFO] core: usage gauge collection is
disabled

2022-12-15T15:15:00.989+0530 [INFO] <core: post-unseal setup complete
2022-12-15T15:15:00.989+0530 [INFO] core: vault is unsealed

Key Value

Seal Type shamir
Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:46%
Storage Type file

Cluster Name vault-cluster
Cluster ID <cluster id>
HA Enabled false

12. FERVaultZHARRE AR o
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[root@mcctb ~]# vault status

Key Value

Seal Type shamir
Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:46%
Storage Type file

Cluster Name vault-cluster
Cluster ID <cluster id>
HA Enabled false

13. ¥ Vault BRF5 2 TE 7 BT RFRLE) o

a. MITTHEL | cd /etc/systemd/system

[root@mcctb ~]# cd /etc/systemd/system

b. BY [root@mcctb system] ¥&rm » BRMHIT T E <L LURIL Vault FRISIES ©

# cat > vault.service << EOF
[Unit]
Description=Vault Service

After=mariadb.service

[Service]

Type=forking

ExecStart=/usr/bin/vault server -config /root/config.hcl &
Restart=on-failure

[Install]

WantedBy=multi-user.target
EOF

C. $ITFFE<S | systemctl daemon-reload

[root@mcctb system]# systemctl daemon-reload

d. $ITTFIHS . systemctl enable vault.service



[root@mcctb system]# systemctl enable vault.service
Created symlink /etc/systemd/system/multi-
user.target.wants/vault.service — /etc/systemd/system/vault.service.

(D Z#MetroCluster SEESITiebreakerf » RA G IEFEALLINGE - MR TR EL T
HVaultty 574 ~ BIBEERRZE N B L EEMetroCluster IER2SEES o

7Z£Red Hat Enterprise Linux 73¢CentOS 7_tZ$MySQL Server 5.5.303 FE ik 4~ 52 5.6.x iR 4

ZaE T AR Tiebreaker#if2 Z Al ~ ABELTE T AR L L EEMySQL Server 5.5.305 EHThR 4 525.6 xhR A ©

1. WrootfE FAE S A E A EfEEIRIZAISUdoEAES DEA ©

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2016 from host.domain.com

2. BMySQLIFFEERMEE TR AR :

[root@mcctb ~]# yum localinstall https://dev.mysqgl.com/get/mysql57-community-release-el6-
11.noarch.rpm’
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Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

Setting up Local Package Process

Examining /var/tmp/yum-root-LLUwOr/mysql-community-release-el6-
5.noarch.rpm: mysgl-community-release-el6-5.noarch

Marking /var/tmp/yum-root-LLUwOr/mysqgl-community-release-el6-
5.noarch.rpm to be installed

Resolving Dependencies

--> Running transaction check

-—--> Package mysgl-community-release.noarch 0:el6-5 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version
Repository

Installing:
mysgl-community-release
noarch el6-5 /mysgl-community-release-el6-
5.noarch 4.3 k
Transaction Summary

Install 1 Package (s)
Total size: 4.3 k
Installed size: 4.3 k

Is this ok [y/N]: y
Downloading Packages:
Running rpm check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : mysgl-community-release-el6-5.noarch
1/1

Verifying : mysqgl-community-release-el6-5.noarch
1/1
Installed:

mysgl-community-release.noarch 0:el6-5
Complete!

3. {ZFEAMySQL 57#77E -



[root@mcctb ~]# yum-config-manager -disablemysql57-community

4. BRFAMySQL 561477 E :

[root@mcctb ~]# yum-config-manager --enable mysql56-community

5. BRFHTFE

[root@mcctb ~J# yum repolist enabled| grep "mysqgl.-community.

mysgl-connectors-community MySQL Connectors Community
21

mysgl-tools-community MySQL Tools Community

35

mysgl56-community MySQL 5.6 Community Server
231

6. ZHMySQLITEE{AIARSS :

38

[root@mcctb ~J# yum install mysqgl-community-server'

Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

This system is not registered to Red Hat Subscription Management. You
can use subscription-manager

to register.

Setting up Install Process

Resolving Dependencies

--> Running transaction check

-—-> Package mysgl-community-libs-compat.x86 64 0:5.6.29-2.el6 will be
obsoleting

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository
Size
Installing:
mysgl-community-client x86 64 5.6.29-2.el6 mysglS6-community
18 M
replacing mysgl.x86 64 5.1.71-1.el6
mysqgl-community-libs x86 64 5.6.29-2.el6 mysglS6-community
1.9 M

replacing mysqgl-libs.x86 64 5.1.71-1.el6



mysgl-community-libs-compat x86 64 5.6.29-2.el6 mysglS6-community
1.6 M

replacing mysgl-libs.x86 64 5.1.71-1.el6
mysqgl-community-server x86 64 5.6.29-2.el6 mysglS6-community
53 M

replacing mysgl-server.x86 64 5.1.71-1.el6
Installing for dependencies:
mysgl-community-common x86 64 5.6.29-2.el6 mysglb6-community
308 k

Transaction Summary

Install 5 Package (s)
Total download size: 74 M
Is this ok [y/N]: y

Downloading Packages:

(1/5) : mysgl-community-client-5.6.29-2.e16.x86 64.rpm | 18 MB
00:28
(2/5) : mysgl-community-common-5.6.29-2.el16.x86 64.rpm | 308 kB
00:01
(3/5) : mysgl-community-1libs-5.6.29-2.el16.x86 64.rpm | 1.9 MB
00:05
(4/5) : mysgl-community-libs-compat-5.6.29-2.e16.x86 64.rpm | 1.6 MB
00:05
(5/5): mysgl-community-server-5.6.29-2.e16.x86 64.rpm | 53 MB
03:42
Total 289 kB/s | 74 MB
04:24

warning: rpmts HdrFromFdno: Header V3 DSA/SHAl Signature, key ID
<key id> NOKEY
Retrieving key from file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl
Importing GPG key O0x5072E1F5:

Userid : MySQL Release Engineering <mysgl-build@oss.oracle.com>
Package: mysgl-community-release-el6-5.noarch

(@/mysgl-community-release-el6-5.noarch)

From : file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl

Is this ok [y/N]: y
Running rpm check debug
Running Transaction Test

Transaction Test Succeeded
Running Transaction
Installing : mysgl-community-common-5.6.29-2.e16.x86 64

....0utput truncated....



1.e16.x86 64

7/8
Verifying : mysqgl-5.1.71-1.e16.x86 64

8/8

Installed:
mysgl-community-client.x86 64 0:5.6.29-2.el6
mysqgl-community-libs.x86 64 0:5.6.29-2.el6
mysgl-community-libs-compat.x86 64 0:5.6.29-2.el6
mysgl-community-server.x86 64 0:5.6.29-2.el6

Dependency Installed:
mysqgl-community-common.x86 64 0:5.6.29-2.el6

Replaced:
mysqgl.x86 64 0:5.1.71-1.el6 mysgl-libs.x86 64 0:5.1.71-1.el6
mysgl-server.x86 64 0:5.1.71-1.el6

Complete!

7. EREIMySQL{AIARES :
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Initializing MySQL database: 2016-04-05 19:44:38 0 [Warning] TIMESTAMP
with implicit DEFAULT value is deprecated. Please use
-—explicit defaults for timestamp server option (see documentation
for more details).
2016-04-05 19:44:38 0 [Note] /usr/sbin/mysgld (mysgld 5.6.29)
starting as process 2487
2016-04-05 19:44:38 2487 [Note] InnoDB: Using atomics to ref count
buffer pool pages
2016-04-05 19:44:38 2487 [Note] InnoDB: The InnoDB memory heap is
disabled
....0utput truncated....
2016-04-05 19:44:42 2509 [Note] InnoDB: Shutdown completed; log sequence
number 1625987

PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER!
To do so, start the server, then issue the following commands:

/usr/bin/mysgqladmin -u root password 'new-password'
/usr/bin/mysqladmin -u root -h mcctb password 'new-password'

Alternatively, you can run:
/usr/bin/mysql secure installation

which will also give you the option of removing the test
databases and anonymous user created by default. This is
strongly recommended for production servers.

..... Output truncated.....

WARNING: Default config file /etc/my.cnf exists on the system
This file will be read by default by the MySQL server

If you do not want to use this, either remove it, or use the
-—defaults-file argument to mysgld safe when starting the server

[ OK ]
Starting mysqgld: [ OK ]

soMySQL{AEIARES [ETE AT :

[root@mcctb ~#ARFEMysqLDAREE

mysgld (pid 2739) is running...

ELZE2MMEZERTE -

K

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
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SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MySQL to secure it, we'll need the current
password for the root user. If you've just installed MySQL, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none): <== on default
install
hit enter here

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MySQL
root user without the proper authorization.

Set root password? [Y/n] y
New password:

Re-enter new password:
Password updated successfully!
Reloading privilege tables..

Success!

By default, a MySQL installation has an anonymous user, allowing anyone
to log into MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] y
Success!

Normally, root should only be allowed to connect from 'localhost'.
This

ensures that someone cannot guess at the root password from the
network.

Disallow root login remotely? [Y/n] y

Success!

By default, MySQL comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed

before moving into a production environment.

Remove test database and access to it? [Y/n] y

- Dropping test database...
ERROR 1008 (HYO000) at line 1: Can't drop database 'test';
database doesn't exist



Failed! Not critical, keep moving...
- Removing privileges on test database...
Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n] y
Success!

All done! If you've completed all of the above steps, your MySQL
installation should now be secure.

Thanks for using MySQL!

Cleaning up...

10. EBsEMySQLEA BT IEREE ¢

Enter password: <configured password>

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 17

Server version: 5.6.29 MySQL Community Server (GPL)

Copyright (c) 2000, 2016, Oracle and/or its affiliates. All rights
reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
statement.
mysql>

NRMySQLEAEEEE « BHAFTE Tmysql>) RMWFITER ©

REUFEMySQL B E#hRNEIRE

1EFEZFEEMYSQLIEZ M B BIRENTHAE B BIEY o BIEXMySQLIEE @ 7EMetroCluster RAFEFBIILIT « BEIEH
EREIMySQL © WIERMySQLIZFERHTT ~ HltiebreakerEife FAEE 1T « BEAEME) - thim A THESE

B o

1. BgsEMySQLERI R E S ERA B BRE) !
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[root@mcctb ~]J# systemctl list-unit-filesmysqgld.service

UNIT FILE State

mysqgld.service enabled

YNRMySQLEFIHE AR R BENREE) ~ 552 RIMySQLX 4 ~ IR ZErI B BIRAENTHEE ©

7ZRed Hat Enterprise Linux 8_-%#MariaDBfriR23
SABRE MRS E LR EMariaDBREIARSS ~ A BELEE T F AR tiebreaker#RFs o

FsAZ Al
1SR E M A &4 7B7ERed Hat Enterprise Linux (RHEL) 8_L#4T ©

1. U A root fFREHFISudoERH#EMREMERE -

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

1. Z2#E MariaDB aElAR2S :

[root@mcctb ~J# yum install MariaDB-server.x86_64

[root@mcctb ~]# yum install mariadb-server.x86 64
Loaded plugins: fastestmirror, langpacks

Package Arch Version Repository
Size
Installing:
mariadb-server x86 64 18505:56=2,@l7 base
11 M

Installing for dependencies:

Transaction Summary
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Install 1 Package (+8 Dependent packages)
Upgrade ( 1 Dependent package)

Total download size: 22 M
Is this ok [y/d/N]: y

Downloading packages:

No Presto metadata available for base warning:

/var/cache/yum/x86 64/7/base/packages/mariadb-1libs-5.5.56-

2.el7.x86 64.rpm:

Header V3 RSA/SHA256 Signature,

key ID f4a80eb5: NOKEY] 1.4 MB/s | 3.3 MB 00:00:13 ETA

Public key for mariadb-1libs-5.5.56-2.e17.x86 64.rpm is not installed
(1/10) : mariadb-1ibs-5.5.56-2.e17.x86 64.rpm | 757 kB 00:00:01

(10/10) : perl-Net-Daemon-0.48-5.el7.noarch.rpm| 51 kB 00:00:01

Installed:
mariadb-server.x86 64 1:5.5.56-2.el7

Dependency Installed:

mariadb.x86 64 1:5.5.56-2.el7
perl-Compress—-Raw-Bzip2.x86 64 0:2.061-3.el7
perl-Compress-Raw-Z21ib.x86 64 1:2.061-4.el7
perl-DBD-MySQL.x86 64 0:4.023-5.el7
perl-DBI.x86 64 0:1.627-4.el7
perl-IO0O-Compress.noarch 0:2.061-2.el7
perl-Net-Daemon.noarch 0:0.48-5.el7
perl-P1RPC.nocarch 0:0.2020-14.e17

Dependency Updated:
mariadb-libs.x86 64 1:5.5.56-2.el7
Complete!

2. ExEMariaDB{EARSS :

[root@mcctb ~]# systemcl start MariaDB
3. FEsBMariaDBfRAREZ E XS :

[root@mcctb ~]# systemctliikAEMariaDB



4.

46

K3

[root@mcctb ~]# systemctl status mariadb
mariadb.service - MariaDB database server

Nov 08 21:28:59 mcctb systemd[l]: Starting MariaDB database server...

Nov 08 21:29:01 mcctb systemd[1l]: Started MariaDB database server.

EZEMNBHERE

C) ERFRTEEA root ZHEE SRR HFREZER - AR Enter BEBRTE L2 EMNENER
=
IE °

root@localhost systemd]# mysqgl secure installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current

password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none):
OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.

Set root password? [Y/n] y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MariaDB installation has an anonymous user, allowing
anyone

to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] y
Success!



Normally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] y

Success!
By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.
Remove test database and access to it? [Y/n] y
- Dropping test database...
Success!
- Removing privileges on test database...

Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n]
Success!
Cleaning up...

All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!

E%F MariaDB falfR23HI B BIRIEN R E

T fEZ &Y MariaDB {RIAR25HI B BIRIBNTAE E RN o MNRIGKRFE BENRLENTHAE ~ MetroCluster EEIBHIRA
WIAEHEM - BltiebreakerfRBE G HAEINIT « (BEZEMEAEI MariaDBARTS « thEAEITHREREE o

1. B EEhRREARTS

[root@mcctb ~]# systemctl enable mariadb.service’

2. R ERAMariaDB ~ LU {E7EFRF B EhRED !

[root@mcctb ~]# systemctl list-unit-filesmariadb.service’
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UNIT FILE State

mariadb.service enabled

ZEYHBEREEN
&5 ZB1EMetroCluster 2t HS L IE s FH4RESITirepreaker#ife « A AEEZ#EMetroCluster ZFE4HAE o

FAREETLE
* WIRETFRALEHITONTAP R EMIRENEN -

s IABFERZEOpendDK yum install java-x.x.x-openjdk 8n < ° ¥ #{TTiebreaker 1.4 2Rk
KRR ~ FBHITIRE 8 o Hit#{Ttiebreaker 1.5 EHMARAEH R4 ~ 55H1TOpendDK 17 ~ 188519 o il
FE L FETRjre 1.8.0° (JRES8) o

* f&a] LA#E MetroCluster tiebreaker ZEAIE root FHAE ~ WA BN EIEERRHTT tiebreaker & ~ 12
UREHERE - UKREREEREDE o

1. & MetroCluster Tiebreaker #t82 o |tb&5HI{EF1.50K ©

"NetApp ZIE4HIL"
2. TH MetroCluster Tiebreaker RPM GPG &% .
"NetApp ZIE4HILE"

3. MlrootfEAES DEAEK ©
4. 3237 3F root EAZEM mcctbgrp EHH !
a. #373F root EAELREZE °
T5en < BHI R IR ARIFE root £FHE mcctbuserl !

[root@mcctb ~]# useradd mcctbuserl
[root@mcctb ~]# passwd mcctbuserl
Changing password for user mcctbuserl.
New password:

Retype new password:
passwd: all authentication tokens updated successfully.

b. B % AMEME mcctbgrp -
[root@mcctb ~~]# groupadd mcctbgrp

C. S IIAYIE root EAEFMEE mectbgrp B#4H !
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THELEHIE mcctbuserl & mcctbgrp B¥4H -
[root@mcctb ~]# usermod -a -G mcctbgrp mcctbuserl
5. BRERPMIEER o
832 RPM £RRIBHHIT T FIER
a. T EARPMERE

[root@mcctb ~]# rpm --import MetroCluster Tiebreaker RPM GPG.key

b. B ~ HBEEAERNER -
Ty HERIERN SRS

root@mcctb:~/signing/mcctb-rpms# gpg --show-keys --with-fingerprint
MetroCluster Tiebreaker RPM GPG.key
pub rsa3072 2022-11-17 [SCEA] [expires: 2025-11-16]

65AC 1562 E28A 1497 7BBD 7251 2855 EBO2 3E77 FAES
uid MCCTB-RPM (mcctb RPM production signing)
<mcctb-rpm@netapp.com>

NetApp-MetroCluster-Tiebreaker-Software-1.5-1.x86 64.rpm: digests OK

() cumERyBREELZE  AiERE -
6. [[install-tiebreaker) (&8s F 4Rk Tiebreaker#ifs :

@ W Tiebreaker 1.4RRFHREF ~ (R R BEH 4R E Tiebreaker 1.58x © RN 1B ERRFH 4R ZE Tiebreaker
150
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WiTH &
a. #EENIECEE Java RUABET IR -

[root@mcctb ~]# readlink -f /usr/bin/java
/usr/1lib/jvm/java-19-openjdk-19.0.0.0.36-
2.rolling.el8.x86 64/bin/java

b. HIT TS : rpm -ivh NetApp-MetroCluster-Tiebreaker-Software-1.5-
1.x86 64.rpm
RGBT TAEE ~ R RIIZEE

(D AL EHBHIRRTE « ARG N5 GBI root 8 mcctbgrp B
B



Verifying...
FHAHHHEHHH A AR A H RS EHSH A [100%]
Preparing...
FHAFHHEHFH A A AR EHAE [100%]
Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-
Soft###H#H#HHHHH#SHFHFHHHAHAHSAHEHASE [100%]
Enter the absolute path for Java : /usr/lib/jvm/java-19-openjdk-
19.0.0.0.36-2.rolling.el8.x86 64/bin/java
Verifying if Java exists...
Found Java. Proceeding with the installation.
Enter host user account to use for the installation:
mcctbuserl
User account mcctbuserl found. Proceeding with the installation
Enter database user name:
root
Please enter database password for root
Enter password:
Sealed false
Do you wish to auto unseal vault(y/n)?y
Enter the keyl:
Enter the key2:
Enter the key3:
Success! Uploaded policy: mcctb-policy
Error enabling approle auth: Error making API request.
URL: POST http://127.0.0.1:8200/v1/sys/auth/approle
Code: 400. Errors:
* path is already in use at approle/
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Password updated successfully in the wvault.
Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software
Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-software.service
— /etc/systemd/system/netapp-metrocluster-tiebreaker-
software.service.
Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software

version 1.5.



A

FHRIBAR R
a. B LT HIERRAAOpendDK ~ TIEZ X% F BATAJavahkZs o

@ BEARZETiebreaker 1.5 ~ B ELFEOpenDK 17 ~ 18T 19hR ©

[root@mcctb ~]# readlink -f /usr/bin/java
/usr/lib/jvm/java-19-openjdk-19.0.0.0.36-
2.rolling.el8.x86 64/bin/java

b. HESBVaulthRIFARZ I HIEEHIT . vault status

[root@mcctb ~]# vault status

Key Value

Seal Type shamir
Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:467Z
Storage Type file

Cluster Name vault
Cluster ID <cluster id>
HA Enabled false

C. H#RTiebreakerfips o

[root@mcctb ~]# rpm -Uvh NetApp-MetroCluster-Tiebreaker-Software-
1.5-1.x86_64.rpm

ARG R N AR Ih AR



Verifying...
FHAHHHEHHH A AR A H RS EHSH A [100%]
Preparing...
FHAFHHEHFH A A AR EHAE [100%]
Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-
Soft###H###HHHHHSHFHFHHRAHEHSHHEHEE [ 50%]

Enter the absolute path for Java : /usr/lib/jvm/java-19-openjdk-
19.0.0.0.36-2.rolling.el8.x86 64/bin/java
Verifying if Java exists...
Found Java. Proceeding with the installation.
Enter host user account to use for the installation:
mcctbuserl
User account mcctbuserl found. Proceeding with the installation
Sealed false
Do you wish to auto unseal vault(y/n)?y
Enter the keyl:
Enter the key2:
Enter the key3:
Success! Uploaded policy: mcctb-policy
Error enabling approle auth: Error making API request.
URL: POST http://127.0.0.1:8200/v1/sys/auth/approle
Code: 400. Errors:
* path is already in use at approle/
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Enter database user name : root
Please enter database password for root
Enter password:
Password updated successfully in the database.
Password updated successfully in the vault.
Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software
Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software to
version 1.5.
Cleaning up / removing...
2 :NetApp-MetroCluster-Tiebreaker-
Soft###H#H#HHHHHSHFHFHHRAHEHSEHEHASE [100%]
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YSRATHH A SEERIMySQUIREITS - Bl TiebreakerSXARTIEHEAINEYE < (BWEET NEEE
() B 8 - BEERAURE « CUBER (pm-e) S RIREETiebreakerfii - A%
[EFERIMySQL root RS EH L2 L e Ee o

7. FRRLERER 2R T S EMREIRE AN £ E EIR L A HARISSHER « LUREEX 25 EMetroCluster %X
FrEVEELR o

HERAE N
"NetAppZiE"

H4RIEEEIT tiebreaker E51R 2309 14

I REE B FHARIETEHIT tiebreaker EatH 28R 1 o

1. fRISZEEE tiebreaker ERES .

rpm —-e NetApp-MetroCluster-Tiebreaker-Software

2. FHARFE o MNFBHAEN ~ AR EMEXERA XK
3. L tiebreaker ERRE o

BB S ERITE LR tiebreaker "Z4ETiebreakerfifg" o

B ETiebreakerdi iz

$E T Tiebreaker#RfE 2 & ~ IKAIAFMIE FHE2hMetroCluster {EfAThRABINHAERE ~ 2
i Tiebreaker#R A8 P& FRIZ LEARRS ©

&) Tiebreaker#k#ECLI
L8 TiebreakerfRfig 2 1 ~ IS ARNBIH CLIZRR EEREE ©
1. RRLZEGRHN IR TF TTREICLI
{NetApp-MetroCluster-tiebreer-software-cli)

2. ZRFTHE - F—REEE ~ SAEAZ - ETiebreakerfAEFINERE - EREHELZRIABMABRERE
FREEENEE -

Hri¥MetroCluster IAE
ZHETENetApp MetroCluster Eifi23EE8 2 18 ~ &R —MetroCluster RFTIE EZHI—EINHE ©
1w ZEE EMetroCluster —{E R ZIRAVIRIER L4 TS A2 R INAE ~ ONTAP LRI AEFERHIRTE °

1. {E tiebreakerdp <%/ E (CLI) BE5iZE23addin< AK#TiEMetroCluster #){4H4HRE o
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MREERANREH LTS AL ARTEMALE (FQDN) -
THEBHIRRTREREARMER

NetApp MetroCluster Tiebreaker :> monitor add wizard
Enter monitor Name: cluster A

Enter Cluster IP Address: 10.222.196.130

Enter Cluster Username: admin

Enter Cluster Password:

Enter Peer Cluster IP Address: 10.222.196.40

Enter Peer Cluster Username: admin

Enter Peer Cluster Password:

Successfully added monitor to NetApp MetroCluster Tiebreaker software.

2. {EAMetroCluster tiebreaker CLI "monitorer show -STATUS"#p % ~ 2B IEFEFTIE LEIHAE ©

NetApp MetroCluster Tiebreaker :> monitor show -status

3. (FREMR SR MABMEIRRET « UEEEARILSHIEER BB
EsirEEIEoh-B R BRI R - R E HiH)

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name 8pack

-observer-mode false

Warning: If you are turning observer-mode to false, make sure to review

the 'risks and limitations'

as described in the MetroCluster Tiebreaker installation and
configuration.

Are you sure you want to enable automatic switchover capability for
monitor "8pack"? [Y/N]: y

HEREER
"TEMetroCluster {EF R 1E R ERESITirepreakerty & fRF1FR H1"

{E2ZMetroCluster EfEL2S4HRERY TS
&AL FEMetroCluster B EE T8 E RMEUEIIAERVAERE ©

Tiebreaker CLIESIZMEen <RI & A FYME—EIERER o &R LUEAEE#Eshow -STATUSH S ARFEETELTE o

EIE ZRER
B PR Z 42 FBMetroCluster
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-enableB5i% EXFBFN{Z B MetroCluster BS3ZIhAEE

sl 2 AR EEREILEHIER - AETISSE S HRRrEARE (UM AE
) MetroCluster

BmaEEL BRERN (true) EIRMEIFINE - FEEMGREXBEREETIN - R L
R () S7Eih e 38E KRR -

* "Tiebreaker#R B2 4N A& Al k & B FE"
* "fEMetroCluster fEFIH#E NP BESITirepreakerf /& B H1 R 5"

THIEH S E AR EFSHARE

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name cluster A
-silent-period 15

Successfully modified monitor in NetApp MetroCluster Tiebreaker
software.

tiebreaker CLIEY Tdebugl @< AIFAZREEDIFES o

[Tk =R

{ETEAREE BETESEIETUAVARAS
R 1S s ERaYassE
{ZH1EE SR HAEEER

E#\1Ttiebreaker 1.4 ERIRASHIZREZT - tiebreaker CLI update-mcctb-password @ A BN EMERE
ZHE o IbEs S B ftiebreaker 1.5 B AR A HiBRE o

i st FA
update-mcctb-password EHEEBZEEKRINERR

F2B&MetroCluster ZB 4R RE
EMetroCluster {E 8B EEMetroCluster EEFEEEAHRERF « D] AR PRIETEHETER 23 BN AR Ea i RYIE BB 4HRE
1. {&Etiebreaker CLI "monitor" remove"&p < 2R FEMetroCluster %488t o

ETF5EGR « THRE o) FREEHBIE !
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NetApp MetroCluster Tiebreaker

Successfully removed monitor from NetApp MetroCluster Tiebreaker

software.

2. {fEAtiebreaker CLI "monitorer show -STATUS"#% ~ FEsEMetroCluster B IEFETSIRZ4HAE ©

NetApp MetroCluster Tiebreaker :> monitor show -status

TE N 2SN RS AUSNMPES TE

EE B SNMPIEBC Tiebreaker®h BEfE R ~ A ZEZESNMPERE ©

1. {§Btiebreaker CLI snmp config wizard g% UEIEMetroCluster ZHAE ©

®

BRIfEXE—(ESNMPRIEEH -

LUT & 6882 ESNMP V3HISNMPIZURES4HAE « IP{i[1E2410.240.45.66 ~ MafasN 28I A EIZIBEE
162 ° Tiebreakeri iz B B IFBRIXRFE R ITIEERISNMPIEUNES ©

NetApp MetroCluster Tiebreaker :> snmp config wizard

Enter
Enter
Enter
Enter
Enter
Enter

SNMP Version[V1/V3]: v3

SNMP Host: 10.240.45.66

SNMP Port: 162

SNMP V3 Security Name: v3sec
SNMP V3 Authentication password:
SNMP V3 Privacy password:

Engine ID : 8000031504932eff571825192a6f1193b265€24593
Successfully added SNMP properties to NetApp MetroCluster Tiebreaker

software.

®

THEZREVS » AASNMPVIRZE o FREERNHHFRFERBLRM

2. BB R ESNMPHE -

"NMPAERE A"

T5IEEHIEET - Tiebreaker#ifs Al {HiXE rtest SNMPERFEHISNMP :

:> monitor remove -monitor-name cluster A
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NetApp MetroCluster Tiebreaker :> snmp config test
Sending SNMP trap to localhost. Version : V1.
Successfully sent SNMP trap for event TEST SNMP CONFIG
NetApp MetroCluster Tiebreaker :>

BZi=MetroCluster IhEE4RAE

FERECEIIEINAE « sHEHEXL4ANetAppE A T IERISNMPEHFIMEM « LU IR BT {ESE
RUAREE - BREEE S IMIETEF B &L © MetroCluster MetroCluster

5 EAutoSupport IHAE

IR¥EFER ~ AutoSupport TEZ 2 Tiebreaker#if2—iE1%  SiHEE LB FFELNetApp © fZEAutoSupport &R
MK+ ELISET A3 SRAS I ~ MetroCluster (RAIZIFRIBIEHRIIE « ZAHMetroCluster BIEFERTE
BE o

s Z Al

R BRESN B IR F I BER EAUtoSupport AUEEE o

1. fEtiebreaker CLI AutoSupport isfuseds L 1EEC FFI{E—=IE :

eI s5ER

Ny A {F3XAutoSupport —{EH B4 B SR EBFT
RERE R TEProxy AiR2SVEAEE

i BRAB RS fiBRProxy AR 285058

1542 B FAutoSupport THEER B (EE2TERME) ©
=H {2 A AutoSupport BElZE4%0

-show #8RAutoSupport EERIRIEARAE

5 &3 528 AutoSupport BUFA SIS T IHAE ~ AutoSupport WA R 35 T s2ThAERY B A9 :
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NetApp MetroCluster Tiebreaker :> autosupport enable

AutoSupport already enabled.

NetApp MetroCluster Tiebreaker
AutoSupport status

Proxy Server IP Address

Proxy Server Port Number

Proxy Server Username

AutoSupport destination :
https://support.netapp.com/asupprod/post/1.0/postAsup

NetApp MetroCluster Tiebreaker
AutoSupport status

Proxy Server IP Address

Proxy Server Port Number

Proxy Server Username

AutoSupport destination

:> autosupport disable
disabled
10.234.168.79

8090

admin

:> autosupport enable
enabled
10.234.168.79

8090

admin

https://support.netapp. com/asupprod/post/l 0/postAsup

NetApp MetroCluster Tiebreaker

AutoSupport transmission

Proxy Server IP Address

Proxy Server Port Number

Proxy Server Username

AutoSupport destination

:> autosupport invoke
success
10.234.168.79

8090

admin

https://support.netapp. com/asupprod/post/l 0/postAsup

LUT &6 88mAutoSupport AR IPAIEFERBESES « BiEEREAIProxyRIIRESEITRVAFREERE ©

NetApp MetroCluster Tiebreaker

Enter Proxy
Enter Proxy
Enter Proxy
Enter Proxy
Autosupport

Server
Server
Server

Server

IP address
port number
Username

Password

:> autosupport configure wizard
10.234.168.79
8090
admin
123abc

configuration updated successfully.

LU R & 8ERAutoSupport IBR—ETRG

NetApp MetroCluster Tiebreaker

:> autosupport delete configuration

Autosupport configuration deleted successfully.
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SNMPE 454

NetApp MetroCluster FINetAppEE i (& K BR 23 ERBS [ FH SNMPER FE S E AN 1T B AHE 1 o BLEFEM ENetApp mibfE
EHN—ZD - BEEHEE I TIIEN  FBHATE « BREY - LEBR - REBEEMAR -

EHaiE EEEHEER FEBH SR
R EARTIBIOSAHAEMetroCluster EHE A EIESTRLE XS0 B K8 - EMEZEES 25000
MetroCluster HOLEARRE R4S o

AR ERENE MetroCluster EERFEES ~ WIEEAERIIHP—EEE - 25001

SEmERERZI K #MetroCluster BRI EESREFRAZILSHIE - RIER SEXE 25002

o
BEBHEECBNFIEEEAERT HEEEEMERELTELE - EmEHEEZRAFF  25005.
R o BRI ORI - MEEEEARILEHT o
SNMPBIER 28 PG RERTUBITSNMPARAS Al 6p < SRl SNMPAERE o 25006

RETEE R FERBVARRR
S R] LARB R BEZ ¥ MetroCluster AUBEBEHRAS « IUFIBIT—EIIAE o

SER
1. {E A tiebreaker CLIE51ZE2Sshowdn % ~ WUMetroCluster FH{F—EIERE T TENERUARAS ¢

=3 SR A

-5 iR REMIEE B 2 R TBAVAR RS

BiER R BTRRZ 108 EREZEE LRITHEIZ(EE

mEtEr REBETE EEERNR T BN

AREE BETIEE#EMARAEER | * MetroCluster tLINAERTAER E 10 $EHY

IR FEI 2R I BREEUMEIE SR S RE ~ IEIRRIRF(FERITTRGIREE ©

TR RESRESRE (cluster) FEE (cluster) BEELFKRRYTF
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NetApp MetroCluster Tiebreaker:> monitor show -status
MetroCluster: cluster A
Disaster: false
Monitor State: Normal
Observer Mode: true
Silent Period: 15
Override Vetoes: false
Cluster: cluster Ba (UUID:4d9ccf24-080f-11e4-9df2-00a098168e7c)
Reachable: true
All-Links-Severed: FALSE
Node: mccb5-al (UUID:78b44707-0809-11e4-9bel-e50dab9%e83el)
Reachable: true
All-Links-Severed: FALSE
State: normal
Node: mcc5-a2 (UUID:9%9a8b1059-0809-11e4-9f5e-8d97cdec7102)
Reachable: true
All-Links-Severed: FALSE
State: normal
Cluster: cluster B(UUID:70dacd3b-0823-11e4-a7b9-00a0981693c4)
Reachable: true
All-Links-Severed: FALSE
Node: mccb5-bl (UUID:961fce7d-081d-11e4-9ebf-2£295df8fcb3)
Reachable: true
All-Links-Severed: FALSE
State: normal
Node: mcc5-b2 (UUID:9393262d-081d-11e4-80d5-6b30884058dc)
Reachable: true
All-Links-Severed: FALSE
State: normal

TSGR - FRTRIATEEB ERITHLIREE !
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NetApp MetroCluster Tiebreaker:> monitor show -operation-history
MetroCluster: cluster B

[ 2014-09-15 04:48:32.274 ] MetroCluster Monitor is initialized

[ 2014-09-15 04:48:32.278 ] Started Discovery and validation of
MetroCluster Setup

[ 2014-09-15 04:48:35.078 ] Discovery and validation of MetroCluster
Setup succeeded. Started monitoring.

[ 2014-09-15 04:48:35.246 ] NetApp MetroCluster Tiebreaker software is
able to reach cluster "mccbha"

[ 2014-09-15 04:48:35.256 ] NetApp MetroCluster Tiebreaker software is
able to reach cluster "mcc5b"

[ 2014-09-15 04:48:35.298 ] Link to remote DR cluster is up for cluster
"mcch5a"

[ 2014-09-15 04:48:35.308 ] Link to remote DR cluster is up for cluster
"mcc5b"

BE;~MetroCluster ) 4BREE AT

IERILA7EMetroCluster Tiebreaker® R Be R RE/RFTA HITIERS BV RE 23 R ABAN P

1. {FFBtiebreaker CLI4EAEshowdr < 2R EERMetroCluster B REIYIME4ERERIE R ©

T EEfIBERSERERE (cluster) FEE (cluster) NEH :

MetroCluster: North America
Monitor Enabled: true
ClusterA name: cluster A
ClusterA IpAddress: 10.222.196.130
ClusterB name: cluster B
ClusterB IpAddress: 10.222.196.140

IEERIUIRENESS

@A) Wik tiebreakerZRBE A B BSIRREHF EIRENESE ~ UMREEZ A -

1. {§5Ftiebreaker CLIE&#ZEdump -STATUS# % ~ B3I —EEENHEEE « :RBAFFE MetroCluster BIBEEINAE o

T5 & 5I8E R ThEE 3L /var/log/NetApp/mcctb/metrocluster-tiebreaker-status. xm{BENHE ZE :
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NetApp MetroCluster Tiebreaker :> monitor dump -status
MetroCluster Tiebreaker status successfully dumped in file
/var/log/netapp/mcctb/metrocluster-tiebreaker-status.xml

£MetroCluster {E 1R P {EFHESITirepreakerty /& FE#0 R %l

ERIRLL & HPERE B8t « MetroCluster TEREATIEHERES o HEEI AT AR
EHBIONTAP/FAS B EJHATHAE ©

E1&7EMetroCluster {ERPRINPEFE R RELNR S « T BMEERSEGEREREK !

© BEUAEREEMSKRME - SELL S ERERSRERE A S B P IR IR (HARTS - BRIERISA TR - —(EIAERY
PEH SRR B AL B HE ~ MetroCluster MEetilfi% 258RENH - TEILEREEERBRZE « RERSE
iR ERVERREER

BRI SNESRREN AR « g EETR - WRTTAggregate BFRED ZRIEEYA « BIFEE

* EITUIAE - FREERFERERE

* REFIERISRAIEER IR (NVVRAMEINVMEM ~ BT EHEME) FEENESIERHILE LHER
K& (DR) S1ERBMH -

* MRFEHSERREFRE - AP EBESHEREETIRER EZ - PEBNMEESK -

IEEIRE R BRI RIR K MZES o HitMetroCluster TEYERFIER NMERZSE MFTE R AEMTE
©) = NetAppliUTRLE « MR EREMBHIRS - /7ieMetoCluser (FRERIESR (RIS

B W & Sk MetroCluster
K| B 2 {E 438 B4 TE ARFS4E1T48EN © MetroCluster

TR G KSR BB FFHIEIZIR

IR /ARTS KR =[=§p:ul B8

443/ TCP Tiebreaker HEPR AR RR IE7Ef#3%AutoSupport —
B4 NetApp

22/7CP BEEH Tiebreaker Tiebreaker &2

443/ TCP Tiebreaker HEEEERD FEBHTTP (SSL) fR:ELA
=ENENZZ

22/TCP Tiebreaker EETES S FASSHIRE M E LB
ik
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443 | TCP Tiebreaker ERELEIRA R

22/TCP Tiebreaker ERELESIBA A R
162/udp Tiebreaker SNMPEZFE 1%
ICMP (ping) Tiebreaker EEEES S

ICMP (ping) Tiebreaker L EIEL SR

EHs0iEiEMetroCluster ~ ERANIRERE

FBHTTP (SSL) {R:EH
EERENZ R

FiEBSSHIRE LA RIRLAVAE
AMZE

AR EEERBHISNMP

B

BEEEIPEE I EL

SR E A MetroCluster I ETRASHAEBTHIFT GBI F3TEE -

Tiebreaker®RBEH# 1T F5SHE :
s ERIE A

* (RRIEE RS « HthlrikasEiEsssiMetroCluster 1&[RIENE 25 EASAERARVARRE

* (&RISSHIEARF A EmELR
* ¥EZEMetroCluster FREERBVZARE

BEHFG U TR CCERES e ET -
Rr I BUEC BREE 14 /e B B AR TAE IDIRAE

2022-09-07 06:14:30,797 INFO [MCCTBCommandServer-16]

[SslSupport]

Successfully initiated SSL context. Protocol used is TLSv1.3.

2022-09-07 06:14:34,137 INFO [MCCTBCommandServer-16]
Successfully read MCCTB database.

2022-09-07 06:14:34,137 INFO [MCCTBCommandServer-16]
[ConfigurationMonitor] Debug mode disabled.

IR FTF B E A B &
BT LUR A BEMetroCluster #2785 FATHAERVARREES TE B4R o

A5 & EEFIMetroCluster

Hifl ES=i
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"& Al sxEMetroCluster" - FiAMetroCluster 20

"NetApp$z iR 54375 : NetApp MetroCluster
B (ONTAP EAHNetAppBIE:A) 9.3"

RN B EAHREFIRERV R T 42 B MetroCluster ©
* RIEBFHEMUIEMetroCluster :

"Fabrickf{liMetroCluster FyZz4EEA4H BE" * ZoiEKIMetroCluster FYZ24E
* YRAEMRAR
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