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52 € MetroCluster EFREIPACHAZS

2 FBroadcom IPATHa23

184788 € Broadcom IPAZ3SEAFEE B E M & imMetroCluster BYEFREIPELR o

() comsETABRTREEMNR (6(8100-CBEHEER)

* {C{EREEIB53F154142440-Gbpsl100-Gbps MetroCluster fJZ3E o
 ISFERNTE A A #E EMMetroCluster THAER /M E SIS EE1E1849 - 52 o

#Broadcom IP3X A28 E L AR MRTERE
EREFR IS ISR A FIRCFs Z A ~ {E4ZBBRBroadcom3Z i3 E M I TR ALHRE o

RAMNEIETE
* f&p4ZB7EMetroCluster FEIRFIEIPAHRAEAYIPACHARS IS LEPER o

* BUAERFY EEQEREIMES -
* ETFEEREEMKAVAER

TER
1. BEARAGSIETTET (#) : lenable]

(IP switch A 1)> enable
(IP_switch A 1) #
2. BIRRRENAERR M A PR IR IR
a. JBFRRIENAERS
leraseRIENAHRE

(IP_switch A 1) #erase startup-config

Are you sure you want to clear the configuration?
(IP_switch A 1) #

IEar @A BFRIENE o
b. FERRIENE

Mo set clibanner]



(IP_switch A 1) #configure
(IP_switch A 1) (Config) # no set clibanner
(IP_switch A 1) (Config) #

3. EFERENACHARS ¢ (ip_switch_a_1) #reboot

Are you sure you would like to reset the system? (y/n) y

MRAREENHAMRBZAHAHESERFFAFFHNEENER  FERS -

©

4. ERPUAREMBA - ABBARMES -

FAfEAER Tadming ~ RREZN - SEGETRELITFIIRRET :

(Routing) >

o. BELIRS RN TFIT -

TERFE.

Routing)> enable
(Routing) #

6. BB ERBEANERSD [H)
"EIREERE

(Routing) #serviceport protocol none
Changing protocol mode will reset ip configuration.
Are you sure you want to continue? (y/n) vy

(Routing) #

7. RIP{IUHHETRAGARTS IR
lerviceport ip ip-addressnetaskgateway |

LUF 488 RIP{E 110.10.10.101 BYARFEERRIE - F4EKA 255 - 255 - 255 -0 ~ @EA 110
- 10 - 10

(Routing) #serviceport ip 10.10.10.10 255.255.255.0 10.10.10.1



8. MESRARFSEIZIRE EIEHE ¢
'How ServicePort]

TrSEHERTERRERE « BEfSIKIERAYMUE

(Routing) #show serviceport

Interface Status.. ...ttt eenennn. Up

TP AdAre S S et ittt ittt et eeeeeeeneeeeneeeeeneenas 10.10.10.10
Subnet Mask. ... .ttt e e e e 255.255.255.0
Default Gateway .« oo oo e ittt eeeeeeeeeeeneeenens 10.10.10.1
IPv6 Administrative Mode.......oiiiiiieeeennnnn. Enabled

IPVO Prefix 18 v ii ittt ittt teteteeeaeaenns
fe80::dac4:97ff:fe56:87d7/64

IPv6 Default ROULET ...ttt ittt it e iieeeennns fe80::222:bdff:fef8:19ff
Configured IPv4 Protocol.......c.uiiiiinnnnn.. None

Configured IPv6 Protocol.........euiiiuiunennnn.. None

IPv6 AutoConfig Mode. ...ttt teneeeennennn Disabled

Burned In MAC AddreSS ...t eneeeeeeeeennn D8:C4:97:56:87:D7

(Routing) #

0. MNAHRE « FARESSHREARSS °

@ RCFIZEEZATenetEHIGE - MNRERFRESSHEARES « BIRBE(ER TS ERRERF
faizes o

a. EAERSASE o

(Routing) #configure
(Routing) (Config) #crypto key generate rsa

b. E4DSALE (£R)

(Routing) #configure
(Routing) (Config) #crypto key generate dsa

C. MREMEABRFIPSHEBHRAHIEFOS ~ FEELECDSASE - THEHAIGRIREA2560IEH c BN
{67256 ~ 3845521 °

(Routing) #configure
(Routing) (Config) #crypto key generate ecdsa 256



d. RYFSSHIAIARSS °
MENE - FERHERAR °

(Routing) (Config)#end
(Routing) #ip ssh server enable

O mrewesrs AMTEEEROERLE o

10. NEHRE « FAREMFHM L BEMRES :

AN ]
axX AE

WTEMERTR NPAEEL M NPRBMERS) &< !

(Routing) # configure

(Routing) (Config)#ip domain name lab.netapp.com
(Routing) (Config)#ip name server 10.99.99.1 10.99.99.
(Routing) (Config)#exit

(Routing) (Config)#

N MERE « AREFEMEREESL (SNTP) o

MUTERFIZETR Tshntp) &< ~ IEESNTPREIARZZHIIPIULFIEEHEFFE o
(Routing) #
(Routing) (Config) #sntp client mode unicast
(Routing) (Config)#sntp server 10.99.99.5
(Routing) (Config)#clock timezone -7
(Routing) (Config)#exit
(Routing) (Config) #

E75 EFOS 3.10.0.3 IR EHARAS ~ ;AR ntp 2 ~ WTFIIEHIFFR -



> (Config)# ntp ?

authenticate Enables NTP authentication.

authentication-key Configure NTP authentication key.

broadcast Enables NTP broadcast mode.

broadcastdelay Configure NTP broadcast delay in microseconds.
server Configure NTP server.

source-interface Configure the NTP source-interface.
trusted-key Configure NTP authentication key number for
trusted time source.

vrf Configure the NTP VRF.

> (Config)# ntp server ?

ip-address|ipv6-address|hostname
hostname.

>(Config)# ntp server 10.99.99.5

12. RERIERATE
M2 8ip_switch_a_1]

RSN GRS

(Routing) # hostname IP switch A 1

(IP switch A 1) #

13. {#7F4ERE -
R ARIERE

TCEWEIERLTAI AR R Mg

Enter a valid IPv4/IPv6 address or



(IP_switch A 1) #write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully .

Configuration Saved!

(IP_switch A 1) #

14. FHEfh=1{EMetroCluster 333125 F T FIFER - LUEITREIPAEASSRTE ©

T H Z4EBroadcom 323 EFOS &L
A B RIS EE R IEZENRCFIEZE T & ZIMetroCluster F{E3ZHA2S « FEIFHAEWIPARAE o

REFEIET(E
LT fEwsZB7EMetroCluster EE3RX 23 L FEMTT ~ BN EIRAEIPARRE o

AR NYEIR

* #EFOS 3.4 x xFHRZEEFOS 3.7 x xS BHTARASEF ~ IREFUBAHITEFOS 3.4.4.6 (HEHTHRA3.4.x.x
) ° WNRICHIT Z AIBIRRAS ~ BRI TIRBTHREEFOS 3.4.4.6 (HEHMARA34.xx) ~ AR
FHRZEEFOS 3.7 x xS BHThR S

* EFOS 3.4 .x.x#3.7 x xS\ EFThRASHVABREAR[E] o BEEAFEFOSARANES. 4 x XE T 3.7 x. XK EHMhRZS
WA EHEE A3 7 xxHEHARE « KBRS ERAFRMBTERE - TERHEEFOSIRASHIRCFIEZ
(BH) - WIEFEEFAFYFEREIZBEFN

* /EFOS 3.7 x.xE ER#ThR A ~ HFHRM AT SFIPSIRERMRA « URFTSFIPSIRERMRES 1
FFFIPSIEERINR AT EFIPSIHERINRAE - SERRRENDER « R2Z7572A ° iSEFOSTEIFFIPSIEERY
MRAEELFIPSIEBBIRE « RZTFA « ERINBERAERARE - WEFFEBZBFIIEER
BIRIRIFEY ©

1. £ Tshow FIPS STATUS] ST RMEFOSHRAR B AFIPSIZED AT S FIPSIZEE o 72 15! 2|
F~ Tip_switch_a_11 fEFRFIPSHEAREFOS ~ M lip_switch_a_ 2] {FEAMIIEFIPSIEBRIEFOS

L3l



IP switch A 1 #show fips status
System running in FIPS mode

IP switch A 1 #

#if2

IP switch A 2 #show fips status

A

% Invalid input detected at "~  marker.
IP switch A 2 #
2. BFERTRFHEICA BB/ E
Ed52 B R1BEFOSHRZS 2 FEFOSHRZS =P ER
=M@ (JE) FIPSHEBRR 3.4.x.X 3.4.x.x FERB A1
A7 BFHAREFOSHY L B BYEFOSBAER) E{REE4H
REEAIZEE AN
3.4.4.6 (SEHHR BT XXWEMREARRFT  FEEBEIFAMREFOS o 3.7 xxWEHAREFRF
Z53.4.x.x) BFIPSIZ®E BRIRBRERARMETER SFIPSIZZE
& « WEFEFOS 3.7.x.x
o FHARABIRCFIEZE
3.4.4.6 (HEHHK ERAEIRREFOS o 3.7 X XKEIFIRAERTF
Z53.4.x.x) BB ERARMETER SFIPSIZZE
{& ~ EFEFOS 3.4.x.x
BIRCF1E2E
RS A1 3.7 x. xS B AR AT 3.7 x xS EFHRASFT ERAG R
HEFOSHif&R - R EfR HFIPSIZAEE BFIPSIZZE RFIEFOSH& - A ER
AR RS LIS AT ERARRC LIS N
RFIPSIEBEFOSHRASH ARISFIPSIZEE HEFIPSIZE® ER E2ZEEFOSH:
ERE TR AT BR & o ATIABARENIZIEE
AREEEK -

° FE1 I R E T HEIBMORE O EE « LIFHREFOSHPER
° 73752 . fEFIONIE OSZERFHAREFOSRI D B



THERRERRE T ERE DRI D EIE ~ UHAAREFOSHIFP B
OB EMEEFOShRZS B RAE R FIPSEM{EEFOShRZS 5 FF S FIPSIZZERS « I8 A BERHIT FHIFER o

() ORSEESHAFPSEE  MR—ERATTEFIPSTE « SNERELESHE -

1. BERHABSEREEIE BB ATHAS ¢ M4EBUsftp | //user@50.50.50.50 /3 HARSERBE/EFOS-3.4.6.stkiE 15

TEILEEHIF ~ EFOS -3.4.6 stk{FERMIEREUSFTPRMRSEREBR D EIE - E12350.50.50 - [THE
EATFTP/SFTPEARSMIPAIIE « URBELENRCFIEREHE o

(IP_switch A 1) #copy sftp://user@50.50.50.50/switchsoftware/efos-
3.4.4.6.stk backup
Remote Password :* X * X xxxxxkkkx

MO e i it i et e e et e e e e e e ettt SFTP

SEeL SerVETY TP . .ttt it it ittt et etenesonenesenanass 50.50.50.50

= ol o /switchsoftware/
Filename. @ vttt e ittt eeeeneeeeeneeeeoneeneans efos-3.4.4.6.stk
Data Ty P . ettt ettt et ettt ettt eeeeanenaenns Code

Destination Filename. .......uoueteeeeeeeennennns backup

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the
duration of the transfer. Please wait...
SFTP Code transfer starting...

File transfer operation completed successfully.

(IP_switch A 1) #

2. ER—TEHAREMNEE « RSB RERRAERD D EIERE
el vl

(IP_switch A 1) #boot system backup
Activating image backup ..

(IP_switch A 1) #

3. FESDATEVFIBRRTE T — R R G R ARAS



Mn{alEXEhbootvar

(IP_switch A 1) #show bootvar
Image Descriptions
active

backup

Images currently available on Flash

unit active backup current-active next-active

(IP switch A 1) #

4. fEFAERS
RAGCIERE
(IP_switch A 1) #write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Configuration Saved!

(IP switch A 1) #

o. ERTRIENIALS
||§§‘§u

(IP_switch A 1) #reload

Are you sure you would like to reset the system? (y/n) y



6. ERFINIRBIFN

@ ER DEUIBERT ~ IRSIATRER AR o S5MKER (FFIONIE OSZEERFAREFOSHIZER UE
SESTRRR o

7. INRIGHFITHABRIEEFOS 3.4 x XEER/EFOS 3.7 xxHRZ « iFEIE TFIMERZFREMERMNAERE (RCF
)

a. #Broadcom IPR I E X AR HTERE
b. F& I %% Broadcom RCFg2
8. (EFFREIPARAEVEER = EIPR e L &8 il B¥MetroCluster ©
{EFHONIE OSZ 4R AAREFOSHI S B

R EP—EEFOSIRAFT SFIPSIZE « M5B —{EAEFOSKRASATTEFIPSIZAEE « &R LIIT YL ER o BLESER
AARTER MRS AR  EONIEZEEIEFIPSTHFIPSHARIEFOS 3.7 x xMR{& ©

1. BRI EONIEREER o

TEFItEERRE ~ ET Y EEMIRE « 553EHONIE :

| EFOS
| *ONIE
|

Y TONIE) 218 ~ XIS G AL FFIEIR

10



| *ONIE: Install OS
| ONIE: Rescue

| ONIE: Uninstall OS

| ONIE: Update ONIE

| ONIE: Embed ONIE

| DIAG: Diagnostic Mode
| DIAG: Burn-In Mode
|

|

|

|

|

IR ~ SRR SRIEAONIERZEER o
2. (FILONIERRUREZ AN E
HIRTHEE « #TF<enter> L IAHONIEEHES !
Please press Enter to activate this console. Info: eth0O: Checking

link... up.
ONIE:/ #

(D oNEFmgeRs  ASHEIEDIEES o

Stop the ONIE discovery

ONIE:/ # onie-discovery-stop
discover: installer mode detected.
Stopping: discover... done.

ONIE:/ #

3. BEZKMBNE ~ FA%BER TifconfigethO <ipaddress> netmask> upJ #0 lroute add default gW
<gatewayAddress>] FriZE&H

ONIE:/ # ifconfig eth0O 10.10.10.10 netmask 255.255.255.0 up
ONIE:/ # route add default gw 10.10.10.1

4. HESDELHONIEZ SKIERAFEIRAS A&



ONIE:/ # ping 50.50.50.50

PING 50.50.50.50 (50.50.50.50): 56 data bytes

64 bytes from 50.50.50.50: seg=0 ttl=255 time=0.429 ms
64 bytes from 50.50.50.50: seg=1 ttl=255 time=0.595 ms
64 bytes from 50.50.50.50: seg=2 ttl=255 time=0.369 ms

~C
-—-- 50.50.50.50 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.369/0.464/0.595 ms

ONIE:/ #

o. RERHIIAERIAES

ONIE:/ # onie-nos-install http:// 50.50.50.50/Software/onie-installer-

x86 64
discover: installer mode detected.
Stopping: discover... done.

Info: Fetching http:// 50.50.50.50/Software/onie-installer-3.7.0.4
Connecting to 50.50.50.50 (50.50.50.50:80)

installer loo% |*******************************| 48841k
0:00:00 ETA

ONIE: Executing installer: http:// 50.50.50.50/Software/onie-installer—
3.7.0.4

Verifying image checksum ... OK.

Preparing image archive ... OK.

RS ERE « AR BMAEN IR - ERIRBIERENFAEEMNIIEFOSHRE

6. FEREREMHIIRINEE

I'show bootvar]

(Routing) #show bootvar

Image Descriptions

active

backup

Images currently available on Flash

unit active backup current-active next-active
1 3.7.0.4 3.7.0.4 3.7.0.4 3.7.0.4
(Routing) #

12



7. SERLREE

B ERERBAEIIER TEMRE « AR ERAFEMRIERE ° SAKRE T M Xl e mEREF R
RERIRE AR ELEHRRCFIEE :

I

a. RESIABELRRTE © BHERBIRAKEIMIRE © RiBroadcom IPAZHER B AR HTER(E
b. E#ITWEFRRCFEEE ~ WPt T &L Z4Broadcom RCFIEZEE

T# I Z4EBroadcom RCF1E2E

BB R BSRCFIEZE T #2282 MetroCluster Z{E3THA8S « MUAHR B ILINBERI /T EIPAEAE -

RG22 Al
I TEREEZZEMENS ~ GIMIFTP ~ TFTP ~ SFTP3scp o AF1EZRER BT ©

RN EETE
ELE S B AE E H{TMetroCluster R R {EFRFEIPAERERYIPAT AR | o

HEMERCFHEZE  MetroCluster SE{EZE 7 5 ¥ FEMN EEIPAA RSP A M{E R #8S o MBS HFTE AR
%%*F%gzﬁﬁﬁIEEEE’JRCF*mm °

it RCFig%

ip_switch_a_1. v1.32_Switch-A1.ixt
ip_switch_a 2 v1.32_Switch-A2.txt
IPZX#ags B 1 v1.32_Switch-B1.txt
IPRHAags B_2 v1.32_Switch-B2.txt

@ EFOS 3.4.4 6hRZ FH#TARA3.4 x. xHIRCFIE R R A< EAEFOShRZS3.7.0.4R[F) o RN ZEHERE B &t
RIS HITHIEFOShRZASZ I IEFERIRCFHEZE

EFOShiZs RCF#gZehR 4
3.4.x.X v1.3x ~ v1.4x
3.7.x.X Vv2.X

TER

1. B4 Broadcom RCFt&ZEMetroCluster LAF) &8P o
a. T & "RcfFileGeneratorfor MetroCluster EfIP"
b. {EFBRCcfFileGeneratorfor MetroCluster EIP « B RHVAHRE EERCFHEEE o

(D)  FRETHEEHRCFHE -

13


https://mysupport.netapp.com/site/tools/tool-eula/rcffilegenerator

2. FERCFIEZAEREITMES ¢

a. ERCFIEZRENTIE—E3THE . Tcopy sftp © /luser@ft-server_ip-address/rcfFiles/switch-specific
rCF/BES-53248 v1.32_Switch-A1.txt nvRAv:script bes-53241_v1.32_switch-a1.scr]

7EUEEEFIF « Bes-53241 v1.32_Switch-al.txt] RCFHEZEZSFTP{EIIRESEELE|AKiI%BootFlash ~ &
&% 150.50.50.501 o EEEFHATFTP/SFTPREIARESHIIPALIIL « UK BEZENIRCFIERLTE o

14



(IP_switch A 1) #copy sftp://user@50.50.50.50/RcfFiles/BES-
53248 v1.32 Switch-Al.txt nvram:script BES-53248 v1.32 Switch-Al.scr

Remote Password:***x**xxkxkxihkx

Lo L SFTP

SeL SerVEer TP . . ittt ittt ettt oeenesonanesannanens 50.50.50.50
= ol o /RcfFiles/
Filename. @ vv ettt i ittt t et e teeeeeneeeeeneenenns BES-

53248 v1.32 Switch-Al.txt

L= it T 7 1 Config Script
Destination Filename. ... ..ot eeeeeeeeeneeenns BES-

53248 v1.32 Switch-Al.scr

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the
duration of the transfer. Please wait...

File transfer operation completed successfully.

Validating configuration script...

config

set clibanner

LRI S b b b S b b b b A b S b 2R b b b I I 2 b b db b b db b SR dh b S b b db b AR b db b R Ib b b Sb b 2b S Ih b db b 2R S b db b db b i

* kkkk kK

* NetApp Reference Configuration File (RCF)

* Switch : BES-53248

The downloaded RCF is validated. Some output is being logged here.

Configuration script validated.
File transfer operation completed successfully.

(IP_switch A 1) #

15



b. RCFIERCHEAIETH
(GeEBE)
(IP_switch A 1) #script list

Configuration Script Name Size (Bytes) Date of Modification

BES-53248 v1.32 Switch-Al.scr 852 2019 01 29 18:41:25

1 configuration script(s) found.
2046 Kbytes free.
(IP switch A 1) #

C. EFIRCFI5<HE :

M328A1 EFB2-53241 v1.32_Switch-A1.scr
(IP_switch A 1) #script apply BES-53248 v1.32 Switch-Al.scr

Are you sure you want to apply the configuration script? (y/n) y

config

set clibanner
LU 2 I b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 4

kAhkKkkhkkikhkkhkkKkkkK

* NetApp Reference Configuration File (RCF)

* Switch : BES-53248
The downloaded RCF is validated. Some output is being logged here.

Configuration script 'BES-53248 v1.32 Switch-Al.scr' applied.

(IP_switch A 1) #

d. fEfFARRE



FolEE

cieh

=111

BA

(IP_switch A 1) #write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Configuration Saved!

(IP_switch A 1) #

e. EFTRRENACHASS :
u%%u
(IP switch A 1) #reload

Are you sure you would like to reset the system? (y/n) vy

a. HHEM=(EIRIEREE LMD « FHURIEFTHIRCFIERE N EI I RRTIT RS o
3. EME AR
ué%ﬂéu

IP switch A 1# reload

4. 7T Hth={EMetroCluster 3183 FE18 Pt 558 « LUEITREIPARAERE ©
{SFAKRMERM ISL EIiFBEMNEIZIRE

NetApp ZEZEARERR ISL EIZIBERIBEE « LUBSRAUNENRBRERNLET -
1. £/ RCF & ZX=&@:a4AIRER ISL EIZBMEFREE :

(D INRBIRB RN PEERRT « BIGEd < PIaEREREL BRI RCF RIBPIEEN S
BAR o A LUER RCF BAMERRSIHIEZIBATE o

17



BT ISL E R skl
178 < show port alle

MRS ERIRBEFAER
1T < show port-channel allce
2. (SRAREAN ISL EIFRMERIREE o

s RS B EEHRA LBV R ERERRERBBERNIT MG -

(SwtichA 1)> enable

(SwtichA 1)# configure
(SwtichA 1) (Config)# <port name>
(SwtichA 1) (Interface 0/15)# shutdown
(SwtichA 1) (Interface 0/15)# end
(SwtichA 1)# write memory

R ECisco IP3Z1223

B ECisco IP3ZHaZS

R AR TE Cisco IPRIASREA B E B EM & IfMetroCluster FIFFRRIPEAR ©
RAREETE

KEPNRERRF ZRILNRER - EREERTEREM SR TERANRER -

#iCisco IPRXIARER A FEMTERE

TELREFIRCFEZEZAT ~ B AFT/BRRCiscoRX s AR MITEAERE - RGBTSR
ARV ZER M 2 BB LR FRIRCFES » B ERERMRRCFESE « RIFZHITIL
A

BARIEIETIE
* S ZBTEMetroCluster FZ{ERAEIPAHREMIPRR RS L ERELED R
* B EERFY EEGERERIRES
* LETFEERERHERAAER o

1. BB ERAFERTARE

a. JERRIRAMAERE !

18



b. ERE ARG
"EESE

AT ENRAESIEALERREE o TEREERE -« (1R LR TAbort Auto Provisioning and Continue with
%%@%wpMwﬁﬁﬁﬁﬁﬁﬁ%%Eﬁ%E)J%ﬁﬁé\(%@3mh~@%¥@%r%Ju
C. RAHREIFED « ARSI RTE !
- BIETS
" AR
" SRSMNETRAES
- FEREE
* SSHARTS (RSA)

7
G

i

TERGERSIEEZ 18 ~ IR T BRI
d. HIRETES « A EAERBENBBUE AR -
AT SEHIRER R E ST R IR A RAREIFE - AEI ( <) ) SEREEAERNMUE -

-—-—- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:y
**<<<*~k

Enter the password for "admin": password
Confirm the password for "admin": password
-—-——- Basic System Configuration Dialog VDC: 1 —----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus3000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus3000 devices must be registered to receive

entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

TRAIUE TR TRRARELREN « BERHRETE - EERUUMEFEE - ZAREEEISSH with RSA

19



Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : switch-name **<<<**
Continue with Out-of-band (mgmt0O) management configuration?
(yes/no) [yl:
MgmtO IPv4 address : management-IP-address **<I<*x*
MgmtO IPv4 netmask : management-IP-netmask **<<<**
Configure the default gateway? (yes/no) [y]l: y **<<<**
IPv4 address of the default gateway : gateway-IP-address F**<<<**
Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]: y F**<<<**
Type of ssh key you would like to generate (dsa/rsa) [rsal: rsa
**<<<~k*

Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]:
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut)
[noshut] : shut **<<<**
Configure CoPP system profile (strict/moderate/lenient/dense)
[strict]:

>

Au)

RE— ARG TEAERRTE ¢

[%



The following configuration will be applied:
password strength-check
switchname IP switch A 1
vrf context management
ip route 0.0.0.0/0 10.10.99.1
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 10.10.99.10 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:
2017 Jun 13 21:24:43 Al %$ VDC-1 %$ %COPP-2-COPP_POLICY: Control-Plane

is protected with policy copp-system-p-policy-strict.

[HAFHHHHAHHH A A H A A AR HH] 1003
Copy complete.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

IP switch A 1#
2. {#T7HERE
IP switch-A-1# copy running-config startup-config

3. ERTRRENZIHALE « REEHMBENHA ¢

IP switch-A-1# reload

4. FEHMth={EMetroCluster 3128 B8 L ER « LUEITREIPAARERE ©



TEA L3 CiscoiTHaZENX-OSEEa

om
o

ARSI ERE R MIERMRCFIERE T # 2 MetroCluster ZEA 3 ~ EEERFAEWIPAERR

FAREETLF
b TR 2SR EEMEAE « GIYIFTP ~ TFTP ~ SFTP3scp ° #HEFREREIIIMES o

ELESRMNAEEMITMetroCluster IREERFAEIPARRERIIPAHEZ L o
T BB IRAY AR IS IR A ©
"NetApp Hardware Universe"

1. TEHZIRMINX-OSERRRIEEE o

"Ciscorfg T &"
2. BRI ISR T2 HARE ¢
lcopy sftp : /froot@server-ip-address/tftpboot/NX-os-name-name bootflash : VRFEIE |

EUEEEHIH ~ nxos.7.0.3.14.6.bintEZEE/ESFTP{EARES10.10.99.9948 8 Z| 7 #bootflash -

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/nxos.7.0.3.I4.6.bin
bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/nxos.7.0.3.I4.6.bin

/bootflash/nxos.7.0.3.I4.6.bin

Fetching /tftpboot/nxo0s.7.0.3.I4.6.bin to /bootflash/nxos.7.0.3.I4.6.bin
/tftpboot/nxos.7.0.3.I4.6.bin 100% 666MB 7.2MB/s
01:32

sftp> exit

Copy complete, now saving to disk (please wait)...

3. EEERKRESLE « EIAKIRBNX-OSERE T EFENRSERREINbootllashB iz :
{Dir bootflash:)

TS FIEE R EZZFERip_switch_a_1.E :
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IP switch A 1# dir bootflash:

698629632 Jun 13 21:37:44 2017 nxos.7.0.3.I4.6.bin

Usage for bootflash://sup-local
1779363840 bytes used

13238841344 bytes free

15018205184 bytes total

IP switch A 1#

- RERITIRARE
rZ4EFfiAnxos bootflash:nxos.version * number.bin |
RNRUEBERETNE - KRBGEHERHA (EWRM) -
TS FIBERITip_switch_a_ 1_-Z4E#hEs
IP switch A 1# install all nxos bootflash:nxos.7.0.3.I4.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable "nxos".
[###fdfHAHH#HHE#E#H#H] 1005 —— SUCCESS

Verifying image type.
[###fdfHH#H#HHE#4#H#H] 1008 —— SUCCESS

Preparing "nxos" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.
[H#HfHEHE#FHFH4#4##4#] 100% —— SUCCESS

Preparing "bios" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.

[#Af#HHH#SHHH A F#4#E##] 100% —— SUCCESS [###H44 444444444444 ] 100
—-— SUCCESS
Performing module support checks. [##H4H44 444444444444 ] 100

-— SUCCESS



Notifying services about system upgrade. [H#efH#HHfHHAHSH#EHEHS] 1003
SR SUCECESIS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes disruptive reset default upgrade is not
hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-Version Upg-
Required
1 nxos 7.0(3)I4 (1) 7.0(3)I4(6) yes
1 bios v04.24(04/21/2016) v04.24(04/21/2016) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy
Install is in progress, please wait.

Performing runtime checks. [##FHFHAHAHAFEHEHHH#HH] 100 -——
SUCCESS

Setting boot variables.

[####4#HHHHERH AR #E#H#E] 1005 —— SUCCESS

Performing configuration copy.
[#AfHHHHSH#HHSHHH#EH#] 100% —— SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.
(A H#HH##4#H#H] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
IP switch A 1#

O FRFIMBENHA ~ ARBASIMAS -
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RSB EHMAEE « FEREART !

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software
TAC support: http://www.cisco.com/tac
Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

MDP database restore in progress.
IP switch A 1#

The switch software is now installed.

6. ERiE R B EREEITIARRENEE | + Tshow version] (BETRKRAS)

THE AL



IP switch A 1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 04.24
NXOS: version 7.0(3)I4(06) **<<< switch software version**

BIOS compile time: 04/21/2016
NXOS image file is: bootflash:///nxos.7.0.3.I4.6.bin
NXOS compile time: 3/9/2017 22:00:00 [03/10/2017 07:05:18]

Hardware
cisco Nexus 3132QV Chassis
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16401416 kB of memory.
Processor Board ID FOC20123GPS

Device name: Al
bootflash: 14900224 kB
usbl: 0 kB (expansion flash)

Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 49 second(s)
Last reset at 403451 usecs after Mon Jun 10 21:43:52 2017
Reason: Reset due to upgrade
System version: 7.0(3)I4(1)
Service:
plugin

Core Plugin, Ethernet Plugin
IP switch A 1#

7. (ERFESIPARAS RV ELER = BIPR g L& 18 LitP B¥MetroCluster ©
TH &4t Cisco IP RCFig2E
TAERRCFIEZE T #iMetroCluster BB « IUHEEHA o

RAREIETE
T EFEEREZEEHENES « FIMIFTP «~ TFTP ~ SFTPEiscp o iEiEZRiE R EIZTHASS o
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BB ER AR B I {TMetroCluster IR {EIRFAEIPAHAEHIIPATHARS | o
EABEEA T IR ISR EREAR A o

"NetApp Hardware Universe"

HAEMERCFEZE ~ MetroCluster S{EIEZ 5 5 H RN ZEEIPAARE RAYES LS M ZAdH HFr AR

etk B (E A IEFERIRCFIESE o

prgiat RCF1gZ

ip_switch_a_1. NX3232_v1.80_Switch-A1.txt
ip_switch_a_2 NX3232_v1.80_Switch-A2.txt
IPAgs B_1 NX3232_v1.80_Switch-B1.txt
P88 B 2 NX3232_v1.80_Switch-B2.txt
TR

1. T MetroCluster {RCF) &%
(D) FEETHBERRCFER -
2. BRCFIZZEREFIZTIALE !
a. FRCFEEBENEIFE—EIHES !
lcopy sftp : /root@ft-server-ip-addressi/tftpboot/switch-specif-rf bootflash: VRF management]

FELEEEFI ~ NX3232 v1.80 Switch-A1.txt RCFAEZEEE(1F210.10.99.998ISFTP{al R 2348 B E A<
Hbootflash o A BERTFTP/SFTP{EIARESEVIPAINE « UM EEZEARCFIEE LT ©
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IP switch A 1# copy
sftp://root@10.10.99.99/tftpboot/NX3232 v1.80 Switch-Al.txt bootflash:
vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/NX3232 v1.80 Switch-Al.txt
/bootflash/NX3232 v1.80 Switch-Al.txt

Fetching /tftpboot/NX3232 v1.80 Switch-Al.txt to
/bootflash/NX3232 v1.80 Switch-Al.txt

/tftpboot/NX3232 v1.80 Switch-Al.txt 100% 5141 5.0KB/s
00:00

sftp> exit

Copy complete, now saving to disk (please wait)...

IP switch A 1#

a. WHM=EIMBEE L —EFIER « FHYURENTIRCFIEZREREHRATI LS
. e ERHER L « RS ERMEMbootflash B #:HEBRCFIEE :

{Dir bootflash:)

THIE AR TAESFE R ip_switch_a_ 1Lt :

IP_switch A 1# dir bootflash:

5514 Jun 13 22:09:05 2017 NX3232 v1.80 Switch-Al.txt

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

4. f£Cisco 3132Q-VHICisco 3232C3 28 ERETCAMEI, ©
()  mREeACisco 31320-ValCisco 32323548 » HBUBLILH R o

a. 7£Cisco 3132Q-ViZ#igs E ~ 58 € FFITCAMEL :
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conf t

hardware access-list tcam region span O
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region qos 256

b. #ECisco 3232C3z#28 E ~ :2E FFITCAMELT, :

conf t

hardware access-list tcam region span O
hardware access-list tcam region racl-lite 0
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region gos 256

C. RE TTCAMEIE Z1& - SAfEFARIEMFAIMRES -

copy running-config startup-config
reload

. I HARTHIRCFEZ M S i¥bootFlash#E BL 2 EE 3 188 L FBITARAS
T'copy bootflash : switch-specific-RCF.ixt#1T4HAS |

- FRCFEZEMEMITHAVERE R SEIARAIRBIAERE !

l'copy running-config startup-config

TREZEEERLUTIREREL

IP switch A 1# copy bootflash:NX3232 v1.80 Switch-Al.txt running-config
IP switch-A-1# copy running-config startup-config

- TR S ¢

HE%H

IP switch A 1# reload

- EEth=1{EMetroCluster 331228 F T4 FiPEF « LUETTREIPAHAEERE



FH¥EF25-GbpsE RN A MR E I HRELE

MREHNRARTE R EMA25-CopsEiR ~ RITEMARCFERZE « CREFHREEES
7R ° RCFIEETERULRTE °

RAMNEETLIE
TEHITIRERFZAT ~ WIAFERE25 GbpsEIHIBAVELR

"Cisco 3232CE{Cisco 9336CATHAss T & EEIBIE K"
T EEE R ERE25-GbpsiEB4R TS -

* #R4A300 AFF
« zhTW 8200 FAS

* 500f FAS

* VA250 AFF
EIET {EwsZBTEMetroCluster B{E4 83123 EH1T « BB TEFREIP) 4HRE
i 3:74

1. H% Bi% E IR E AR EE25-Ghps EHHERFEC2 ]IS TOff)  (B) -~ ABRRIIT

W)

- EAMRRSETL ¢ Teonfig t)

b. $5EE R EM25-Gbpss T : Tinterface interface-ID
C. RFECE#M[ : TFECRA.

d. $HH3THRES S (E25-GhpsiEEiR « B LT o
BRHAAREETS ¢ Texity

o®

LUF S| BERATHA8Sip_switch_a_ 1 EMIZ K48ER1/25/186% -

IP switch A 1# conf t

IP switch A 1(config)# interface Ethernetl/25/1
IP switch A 1(config-if)# fec off

IP_switch A 1(config-if)# exit

IP switch A 1(config-if)# end

IP switch A 1# copy running-config startup-config

2. FEHM={EMetroCluster 371128 FE4# PP ER « LUETT THFRRIP) 4ARERTE

]

(SER(ERM ISL EiZRfEERE
NetApp JEZ:ZEAKREAD ISL EEHENERREE - LB AUV ENRERTETR o
1. RIKERAM ISL ERHBMERFIREE

30

SRMEIE (FEC) 8%

EEREIREHER


https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html
https://docs.netapp.com/zh-tw/ontap-metrocluster/install-ip/port_usage_3232c_9336c.html

THow NN EfG77
2. (EAKXGEHAMN ISL EiSeflERIBE
CAZESH HEER R BB R EREFR S ERBREERNIT TGS °

SwitchA 1# config t

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA 1 (config)# int Ethl/14

SwitchA 1 (config-if)# shutdown

SwitchA 12 (config-if)# exit

SwitchA 1(config-if)# copy running-config startup-config
BEFEEEETEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SN

Copy complete, now saving to disk (please wait)...

Copy complete.

7£Cisco 9336C3 25 FE&F MacsecNZ
MREE « oI FIEE ZBEITHIWAN ISLEEE 8 FMacsecZ - EFRIEEMRCFIEE 2% « BNB%

TEMacsec °©

@ MACFHINZE RAEEFIZEWAN ISLESE o

7£Cisco 9336C3c#ags FE&R EMacsecN &

ROBETEIL S Z BIEITHIWAN ISLEREIR FEFEMacsechlZ - ERIFENRCFIERE 1% « (R4ZASREMacsec ©

MACHIIZREE K

MacsecEEZ ZIRHEE o tNFECisco NX-OSIEREH ZHISTE R « LURMNAIEIS K BREBIRE ~ 552/ "Cisco NX-
OS#EiEtsm"

#EMetroCluster Rz EFIIPAEAE 1 ER A Cisco Macsec Encryption WAN ISL
& A LA TEMetroCluster WAN ISL_ERICisco 9336C35#283 EEXFAMACHNZRINAE ~ MUFIBITZEE ©

1. EARFARRBER

S TE 8 Ut

K

IP switch A 1# configure terminal
IP switch A 1 (config)#

2. £ E FEYFAMacsecfIMKA :
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(F¥5%%¥Macsec) (THEEMACH)

IP switch A 1(config)# feature macsec

3. IEFMITAERCIR BB RRBNARRE ¢

l'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

R EMacsec RIS

1S B IATE4ERE F BT Macsec& ig i E £5% o

SRR EPEISIBE SR

—{EMacsecE B ] U B LETENLHEATE (PSK) ~ SEEHEEIREATRWIDMEANEEH - &iB7FEHE
IEE £ ENENFIBHARVESRS o NRIRBE LB EAERE ~ RITARME B EIRN - REGFZHE - MKABTE
EBEPN T —EERENTELEASRBEE BEESTH - ERHNREIUREHIUTC - FEREE
AUTC - MMREREFE _ERIR ((TEEED) - IREF—ESBNEDER - SRMAIUER—EEEEA
BHIE_ELiE - EF—(ESRNEFZEHIEER - c2EFBEFETN T —EEE - MREELENMAIRER
REMEBNEE « WEHRERERMAN (MMEEBEATERENBE R TEERE) -

1. EARIFARER :

SRR

IP switch A 1# configure terminal
IP switch A 1(config)#

2. EEEFNZLBFEHTFTER « 357 Tshow running-configs 1 'show startup-configl @< MIEEE « IUE
RFTRAFES !

IP switch A 1(config)# key-chain macsec-psk no-show
() SCResHETEER  hRIER\fTRE -
RIFTER ~ ARG UMERIUEETPSKsRIR « M AIERMAE - Iba < EBANMacsec iR o

3. Bil—#AMacsecE iRt U RE—4AMacsecE R - ABE AMacsecE igHEAHREE

ZigiE % BMacsec
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IP switch A 1(config)# key chain 1 macsec
IP switch A 1(config-macseckeychain)#

. ¥ Macsecs i@l #E AMacsecig4HAEET :
key key-id1

HEB1ZI2ERMUBNEZRFH « RAK/NR64EFTT

IP switch A 1 switch(config-macseckeychain)# key 1000
IP switch A 1 (config-macseckeychain-macseckey) #

- REZIRAY/\ITTAHETFE !

TkeyF I FHFRFHFEHFRERBERZEEAAES-122_ CMAC | AES-256_CMAC |

IP switch A 1(config-macseckeychain-macseckey)# key-octet-string
abcdef0123456789%abcdef0123456789%abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

@ MNMITTFE5 | MRZS IO Z64MET7SEAMF T o N\iITAEEREASARIEH ~ B4 F e
HEEAEHIZE Tshow running-config Macsec) #r< V&I A o

EZBEETm (UM HED)

%&-

M8 1E 5 e E BB R s Tl Fr A R

IP switch A 1(config-macseckeychain-macseckey)# send-lifetime 00:00:00
Oct 04 2020 duration 100000

R¥ER  REGRFHBREHREAUTC o start-time3 | B2 T 882 (ERAPRIK A B E © duration3 | BUE AT

ABAUNSHRE - BAREA2147483646F) (X9684F) o
- BBITAHARE BRI R ENARAS ¢

l'copy running-config startup-config

IP switch A 1 (config)# copy running-config startup-config

. BB KeychainZBfE :

MNfEEmA T iR
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IP switch A 1 (config-macseckeychain-macseckey)# show key chain 1

% EMacsec/RE|

1. EAZEEREL

5

R TE AR Utk

X

IP switch A 1# configure terminal
IP switch A 1(config)#

2. EiIMacsec/zH] :

"Malaccec"[R Bl %78

IP switch A 1(config)# macsec policy abc
IP switch A 1(config-macsec-policy)#

3. BRE TFHEHP—EZEDS : GCM-AES-128 ~ GCM-AES-256 » GCM-AES-XPN-1288GCM-AES-XPN-256 :

MEEEMFRME)

IP switch A 1(config-macsec-policy)# cipher-suite GCM-AES-256

4. REZHRARB[BESLIEF - UEESRITIAIRI TR Y Fink 2 AR :
MR AARE STIRF4R5E

switch (config-macsec-policy)# key-server-priority 0

S REZEMRIUERER RIEMEHEHE
r22%RA )
WRIEEREEZZRA
© TAEZZE] ! NEEMacseciRENH B ERER

° EF(RE : AT A2 MacseciZBNHE (E2FERE)

IP switch A 1(config-macsec-policy)# security-policy should-secure
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6. REERFENRE - FRENEFMERZNNREREANNHE © MREXNEF)

() EERESEAIREMacsectES B THRRENRATEAELRY - HE{0FI506000000 -
IP switch A 1(config-macsec-policy)# window-size 512

7. RERHFISAKERBMABERE (U REN)
M@ HARRs )
TR AL < i TIRRS R £ iR E B A I T ARV REIRIFR  FARERO °

IP switch A 1(config-macsec-policy)# sak-expiry-time 100

8. EFE2BIERPRTE THHEHP—IEKZRR « UBRME :
l'conf-offsetconfidentiality offset
ET7ERERE .

° FRRBEA0 °
ZRREB=E 1 30°
BERBE-50 -

IP switch A 1(config-macsec-policy)# conf-offset CONF-OFFSET-0

@ ARSI RE R EFERLLR S ~ A BEEMPLSIZESE — A ER I EIZEE (DMAC
SMAC - ettype) ©

9. BMITAERCIERERRBNAERE

l'copy running-config startup-config.

IP switch A 1(config)# copy running-config startup-config

10. BERMacseclRBI4EAE :

How Macsec Policy

IP switch A 1(config-macsec-policy)# show macsec policy
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E/E_EEYFCisco MacseclZ
1. AR BAREES -

R TE AR Ut

IP switch A 1# configure terminal
IP switch A 1(config)#

2. ZEEVIE{FEAMacsecZREMSTE ©

1R e AN

TRAILHEENTEERMI DA o Bt XERERE « 5FER I NERIHIEEEER -

IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

S MMEEENH LRENEHBFENRE « LITEMacseckHAE :

"Malaccec keychain keychain keychain name policy police-name"
IP switch A 1(config-if)# macsec keychain 1 policy abc

4. EFRABEEREMacsecNBHINE LEE P EE1F02 o
S. i EITARREAE BT ERENARRE :

l'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

#EMetroCluster FEEIIP4EAE 1= Cisco Macsec Encryption WAN ISL

1R

fZRTAET EEMetroCluster WAN ISL_E&H#{Cisco 9336C3H2REAMACINE ~ UFEITIPARRSRE ©

1. EARITARRBER

IP switch A 1# configure terminal
IP switch A 1(config)#

2. (ZAEE FHMacsecARE :
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"Malaccec" it

IP switch A 1(config)# macsec shutdown

@ FEHY Tnoy 3EIRAIERMacsecIAE °
3. EREEFEAMacsecsRERIIT
CRILSEE T EREME D HA o B KEREIZE « SR KB IAIEEZE -
IP_switch A 1(config)# interface ethernet 1/15
switch (config-if) #

4. BN ELRENESHEMRE ~ UBFRMacseckifE :

8B Macsec keychain keychain keychaing#&policy/R I8

IP switch A 1(config-if)# no macsec keychain 1 policy abc

S. TEFRARE T MacsecI E L EE S ER3H4 o
6. IEMITAHRARAE BRI ERENARAS ¢

l'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

E&zEMacseciHAE

TER
1. AR AN E ZERRR L EE 2 ErER « I —{BMacsec TEMEER o
2. JUT Y% ~ B2 A IR EMINME

a. RUN : THow Macsec mka Summary
b. RUN : THow Macsec mka T {EBEES |

C. RUN : THow Macsec mka Statistics
R LUE R T8 <2 R EEsEMacsecZH RS ¢

ae FETERM.. INEH

How Macsec mka T {EPEER ST ESBEY FEIZIBAR BENEHFAE T ERIMacsec MKAT EREES

il
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(U

Man{aes A iR e TIRFEAERS

MACHYEE | Macsec MKA4HAE
"How Macsec policy police-name)  (¥01aIz& Y5 EMacseclRAlZFrBEMacsecR BIIFYAR RS
EMACRRI%TE)

L TENVIDIA IP SN2100371223

BB ENVIDIA SN2100 IPR IR EA R E B EMZ imMetroCluster FYSIPZEAR o

[Reset-the switch]#ENVIDIA IP SN21003: 428 B 25 4 R G TER (8
ERILUBE TS 3% ISR Bk A R TR o

* [FHERCFIEZREITERIRS
* FEACUMMuUIsZILEIF T LIRSS

/|

K5

fEFIRCFIZRBERER I
EREMAIRCFAHERRZ AT ~ HAZRIZRNVIDIASIHAZRRE ©

FAREIRTE
EERMBERDTEARRE  sHEA TrestoreDefaults | EIERHITRCFIES o ILERERRIAHEMNIERER

SIRIAE - A BB - ENPIRZE M BRI F—RIVTRCFERARE BRI
B LA -
TRMBRSEER TR ER :

- R HRAR

© BEERERIRethORVARRE

()  “ERBRCFERBMNENATEEMERES « STERARGERL -

ez Al
* MERIBRERIRES TEIZIEENVIDIA RCFIES « MMREHAUBEAINRTE « RERERITRCFEEZ

* & p47B7EMetroCluster FZ{EIRFIEIPAHRAERYIPACHARS FEIEELLELER o
s N EERFY I TIEaEGEEERIRLS °
c WTFEEREIBHIRAVAERE o

1. BERRCFAGE MY EMEERRBSMRCFHERIRE  TABHHREERE -
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®

BHARFTUBRHENIESR - REERIME - IRBLFRELRED

= CMEAERLRER

B IRERIE

cumulus@IP switch A l:mgmt:~$ sudo python3 MSN2100 v1.0 IP switch A 1.py

[sudo]

>>>

password for cumulus:
Opened RcfApplyLog

A RCF configuration has been successfully applied.

Backup files exist.

SNMP

allo

dscp

egre

clas

clus

clus

clus

<L

cumu

Preserved files exist.

Listing completion of the steps:

Success: Step: 1l: Performing Backup and Restore

Success: Step: 2: updating MOTD file

Success: Step: 3: Disabling apt-get

Success: Step: 4: Disabling cdp

Success: Step: 5: Adding l1lldp config

Success: Step: 6: Creating interfaces

Success: Step: 7: Configuring switch basic settings: Hostname,

Success: Step: 8: Configuring switch basic settings: bandwidth
cation

Success: Step: 9: Configuring switch basic settings: ecn

Success: Step: 10: Configuring switch basic settings: cos and
remark

Success: Step: 11: Configuring switch basic settings: generic
Ss CoS mappings

Success: Step: 12: Configuring switch basic settings: traffic
sification

Success: Step: 13: Configuring LAG load balancing policies

Success: Step: 14: Configuring the VLAN bridge

Success: Step: 15: Configuring local cluster ISL ports

Success: Step: 16: Configuring MetroCluster ISL ports

Success: Step: 17: Configuring ports for MetroCluster-1, local
ter and MetroCluster interfaces

Success: Step: 18: Configuring ports for MetroCluster-2, local
ter and MetroCluster interfaces

Success: Step: 19: Configuring ports for MetroCluster-3, local
ter and MetroCluster interfaces

Success: Step: 20: Configuring L2FC for MetroCluster interfaces

Success: Step: 21: Configuring the interface to UP

Success: Step: 22: Final commit

Success: Step: 23: Final reboot of the switch
Exiting
Closing RcfApplyLog

lus@IP switch A 1:mgmt:
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2. fEFRERHITRCFIERLUEZRTARE | TIETERE]

cumulus@IP switch A 1l:mgmt:~$ sudo python3 MSN2100 v1.0 IP switch A 2.py
restoreDefaults

[sudo] password for cumulus:

>>> Opened RcfApplyLog

Can restore from backup directory. Continuing.

This will reboot the switch !!!

Enter yes or no: yes

3 HIRTEIE 21 - RSB GEFRARIGERR T B
4. EHRINIREME

RIS T ERMRBVRLERE AU ERHERALIE RS - AE2BEARCFIEE - EMMZ%E ~ &0
LUERMERSH A RERZABIRCFIEZREFFAEAE o
fEFCummuls ZEEIEIBHE LS

REFEIET(E
MREEEERACUMmMUISIUG KRR E RIS  AFREEELE -
BAYAZ Al

s RN BEFERFE TS EREIEERIIAN o

* BIEBHTTPZEXCummulis 3T HASS ERBERA& o

@ ANEEZEE Cumulus Linux BUEEARERET ~ 55200 "NVIDIA SN210035 23 & 2L BA4HAR AR B

Bﬂl

o (RAEER ot B IE A BEIZENG S ©

1. fCummuloE1E & THIIALRENEE « AREABS lonie-install -A-i1 HEAZEATY) « HEBRAIRRNR
RERVIEZERE ©

T‘Jtl:%e%ﬂlﬂ GHENEEREZE TRt ELinux -4.4.2-mix-amd64.biny EHTTPEIARES 50.50.50 #5545 4xi4
RIES ©

cumulus@IP switch A l:mgmt:~$ sudo onie-install -a -i
http://50.50.50.50/switchsoftware/cumulus-linux-4.4.2-mlx-amd64.bin
Fetching installer: http://50.50.50.50/switchsoftware/cumulus-1linux-
4.4.2-mlx-amd64.bin

Downloading URL: http://50.50.50.50/switchsoftware/cumulus-linux-4.4.2-
mlx-amd64.bin

FHAFHHEHHH A AR H AR AR H AR AR AR
# 100.0%

Success: HTTP download complete.
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tar: ./sysroot.tar: time stamp 2021-01-30 17:00:58 is 53895092.604407122
s in the future

tar: ./kernel: time stamp 2021-01-30 17:00:58 is 53895092.582826352 s in
the future

tar: ./initrd: time stamp 2021-01-30 17:00:58 is 53895092.509682557 s in
the future

tar: ./embedded-installer/bootloader/grub: time stamp 2020-12-10
15:25:16 is 49482950.509433937 s in the future

tar: ./embedded-installer/bootloader/init: time stamp 2020-12-10
15:25:16 is 49482950.509336507 s in the future

tar: ./embedded-installer/bootloader/uboot: time stamp 2020-12-10
15:25:16 is 49482950.509213637 s in the future

tar: ./embedded-installer/bootloader: time stamp 2020-12-10 15:25:16 is
49482950.509153787 s in the future

tar: ./embedded-installer/lib/init: time stamp 2020-12-10 15:25:16 is
49482950.509064547 s in the future

tar: ./embedded-installer/lib/logging: time stamp 2020-12-10 15:25:16 is
49482950.508997777 s in the future

tar: ./embedded-installer/lib/platform: time stamp 2020-12-10 15:25:16
is 49482950.508913317 s in the future

tar: ./embedded-installer/lib/utility: time stamp 2020-12-10 15:25:16 is
49482950.508847367 s in the future

tar: ./embedded-installer/lib/check-onie: time stamp 2020-12-10 15:25:16
is 49482950.508761477 s in the future

tar: ./embedded-installer/lib: time stamp 2020-12-10 15:25:47 is
49482981.508710647 s in the future

tar: ./embedded-installer/storage/blk: time stamp 2020-12-10 15:25:16 is
49482950.508631277 s in the future

tar: ./embedded-installer/storage/gpt: time stamp 2020-12-10 15:25:16 is
49482950.508523097 s in the future

tar: ./embedded-installer/storage/init: time stamp 2020-12-10 15:25:16
is 49482950.508437507 s in the future

tar: ./embedded-installer/storage/mbr: time stamp 2020-12-10 15:25:16 is
49482950.508371177 s in the future

tar: ./embedded-installer/storage/mtd: time stamp 2020-12-10 15:25:16 is
49482950.508293856 s in the future

tar: ./embedded-installer/storage: time stamp 2020-12-10 15:25:16 is
49482950.508243666 s in the future

tar: ./embedded-installer/platforms.db: time stamp 2020-12-10 15:25:16
is 49482950.508179456 s in the future

tar: ./embedded-installer/install: time stamp 2020-12-10 15:25:47 is
49482981.508094606 s in the future

tar: ./embedded-installer: time stamp 2020-12-10 15:25:47 is
49482981.508044066 s in the future

tar: ./control: time stamp 2021-01-30 17:00:58 is 53895092.507984316 s
in the future
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tar: .: time stamp 2021-01-30 17:00:58 is 53895092.507920196 s in the

future

Staging installer image...done.

WARNING:

WARNING: Activating staged installer requested.

WARNING: This action will wipe out all system data.

WARNING: Make sure to back up your data.
WARNING:

Are you sure (y/N)? y

Activating staged installer...done.
Reboot required to take effect.
cumulus@IP switch A l:mgmt:~$

2. E T ERE GRS « SARIERE T Nyl UURESRZeEE o
3. EMEENIAIFUALLEEFERE © TUdo reboot...
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cumulus@IP switch A l:mgmt:~$ sudo reboot

(::> RSB G ENFAMLEA IR RE - ERE—ERME -
7 MR TEAL 2 o

REBBIIRERRE
a. EXRMIEFAEI MIRBARTE « FEALEERE o

EREREA TRt -~ EREHES TR

FER R SRS B



Debian GNU/Linux 10 cumulus ttySO

cumulus login: cumulus

Password:

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password:

New password:

Retype new password:

Linux cumulus 4.19.0-cl-1-amd64 #1 SMP Cumulus 4.19.206-1+cl4.4.2ul
(2021-12-18) x86 64

Welcome to NVIDIA Cumulus (R) Linux (R)

For support and online technical documentation, visit

http://www.cumulusnetworks.com/support

The registered trademark Linux (R) is used pursuant to a sublicense from
LMI,

the exclusive licensee of Linus Torvalds, owner of the mark on a world-
wide

basis.

cumulus@cumulus:mgmt:~$

S. REEEMENE o

MR & BRI AER RS RETHLT (p_switch_a_1) ~IP{iit (10.10.10.10) - 4¥E&
@ JEEE (255 - 255 - 255 - 255 -0 (24) ) #fEFEE (10-10-10) : Tnetadd

hostname>' + Tnet add interface ethO ip address<IPAddress/mask>'+ [net add interface

eth0 ip gateway <gateway>] (4EE&HTIG 7T HEHethO IPRiE<gateway>) o
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cumulus@cumulus
cumulus@cumulus
cumulus@cumulus

cumulus@cumulus

cumulus@cumulus

imgmt : ~$
:mgmt:~$
:mgmt:~$
imgmt : ~$

:mgmt:~$

net
net
net

net

net

add hostname IP switch A 1

add interface eth0O ip address 10.0.10.10/24
add interface eth(O ip gateway 10.10.10.1
pending

commit

net add/del commands since the last "net commit"

User Timestamp Command

cumulus 2021-05-17 22:21:57.437099 net add hostname Switch-A-1
cumulus 2021-05-17 22:21:57.538639 net add interface eth0O ip address

10.10.10.10/24

cumulus 2021-05-17 22:21:57.635729 net add interface ethO ip gateway

10.10.10.1

cumulus@cumulus:

6. {F/ lshow reboot"dp < EFEIENATHALS ©

mgmt : ~$

cumulus@cumulus:~$ sudo reboot

3

RSB « &

BUEARATNPERERAALE FEIZZENVIDIA RCFIEE o

[[Download-and -install]] F& Z4ENVIDIA RCFIEZ

R ZERG AHABERCFIEZE T 8l 24 ElIMetroCluster ZER A28 « UEIRALETHAEN T EIPAERS o

RG22 Al

* AR rootZ NS BEFENER S ©

* RMBTRRERE A EEHERERETTH
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© KBS ER ~ RS IE1SA A 2BIA RIS o
* IR # ~ T REREREMAER o

() wRorEERcRss BURERRCFEREZ AIBITE—S AL « AEEERITES -
MBI

T ZATEMetroCluster REIPAZHAZE LER PP ER (BHMRE) NEMRRIMRE (FEHTHE) -

TER
1. EX£ENVIDIA RCFigEZEMetroCluster IUFIFIHIP o
a. & "RcfFileGeneratorfor MetroCluster EfIP" o
b. {#FRcfFileGeneratorfor MetroCluster EsclP « & {&HI4HREELERCFIEE -
c. AIEEMMERER - MREEES TRet) - BIERERRES Thome/gumulus) ©

cumulus@IP switch A l:mgmt:~$ cd ~
cumulus@IP switch A l:mgmt:~$ pwd
/home/cumulus
cumulus@IP switch A 1:mgmt:~$

d. BRCFIEZTHEIB R o UTEHHIFET ~ KT AFEMscpfFtEEE TM 2 2100 v1.01 _ip_switch_a_1.txt’
#EEAR23 50 ~ 501 TEEECHEBR - WRKAHMEES M 122100 * v1.0 ~ ip_switch_a_1.py]

cumulus@Switch-A-1:mgmt:~$ scp
username@50.50.50.50:/RcfFiles/MSN2100 v1.0 IP switch A 1.txt
./MSN2100 v1.0 IP switch-Al.py

The authenticity of host '50.50.50.50 (50.50.50.50)"' can't be
established.

RSA key fingerprint is
SHA256:B5gBtOmNZvdKiY+dPhh8=72K9DaKG7g6sv+2gF1GVFS8E.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '50.50.50.50' (RSA) to the list of known
hosts.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I P b b b b b b b b b b b b g 4

* %

Banner of the SCP server

ER b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b o 4

* %

username@50.50.50.50's password:
MSN2100 v1.0-X2 TP switch Al.txt 100% 55KB 1.4MB/s 00:00
cumulus@IP switch A 1:mgmt:~$

2. Y1TRCFIEZE - RCFIEERFRBERAEER—HZEI R  FIERM<EA BT - BRIFERERG LT
FEIRAVER FHITRCFIES - SEEFERCFERZED FRNTTHARA « SFEREE 11 5 TALLI RER
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https://mysupport.netapp.com/site/tools/tool-eula/rcffilegenerator

FRE (ME®) DB

cumulus@IP_switch A l:mgmt:~$ sudo python3 MSN2100 v1.0 IP switch A 1.py

all
[sudo] password for cumulus:
The switch will be rebooted after the step(s) have been run.

Enter yes or no: yes
. the steps will apply - this is generating a lot of output ...
Running Step 24: Final reboot of the switch

. The switch will reboot if all steps applied successfully ...

{SRRGEAR ISL EBiRIRERIREE
NetApp E23#(EFRMEMN ISLEZBAERSEE « WBETLENRIRRTLT

1. 6/ RCF 122 &R R REMAR ISL EHHEFEHERIE :

@ NREBIHBEIPEERRT « BT < PISEREREL BRI RCF RIBPIEEN S
AR o St A UER RCF BRIESRSHIERIB R

net show interface

2. f£F3 RCF {EREARERN ISL EERFIERREE -
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cumulus@mccl-integrity-al:mgmt:~$ sudo python3 SN2100 v2.0 IP Switch-
Al.py runCmd
[sudo] password for cumulus:
Running cumulus version : 5.4.0
Running RCF file version : v2.0
Help for runCmd:
To run a command execute the RCF script as follows:
sudo python3 <script> runCmd <option-1> <option-2> <option-x>
Depending on the command more or less options are required. Example
to 'up' port 'swpl'
sudo python3 SN2100 v2.0 IP Switch-Al.py runCmd swpl up
Available commands:
UP / DOWN the switchport
sudo python3 SN2100 v2.0 IP Switch-Al.py runCmd <switchport>
state <up | down>
Set the switch port speed
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
speed <10 | 25 | 40 | 100 | AN>
Set the fec mode on the switch port
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
fec <default | auto | rs | baser | off>
Set the [localISL | remoteISL] to 'UP' or 'DOWN' state
sudo python3 SN2100 v2.0 Switch-Al.py runCmd [localISL |
remoteISL] state [up | down]
Set the option on the port to support DAC cables. This option
does not support port ranges.
You must reload the switch after changing this option for
the required ports. This will disrupt traffic.
This setting requires Cumulus 5.4 or a later 5.x release.
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
DacOption [enable | disable]
cumulus@mccl-integrity-al :mgmt:~$

THEEar < SFRERE "swp14" !
sudo python3 SN2100 v2.0 Switch-Al.py runCmd swpl4 state down

TS ERR AR ERRERRERREEEIUL R -

% E MetroCluster IP 25 LUE TR R T ESIE
7E MetroCluster IP 4HEEH ~ {ERJLAEETE SNMPV3 3REZIE |P XAV AR ©



$EE 1 . 7T MetroCluster IP 33128 F:5F SNMPv3 &
#HE A THIHERTE MetroCluster IP 374288 FE5F SNMPv3 {EHBE o

() maErsS RS ERRRTELEERRE « FEREAEMENRE
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7EAH Broadcom IP 32328
1. a8 T network-admin | fEAEER M KRTEIT B2 ¢

(IP_switch 1) (Config)# snmp-server group network-admin v3 auth read
"Default"

2. BB T network-admin 1 B¥4R :
(IP_switch 1) (Config)# show snmp group
3. 1£ Broadcom IP 333283 F58E SNMPv3 fEAE .
(IP_switch 1)# config
(IP_switch 1) (Config)# snmp-server user <user name> network-admin

[auth-md5/auth-sha/noauth] "<auth password>" [priv-aesl28/priv-des]

"<priv_password>"

A RTERRSE MIFSALE RS L2 5158 ~ N RAIEEHIFRT

snmp-server user adminl network-admin auth-md5 "password" priv-des

"password"

EAR Cisco IP 33138
1. 175884 ~ £ Cisco IP THagR 3B F SNMPV3 FAE :

IP switch A 1 # configure terminal
IP switch A 1 (config) # snmp-server user <user name> auth
[md5/sha/sha-256] <auth password> priv (aes-128) <priv_ password>

2. RERT AR LT SNMPV3 ERE !
IP switch A 1(config) # show snmp user <user name>

U Tt sEfBE R EAE adnin E#¥ SNMPV3 ETRE
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IP switch A 1(config)# show snmp user admin

User Auth Priv (enforce) Groups
acl filter
admin md5 aes-128 (no) network-admin

#HEE 2 : 72 ONTAP H1:%7E SNMPv3 FHE
FHERATYHEE ONTAP R E SNMPV3 fEHEE ©
1. 7£ ONTAP & SNMPv3 A% -

security login create -user-or-group-name <user name> -application snmp
—authentication-method usm -remote-switch-ipaddress <ip address>

2. RERMBEBMNEEIE « UEAFTEY SNMPv3 EREERITRHER

system switch ethernet modify -device <device id> -snmp-version SNMPv3
-community-or-username <user name>

3. ERsEAEARTIEIIA SNMPV3 A EBEIENEEFRES ER !
a. Bmsifss iR B xR AR

system switch ethernet polling-interval show

b. iR EEREBHIT TGS :

system switch ethernet show-all -instance -device <device serial number>
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9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
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