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1. {Etiebreakerdp <%/ E (CLI) B5iZ23addin< AKFTiEMetroCluster #)14H4HAE o

MRCERNR LS « RINAERTEMALTE (FQDN) o
THIESERFER TR EARAERS
Ll

NetApp MetroCluster Tiebreaker :> monitor add wizard
Enter monitor Name: <monitor name>

Enter Cluster IP Address: <cluster ip value>

Enter Cluster Username: admin

Enter Cluster Password:

Enter Cluster IP Address: <peer cluster ip value>
Enter Peer Cluster Username: admin

Enter Peer Cluster Password:

Successfully added monitor to NetApp MetroCluster Tiebreaker
software.

2. {EAMetroCluster tiebreaker CLI "monitorer show -STATUS"#p % ~ RO IEFEFFIE ILEIHAE ©

NetApp MetroCluster Tiebreaker :> monitor show -status

3. (FRETRSIRISAVERRE « UEEEAIZIE S HIER BERETIR

monitor modify -monitor-name <monitor name> -observer-mode false

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name 8pack
-observer-mode false

Warning: If you are turning observer-mode to false, make sure to
review the 'risks and limitations'

as described in the MetroCluster Tiebreaker installation and
configuration.

Are you sure you want to enable automatic switchover capability for
monitor "8pack"? [Y/N]: y

Tiebreaker 1.6 = E#HRZx
1. {EBtiebreakersn <7 E (CLI) E5iE2faddin < ZHTIEMetroCluster ¥J{4RRE o
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NetApp MetroCluster Tiebreaker :> monitor add wizard
Enter Monitor Name: cluster A

Enter Cluster IP Address: <cluster ip value>

Enter Cluster Username: admin

Enter Cluster Password:

Enter Peer Cluster IP Address: <peer cluster ip value>
Enter Peer Cluster Username: admin

Enter Peer Cluster Password:

NOTE: Before enabling automatic switchover capability, make
sure to review the 'risks and limitations' as described in the
MetroCluster Tiebreaker Installation and Configuration Guide.

Do you want to enable automatic switchover capability for
monitor (Y/N): y
Successfully added monitor to NetApp MetroCluster Tiebreaker

software.

Verifying SSL certificate chain from cluster A...

Cluster: cluster A
IP Address: <cluster ip value>
Result:

The MetroCluster Tiebreaker is unable to verify the SSL
certificate chain.

Recommended Actions:
Run the following command to identify missing certificates:
monitor switchover-simulate

Import any missing certificates as indicated by the command
output.

For detailed instructions, please refer to the MetroCluster
Tiebreaker documentation, or contact NetApp Support for
assistance.



Note:

Missing certificates will prevent the MetroCluster Tiebreaker
from issuing a switchover request in the event of a site

failure.

Verifying SSL certificate chain from cluster B...

SSL certificate chain is valid

2. {EFMetroCluster tiebreaker CLI "monitorer show -STATUS"#5% ~ HEsR B IEFEFTIL LEIHAE ©

NetApp MetroCluster Tiebreaker :> monitor show -status

3. FIRERBEARITRY Tiebreaker RZASHIS BREE ATA/DBV/REE  EIFEE o

FEREE
"fEMetroCluster {EFI & {EHESITirepreakerfy R p&EF0 PR HI"

EOFRS
HETE Tiebreaker 1.6 HEBIRAPEABEEE » LREERGARSBILZLENRKE (SSL) /&:F « FERE (R
77E) FIR/BEWONTAPE AR Java [EEHEES (JVM) HHVEIRE o
BAEIETE
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LB
1. FITUIERUGE ST EEEALEE -

a. BEERBEEITEIREE | monitor show -status

gl

NetApp MetroCluster Tiebreaker :> monitor show -status
MetroCluster: A700
Disaster: false
Monitor State: Normal
Observer Mode: false
Silent Period: 5
Override Vetoes: false
Cluster: ClusterA siteA(UUID:713e5ab2-b4e8-11£f0-91laa-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
Node: node Al (UUID:9fé6cecbf-b4ed4-11£0-9d0f-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node A2 (UUID:2719%b56-b4e7-11£0-996¢C-
00a09897caa3l)
Reachable: true
Intersite Connectivity Available: true
State: normal
Cluster: ClusterB siteB(UUID:72839591-b4e8-11£f0-b688-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
Node: node Bl (UUID:abfeab89-bd4ed-11£0-a077-

00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node B2 (UUID:31e395bf-b4e7-11£0-b£f99-
00a09897cb2f)

Reachable: true
Intersite Connectivity Available: true
State: normal



b. BREETIHAREE

monitor switchover-simulate -monitor-name <monitor name> -cluster
<cluster name>

MRBERIREEA JVM > BIZes < RHE R T7#L ¢

Failed to trigger Switchover Simulation. Please check Metrocluster
Tiebreaker logs for further information or contact NetApp support.

2. HEBEANSERE (SSL AREFR:E « PRIVREFIRES) MITUTHS o
/opt/netapp/Jjava/bin/keytool -import -trustcacerts -file

<certificate file name> -keystore "/opt/netapp/java/lib/security/cacerts"
-alias <certificate>

o 3= <certificate file name> value IEE BB ARRENIERSTE -

° 48 -alias <certificate> value I5ER/REEA JVM BEHFHILTE o

UTEFIRRINAEAEZRESS Moot certificatel BIIRIEEE © root.crt URIERLTE

ssl cert.crt:

/opt/netapp/java/bin/keytool -import -trustcacerts -file root.crt
-keystore "/opt/netapp/java/lib/security/cacerts" -alias root

/opt/netapp/java/bin/keytool -import -trustcacerts -file

ssl cert.crt -keystore "/opt/netapp/java/lib/security/cacerts”
—alias ssl cert

3. ERURBSTETNEAS -
systemctl restart netapp-metrocluster-tiebreaker-software
4. BRYPITUIMERISE

a. BEERBEEIEIREE | monitor show -status



vl

NetApp MetroCluster Tiebreaker :> monitor show -status
MetroCluster: A700
Disaster: false
Monitor State: Normal
Observer Mode: false
Silent Period: 5
Override Vetoes: false
Cluster: ClusterA siteA(UUID:713e5ab2-b4e8-11£f0-91laa-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
Node: node Al (UUID:9f6cecbf-b4ed-11£0-9d0f-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node A2 (UUID:2719%b56-b4e7-11£0-996¢C-
00a09897caa3l)
Reachable: true
Intersite Connectivity Available: true
State: normal
Cluster: ClusterB siteB(UUID:72839591-b4e8-11£f0-b688-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
Node: node Bl (UUID:abfeab89-bd4ed4-11£0-a077-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node B2 (UUID:31e395bf-b4e7-11f0-b£f99-
00a09897cb2f)
Reachable: true
Intersite Connectivity Available: true

State: normal

b. EHEETIHAREE

monitor switchover-simulate -monitor-name <monitor name> -cluster
<cluster name>



Successfully triggered Switchover Simulation. Please check the
status of the Switchover Simulation on the ONTAP cluster using
command "metrocluster operation history show"

TFRE5 1.6 2 1.6P1
1. 1190NTAP§)\FEE 55 o HEREEEANSEEE (SSL @R3/A:E « PRIREIIRERE) HITU T

7 o
/opt/netapp/java/bin/keytool -import -trustcacerts -file

<certificate file name> -keystore "/opt/netapp/java/lib/security/cacerts"
-alias <certificate>

° J& <certificate file name> value I5EEEARREIIERLTE o

° 35 -alias <certificate> value I&EARF/EEEA JVM BEFHFILTE o

UTEHRBTRINAEAIEZ LS Troot certificatel FIIR/EEE © root.crt UKRIEZRELTE

ssl cert.crt .

/opt/netapp/java/bin/keytool -import -trustcacerts -file root.crt
-keystore "/opt/netapp/java/lib/security/cacerts" -alias root

/opt/netapp/java/bin/keytool -import -trustcacerts -file

ssl cert.crt -keystore "/opt/netapp/java/lib/security/cacerts"
—alias ssl cert

2. BRURBSTZTUEREE ¢

systemctl restart netapp-metrocluster-tiebreaker-software

{EZMetroCluster EfZLES4HREM S
&AL 7EMetroCluster £ EE FE 5% € RHME UL THSERVARRES ©

Tiebreaker CLIEZIENEn < AIHEEC FHME—EIBMER o En] LUFER B show -STATUSER < FRFESDEE o

BEIF 508
B EEATE Z 4 TBMetroCluster
-enableE5$% ExAF1{EBMetroCluster B51EIhAE

10



el 2 HARS EEARIEEHIER - RETIRNPEEEFFRTIERRE (URMAE
) MetroCluster

BREEL BREEI (true) (ERMEITINGE - FEEMSEEXARMEHIR - R E
B (R) S7EUAE 34 KRR o

* "Tiebreaker&r A2 U0 {al{E Ak & R FE"
* "EMetroCluster {EFH RN EAESITirepreakerty &A1 PR "

THIEH G BRI ENSHARE

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name cluster A
-silent-period 15
Successfully modified monitor in NetApp MetroCluster Tiebreaker

software.
tiebreaker CLIEY ldebug) #< Pl FAREBCERET o
CEcd EEA
{EEEARAS FEEFERIIAAREE
Ry FA{asE Ry FAECERAYEEEIE T
SHEE (=R EEEER

E#\1Ttiebreaker 1.4 BERARASHIZRLET - tiebreaker CLI update-mcctb-password a8 AN EHERE
RS o tbdn < B fEtiebreaker 1.5 B ks i@

ik EH
update-mcctb-password (EREZEEKRINEHR

F5&MetroCluster F5EEERY4HRE
EMetroCluster &R BB EEEMetroCluster FAEFEERAARSEF ~ PTUARBPRIETEHENS 2RENAREEITAVIE TG AHRE
1. {#FBtiebreaker CLI "monitor" remove"fs % K& BiMetroCluster s%4B5E o

ET5EGR ~ THRE o) EREERBIE !

11
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NetApp MetroCluster Tiebreaker :> monitor remove -monitor-name cluster A
Successfully removed monitor from NetApp MetroCluster Tiebreaker

software.

2. {fEAtiebreaker CLI "monitorer show -STATUS"#% ~ FEsEMetroCluster B IEFETSIRZ4HAE ©

:> monitor show -status

NetApp MetroCluster Tiebreaker

BTARIE ?
"R MetroCluster Tiebreaker EXB2H) SNMP % E"
e
A AE

259 SNMP

52 7€ MetroCluster Tiebreaker #i52
B BER ESNMPERRE ©

JJanY

=2 SNMPIEBEC TiebreakerEk fa{E A

RAREIETE
* Tiebreaker 1.6 13718 SNMPV3 o
HITEGTE SNMPV3 LUEBRER

* 9K tiebreaker 1.5 #1 1.4 332 SNMPv1 #1 SNMPv3 ~ {B NetApp 385\ :%
2o

HER
1. fEtiebreaker CLI snmp config wizard < LUAHEMetroCluster IIHE ©

()  EsifEsE—ESNMPRETH -

‘snmp config wizard FLEIEBURINEFIBITIY tiebreaker KRAS o
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EfE&2S 1.6.

LU 28T SNMP 12K 23H94ERE ~ 2ZIgUResZiE P {jﬂti% 192.0.2.255 B9 SNMPv3 ~ MU 5Fa
BRYEFHBRARSR 162 o Tiebreaker®ifis B ZEFHIFEH XRS5 ERSNMPIZULES ©

@ Tiebreaker 1.6 %1% SNMPv3

NetApp MetroCluster Tiebreaker :> snmp config wizard

Enter SNMP
Enter SNMP
Enter SNMP
Enter SNMP

ErER22 1.550 1.4

Host: 192.0.2.255

Port: 162

V3 Security Name: v3sec

V3 Authentication password:

LUT &5 88 SNMP 12Uk 23804858 15 UNE3 218 P fjijti% 192.0.2.255 B9 SNMPv3 ~ MK &Fa:
BREIZIBARSE 162 o Tiebreaker#ife B A HIHEX R AR TS ERISNMPIZULES o

NetApp MetroCluster Tiebreaker :> snmp config wizard

Enter SNMP
Enter SNMP
Enter SNMP
Enter SNMP
Enter SNMP
Enter SNMP
Engine ID

Version[V1/V3]: v3

Host: 192.0.2.255

Port: 162

V3 Security Name: v3sec

V3 Authentication password:

V3 Privacy password:
8000031504932ef£571825192a6£f1193b265e24593

Successfully added SNMP properties to NetApp MetroCluster Tiebreaker

software.

2. HEERE R ESNMPER

"NMPAERE A"

RIEV3 » ABSNMPVIA LR - B TAR MBI FRESRES " IE* AR o

]

E -

T EHIFET ~ Tiebreaker#fE rl{HiX H Hrtest SNMPEZFEEISNMP :

NetApp MetroCluster Tiebreaker :> snmp config test

Sending SNMP

trap to localhost. Version : V3.

Successfully sent SNMP trap for event TEST SNMP CONFIG
NetApp MetroCluster Tiebreaker :>

B TRIE ?
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"EfiEMetroCluster tEIHAERVARRE"

BZiZMetroCluster IIEE4RRE

FEHECEEEEINAE ~ s ML EIX4ANetApp R P ZIEAISNMPEHFIFEM ~ AR IIRETIE(EE
BIAKEE ~ Z=IREES A A R1EF2 = BEME o MetroCluster MetroCluster

25 EAutoSupport IHEE

IRIEFER ~ AutoSupport TEZ 2k Tiebreaker#ifs—iB1& ~ EidiELEE FIELSNetApp © fEEEAutoSupport #PEE
M EHEIEETER23ENEISHPE ~ MetroCluster 1882 B BIBIFEARREVE ~ @K FIMetroCluster FIEIFEER E AR

==
BE o
N

ez Al
T ARSI E 177 BN BEak EAutoSupport NKER ©

TR
1. {EAtiebreaker CLI AutoSupport isfusefd 1280 FHHE—IEIE :

BEIE s5tRH

Ny /8 {HiXAutoSupport —E7H B4a% P 28 E2BPT
RERE 2 EProxyfalR23 0B HVIE =

ilESERE i B&Proxy el AR23 5055

Ex A EXFAutoSupport IHEEREH (EETERE) ©
=F {2 A AutoSupport BEal7E4%0

-show #8AutoSupport EEAIRIEAREE

T3 EH28AutoSupport B TZE B T IHAE ~ AutoSupport UAB 35 T s2ThAERY B AVt :
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NetApp MetroCluster Tiebreaker :> autosupport enable

AutoSupport already enabled.

NetApp MetroCluster Tiebreaker
AutoSupport status

Proxy Server IP Address

Proxy Server Port Number

Proxy Server Username

AutoSupport destination :
https://support.netapp.com/asupprod/post/1.0/postAsup

NetApp MetroCluster Tiebreaker
AutoSupport status

Proxy Server IP Address

Proxy Server Port Number

Proxy Server Username

AutoSupport destination

:> autosupport disable
disabled
10.234.168.79

8090

admin

:> autosupport enable
enabled
10.234.168.79

8090

admin

https://support.netapp. com/asupprod/post/l 0/postAsup

NetApp MetroCluster Tiebreaker

AutoSupport transmission

Proxy Server IP Address

Proxy Server Port Number

Proxy Server Username

AutoSupport destination

:> autosupport invoke
success
10.234.168.79

8090

admin

https://support.netapp. com/asupprod/post/l 0/postAsup

LUT &6 88mAutoSupport AR IPAIEFERBESES « BiEEREAIProxyRIIRESEITRVAFREERE ©

NetApp MetroCluster Tiebreaker

Enter Proxy
Enter Proxy
Enter Proxy
Enter Proxy
Autosupport

Server
Server
Server

Server

IP address
port number
Username

Password

:> autosupport configure wizard
10.234.168.79
8090
admin
123abc

configuration updated successfully.

LU R & 8ERAutoSupport IBR—ETRG

NetApp MetroCluster Tiebreaker

:> autosupport delete configuration

Autosupport configuration deleted successfully.
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SNMPE 454

NetApp MetroCluster FINetAppEE i & i BX 23 ERBS [ FA SNMPER PG SE AN 1T B AE 1 o BLEFEM ENetApp mibfE
EHN—ZD - BEEHEE I TIIEN  FBHATE « BREY - LEBR - REBEEMAER -

EHaiE EEEHEER FEBH SR
R EARTIBIOSAHAEMetroCluster EHE A EIESTRLE XS0 B K8 - EMEZEES 25000
MetroCluster HOLEARRE R4S o

AR ERENE MetroCluster EERFEES ~ WIEEAERIIHP—EEE - 25001

SEmERERZI K #MetroCluster BRI EESREFRAZILSHIE - RIER SEXE 25002

o
BEBHEECBNFIEEEAERT HEEEEMERELTELE - EmEHEEZRAFF  25005.
R o BRI ORI - MEEEEARILEHT o
SNMPBIER 28 PG RERTUBITSNMPARAS Al 6p < SRl SNMPAERE o 25006

RETEE R FERBVARRR
S R] LARB R BEZ ¥ MetroCluster AUBEBEHRAS « IUFIBIT—EIIAE o

SER
1. {E A tiebreaker CLIE51ZE2Sshowdn % ~ WUMetroCluster FH{F—EIERE T TENERUARAS ¢

=3 SR A

-5 iR REMIEE B 2 R TBAVAR RS

BiER R BTRRZ 108 EREZEE LRITHEIZ(EE

mEtEr REBETE EEERNR T BN

AREE BETIEE#EMARAEER | * MetroCluster tLINAERTAER E 10 $EHY

IR FEI 2R I BREEUMEIE SR S RE ~ IEIRRIRF(FERITTRGIREE ©

TR RESRESRE (cluster) FEE (cluster) BEELFKRRYTF
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NetApp MetroCluster Tiebreaker:> monitor show -status
MetroCluster: cluster A
Disaster: false
Monitor State: Normal
Observer Mode: true
Silent Period: 15
Override Vetoes: false
Cluster: cluster Ba (UUID:4d9ccf24-080f-11e4-9df2-00a098168e7c)
Reachable: true
All-Links-Severed: FALSE
Node: mccb5-al (UUID:78b44707-0809-11e4-9bel-e50dab9%e83el)
Reachable: true
All-Links-Severed: FALSE
State: normal
Node: mcc5-a2 (UUID:9%9a8b1059-0809-11e4-9f5e-8d97cdec7102)
Reachable: true
All-Links-Severed: FALSE
State: normal
Cluster: cluster B(UUID:70dacd3b-0823-11e4-a7b9-00a0981693c4)
Reachable: true
All-Links-Severed: FALSE
Node: mccb5-bl (UUID:961fce7d-081d-11e4-9ebf-2£295df8fcb3)
Reachable: true
All-Links-Severed: FALSE
State: normal
Node: mcc5-b2 (UUID:9393262d-081d-11e4-80d5-6b30884058dc)
Reachable: true
All-Links-Severed: FALSE
State: normal

TSGR - FRTRIATEEB ERITHLIREE !
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NetApp MetroCluster Tiebreaker:> monitor show -operation-history
MetroCluster: cluster B

[ 2014-09-15 04:48:32.274 ] MetroCluster Monitor is initialized

[ 2014-09-15 04:48:32.278 ] Started Discovery and validation of
MetroCluster Setup

[ 2014-09-15 04:48:35.078 ] Discovery and validation of MetroCluster
Setup succeeded. Started monitoring.

[ 2014-09-15 04:48:35.246 ] NetApp MetroCluster Tiebreaker software is
able to reach cluster "mccbha"

[ 2014-09-15 04:48:35.256 ] NetApp MetroCluster Tiebreaker software is
able to reach cluster "mcc5b"

[ 2014-09-15 04:48:35.298 ] Link to remote DR cluster is up for cluster
"mcch5a"

[ 2014-09-15 04:48:35.308 ] Link to remote DR cluster is up for cluster
"mcc5b"

BE;~MetroCluster ) 4BREE AT

IERILA7EMetroCluster Tiebreaker® R Be R RE/RFTA HITIERS BV RE 23 R ABAN P

1. {FFBtiebreaker CLI4EAEshowdr < 2R EERMetroCluster B REIYIME4ERERIE R ©

TR REERERE (cluster) FFEE (cluster) NEH :

MetroCluster: North America
Monitor Enabled: true
ClusterA name: cluster A
ClusterA IpAddress: 10.222.196.130
ClusterB name: cluster B
ClusterB IpAddress: 10.222.196.140

IEERIUIRENESS

@A) Wik tiebreakerZRBE A B BSIRREHF EIRENESE ~ UMREEZ A -

1. {§5Ftiebreaker CLIE&#ZEdump -STATUS# % ~ B3I —EEENHEEE « :RBAFFE MetroCluster BIBEEINAE o

T5 & 5I8E R ThEE 3L /var/log/NetApp/mcctb/metrocluster-tiebreaker-status. xm{BENHE ZE :
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NetApp MetroCluster Tiebreaker :> monitor dump -status
MetroCluster Tiebreaker status successfully dumped in file
/var/log/netapp/mcctb/metrocluster-tiebreaker-status.xml

RRRBREREEN
IEFT LU Tiebreaker SREEMEREREIE » (EHIE(EAIEIBIRIER B EIREN A o

@ 7 Tiebreaker 1.6 REFMRAH » EEIUERAUT A RNRAFMERRRSRAIB IR | "monitor

add wizard @< ° 2E"#itiMetroCluster IJFE" o

1. BARRERRER

MEsirEEIErR-B R BT - RRE EiHE)

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name 8pack

-observer-mode false

Warning: If you are turning observer-mode to false, make sure to review

the 'risks and limitations'

as described in the MetroCluster Tiebreaker installation and
configuration.

Are you sure you want to enable automatic switchover capability for
monitor "8pack"? [Y/N]: y
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