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# sanlun lun show all

B ELA

host
adapter

controller (7mode/E-Series) / device

vserver (cDOT/FlashRay) filename

Product

lun-pathname

data vserver /vol/voll/lunl /dev/sdb  hostlé6
120.0g cDOT
data vserver
120.0g cDOT
data vserver
120.0g cDOT
data vserver

120.0g cDOT

/vol/voll/lunl /dev/sdc hostl5b

/vol/vol2/1lun?2 /dev/sdd hostl6

/vol/vol2/lun2 /dev/sde hostlb
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# multipath -11
3600a09803831347657244e5277663%4e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
"—+- policy='service-time 0' prio=50 status=active
J]= 330878Y sdco 69:192 active ready running
|- 3:0:8:9 sddi 71:0 active ready running
|- 14:0:8:9 sdjg 65:320 active ready running
- 14:0:7:9 sdiw 8:256 active ready running
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# multipath -11
3600a09803831347657244e5277663%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
| -+- policy='service-time 0' prio=50 status=active
| |- 3:0:3:0 sdd 8:48 active ready running
| |- 3:0:4:0 sdx 65:112 active ready running
‘—+- policy='service-time 0' prio=10 status=enabled
|- 14:0:2:0 sdfk 130:96 active ready running
- 14:0:5:0 sdgz 132:240 active ready running
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THHENITAHEZE touch /etc/multipath.conf
SE—REIL "multipath.conf 1E5ERF ~ ERISERE R 7 ar < 2REUAMREN 2 2 RIEARTS :

# systemctl enable multipathd
# systemctl start multipathd
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EER ‘multipath.conf £ 8 :

blacklist {
wwid <DevId>
devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0=-9]*"
devnode "“hd[a-z]"

devnode ""“cciss.*"

ETHEFS > EROAEEREN WWID > TiFEEFIEE "multipath.conf 1§28 ©

1. FEr WWID :

/1lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833
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2. ¥ wwip EHMELE /etc/multipath.conf !



blacklist {
wwid 360030057024d0730239134810c0cb833
devnode "* (ram|raw|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hdl[a-z]"

devnode "“cciss.*"
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IHRE "2 pg_init_retries 50"
Flip_on_lastfilp® "
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no_path_retry 751
path_checker_ "E"
path_grouping_policy "E¥4Hby_prio”
path_selector "ARFEEERG 0"
Polling_FRS REFE 5.
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defaults {
path checker readsector0
no path retry fail

}

devices {

device {
vendor "NETAPP "
product "LUN.*"
no path retry queue
path checker tur

}

}
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# sanlun lun show all

B EBH -
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun? /dev/sde hostl5 FCP

120.0g cDOT
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# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
‘—+- policy='service-time 0' prio=50 status=active
|- 3:0:7:9 sdco 69:192 active ready running
|- 3:0:8:9 sddi 71:0 active ready running
|- 14:0:8:9 sdjg 65:320 active ready running
- 14:0:7:9 sdiw 8:256 active ready running

(D BE— LUN FEFENEMN ERRRE - IRBSBIBIUE - IS T #FRERIEHEEM R

o

JE ASA #HRE

HICIE ASAMERE ~ [EZAMEREEHE - HBRIEFAR - BEIEFRESNBERATE / xEE - TREfH
S SPRTERIER SR MARTS - BAIEFRENRBRERFEATH « EXREL « BREMRHEAFRAVESIZFZ HAR
7 o R EREREERECREELAERFAEMEA -

Ll
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# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
| -+- policy='service-time 0' prio=50 status=active
| |- 3:0:3:0 sdd 8:48 active ready running
| |- 3:0:4:0 sdx 65:112 active ready running
‘—+- policy='service-time 0' prio=10 status=enabled
|- 14:0:2:0 sdfk 130:96 active ready running
- 14:0:5:0 sdgz 132:240 active ready running
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#Zmultipath.conf HERENWERFT - TEREEHENA MRS - MRILERAREFE » ERIUFERG
TEMNEMITAEER touch /etc/multipath.conf ©

S5—3REIL ‘multipath.conf 1E5EHs « {KRIAERERER T5an < KBRS 2 ERREART

# systemctl enable multipathd
# systemctl start multipathd

BRIECAFEELERTCEENESE - E}ZEEE’EE’T’“*QE%%E B~ BRAREEREEME
‘multlpath conf 1§2E o R LA THEEEMMGE EMER ~ WEEHRIVEEE WWID FEE <Dev|d> . ﬂEﬁH‘?T
A9 “multipath.conf 28 :

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""cciss.*"

ETHEFS > EROAEEREN WWID > TR EFIEE "multipath.conf 1§28 ©

1. & WWID -

/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0chb833

‘sda’ BICEMEERREBERAN SCSI Wik -

2. #rig wwip EFMELE /etc/multipath.conf !



blacklist {
wwid 360030057024d0730239134810c0cb833
devnode "* (ram|raw|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hdl[a-z]"
devnode "“cciss.*"

UF’EEZ RIRE “/etc/multipath.conf 18% » LHEE FEREI B » UBENEE B S AR ENERR
EO

THRMRA multipathd ONTAP LUN HIRARS B R EE - IR T HEZRZHMBER LUN ~ BELES8HH
E—ERER « BIFEZETE "multipath.conf IEERLUFES VERZE ONTAP LUN BT\ ~ FETHBINLUELE -
YNSRRBEEY ~ ONTAP BIRISEECEUNTREIAEF - RAETEMMEENIBRT » K7 FE5558 NetApp H /
HIEERGRE - UBRELEERE -

DETECT ({&8I) _prio =0

IR tmo " RIR"

AEM0E SZED
fast_io_ftfif&_tmo 5.

IHRE "2 pg_init_retries 50"
Flip_on_lastfilp® "

R RIE R roJ

no_path_retry 751
path_checker_ "E"
path_grouping_policy "E¥4Hby_prio”
path_selector "ARFEEERG 0"
Polling_FRS REFE 5.

Bk 'NetApps ONTAP
Eh LUN.*

Retainf{ MRV EEAS R IR E T =1

RR_weight nggE
ERESCRE S

iG] NetApp

&)

THEHIFRBIIAEERB R NTERE - TERIER T © multiPath.confl R EE# path_checker']
# Tno_path_retry] BI{E - EL(EEONTAP ARAENRREME - MRE A FHHEZEMSANREEY MR
B& ~ AR EHETONTAP BB HITERILUN « 5B EE LS o
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defaults {
path checker readsector0
no path retry fail

}

devices {

device {
vendor "NETAPP "
product "LUN.*"
no path retry queue
path checker tur

}

}
EXIEIE

£/ ONTAP hxZsH9 SUSE Linux Enterprise Server 15 SP5 ;88 B XIfRE o

¥2FC ONTAP f£/ SUSE Linux Enterprise Server 15 SP4

STRILAER ONTAP SAN EARRRRE ~ #§ SUSE Linux Enterprise Server 15 SP4 £2
ONTAP SREABE o

Z#ELinux Unified Host Utilities

NetApp Linux Unified Host Utilities EXBEE 4 RI1E 32 {i7cHl 64 {i7TEY .rpm 18R A3 "NetApp SZIEAFIL"E] o 4
RERNER—EEZBES TR > AEAREECEEIER "NetApp BEMHERTA"

NetApp 8ZVEZRIELE Linux —EEHWARRELR » BAIFRFIRE - BEARRENFTETESE Linux T LM
ERRE - BEAREXTNEER « WiRBINetAppE P IRERFIEERVABREABRIE o

MREBAIE L2 Linux Unified Host Utilities » fREZIEEARERITRRA > Sk 2id HiBrR » SABIKIB TS
BRI R IARA o

TR
1. FHE3207TE64 /i TTLinux Unified Host UtilitiesERBEE S "NetApp Z1BATIL" BNEAY T o
KEREEMN .

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_64

@ CRATLAE R A PR (AR RS E R E B AR E R Eim A P i "Cloud Volumes ONTAP" Al
"Amazon FSX for ONTAP Sf" o

SANTEEH

ELENetAppEHARRNENF - SEHRENRTAEN - WEMHRME TER 2REN « AIHIEE
ELUNFMHBA © TManlun) @< E@EEIHEETHAILUNENR « 2B « DURBIEREFEPIRINE o
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&)
AU TEFIG « TALUN show) < EEEILUNE

# sanlun lun show all

B EBH -
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun? /dev/sde hostl5 FCP

120.0g cDOT

SANPRSI%

CRENEM

WRICREFEASANGE « BIARREAEST HESANRRI o R LIER "NetApp BB HER T A" BBEE
ZLONTAP ZIEMEIVER Z 4% ~ HBA ~ HBAREEFIHBARIH4BIOS KBIOSKRZ ©

1. BESANBIHELUNSIFER 14 o

2. WA ARSI -
(D EEREFERFRBLER T ERITZE > RIATLUERSERE -
3. TE(AARERBIOSH 2 SANBIHLUNEIFERYE IS BRI SANFI o
YNF YN AHBA BIOSHIAERAE « A2 M EEAIS M o
4. EXRRBNEN - HESTRAIEARTS o
ZERE
$HASUSE Linux Enterprise Server 15 SP4 ~ #478177E l/etc/multipath.conf] 182 ~ BIEAREEHZIERETT

$SEBETE o SUSE Linux Enterprise Server 15 SPA4RZ G SFAIA N ERTE  AlHiH R EEEEONTAP &
FELUN o
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eI AMER TmultiPath -1l 85< 2REEFZFONTAP SRR ELUNBIERTE ©
TR EHRMEEFEE ASA FIIE ASA A2 LUN S ERRISH HERH o

Ffi5 SAN [E5I4H A%

FiA SAN &5l (ASA) #BREERERECEEIEE LUN NFARE » EEFRFERF - NIt RRZEBRAR
EERML 1/0 1BZE ~ EMIRFRIEE ©

&)
LU T 588~ ONTAP LUN BYIERESL ©

# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
‘—+- policy='service-time 0' prio=50 status=active
|- 3:0:7:9 sdco 69:192 active ready running
|- 3:0:8:9 sddi 71:0 active ready running
|- 14:0:8:9 sdjg 65:320 active ready running
- 14:0:7:9 sdiw 8:256 active ready running

(D BE— LUN FEFENEMN ERRRE - IRBSBIBIUE - IS T #FRERIEHEEM R

o

JE ASA #HRE

HICIE ASAMERE ~ [EZAMEREEHE - HBRIEFAR - BEIEFRESNBERATE / xEE - TREfH
S SPRTERIER SR MARTS - BAIEFRENRBRERFEATH « EXREL « BREMRHEAFRAVESIZFZ HAR
7 o R EREREERECREELAERFAEMEA -

Ll
THIEREETRONTAP £ M{E £ B/ & (E RS mE £ B/ ERECIRERIEREAL -

# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
| -+- policy='service-time 0' prio=50 status=active
| |- 3:0:3:0 sdd 8:48 active ready running
| |- 3:0:4:0 sdx 65:112 active ready running
‘—+- policy='service-time 0' prio=10 status=enabled
|- 14:0:2:0 sdfk 130:96 active ready running
- 14:0:5:0 sdgz 132:240 active ready running
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(D B — LUN FREEEME ERIBEE o MR EREHIBIAE > A Ae BT AR PEHA RS R
B8 o

BERTE

SUSE Linux Enterprise Server 15 SPA{EE R AL B4RE  FIHHHONTAP B BARTEAILUN ~ M HENET
HASA ZTERRAMEERHIEASAZARE « IEFEREFAA AR o S UFER TIIEERTE « E— P RECEH

AERERYSLHE o

#Zmultipath.conf 1ERNEBEEFT - TERTEHERXT RS - MRIERFEE » EoIUERGSEIL
THMZNTHEZR touch /etc/multipath.conf e

S—REII multipath.conf 14ZBF « (EAIAE BB T50 < REUBRIMEIS ERTHRS :

# systemctl enable multipathd
# systemctl start multipathd

BRIECATEESEREEENKE « IRRANKESGEREARE - SRFEZERREKEMEE
‘multipath.conf 1§ o FERILGIE AR EMME EAEE « WEEHRNEE WWID FEHEUY <Devid> ~ 2REFFFRA

EER ‘multipath.conf £ 8 :

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

nA

devnode cciss.*"

FETFEFIP > ERRELEEN WWID > TiFEERIEE "multipath.conf 1828 o

1. & WWID

/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

‘sda’ BICEAMEERRERANE SCSI Witk

2. #71% wwip EPHELE /etc/multipath.conf :
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blacklist {
wwid 360030057024d0730239134810c0cb833
devnode "* (ram|raw|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hdl[a-z]"

devnode "“cciss.*"

UF’EEZ RIRE “/etc/multipath.conf 18% » LHEE FEREI B » UBENEE B S AR ENERR
EO

THRMRA multipathd ONTAP LUN HIRARS B R EE - IR T HEZRZHMBER LUN ~ BELES8HH
E—ERER « BIFEZETE "multipath.conf IEERLUFES VERZE ONTAP LUN BT\ ~ FETHBINLUELE -
YNSRRBEEY ~ ONTAP BIRISEECEUNTREIAEF - RAETEMMEENIBRT » K7 FE5558 NetApp H /
HIEERGRE - UBRELEERE -

DETECT ({&8I) _prio =0

IR tmo " RIR"

AEM0E SZED
fast_io_ftfif&_tmo 5.

IHRE "2 pg_init_retries 50"
Flip_on_lastfilp® "

R RIE R roJ

no_path_retry 751
path_checker_ "E"
path_grouping_policy "E¥4Hby_prio”
path_selector "ARFEEERG 0"
Polling_FRS REFE 5.

Bk 'NetApps ONTAP
Eh LUN.*

Retainf{ MRV EEAS R IR E T =1

RR_weight nggE
ERESCRE S

iG] NetApp

&)

T EHIFRAFUEHE ER B R AITER(E o FEULEZRAFIP nultipath. conf IERERME path checker
no path retry BONTAP Tﬁ@ﬁﬁgﬂ%ﬂxfgﬁ?i_ E2E ~ ABHEHM SAN [FHH)(hERE K ~ B At
HEBEEEER ONTAP LUN #EIT{E1E ©
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defaults {
path checker readsector0
no path retry fail

}

devices {

device {
vendor "NETAPP "
product "LUN.*"
no path retry queue
path checker tur

}

}
EXIEIE

SUSE Linux Enterprise Server 15 SP4 with ONTAP KRzt # B XIR9RE o

f# A SUSE Linux Enterprise Server 15 SP3 1&fZ ONTAP

SERILAER ONTAP SAN EARRRRE ~ #§ SUSE Linux Enterprise Server 15 SP3 £2
ONTAP SREABE o

Z#ELinux Unified Host Utilities

NetApp Linux Unified Host Utilities EXBEE 4 RI1E 32 {i7cHl 64 {7TEY .rpm 18R A3 "NetApp SZIEAFUL"E] o 4
RERNER—EEZBES TR > AEAREECEEIER "NetApp BEMHERTA"

NetApp 8ZVEZRIELE Linux —EEHWARRELR » BAIFRFIRE - BEARRENFTETESE Linux T LM
ERRE - BEAREXTNEER « WiRBINetAppE P IRERFIEERVABREABRIE o

MREBAIE L2 Linux Unified Host Utilities » fREZIEEARERITRRA > Sk 2id HiBrR » SABIKIB TS
BRI R IARA o

TR
1. FHE3207TE64 /i TTLinux Unified Host UtilitiesERBEE S "NetApp Z1BATIL" BNEAY T o
KEREEMN .

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_64

@ CRATLAE R A PR (AR RS E R E B AR E R Eim A P i "Cloud Volumes ONTAP" Al
"Amazon FSX for ONTAP Sf" o

SANTEEH

ELENetAppEHARRNENF - SEHRENRTAEN - WEMHRME TER 2REN « AIHIEE
ELUNFMHBA © TManlun) @< E@EEIHEETHAILUNENR « 2B « DURBIEREFEPIRINE o
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&)
AU TEFIG « TALUN show) < EEEILUNE

# sanlun lun show all

B EBH -
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun? /dev/sde hostl5 FCP

120.0g cDOT

SANPRSI%

CRENEM

WRICREFEASANGE « BIARREAEST HESANRRI o R LIER "NetApp BB HER T A" BBEE
ZLONTAP ZIEMEIVER Z 4% ~ HBA ~ HBAREEFIHBARIH4BIOS KBIOSKRZ ©

1. BESANBIHELUNSIFER 14 o

2. eSS (RS S AT EFR o
() “EEEAGEBERE T2 % > RIS ERE -

3. TE(AARERBIOSH 2 SANBIHLUNEIFERYE IS BRI SANFI o
YNF YN AHBA BIOSHIAERAE « A2 M EEAIS M o
4. EXRRBNEN - HESTRAIEARTS o
ZERE
$HASUSE Linux Enterprise Server 15 SP3 ~ #4781F7E l/etc/multipath.conf] 1% ~ BIEAREEHZIERETT

$FEEETE o SUSE Linux Enterprise Server 15 SP3HIFAA R EA O LIBARE « AR EMEIEONTAP &
FELUN ©
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eI AMER TmultiPath -1l 85< 2REEFZFONTAP SRR ELUNBIERTE ©
TR EHRMEEFEE ASA FIIE ASA A2 LUN S ERRISH HERH o

Ffi5 SAN [E5I4H A%

FiA SAN &5l (ASA) #BREERERECEEIEE LUN NFARE » EEFRFERF - NIt RRZEBRAR
EERML 1/0 1BZE ~ EMIRFRIEE ©

&)
LU T 588~ ONTAP LUN BYIERESL ©

# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
‘—+- policy='service-time 0' prio=50 status=active
|- 3:0:7:9 sdco 69:192 active ready running
|- 3:0:8:9 sddi 71:0 active ready running
|- 14:0:8:9 sdjg 65:320 active ready running
- 14:0:7:9 sdiw 8:256 active ready running

(D BE— LUN FEFENEMN ERRRE - IRBSBIBIUE - IS T #FRERIEHEEM R

o

JE ASA #HRE

HICIE ASAMERE ~ [EZAMEREEHE - HBRIEFAR - BEIEFRESNBERATE / xEE - TREfH
S SPRTERIER SR MARTS - BAIEFRENRBRERFEATH « EXREL « BREMRHEAFRAVESIZFZ HAR
7 o R EREREERECREELAERFAEMEA -

Ll
THIEREETRONTAP £ M{E £ B/ & (E RS mE £ B/ ERECIRERIEREAL -

# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
| -+- policy='service-time 0' prio=50 status=active
| |- 3:0:3:0 sdd 8:48 active ready running
| |- 3:0:4:0 sdx 65:112 active ready running
‘—+- policy='service-time 0' prio=10 status=enabled
|- 14:0:2:0 sdfk 130:96 active ready running
- 14:0:5:0 sdgz 132:240 active ready running
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(D BE— LUN TEFZEMEMN ERERE - IRBEBIBIUR - Al ST RHFREMIEHHBIER R

o

BERTE

SUSE Linux Enterprise Server 15 SP3{EE R AL B4R  AIHHHONTAP B BARTEAILUN ~ M 5ENET
HASA ZERRAHEE I IEASAZRERE « IEFEREFFA4HREZH -

#Zmultipath.conf HBRENWERFT - TEREEHEXZ SRS - MRIEREREFT » EIUFERAGTREIL
TEMNEMITAEER touch /etc/multipath.conf ©

SB—REIL ‘multipath.conf 18555 « ERISEREER T e < RN EEN 2 BRI

# systemctl enable multipathd
# systemctl start multipathd

RIECEFAEEZERKEENRE AeRANRTEERERE  SUFEEERFREMLE
‘multipath.conf 1822 o AT LG FHEEEFME EEZ ~ UIEEHIRRVEEE WWID FEHEU <Devid> ~ ZRHEER
EEM ‘multipath.conf &£ 8 :

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""cciss.*"

FETFIEFI > EHEREEEN WWID > TFEERIEE "multipath.conf 182 ©

1. & WWID -

/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0chb833

‘sda’ BICEMEERREBERAN SCSI Wik -

2. #rig wwip EFMELE /etc/multipath.conf !
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blacklist {
wwid 360030057024d0730239134810c0cb833
devnode "* (ram|raw|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hdl[a-z]"
devnode "“cciss.*"

UF’EEZ RIRE “/etc/multipath.conf 18% » LHEE FEREI B » UBENEE B S AR ENERR
EO

THRMRA multipathd ONTAP LUN HIRARS B R EE - IR T HEZRZHMBER LUN ~ BELES8HH
E—ERER « BIFEZETE "multipath.conf IEERLUFES VERZE ONTAP LUN BT\ ~ FETHBINLUELE -
YNSRRBEEY ~ ONTAP BIRISEECEUNTREIAEF - RAETEMMEENIBRT » K7 FE5558 NetApp H /
HIEERGRE - UBRELEERE -

DETECT ({&8I) _prio =0

IR tmo " RIR"

AEM0E SZED
fast_io_ftfif&_tmo 5.

IHRE "2 pg_init_retries 50"
Flip_on_lastfilp® "

R RIE R roJ

no_path_retry 751
path_checker_ "E"
path_grouping_policy "E¥4Hby_prio”
path_selector "ARFEEERG 0"
Polling_FRS REFE 5.

Bk 'NetApps ONTAP
Eh LUN.*

Retainf{ MRV EEAS R IR E T =1

RR_weight nggE
ERESCRE S

iG] NetApp

&)

THEHIFRBIIAEERB R NTERE - TERIER T © multiPath.confl R EE# path_checker']
# Tno_path_retry] BI{E - EL(EEONTAP ARAENRREME - MRE A FHHEZEMSANREEY MR
B& ~ AR EHETONTAP BB HITERILUN « 5B EE LS o
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defaults {

path checker readsector0
no path retry fail
}
devices {
device {
vendor "NETAPP "
product "LUN.*"
no path retry queue
path checker tur
}
}
BRI —E

SUSE Linux Enterprise Server 15 SP3 with ONTAP KRzt # B XIRRE o

f#H SUSE Linux Enterprise Server 15 SP2 {&fZ ONTAP

STRILAER ONTAP SAN EARRRE ~ #§ SUSE Linux Enterprise Server 15 SP2 £2
ONTAP SREABE o
%4t Linux Unified Host Utilities

NetApp Linux Unified Host Utilities EXBEE 4 RI1E 32 {i7cHl 64 {7TEY .rpm 18R A3 "NetApp SZIEAFUL"E] o 4
RERNER—EEZBES TR > AEAREECEEIER "NetApp BEMHERTA"

NetApp 8ZVEZRIELE Linux —EEHWARRELR » BAIFRFIRE - BEARRENFTETESE Linux T LM
ERRE - BEAREXTNEER « WiRBINetAppE P IRERFIEERVABREABRIE o

MREBAIE L2 Linux Unified Host Utilities » fREZIEEARERITRRA > Sk 2id HiBrR » SABIKIB TS
BRI R IARA o

TR
1. FHE3207TE64 /i TTLinux Unified Host UtilitiesERBEE S "NetApp Z1BATIL" BNEAY T o
KEREEMN .

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_64

@ CRATLAE R A PR (AR RS E R E B AR E R Eim A P i "Cloud Volumes ONTAP" Al
"Amazon FSX for ONTAP Sf" o

SANTEEH

ELENetAppEHARRNENF - SEHRENRTAEN - WEMHRME TER 2REN « AIHIEE
ELUNFMHBA © TManlun) @< E@EEIHEETHAILUNENR « 2B « DURBIEREFEPIRINE o
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&)
AU TEFIG « TALUN show) < EEEILUNE

# sanlun lun show all

B EBH -
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun? /dev/sde hostl5 FCP

120.0g cDOT

SANPRSI%

CRENES

MBIEREFFASANRI « BIARREM A IESANGIE o FRETLUEA "NetApp EIEMHEBRTE" BB 2
BONTAP LIBCHIERZ 4% « HBA ~ HBAFEEFHBARI4BIOS KBIOSHR A ©

1. BESANBIHELUNSIFER 14 o

2. DA Z ARSI HAER o
@ EFRIEERFRENLERE LHITZE > SAIAERASERE -
3. 1EfAAREIBIOSH A SANFIELUN S FERYE IR BUF SANRIHE o
YNF YN AHBA BIOSHIAERAE « A2 M EEAIS M o
4. ERRRENEN - FESDRAREARTH o
SERK

$HHASUSE Linux Enterprise Server 15 SP2 ~ /etc/multipath.configZEMN/BTZTE ~ BN EERERETIS T8
T o SUSE Linux Enterprise Server 15 SP22 ¥ # R EEIEONTAP S8 ENFM AR EF4RE o &
F3 Tmultipath-l1 #3<2REEEEONTAP [BEVIEFRLUNERE ©
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EZAMEREEHERATENELIERY - BAIEFRSHNRESTE / REL - RREfIBRESRTERES]
IR HARTS o BRIEFBRENBRERIERSH « ERREL - BAEMAZHAERZERIZHRHART o IERECK
ERAERECREEEAERRS E6EA -

Ll
THEEHIFTRONTAP EAMIE 8/ &ECRENMEEE/IERE{CRENIE#EAL

# multipath -11

3600a09803831347657244e5277663%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw

| -+- policy='service-time 0' prio=50 status=enabled

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

RNERBZHRERBEE—LUN - FTREBB4ERK - TRFREREHRE © BIEsERE AT TR

@éﬁﬂﬂ% °
EERT

SUSE Linux Enterprise Server 15 SP2{EZE RARA B4R E « BIHFAONTAP HEHELUN ~ It BEhERER EPRB4H
28 o

#Z multipath.conf ERNEEFT  TERKEHEXNAERE - MRIERAEFE > EoIUERR
TEHNZNITAEEZRE touch /etc/multipath.conf e

S$5—REII ‘multipath.conf tEZEEF « [KRIAEREER T76n < RRUBMAE 2 EREMART

# systemctl enable multipathd
# systemctl start multipathd

PRIECAETEESERKCEENEE « IERREHHK ﬁ%%ﬁmfﬁ DA EERRREMEE
“multipath.conf #8238 o fERI LU TR EFIE E1E5E « UIEEBPRIVEEE WWID FEHEY <Devid> ~ ZREFFRA
EEM "‘multipath.conf £ 5 :

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

A

devnode cciss.*"
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ETFIEFIP > ERRELEEN WWID > TiFEEERIEE "multipath.conf 1828 o

1. ¥E WWID -

/lib/udev/scsi _id -gud /dev/sda

360030057024d0730239134810c0cb833

‘sda’ BICEAMEERRLERIANE SCSI Witk

2. 1% wwip EPHERLE /etc/multipath.conf :

blacklist {
wwid 360030057024d0730239134810c0cb833
devnode " (ram|raw|loop|fd|md|dm-|sr|scd]|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

EEZ—RE etc/multipath.conf &5 » THEHE MFARE) BERH - UERAEEERARRENERR

EO

TER#EA multipathd ONTAP LUN RS #BRMNE(E - IR FWEREHMBEER LUN ~ BELESHHH
EE—ERER « BIFEZETE "multipath.conf IEERLUFESZ VERZE ONTAP LUN BT\ ~ FETHBINLUELE -
YNSRR BB ~ ONTAP BIBISEEUAUNTAEAREF - RBETERMBLERIBRT » K7 FE4E58 NetApp # /
HIEERGRE - UBRELERRE -

e s
DETECT ({&Rl) _prio =30

FAZE8K_tmo "ERE"

BEEEIE 37N
fast_io_f#&P&_tmo 5.

IhsE "2 pg_init_retries 50"
Flip_on_lastfIp& "

ERSEIEE 0 roy

no_path_retry el

path_checker =K
path_grouping_policy "B¥4Hby prio"
path_selector "ARFSERERE0"
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2% RE

Polling_sf& &R 5

B 'NetApps ONTAP
Edm LUN.*

Retainf{ MRV EASEZIEE T =0

RR_weight nigs_n
fERESCRE S

R NetApp

Ll

THEFERBBIAME EHERNTERE c TEEERT ~ TmultiPath.conf) 1R EEH& Mpath_checker']

# Tno_path_retry) BYE + BLEEEONTAP FRBVIRKRZME o MIRER EHMEZEMSANET MEER

B% « BIRJ$HEONTAP AR EHIIRAILUN ~ F5RIEIEELESH -

defaults {
path checker readsector0
no path retry fail

}

devices {

device {
vendor "NETAPP "
product "LUN.*"
no path retry queue
path checker tur

}

}
E XA

SUSE Linux Enterprise Server 15 SP2 with ONTAP hkZ&<%& 7|2 %18 :
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NetAppigsel 15E AR
D

"1308744" 52RX SUSE Linux Enterprise Server 15S P2 £ iSCSI sanbooted. LUN 7E{EFAAFAE IP 4HAESE
¥R % « EIAFERAFM IP 4HAER SAN Y SUSE Linux Enterprise Server 15 SP2 £
it ERAMTREEELFE - SREAFEIPARE

RHPE BERIMARK - ERERFIRISIERE
BERIMTERT  WEE NYSERRAE ¢

dracut-cmdline[241]: warning:
Empty autoconf values default
to dhcp

dracut: FATAL: FATAL: For
argument ip=ethd:static,
setting client-ip does not
make sense for dhcp

dracut: Refusing to continue

reboot: System halted

R SUSE Linux Enterprise Server 15 SP1 2fC ONTAP

AT LUEHE ONTAP SAN F#4HR8E8E ~ #% SUSE Linux Enterprise Server 15 SP1 £
ONTAP SREABIZ o

Z#Linux Unified Host Utilities

NetApp Linux Unified Host Utilities BRBEE A RITE 32 {7t 64 7T .rpm HEZEAHIK"NetApp ZIEAHLE"S] o 4
REFEM—EERZBESECNAER » BAERAREREEENEE " NetApp BiBMEHERTA" o

NetApp s8ZUEZRIEZ L Linux SE—EEHARRERN » BUIFRFIRE - BEARBEARNETESE Linux T ER
EARE o BEARRARNEEIR « THBINetAppE P IR FIWECRVAEREERIE N o

MREBAIEZEE Linux Unified Host Utilities » EZEARERITIRA > HEREBER » RBEKEBTIL
REERITRA

1. FE320 7T 64 /I TTLinux Unified Host UtilitiesERBEE S "NetApp ZIEATLE" BIEAY 1 o
2. ZEBRREN -

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_641

@ 1ER AfE A P (VAR RE SR E SRR E AR E M E IR B i "Cloud Volumes ONTAP"
"Amazon FSX for ONTAP Sf" ¢
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SANTEEH

EIRZENetApp AR EL « SEHZRENLTEEN - LEMRME MER) ARER -« AiRsEeE
IBLUNFIHBA o Tlanlun) 5 &ELIEHEE THEALUNES « 2ERE « KRB ESREHEFTENSET -

Ll
FEUTEEFIH « TALUN show) i@ EEEILUNEER ©

# sanlun lun show all

EH A
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sdd  hostlé  FCP
120.0g cDOT
data vserver /vol/vol2/1lun? /dev/sde host15 FCP

120.0g cDOT

SANPRH%

CREMES

WMRIEREFEFASANGIL ~ BAERE AT IESANEI o BRI LUER "NetApp EiE4EIBRT A" B
ZZONTAP ZIERBIEX AL « HBA ~ HBAFEEHIHBARIH#BIOS &BIOSHRZ ©

i
]

1. FSANBEHELUNSFEE 1 o
2. IR EREAIHAER o

() EEHrEAGBEERE ENT2% » AR S ERE .

3. TEfAAR2IBIOSH A SANFIHLUNS FERYEIZIR BUF SANBEH o
MEBUNEIEIFAHBA BIOSHIAERAE R ~ A2 RME EBAIX M o
4. EWRRENEH - DRI o


https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT

ZERK

$HSUSE Linux Enterprise Server 15 SP1 + /etc/multipath.configZE A 7B1Z1E ~ B EEHERETIS T
B8 o SUSE Linux Enterprise Server 15 SP1H4R=ZE I BV ERTE « A HH R EREIEONTAP Zf&LUN °

EAILAERA TmultiPath -ll) s3 < ZREEFEONTAP EHIZ{ELUNBIERE ©
THRERIRHEFER ASA FIIE ASA A2 LUN BIZERREH H &) o

Ffi5 SAN 54 A%

FRA SAN &%l (ASA) #BREERERECEEIEE LUN NFARE » EEFRFERT - NIt RREBRAR
&M /0 1FZE ~ EMIRFARBE ©

g
LU T 5588 ONTAP LUN BYIEREEY ©

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
‘—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ BE— LUN TEFEZEMEMN LK - 1RBEBIBIUF - Al ST HFRERIEHHRIEREEME

o

JE ASA #HAE

HHYIE ASA 4HRE ~ FEZE MIERRSEH4E - HEXIBEFARRE - BLlEFRESNREATE / RIFE - REMH
ESFRTERIERIZHEMARTS o BRIEFRENEREEERPHN « BXRREL - AR TEMEAHAFREEHIZZFEHAR
% o EREFERERIAEERFCREEAFERAEAGER -

Ll
THEEHIFTRONTAP EAMIE 8/ &ECREMMEEE/IERE{CRENIE#EAL
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# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
| -+- policy='service-time 0' prio=50 status=active
| |- 11:0:1:0 sdj 8:144 active ready running
| |- 11:0:2:0 sdr 65:16 active ready running
‘—+- policy='service-time 0' prio=10 status=enabled
|- 11:0:0:0 sdb 8:16 active ready running
|- 12:0:0:0 sdz 65:144 active ready running

@ E— LUN FEFZMEU EMRE - MRBREBBIIF - A S T #FREREHEEMRRERE

& o

RERE

SUSE Linux Enterprise Server 15 SP1 {EE RN AR=Z R4 7 #5) ONTAP LUN ~ i BEEHREFMBAHERES
2o

#Zmultipath.conf 1EERNBRFE « TEREEHENZ SRS - MRILERAREFE » EIUERGTEIL
THMZNTCAHEZR touch /etc/multipath.conf e

$E—REIL "multipath.conf EZER; ~ IERIBEREMER T5 e < REUBMEEN S ERREART

# systemctl enable multipathd
# systemctl start multipathd

BRIECEFMEESERTCEENEE « IRRENREEERENXRE  TAFEEEESREMIEE
‘multipath.conf 1&g o &AL FIIE ARG EEER  LUISEHBRAVEEE WWID FEEUL <Devid> ~ REEBER
EER ‘multipath.conf £ 8 :

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

FETFIEFIF > EHEREEEN WWID > T EERILE "multipath.conf 182 ©

TER
1. I WWID
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/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

‘sda’ BIREIL E B ERAH SCSI FEHE o

2. ¥ wwip EHMELE /etc/multipath.conf !

blacklist {
wwid 360030057024d0730239134810c0cb833
devnode "* (ram|raw|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

UWEM fBIEE Jetc/multipath.conf 1828 » THEE MTEREI BT » UERT LS B SRR ENERSE
EO

&R multipathd ONTAP LUN RS #M RN EME o« MR FHEIZZEHMBEER LUN ~ BELE28 1MW
FA—E#HEE ~ BIFEEE multipath.conf FEREALUFEFNERZE ONTAP LUN BIEER ~ TEFEEBINLUYEILE ©
WMERRBEEM ~ ONTAP BRI SEE A MNTEEARE(E - R BTS2 EMBEENBERT « &7 FE:E:8 NetApp 1/
WEERGHE - UBBELETERE -

DETECT (&) _prio =i

IR tmo " fRIR"
AEM0E SN
fast_io_ftfif&_tmo 5.

IHEE "2 pg_init_retries 50"
Flip_on_lastffiB& "z"
ERERIEE roJ
no_path_retry 175
path_checker_ =K
path_grouping_policy "B¥4Hby prio"
path_selector "ARFERFfE0"
Polling_F# R 5.

Bk
E
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2% RE
Retainff MRV ERSERIEE T =1
RR_weight nygs__n
fEREZT LB S

RS NetApp
&)

T EEFERBUNEME IE W B ERITERE c EEEBFER T © 'multiPath.conf) &

A iy 2
ZETE

path_checker']

# Tno_path_retry) BYE + BLEEEONTAP FARBVIRKRZME o MIRE R EHEZEMSANETMEER

B% « BUAJ$H¥EONTAP AR EHIIRAILUN ~ RFRNEEELESH -

defaults {
path checker readsector0
no path retry fail
}
devices {
device {
vendor "NETAPP "
product "LUN.*"
no_path retry queue
path checker tur
}
}
EXIfEE

SUSE Linux Enterprise Server 15 SP1 with ONTAP hxzsA T5 B &1R9RE :
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NetApp#&:RID
"12466222"

dh B
3]

ERFREREEXRR - &
JBEmulex LPe12002 8GB FCigiz
InEIRIREnEFRE
7ESLES15SP1_ERYESSHAREE o

=R EH

EHITRESEREEENR™ &
#BEmulex LPe12002 8GB Fibre
Channel (FC) #&ZimEiZIR{EE
E{FEHABESLES15SP1_ERyESEEAR

£ o EREMRINIEERERE
B« LIFth S RE) - iEiniERiRRs
fERETA Tonline (48L) 1 - &
FRHEin SRR AR RS Al SE BB R
7 TE#H) & TRFE] o LLiRES
AIREEENZEREELUNG Y
P21 BR1E ~ DURIBLELUNBI/OHR
Efr o IR LUARYR T 5 E65dn < 2R 1%
BiRmEIZIRAGHAE R
--cat/sys/class/fc_host/host*/z%&
f&/rport*/ fc_remote_ports/rport*/3&E
BIEY
f&cat/sys/class/fc_host/host*/z&
f&/rport*/ fc_remote_ports/rport*/3&
IR IR AR RE-

Y2 ONTAP {5 SUSE Linux Enterprise Server 15

&R LUEF ONTAP SAN H#4RR8:8E ~ A% L ONTAP & B2/ SUSE Linux Enterprise
Server 15 BREABIE o
Z#ELinux Unified Host Utilities

NetApp Linux Unified Host Utilities X8 E 4 RI7E 32 iyt 64 (iI7THY .rom HEZR IR NetApp SZIE4HIL"F) o 4
RIEAMER—EERBES TR > FFERARBETCEENER "NetApp BAMEHERTA"

NetApp BFUEZRITLE Linux H—EEHAMRER > BAIFRFIRE - BEARERNFTETESE Linux T LM
EEIRE o BLERARRERAPINEERE « LiFBINetAppE A ZIRERPIUETAVARREAERAE -

NRITEATE %4 Linux Unified Host Utilities > SIEZIE EAHRERMARA » SRR EHBE > ABRKEB TS
RLRERARE

1. TR E 32017 E 641 TTLinux Unified Host UtilitiesERBEE(S "NetApp SZiE48u5" BIIEAYEH o
2. PEWRREN -

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_64

@ B A A iR eV 4BRE SR E AR R EEAZENZIHA % "Cloud Volumes ONTAP" #1
"Amazon FSX for ONTAP Sf" o

SANIEEH
EEZENetApp TR ARRRNENF - EEBZRLETAEHR - KEMHRM &R ABRER « IIHSEE


https://mysupport.netapp.com/NOW/cgi-bin/bol?Type=Detail&Display=1246622
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html

ELUNAMIHBA © Tlanlun) @< &@EEIHEETHAILUNENR « 2ERIE « DURBIEREFEPIHRIE o

]
AU TG « TALUN show) < EEEILUNE

# sanlun lun show all

B S -
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl  /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde  hostl5  FCP

120.0g cDOT

SANRGH

TEENER

WMNRITREFFASANGEHE « BIABRE A ET IESANGHHE o AT LIERA "NetApp BiEEHEER T A" BEE
EONTAP ZIEMEIIER Z 4% ~ HBA ~ HBAREEFAIHBARIH4BIOS KBIOSKRZN ©

1. BESANBIHELUNSIFER 14 o
2. R A ARSI HER o

@ EFRIFERFRELERE EHITZE > AU ERASERE -
3. 1EfAAREIBIOSH A SANFIHELUN S FERYEIEIR BUF SANRIHE o
YNEENAIRLAAHBA BIOSHIAERAE . ~ 52 BIRKAE HBAISIIF o
4. ERFRRENEN - FESDRAREARTH o
LERK

$17SUSE Linux Enterprise Server 15 ~ /etc/multipath.configZM7BTFE « (BEAEEHIERETIHEE
B8 o SUSE Linux Enterprise Server 153X FIFT AV ERTE TR = « UPHRIEFEEIEONTAP ZHLUN o
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ERILUER TmultiPath -ll) 82 2RESEEONTAP B Z{ELUNRIERRE ©

THEHRHEIFEE ASA FIFE ASA B2 LUN ZEREEHHEH

FRri7 5 SAN P54 A

Fi SAN [251] (ASA) # %%‘B@ {EIEBEISTE LUN BIFRA RS » EERF(FRT  MItrRFZE

SR 1/O 1EZE ~ ﬁ'ﬁ?mﬂ‘x °

]
LU 5588 ONTAP LUN BYIEREERLH o

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP, LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

BFR AR

@ — LUN FEERZME ERERTE o iNRBREEBIE > sIie S ERFRAERIEIRRERRER

E'Eo

FE ASA fHRE

HICIE ASAKERE ~ [EZAMEREEHE « HBKIEFAR - BEIEFRESNBESTE / &EEE - TREfH
SESPRTERIERI SR MARTS - BAIEFRENRBREEMFERATH « EXREL « BREMRHEFRAVESIZRZHAR

7 o IR ERERAERECREELAERRAGMEA -

gl
T7EEHIERONTAP EAMIE 8/ &ECRENME T/ ERE{CRENERRL

# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='l

alua' wp=rw
| -+- policy='service-time 0' prio=50 status=enabled
| |- 11:0:1:0 sdj 8:144 active ready running
| |- 11:0:2:0 sdr 65:16 active ready running
‘—+- policy='service-time 0' prio=10 status=enabled
|- 11:0:0:0 sdb 8:1i6 active ready running
|- 12:0:0:0 sdz 65:144 active ready running
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(D E'E — LUN FEERZEEN ERERTE o INREBEBBIF - A SEEEEFRBHIEHREEM BT

BERE

SUSE Linux Enterprise Server 15 {EERMAIBARE « BIH#A ONTAP LUN ~ I BENERREMBHAR2H
A
~

#Zmultipath.conf tERNEBEFT - TERTEFEXTERE - MRILLERFEE » EolUfERAG LRI
TEAMNZMITAEZRE touch /etc/multipath.conf e

SE—REI multipath.conf EZEF « (EEIALBEE R T56 S A FAAIBEN % ERE SRR :

chkconfig multipathd on
/etc/init.d/multipathd start

CARFERZRBEAANBHIEE multipath.conf 18% » [RIECEFMBREZIERECEENESE » FIRENRED
BEETERE - EEHIRAEERNEE > 558 THIEEIEE "multipath.conf 182 » LU EBRRVEE B Y2 IR
S (WWID ) FEHEY <Devld> :

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

LUFEEFIRELEER WWID ~ WASEFIEE "multipath.conf 1828 o

1. HEr WWID

/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/1lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833
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_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
_.|_

E%E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-

36

SR|SCD|st)" devnode "*HDJ[a-z]" devnode "*ccis."}

Always check your ~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5
flush on last del | "yes"
hardware handler | "O"

no path retry | gqueue

path checker | "tur"
path grouping policy | "group by prio"
path selector | "service-time 0"

[

|

|

|

|

|

|

|

| features | "2 pg init retries 50"
|

|

|

|

|

|

| polling interval | 5
|

|

|

prio | "ontap"
product | LUN.*
retain attached hw handler | yes



| rr weight | "uniform"

| user friendly names | no
| vendor | NETAPP
|=

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker' and
‘no _path retry' that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these

parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

FE5% { path_checker_readsector0 no_path_retry fail }

48 { device { & [ NetApp 1 ZEf& "LUN.*" no_path_retry queue path_checker" }

== Known issues

The SUSE Linux Enterprise Server 15 with ONTAP release has the following
known issues:

[
|
| NetApp Bug ID
| Title

| Description

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1154309[1154309”] | SLES 15 host with more
than 20 mapped LUNs might go into maintenance mode after a reboot | SLES
15 host with more than 20 mapped LUNs might go into maintenance mode after
a reboot. The maintenance mode becomes single user mode following the
message:

"Give root password for maintenance (or press Control-D to continue)

// 2024 SEP 2, ONTAPDOC-2345

SUSE Linux Enterprise Server 12
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ONTAP :ZEABIE o

Z#Linux Unified Host Utilities

NetApp Linux Unified Host Utilities ERBEEHFRITE 32 7Tl 64 I7ThY .rpm HEZEHIR"NetApp ZIEAHLE"S] o 4
REFMEP—EEZBES AR » FERREECEENERE NetApp BEEHERTA" o

NetApp 8FUZZITLE Linux —EEHAMRER > BAIFRFIRE - BLEARBERNTETESE Linux T LM
EFIRE o BLEARREAINEERE « WiFBINetAppE A ZIRERFIUE VAR RS ERAE T o

NRICEHATE % 4% Linux Unified Host Utilities > SIEZIE EAH R ERMIRA » SRR EHBE > RBREKEB TS
RLRERIRA

S
1. T #3207t E641iTTLinux Unified Host UtilitiesERBEEH "NetApp SZIE4HIL" BRI o

2. TEHREMN !

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_641

@ e LU B A X PR AV 4B AR R B AR R E AR ER Eim A P i "Cloud Volumes ONTAP" #
"Amazon FSX for ONTAP Sf" o

SANTEEH

EIRZENetApp AR EM - SEHTRENTEEN - LEMRME MER) ARER -« AIiRsEeE
IBLUNFIHBA o Tlanlun) 5 EEOIEHEE THEAILUNET « 2ERE « KRB EREHAFTENSEN -

Ll
FEUTEFIH « TALUN show) i@ EEEILUNEER ©

# sanlun lun show all

wmhsEf)
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controller (7mode/E-Series) / device host lun

vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product

data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP

120.0g cDOT

data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP

120.0g cDOT

data vserver /vol/vol2/lun? /dev/sdd hostl6 FCP

120.0g cDOT

data vserver /vol/vol2/lun2 /dev/sde hostl5 FCP

120.0g cDOT

SANPRS%

CRENEM

YR IGREFEASANEI « BIJARAEAZET HESANRIIL o BRI LUER "NetApp BiEEHER T E" BBER
BONTAP IBCHIERZ 4% « HBA ~ HBAFBEFHBARIHBIOS K&BIOSHR A ©

1. BESANBIHELUNSIFER 14 o

2. HEERA ZERISAIHEER -
@ EFRIFERFRENLERE EHITZE > SAIAERASERE -
3. 1EfAAREIBIOSH A SANFIHELUN S FERYEIE IR BUF SANRIHE o
YNF IR AHBA BIOSHIAERAE I « A2 M B EAIS M o
4. ERRRENEN - FESDRAREARTH o
SERK

$HSUSE Linux Enterprise Server 12 SP5 ~ /etc/multipath.configZE A 7B1Z1E ~ BEAEE R ERETIS T
B o SUSE Linux Enterprise Server 12MiZFIE N ERTE © AIPONTAP RIEMEIESTELUN

ERILUEE TmultiPath -Il) 82 2REEFEONTAP fEEIZELUNBIERTE ©
THRERIRHEIFER ASA FIIE ASA A2 LUN S ERREH H &) o

Ffi5 SAN [E5I4HA%

FRE SAN [E7) (ASA) AR ERELATIETE LUN FRERE » fEFRFERSP - NIt RFREEBIER
IR 1/O 1E% ~ fﬁ%E?b&ﬁb°

gl
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LT #5128~ ONTAP LUN BYIEREEE

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
‘—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

O B LUNTAREMEL LB MRS © AR A

JE ASA #HRE

HCIE ASA MBRE ~ EZAMEREEE « HERIEFAR © BRIEFRESNBREATE / RELE - REFH
EGFRTERVIERSHRMARTS - BAIEFBRENRBREZERTH « EXRFEL - R EMRHETRERIER SR MR
7% o IIRECRERBAERECREEAERRAEER -

Ll
THEEHIFRONTAP EAMIE 8/ &ECRENMEEE/IERE{CRENIE#EAL

#multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='1l
alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ % LUN REERZMEL LR o NREEISEBIBIUE - o sE B TR AN SRR S B 1SR
2 °

@R
SUSE Linux Enterprise Server 12 SP5 £ RN AR=ZE% 7 #i5) ONTAP LUN ~ I BEIEMREFMBAHERES

%5( aimultlpath conf REENAEFT « TEREEHENTERE - MRIERAFEFE > EAUERSS
TEMNEAIITEER touch /etc/multipath.conf ©
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$—EIL ‘multipath.conf 1EZE; « LRJSEREMER T7an < REAAMEREN S ERREARTS -

chkconfig multipathd on
/etc/init.d/multipathd start

EARBZEZREMABHIEE multipath.conf 182 » IFIETETRESERTEENKE » IRANRES

BERTERE - AEHRTRENEE » B THEEENIEE multipath.conf 182 » UEEHPRAE BN 2 IR

AES (WWID ) FEREME <Devid> :

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

nA

devnode cciss.*"

LUTEHAEEER WWID ~ WA EFIEE "multipath.conf &2 o
1. ¥JEF WWID :

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433f5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

. Add the "WWID  to the blacklist stanza in "/etc/multipath.conf :
[source,cli]
_.|_

B2 E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-
|SR|SCD|st)" devnode "*HD[a-z]" devhode "“ccis."}

Always check your ~/etc/multipath.conf® file, especially in the defaults
section, for legacy settings that might be overriding default settings.
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The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5

features | "2 pg init retries 50"
flush on last del | "yes"

no path retry | queue

path checker | "tur"
path grouping policy | "group by prio"
path selector | "service-time 0"

polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

[
|
|
|
|
|
|
|
|
|
| hardware handler | "Q"
|
|
|
|
|
|
|
|
|
|
| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
‘no_path retry  that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.



8% { path_checker_readsector0 no_path_retry fail } 55 { £ 5 { 7 [ NetApp J Ef "lun.*" no_path_retry
queue path_checkur } }

== Known 1issues

The SUSE Linux Enterprise Server 12 SP5 with ONTAP release has the
following known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1284293[1284293"] | Kernel disruption occurs
on SLES12 SP5 with QLogic QLE2562 8GB FC HBA during storage failover
operations | Kernel disruption occurs during storage failover operations
on the SLES12 SP5 kernel with a QLogic QLE2562 Fibre Channel (FC) host bus
adapter (HBA). The kernel disruption causes SLES12 SP5 to reboot, leading
to application disruption. If the kdump mechanism is enabled, the kernel
disruption generates a vmcore file located in the /var/crash/ directory.
Check the vmcore file to determine the cause of the disruption. A storage
failover with a QLogic QLE2562 HBA event affects the "THREAD INFO:
ffff8aedf723c2c0" module. Locate this event in the vmcore file by finding
the following string: " [THREAD INFO: ffff8aedf723c2c0O]".
After the kernel disruption, reboot the host OS to enable it to recover.
Then restart the applications.

// 2024 SEP 2, ONTAPDOC-2345

Y2 ONTAP {5/ SUSE Linux Enterprise Server 12 SP4

&R LAfEEF ONTAP SAN FH#4RREERTE ~ #8 SUSE Linux Enterprise Server 12 SP4 £
ONTAP 2 EABIE o

#£Linux Unified Host Utilities

NetApp Linux Unified Host Utilities EXBEE 4 RI1E 32 {i7cHl 64 {I7TEY .rpm #EZRAH "NetApp SZHEAFIL"E] o 4
RERNEB—EEZES TR > SAEAREECEENER "NetApp BEMHERTA"

NetApp 8ZUZZRITLE Linux —EEHARRER » BAIFRFIRE - BEARRERNFTTESE Linux T LM
RERIRE o BLEAREXAINEER  WiRBINetAppE P ZIREPFIWEEERIAARSAERIE o

YNRECEATE %% Linux Unified Host Utilities > ISEZR AR ERIIRE » AZRFHBER > ARKRTID
PR RRTARAS o
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FER
1. F&E 3207t 64 /I TTLinux Unified Host UtilitiesERBEE S "NetApp ZIEATIE" BIEAY 1 o
2. ZEBRREN -

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_641

@ ERI e A A PR (VAR RE SR E AR R E AR ER Eim A B i "Cloud Volumes ONTAP" Al
"Amazon FSX for ONTAP Sf" o

SANTEEH

ERZENetApp I ARRNENF - EEFZELETAEHN - WEMHRM MER 2BRER « AIHEE
ELUNAIHBA o Tanluny &< EEEIHEE THAILUNER « BRI « DRI RENSREFEPTRNE o

Ll
FEUTEFIH « TALUN show) i< EEEILUNEER ©

# sanlun lun show all

EH A
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl  /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd  hostlé  FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde  hostl5  FCP

120.0g cDOT

SANF

REBNER
WMNRITREFFASANGEHE « BABRE BT IESANGHHE o IEaTLUERA "NetApp BiEEHEFKR T A" BBEE
ZONTAP ZIEREIIEX AL ~ HBA ~ HBAFEEFIHBABIH4BIOS K BIOSHRZ ©

1. FSANBEHELUNSFEE 1 o
2. DA S AR AIHAER o
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() “EEEAGEBERT LT % > RIS ERE -

3. 1E{AlAREZBIOSH A SANRI L UN YT FERY EIZ IR B FASANBI o
ANEEUNRIEYFIHBA BIOSHIARRAE A ~ sA2 R 2B A ©
4. EIRERENEM « FESRBIERLIN o

ZERE

$HSUSE Linux Enterprise Server 12 SP4 + /etc/multipath.confiEZE A 7B1Z1E ~ B E B R ERETIS T
B o SUSE Linux Enterprise Server 12 SPANRZC SFAIEMNERT AP RIEFEEIEONTAP ZHLUN o

TRILER TmultiPath -l 832 2REZEEONTAP ERIZELUNRIERE ©
TS HIREHEE ASAFIEASA BEZ LUN IS ERISH L EM)

Ffi5 SAN 54 A%

Fi5 SAN (%l (ASA) (BEEERECEFTIEE LUN NIRRT » EFRIFERT - NIt RREBRA R
R 1/0 1RZE ~ EMIRFARIEE ©

gl
LAUT #6518 ONTAP LUN RYIERER ©

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ E— LUN FMEFZME EMERE - MRREBBIIF - A s ST #TREREHEERRERE

o

JE ASA #HRE

HHIE ASA 4HRE ~ FEsZE MIEIRRISEH4E - HEXIBEFARRE - BLlEFRESNREATE / RIEFE - REMH
ESFRTERIEHIZHEMARTE o BRIEFRENEREERERPHN « BRREL - AR TCMEARREEHIZZEHAR
7% o EREFEREIEEREFCREEEAFEREAGER -

Ll
THEEHIFRONTAP EAMIE 8/ &ECRENMEEE/IERE{CRENIE#EAL
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#multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='1l
alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ BE— LUN FEEFEZENEN ERRRE - IRBISBIBIUIE - AIEEERHFRERIEHEERRERH

& o

BERE

SUSE Linux Enterprise Server 12 SP4 {EE RN AR=ZE% 7 #i5) ONTAP LUN ~ i BEIEEREFMBEES
55( #Zmultipath.conf 1ERMEBEFT - TERTEHERNA RS - MRIERFTEE » BoIUERGS
THMBNTAAEZE touch /etc/multipath.conf ©

$B—EIL "‘multipath.conf 1EZKs « RJSEREMER T7an < REABMEREN S ERREARTS :

chkconfig multipathd on
/etc/init.d/multipathd start

&R ﬁﬁEE&Hé}EﬂmaﬁiE multlpath conf 122 » BRIEEETR *EE%E%W%E@E’J L8 IRANREY
EETERE - EEHIRTEENESE > Fi THEEEFHIEE ‘multipath.conf 1228 » LUCEHERRAVEE B A 2 TR
AES (WWID ) FEEX <Devid> :

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]%*
devnode "“hd[a-z]"

nA

devnode cciss.*"

LUTEEFIAELEER WWID ~ WAEEFIEE "multipath.conf #£2E ©

1. & WWID

/lib/udev/scsi id -gud /dev/sda

46



3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in '/etc/multipath.conf':
[source,cli]
+

B E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-
|ISR|SCD|st)" devnode "*HD[a-z]" devnhode "“ccis."}

Always check your ‘/etc/multipath.conf’® file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd® parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf® file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0S vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

[

|

| Parameter

| Setting

| detect prio | yes

| dev_loss tmo | "infinity"
| failback | immediate

| fast io fail tmo | 5

| features | "2 pg init retries 50"
| flush on last del | "yes"
| hardware handler | "O"

|

no path retry | queue



path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

vendor | NETAPP

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker’ and
‘'no_path retry’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

85% { path_checker_readsector0 no_path_retry fail } $8 { #£& { B [ NetApp 1 E& "lun.*" no_path_retry
queue path_checkur } }

== Known 1issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP4 with
ONTAP release.

£/ SUSE Linux Enterprise Server 12 SP3 15 ONTAP

&R LAfEEF ONTAP SAN FH#4RREERTE ~ #% SUSE Linux Enterprise Server 12 SP3 £
ONTAP s E#ABTE o

Z#Linux Unified Host Utilities

NetApp Linux Unified Host Utilities BRESEMFRITE 32 {ii7tAl 64 {7ty .rpm FEZRAIK " NetApp SZIEAHIE"E] o 4N
RETMEM—EEZBESENAR > FERAREETSEEZEZE NetApp BEEHERTA" o

NetApp 8ZUZZRITLE Linux —EEHARRER » BAIFRFIRE - BEARRERNFTTESE Linux T LM
RARE o BLEARREAFINEEIE « LiFBINetAppE A ZIREPIUECRVAEREMERA S -

INRCEATEZEE Linux Unified Host Utilities » GRS B AR ERAARA » IR EBER - AR TID
RRERMARAS
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1. R FE320 7T 64 /i TTLinux Unified Host UtilitiesERBEE S "NetApp SZIEATLL" BN ERAY 1 o
TROBEN -

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_641

@ ] LU B A X PR AV 4B AR R B AR R E AR E R Eim A P i "Cloud Volumes ONTAP" #
"Amazon FSX for ONTAP Sf" o

SANTEEH

BICZENetApp T ARRRRNEN « SEHZENLTEEN - LEGRME &R ARER « iRy EE
IBLUNFIHBA o Tlanlun) fF<2 EELOIHEE FTHEAILUNET « 2ERK « UUREBI R ESIEHEFTENELN -

Ll
FEUTEFIH « TALUN show) i@ EEEILUNEER ©

# sanlun lun show all

EH A
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sdd  hostlé  FCP
120.0g cDOT
data vserver /vol/vol2/1lun? /dev/sde host15 FCP

120.0g cDOT

SANGPRH%

TEENER

YN RATREFEFAISANGI « BIARAE BT HESANRIE o A LU "NetApp EEMHIER T A" B
ZSONTAP ZIBIREIVEE A4 « HBA ~ HBAFBEFIHBARIEBIOS &BIOSHRZS ©

1. BSANBAHSLUNSIEE 14 -
2. HERASEREAIHAER -
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() “EEEAGEBERT LT % > RIS ERE -

3. 1E{AlAREZBIOSH A SANRI L UN YT FERY EIZ IR B FASANBI o
ANEEUNRIEYFIHBA BIOSHIARRAE A ~ sA2 R 2B A ©
4. EIRERENEM « FESRBIERLIN o

ZERE

$HSUSE Linux Enterprise Server 12 SP3 + /etc/multipath.confiEZE A 7B1Z1E ~ B EEHERETIS T
B o SUSE Linux Enterprise Server 12 SP3MFIAREA B BMRE « nI P R IEFEEIEONTAP FHLUN o

TRILER TmultiPath -l 832 2REZEEONTAP ERIZELUNRIERE ©
TS HIREHEE ASAFIEASA BEZ LUN IS ERISH L EM)

Ffi5 SAN 54 A%

Fi5 SAN (%l (ASA) (BEEERECEFTIEE LUN NIRRT » EFRIFERT - NIt RREBRA R
R 1/0 1RZE ~ EMIRFARIEE ©

gl
LAUT #6518 ONTAP LUN RYIERER ©

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ E— LUN FMEFZME EMERE - MRREBBIIF - A s ST #TREREHEERRERE

o

JE ASA #HRE

HHIE ASA 4HRE ~ FEsZE MIEIRRISEH4E - HEXIBEFARRE - BLlEFRESNREATE / RIEFE - REMH
ESFRTERIEHIZHEMARTE o BRIEFRENEREERERPHN « BRREL - AR TCMEARREEHIZZEHAR
7% o EREFEREIEEREFCREEEAFEREAGER -

Ll
THEEHIFRONTAP EAMIE 8/ &ECRENMEEE/IERE{CRENIE#EAL
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# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handler' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ BE— LUN FEEFEZENEN ERRRE - IRBISBIBIUIE - AIEEERHFRERIEHEERRERH

& o

BERE

SUSE Linux Enterprise Server 12 SP3 {EE RN AR=ZE% 7 #in) ONTAP LUN ~ i BEEREFMBAEES

55( aﬁmultlpath conf ERNBFE - SEREEHEXASERE - MRILERFEE » EoIUFEHRGS
THMBNTAAEZE touch /etc/multipath.conf ©

$B—EIL "‘multipath.conf 1EZKs « RJSEREMER T7an < REABMEREN S ERREARTS :

chkconfig multipathd on
/etc/init.d/multipathd start

PORN ﬁﬁEE&H%{IHW@%iE multlpath conf 1858 > FRIFIEAR *EE%E%W%EEE’J E > IRANRES

BEETERE - EEHIRIEERNEE > B8 TYIEEFIEE multipath.conf 182 » LIS EBRAVEE B2 TR
AES (WWID ) FEREME <Devid> :

blacklist {
wwid <DevId>

devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]%*
devnode "“hd[a-z]"

devnode ""“cciss.*"

LUTEEFIAELEER WWID ~ WAEEFIEE "multipath.conf #£2E ©

1. & WWID

/lib/udev/scsi id -gud /dev/sda
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3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in '/etc/multipath.conf':
[source,cli]
+

B E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-
|ISR|SCD|st)" devnode "*HD[a-z]" devnhode "“ccis."}
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Always check your ‘/etc/multipath.conf’® file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd® parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf® file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0S vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

[

|

| Parameter

| Setting

| detect prio | yes

| dev_loss tmo | "infinity"
| failback | immediate

| fast io fail tmo | 5

| features | "2 pg init retries 50"
| flush on last del | "yes"
| hardware handler | "O"

|

no path retry | queue



path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

vendor | NETAPP

|
|
|
|
|
| product | LUN.*
|
|
|
|
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker® and
‘'no_path retry’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

¥8:& { path_checker_readsector0 no_path_retry fail } £ & { 2£8 { &  NetApp J ZE& "lun.*" no_path_retry
queue path_checkur } }

== Known issues

The SUSE Linux Enterprise Server 15 SP3 with ONTAP release has the
following known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1089555[1089555"] | Kernel disruption observed
on kernel version SLES12 SP3 with Emulex LPel6002 16GB FC during storage
failover operation | A kernel disruption might occur during storage
failover operations on kernel version SLES12 SP3 with Emulex LPel6002 HBA.
The kernel disruption prompts a reboot of the operating system, which in
turn causes an application disruption. If the kdump is configured, the
kernel disruption generates a vmcore file under /var/crash/directory. You
can investigate the cause of the failure in the vmcore file.

Example:

In the observed case, the kernel disruption was observed in the module

53



54

“lpfc sli ringtxcmpl put+51” and is logged in the vmcore file
— exception RIP: lpfc sli ringtxcmpl put+51.

Recover the operating system after the kernel disruption by rebooting the
host operating system and restarting the application.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1089561[1089561"] | Kernel disruption observed
on kernel version SLES12 SP3 with Emulex LPe32002 32GB FC during storage
failover operations | A kernel disruption might occur during storage
failover operations on kernel version SLES12 SP3 with Emulex LPe32002 HBA.
The kernel disruption prompts a reboot of the operating system, which in
turn causes an application disruption. If the kdump is configured, the
kernel disruption generates a vmcore file under /var/crash/directory. You
can investigate the cause of the failure in the vmcore file.

Example:

In the observed case, the kernel disruption was observed in the module
“lpfc sli free hbg+76” and is logged in the vmcore file

— exception RIP: lpfc sli free hbgt+76.

Recover the operating system after the kernel disruption by rebooting the
host operating system and restarting the application.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117248[1117248"] | Kernel disruption observed
on SLES12SP3 with QLogic QLE2562 8GB FC during storage failover operations
| During storage failover operations on the Slesl2sp3 kernel (kernel-
default-4.4.82-6.3.1) with QLogic QLE2562 HBA, the kernel disruption was
observed due to a panic in the kernel. The kernel panic leads to a reboot
of the operating system, causing an application disruption. The kernel
panic generates the vmcore file under the /var/crash/ directory if kdump
is configured. Upon the kernel panic, the vmcore file can be used to
understand the cause of the failure.

Example:

In this case, the panic was observed in the “blk finish request+289”
module.

It is logged in the vmcore file with the following string:

"exception RIP: blk finish request+289"

After the kernel disruption, you can recover the operating system by
rebooting the Host 0OS. You can restart the application as required.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117261[1117261"] | Kernel disruption observed
on SLES12SP3 with Qlogic QLE2662 16GB FC during storage failover
operations | During storage failover operations on Slesl2sp3 kernel
(kernel-default-4.4.82-6.3.1) with Qlogic QLE2662 HBA, you might observe
kernel disruption. This prompts a reboot of the operating system causing

application disruption. The kernel disruption generates a vmcore file



under /var/crash/ directory if kdump is configured. The vmcore file can be
used to understand the cause of the failure.

Example:

In this case the Kernel disruption was observed in the module "unknown or

invalid address" and is logged in vmcore file with the following string -

exception RIP: unknown or invalid address.

After kernel disruption, the operating system can be recovered by
rebooting the host operating system and restarting the application as
required.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117274[1117274"] | Kernel disruption observed
on SLES12SP3 with Emulex LPel6002 16GB FC during storage failover
operations | During storage failover operations on Slesl2sp3 kernel
(kernel-default-4.4.87-3.1) with Emulex LPel6002 HBA, you might observe
kernel disruption. This prompts a reboot of the operating system causing
application disruption. The kernel disruption

generates a vmcore file under the /var/crash/ directory if kdump is
configured. The vmcore file can be used to understand the cause

of the failure.

Example:

In this case kernel disruption was observed in the module

“raw spin lock irgsave+30” and is logged in the vmcore file with the
following string:

- exception RIP: raw spin lock irgsave+30.

After kernel disruption, the operating system can be recovered by
rebooting the host operating system and restarting the application as
required.

// 2024 SEP 2, ONTAPDOC-2345
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TER
1. FE320 7T 64 /i TTLinux Unified Host UtilitiesERBEE S "NetApp SZIEATLL" BN ERAY 1 o
TROBEM :

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_641

@ R LU B A X PR AV 4B AR R B AR R E AR =RV Eim A R i "Cloud Volumes ONTAP" #
"Amazon FSX for ONTAP Sf" o

SANTEEH

ENLZENetApp IR AARNENF - SEHRENTREEN - WEHRME TR 2BERN « JHBEE
ELUNAMHBA » Manlun) < EEEIHEETHAILUNER « ZERIE « DURBIEREFEFERNE -

el
FEUTEFIH « TALUN show) i@ EEEILUNEER ©

# sanlun lun show all

EH A
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sdd  hostl6é  FCP
120.0g cDOT
data vserver /vol/vol2/1lun? /dev/sde host15 FCP

120.0g cDOT

SANPRH%

TEENER

WMRITREFFASANGIH « BIABRE BT IESANBI o KR LIEA "NetApp BiEE SRR T A" BBER
EONTAP ZIEHEX£Z 4% « HBA ~ HBAFBEMHBARIH4BIOS K&BIOSHRZ ©
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2. ERASEREAIHER o
@ EEREERABREBNWERE LAITZE > MAIUERZERE -
3. 1EAIAREEBIOSH 73 SANBIHELUN S FEAYZE 18 RUFH SAN B o
MEBUNRIEIAHBA BIOSRIAERAE R « A2 RMEEBAIX M+ o
4. ERTRIBHE - FESTRIEATS o
ZERE

¥}* SUSE Linux Enterprise Server 12 SP2 ~ /etc/multipath.conffE 22/ BIF T ~ BERNEEHIERETREE
B8 o SUSE Linux Enterprise Server 12 SP2ERUFMBEHERTE R A= « UAPIH R IEFEEIEONTAP ZHELUN o

R LAER TmultiPath -Il; 855 2REZEEONTAP SRR ELUNRIEEE ©

THIRERMHEFEE ASA FIFF ASA A2 LUN IS ERTEHHEEM

FrE SAN f&E%I)4H48

FiE SAN (&% (ASA) ZRREEREZR{E(CEEISE LUN BIFRE R » FEMFIFIERT - WL ERSEBE R
R 1/0 B2 ~ EMIRANEBE ©

&l

MAT 65128 ONTAP LUN RYIERE#EH ©

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

() BT LUNTERBIEL LT - MRS - TR G AU S

=

FF ASA 4HRE

HICIE ASA ABRE - FERXAMIERREEHE « HBXIEFAR - BAIEFRSHNRESEE / REL - RREMHA
SESPRTERIERI SR MARTS - BAIRFRENRBRERFEATH « EXRET « R EMRHAFRAVESIZR R HAR
7 o IIRECRERAERECREEAERRAEER -

il
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# multipath -11

3600a09803831347657244e5277663%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ E'E — LUN REFRZME LR o INRREEBIE » PIie S EREEF R AR IERRE KR

BERTE

SUSE Linux Enterprise Server 12 SP2 E¥£ R 4H4RZE25 75 ONTAP LUN - It BEFHEREFRBAHES
# o multipath.conf ERNBEET  SEREEHENA SRS - MRIERAEE > EOUFERG<S
By ZTEAMNZ(cAER touch /etc/multipath.conf °

F—REIL "multipath.conf 1EREF ~ [AIRER B T 6 < REVBFREN 2 B RRARTS -

chkconfig multipathd on
/etc/init.d/multipathd start

CAREEEERBEARNEHEE " multlpath conf g% » IRIELBEAEEZLERTEENES » IIRANRTEY
EETERE - EEHRIEENEE > A58 THIEEFIEE "multipath.conf 1822 » LU E SRRV B 2 IR
AES (WWID ) FEREML <Devid> :

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"
devnode "“cciss.*"

LUTEHAEEERN WWID ~ MAFEFMIE F "multipath.conf 82 ©

1. ¥Er WWID -
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/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID' to the blacklist stanza in '/etc/multipath.conf':
[source,cli]
+

B E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-
|ISR|SCD|st)" devnode "*HD[a-z]" devnhode "“ccis."}

Always check your ‘/etc/multipath.conf’® file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd® parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf® file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0S vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter
detect prio | yes
dev_loss tmo | "infinity"

failback | immediate

[

|

|

| Setting
|

|

|

| fast io fail tmo | 5
|

features | "3 queue if no path pg init retries 50"



flush on last del | "yes"

hardware handler | "O"

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

|

|

|

|

|

|

| prio | "ontap"
|

|

|

|

| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker' and
‘detect prio’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

F85% { path_checker_readsector0 detect_prio no } #& { device { Vendor "LUN.*" NetApp path_checker"
turte_prio yes } }

== Known 1issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP2 with
ONTAP release.

f# A SUSE Linux Enterprise Server 12 SP1 & ONTAP

fEaILUEHE ONTAP SAN E#44HR8E8E ~ #& SUSE Linux Enterprise Server 12 SP1 £
ONTAP :ZEABE -

Z#ELinux Unified Host Utilities

NetApp Linux Unified Host Utilities EXBEE 4 RI1E 32 {i7cHl 64 {7TEY .rpm 18R "NetApp SZIEAFUL"E] o 4
RERNER—EEZESCAERE > AERREECEENER "NetApp BEMHEERTA"

NetApp s8ZUERIE LS Linux —EEHARRER » BLIFRFIRE - BEARBEAREESE Linux T EH
EAIRRE ° BER \ﬁﬁfrz‘ﬁﬁﬁﬂl B - WiRBINetAppE P TR ERFIWLEE I BUAEREAERAE R

Du% X H 718 %% Linux Unified Host Utilities » f{EZIGEARERITRE > SEREBIR » ABKEB TS
ZHEB IR o
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Pz
1. T #3211 7Ta641iI7TLinux Unified Host UtilitiesERBEEH "NetApp SZiE4HIL" BRI o
ZEBEEN

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_641

@ fER A fE A P (VAR RE SR E SRR E AR E M E IR B i "Cloud Volumes ONTAP"
"Amazon FSX for ONTAP Sf" o

SANTEEH

BIRZENetApp T ARREXNENH - SEHZELTEEN - LEMRME &R ARER « TREE
IELUNAIHBA o Tanlun) i< 2ELIHEE FHAILUNSR y%ﬂ%&\L,(&L_LE@J%%E%HFEEEE’J%HO

Ll
FEUTEFIH « TALUN show) i< EEEILUNEER ©

# sanlun lun show all

EH A
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb host1l6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sdd  hostl6é  FCP
120.0g cDOT
data vserver /vol/vol2/1lun? /dev/sde hostl5 FCP

120.0g cDOT

SANPRH%

REENER
WMNRITREEFASANGI « BUAHAS MBS IESANRIL o IERILUER "NetApp BEMHERT B B2
ZSONTAP ZTIBIREIVEE R 4R « HBA ~ HBAFBEFIHBARIEBIOS &BIOSHR S ©

1. JESANBIHELUNSIFEE 14 o

2. R A BRI HEA o
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() “EEEAGEBERT LT % > RIS ERE -

3. 1E{AlAREZBIOSH A SANRI L UN YT FERY EIZ IR B FASANBI o
ANEEUNRIEYFIHBA BIOSHIARRAE A ~ sA2 R 2B A ©
4. EIRERENEM « FESRBIERLIN o

ZERE

$HSUSE Linux Enterprise Server 12 SP1 + /etc/multipath.configZE A 7B1Z1E ~ B EEHERETIS T
B o SUSE Linux Enterprise Server 12 SP1H4RZC SFIEMNERT AP RIEEEIEONTAP FHLUN o

TRILER TmultiPath -l 832 2REZEEONTAP ERIZELUNRIERE ©
TS HIREHEE ASAFIEASA BEZ LUN IS ERISH L EM)

Ffi5 SAN 54 A%

Fi5 SAN (%l (ASA) (BEEERECEFTIEE LUN NIRRT » EFRIFERT - NIt RREBRA R
R 1/0 1RZE ~ EMIRFARIEE ©

gl
LAUT #6518 ONTAP LUN RYIERER ©

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ E— LUN FMEFZME EMERE - MRREBBIIF - A s ST #TREREHEERRERE

o

JE ASA #HRE

HHIE ASA 4HRE ~ FEsZE MIEIRRISEH4E - HEXIBEFARRE - BLlEFRESNREATE / RIEFE - REMH
ESFRTERIEHIZHEMARTE o BRIEFRENEREERERPHN « BRREL - AR TCMEARREEHIZZEHAR
7% o EREFEREIEEREFCREEEAFEREAGER -

Ll
THEEHIFRONTAP EAMIE 8/ &ECRENMEEE/IERE{CRENIE#EAL
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# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ BE— LUN FEEFEZENEN ERRRE - IRBISBIBIUIE - AIEEERHFRERIEHEERRERH

& o

BERE

SUSE Linux Enterprise Server 12 SP1 {EE RN AR=ZE% 7 #5) ONTAP LUN ~ i BEEREFMBEES

55( aﬁmultlpath conf ERNBFE - SEREEHEXASERE - MRILERFEE » EoIUFEHRGS
THMBNTAAEZE touch /etc/multipath.conf ©

$B—EIL "‘multipath.conf 1EZKs « RJSEREMER T7an < REABMEREN S ERREARTS :

chkconfig multipathd on
/etc/init.d/multipathd start

PORN ﬁﬁEE&H%{IHW@%iE multlpath conf 1858 > FRIFIEAR *EE%E%W%EEE’J E > IRANRES

BEETERE - EEHIRIEERNEE > B8 TYIEEFIEE multipath.conf 182 » LIS EBRAVEE B2 TR
AES (WWID ) FEREME <Devid> :

blacklist {
wwid <DevId>

devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]%*
devnode "“hd[a-z]"

devnode ""“cciss.*"

LUTEEFIAELEER WWID ~ WAEEFIEE "multipath.conf #£2E ©

1. & WWID

/lib/udev/scsi id -gud /dev/sda

63



3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in '/etc/multipath.conf':
[source,cli]
+

B E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-
|ISR|SCD|st)" devnode "*HD[a-z]" devnhode "“ccis."}

64

Always check your ‘/etc/multipath.conf’® file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd® parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf® file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0S vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

[

|

| Parameter

| Setting

| detect prio | yes

| dev_loss tmo | "infinity"
| failback | immediate

| fast io fail tmo | 5

| features | "3 queue if no path pg init retries 50"
| flush on last del | "yes"
| hardware handler | "O"

| path checker | "tur"



path grouping policy | "group by prio
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

product | LUN.*

rr weight | "uniform"
user friendly names | no

vendor | NETAPP

|
I
I
|
I
| retain attached hw handler | yes
|
I
I
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker' and
‘detect prio’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

¥82& { path_checker_readsector0 detect_prio no } 228 { device { Vendor "LUN.*" NetApp path_checker"
turte_prio yes } }

== Known 1issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP1l with
ONTAP release.

2B ONTAP {E£/H SUSE Linux Enterprise Server 12

EaILUEHE ONTAP SAN F#4RR8E8 E ~ #& SUSE Linux Enterprise Server 12 582 E %4
ONTAP fFAB1E o

Z#ELinux Unified Host Utilities

NetApp Linux Unified Host Utilities EXBEE 4 RI1E 32 {i7cHl 64 {7TEY .rpm 183K "NetApp SZHEAFIL"E] o 4
RERNER—EEZBESCAER > AEAREECEENER "NetApp BEMHEERTA"

NetApp s2ZUERIEZE Linux —EEHARRER » BLIFRFIRE - BEARBEAREESE Linux T EH
ERRE - BEAREXINEER « WiRBINetAppE P IRERFIUEERVABREAERIE o

WMEREBERTEZEE Linux Unified Host Utilities » fEFEZIS HAH R ERITIRE > SR EBIR » ABKIETID
ER QAL B ITARA o

1. FHE 3207t E64 /i TTLinux Unified Host UtilitiesERBEE S "NetApp Z1EATIL" BNEAY T o
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2. ZEHREMN !

F'rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_641

@ fEo] U A iR BV 4B RS SR E AR EEAA ENZiIRA B % "Cloud Volumes ONTAP" #1
"Amazon FSX for ONTAP Sf" o

SANTEEH

ENZENetAppEHARRNENF - SEHRENRTRAEN - WEMHRME TER 2REN « JHSEE
ELUNAMHBA © Tanlun) @< EEEIHEEIHAILUNENR « SERIE « DURBEIREREFEPIRIE o

]
AU TEFIG « TALUN show) < EEEILUNEH

# sanlun lun show all

HiHEEH -
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP
120.0g cDOT
data vserver /vol/vol2/1lun? /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde hostl15 FCP

120.0g cDOT

SANPRSI%

ERENES

WRIGTREFEASANGE « BIARREAET HESANRRI o R LIER "NetApp BB HER T A" BBEE
ZEONTAP ZIEREIER Z 4% ~ HBA ~ HBAREEFIHBARIH4BIOS KBIOSKRZ ©

1. BESANBIHELUNSIFER 14 o

2. DA S EREAHAER o

() “EEEAGEBERT ERT2%  RALIERSERE -
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https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html
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3. 1E{AAR2SBIOSH A SANFILUN S FERYE IZIR RR FASANBE o
ANFEUNRIEYFEHBA BIOSHIARRAE H ~ sA 2 R E B AL ©
4. BIEENEM « FESRRIERLIN o

% it

$HASUSE Linux Enterprise Server 12 ~ /etc/multipath.confiEZR A BT ~ BN EEHERETIEEE
B o SUSE Linux Enterprise Server 123k AT B W E R EE TR = » UHH R EEEIEONTAP Zf&ELUN o

CRILER TmultiPath -Il) 832 2REREEONTAP ERIZEILUNRIERE °
TFISERMHEFEE ASA F1JE ASA B2 LUN MIZ ERSE HEF) -

Fi5 SAN [E54H A%

Fi5 SAN (%l (ASA) AAEEERECETIETE LUN NFIARE » EFRFERD - Mt RREBARE R
ERMHE 1O 1R Z ~ EMIRFARIBE ©

Ll
M T #6518 ONTAP LUN BYIERESEH ©

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ E— LUN FEFZMEU EMRE - MRBREBBIIF - AJieS T #FRER RSN RERE

o

JF ASA #HRE

HICIE ASA ABRE ~ FEZAMEREEE - HEXIEFRRE - BLIEFRSHNREATH / REL - RTEMH
ESFRTERVERISHRMARTS - BAIEFBENRBREZERTH « EXRFEL - R EFRHARERIER ISR MR
% o IIRECRERBAERECREEEAERFAEER -

&)
T7EEHERONTAP EAMIE 8/ &ECRENME T/ IERE{CRENIE#EAL
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# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ B—LUN TEERZINE EAERTE o INRIREEBIF - AR SRR BN ERREMARIER

o

RBRE

10N

SUSE Linux Enterprise Server 12 {EZERAAIBAREE ~ B HEHE ONTAP LUN ~ It BENERREFMAHARSE
#Zmultipath.conf 1EERNEBEFT - TERTEHEXTERE - MRILERFEE » BoIUfERAG LRI
THMZNTTAHEZRE touch /etc/multipath.conf e

$B—EIL "‘multipath.conf 1EZKs « RJSEREMER T7an < REABMEREN S ERREARTS :

chkconfig multipathd on
/etc/init.d/multipathd start

EARFEREREMABTHIEE ‘multipath.conf 1% » FRIECEFAEELEREEENESE » FIRBEHREE
ERTERE c EEHIRAEENES » BRI TYEEENIEE multipath.conf 182 » LUIREHIRAVE SR 2 TR
AEE (WWID ) F&HEUY <Devld> :

blacklist {
wwid <DevId>

devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""“cciss.*"

T EARESEER WWID ~ A EFIEE "multipath.conf 122 °

1. & WWID

/lib/udev/scsi id -gud /dev/sda
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3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in '/etc/multipath.conf':
[source,cli]
+

B E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-
|ISR|SCD|st)" devnode "*HD[a-z]" devnhode "“ccis."}

Always check your ‘/etc/multipath.conf’® file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd® parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf® file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0S vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

[

|

| Parameter

| Setting

| detect prio | yes

| dev_loss tmo | "infinity"
| failback | immediate

| fast io fail tmo | 5

| features | "3 queue if no path pg init retries 50"
| flush on last del | "yes"
| hardware handler | "O"

|

path checker | "tur"



path grouping policy |
path selector | "service-time

polling interval | 5

|

|

|

| prio | "ontap"

| product | LUN.*¥*

| retain attached hw handler |
| rr weight | "uniform"

| user friendly names | no
| vendor | NETAPP

| ===

.Example

The following example shows how

"group by prio

O"

yes

to correct an overridden default.

In this

case, the "multipath.conf’ file defines values for "path checker' and
‘detect prio’ that are not compatible with ONTAP LUNs. If they cannot be

removed because of other SAN arrays still attached to the host,

these

parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

5% { path_checker_readsector0 detect_prio no } #& { device { Vendor "LUN.*" NetApp path_checker"
turte_prio yes } }
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== Known issues

The SUSE Linux Enterprise Server 12 with ONTAP release has the following
known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=873555[873555"] | scsi dh alua module is not
loaded during multipathd startup on local boot | scsi dh alua is a Linux

ALUA device handler module. This is is not loaded during multipathd
startup on local boot. Due to this device handler will not be loaded
though ALUA is enabled on target side.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=863584[863584~] | The message "conflicting
device node '/dev/mapper/360xx' found" appears on the screen when you
create a DM device on SLES12 | You might observe a failure in creating a
link to DM devices under /dev/mapper dir in SLES 12 and see the messages
"conflicting device node '/dev/mapper/360xx' found".

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=847490[847490"] | Multipath daemon shows path
failures on SLES 12 | You might observe path failures on the SLES12

multipath daemon during I/0O with storage or fabric faults.

// 2024 SEP 2, ONTAPDOC-2345
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