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controller (7mode/E-Series) / device host lun

vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product

data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP

120.0g cDOT

data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP

120.0g cDOT

data vserver /vol/vol2/lun? /dev/sdd hostl6 FCP

120.0g cDOT

data vserver /vol/vol2/lun2 /dev/sde hostl5 FCP

120.0g cDOT
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# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running
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#multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

"—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running
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chkconfig multipathd on
/etc/init.d/multipathd start

EAFEEEERTMABTHILE multipath.conf 122 » BRIECEFABELEREEENES » ARANRED
BETERE - EEHIRBRIEENEE > B8 TYIEEIEE multipath.conf 182 » LIS EBRAVEE B2 TR
AES (WWID ) FEREME <Devid> :

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

nA

devnode cciss.*"

LUTEHAEEER WWID ~ WA EFIEE "multipath.conf &2 o
1. ¥JEF WWID :

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433f5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

. Add the "WWID  to the blacklist stanza in "/etc/multipath.conf :
[source,cli]
_.|_

B2 E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-
|SR|SCD|st)" devnode "*HD[a-z]" devhode "“ccis."}

Always check your ~/etc/multipath.conf® file, especially in the defaults
section, for legacy settings that might be overriding default settings.



The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5

features | "2 pg init retries 50"
flush on last del | "yes"

no path retry | queue

path checker | "tur"
path grouping policy | "group by prio"
path selector | "service-time 0"

polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

[
|
|
|
|
|
|
|
|
|
| hardware handler | "Q"
|
|
|
|
|
|
|
|
|
|
| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
‘no_path retry  that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.



8% { path_checker_readsector0 no_path_retry fail } 55 { £ 5 { 7 [ NetApp J Ef "lun.*" no_path_retry
queue path_checkur } }

== Known 1issues

The SUSE Linux Enterprise Server 12 SP5 with ONTAP release has the
following known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1284293[1284293"] | Kernel disruption occurs
on SLES12 SP5 with QLogic QLE2562 8GB FC HBA during storage failover
operations | Kernel disruption occurs during storage failover operations
on the SLES12 SP5 kernel with a QLogic QLE2562 Fibre Channel (FC) host bus
adapter (HBA). The kernel disruption causes SLES12 SP5 to reboot, leading
to application disruption. If the kdump mechanism is enabled, the kernel
disruption generates a vmcore file located in the /var/crash/ directory.
Check the vmcore file to determine the cause of the disruption. A storage
failover with a QLogic QLE2562 HBA event affects the "THREAD INFO:
ffff8aedf723c2c0" module. Locate this event in the vmcore file by finding
the following string: " [THREAD INFO: ffff8aedf723c2c0O]".

After the kernel disruption, reboot the host OS to enable it to recover.
Then restart the applications.

// 2024 SEP 2, ONTAPDOC-2345
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# sanlun lun show all

EH A
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sdd  hostl6é  FCP
120.0g cDOT
data vserver /vol/vol2/1lun? /dev/sde hostl5 FCP

120.0g cDOT
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# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running
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#multipath -11

3600a09803831347657244e5277663%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ E'E — LUN REFRZME LR o INRREEBIE » PIie S EREEF R AR IERRE KR

B E

SUSE Linux Enterprise Server 12 SP4 {EE R4 RRIMRZEE 4 7 55! ONTAP LUN -~ I B ENEREMAHERES
# o Z multipath.conf IBRMNEAEET  TEREEHERAERRE) - MRIERAEFE > ErAIUERGS
BIUZTEAMZTEER touch /etc/multipath.conf ©

FE—REIL "multipath.conf 1EREF ~ [KAIRER BB T8 < RENBMEEN 2 B RRARTS -

chkconfig multipathd on
/etc/init.d/multipathd start

JAZN EﬁﬂfE&HﬂfﬂmqﬁﬁiE multlpath conf g% » IRIELBEAEELERTEENESE » IRANRTEY
BETERE - EEHIRAEENEE » 5518 TYBEIEE ‘multipath.conf 182 » UG EHRAVE B2 IR
AEE (WWID ) FEREY <Dev|d> :

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

LUFEEFIRELEER WWID ~ WAFEFIEE "multipath.conf 1£28 o

SEE
1. ¥Er WWID



/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID' to the blacklist stanza in '/etc/multipath.conf':
[source,cli]
+

B E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-
|ISR|SCD|st)" devnode "*HD[a-z]" devnhode "“ccis."}
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Always check your ‘/etc/multipath.conf’® file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd® parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf® file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0S vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

[

|

| Parameter

| Setting

| detect prio | yes

| dev_loss tmo | "infinity"

| failback | immediate

| fast io fail tmo | 5

| features | "2 pg init retries 50"



flush on last del | "yes"

hardware handler | "O"

no path retry | queue

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

vendor | NETAPP

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
‘'no_path retry’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

¥85% { path_checker_readsector0 no_path_retry fail } 258 { #£5& { B#  NetApp 1 E& "lun.*" no_path_retry
queue path_checkur } }

== Known 1issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP4 with
ONTAP release.

8 SUSE Linux Enterprise Server 12 SP3 {5fiC ONTAP

f&a]LUER ONTAP SAN E#4440R858F ~ #& SUSE Linux Enterprise Server 12 SP3 £
ONTAP :HEABE -

Z 8t Linux Unified Host Utilities

NetApp Linux Unified Host Utilities BB E 4 rI7E 32 fii7t#l 64 (iI7TtH .rpm #EZEIK"NetApp SZIEAHIE"F] o 40
RIEFMEB—EERZESTIVAER > FERARERTCEENER "NetApp BEMEHERRTA"

NetApp s8ZUEZLELE Linux R—EEHABRER » B IEaHI%E - FLE AR TEE Linux T EM
F{AIERRE © L‘E’\ﬁﬁ&_t_ﬁﬂl E1E « WiFBINetAppE B TR PIUNELIAERAERAE A -
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WMREERTEZEE Linux Unified Host Utilities » fFEZiG HAH R ERITRE > SR EBiR » ABKE TS
TR LI RITIRAS ©

1. # FHE 32117t 8641iiTTLinux Unified Host UtilitiesERBEE Y "NetApp ZIEATLL" BIEAY T o
2. REEHBBEN .

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_641

@ ISR AfE A PR VAR RE SR E SRR E AR E IR A B i "Cloud Volumes ONTAP"
"Amazon FSX for ONTAP Sf" o
SANTEEH

EICZENetApp T ARARAENR « SEHBITELTEEN - WEHRM IER) ABER « aibhEeE
LUNAIHBA o Tlanlun) &< ZECIHEE THALUNE - SERKE - UKREBIREISSEHAFTEMET -

gl
FELLTEEBIR « TALUN show) @< EEEILUNE o

# sanlun lun show all

B EBH -
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sde hostl5 FCP

120.0g cDOT

SANG#

CRENEM

MBIEREFEFASANRI « BIARRSM A IESANEI o IRETLUEA "NetApp EEMHEBRTE" BB 2
HONTAP ZIBEHIERZ 4% « HBA ~ HBAFBEFHBARIHBIOS KBIOSHRZ ©
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1. BESANBIHELUNSIFER 14 o
2. A AR HER o

() “EEEAGEBTERT T2 % > RALIERSERE -

3. 7E{AlARESBIOSH A SANRI L UN ST FERY EI SR B FASANBI o
ANEEUNRIEXFIHBA BIOSHYARRAE A ~ sA 2 B 2 BRI ©
4. EIERENEM « FESRBAERLIN o

LERK
#H2SUSE Linux Enterprise Server 12 SP3  /etc/multipath.configZZ % 7BTFT ~ BEAEERIERETIT TR

B8 o SUSE Linux Enterprise Server 12 SP3HFIA R E & B iBARE « AI MR EMEIEONTAP Zf&LUN °
EEIAEA TmultiPath -Il1 dr 2 2REREEONTAP IR ELUNRIERRE o

TFIRER U FESR ASA F1FE ASA B2 LUN S EREEH B EH o

FiE SAN [E514HA&

FA SAN [E#%l] (ASA) AAREEIERIE(CBEIETE LUN RIFMERE » EEGRSERTF Mt R ZEEPIAR
EERM 1/0 1B ~ EMIEFARIEE ©

]
LU #i588~ ONTAP LUN HYIEREEE ©

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ BE— LUN FEFEZEMEMN ERRKRE - IRBEBIBIUF - AT ST HFRESIEHEER R

%o

JE ASA #4HRE
HICIE ASAMERE ~ [EZAMERREEHE - HBKIEFAR © BEIEFRESNBESEE / &ELE - TREfiH

SEGPRERIER SR MARTS - BAIEFRENRBERFERTH « EXREL « R EMRHEFRAVESIZRZHAR
% o IIRECRERBERECREEEAERFAEER -
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THIEREETRONTAP £ Mi{E £ 8/ & (E RS mE E B/ IERECIRERIEMAL -

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handler' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

"—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

(D BE— LUN FEREZEMEMN ERERE - IRBEBIBIUF » IS EHFREMIEHHEEREEME

o

FEizin e

SUSE Linux Enterprise Server 12 SP3 {EZ£ R MBVARZE% T 5] ONTAP LUN ~ it BENEREREFMAEHARS

H o Z multipath.conf BENEFE - TEREEHENAEME - MRIEZEAREFE » EIUERGS
BIUTEAMNENITAHER touch /etc/multipath.conf ©

FE—REIL "multipath.conf 1E2EEF ~ [KRIBER EF A 7560 < RENAMEEN 2 B RRSARTS -

chkconfig multipathd on
/etc/init.d/multipathd start

AEN-= E&H—:Eﬁ[?ﬂ%"%i? multlpath conf g% » RIEMAFEELEREEIENES » JIRANERED

E YN =
BEETERE - EEHIRTEER A THIEEEHIEE "multipath.conf #228 » LU EHERRYEE B 2 TR
AEE (WWID) FEEK <Dev|d> :

blacklist {
wwid <DevId>

devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""“cciss.*"

LUTEHAEEER WWID ~ MAFEHFIEZE "multipath.conf &2 ©

1. HEr WWID
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/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

+
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID' to the blacklist stanza in '/etc/multipath.conf':
[source,cli]
+

B E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-
|ISR|SCD|st)" devnode "*HD[a-z]" devnhode "“ccis."}

Always check your ‘/etc/multipath.conf’® file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd® parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf® file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0S vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter
detect prio | yes
dev_loss tmo | "infinity"

failback | immediate

[

|

|

| Setting
|

|

|

| fast io fail tmo | 5
|

features | "2 pg init retries 50"



b

flush on last del | "yes"
hardware handler | "0O"
no path retry | queue

path checker | "tur"
path grouping policy | "group by prio"
path selector | "service-time 0"

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

|

|

|

|

|

|

| polling interval | 5
|

|

|

|

|

| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker’ and
‘'no_path retry’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

5% { path_checker_readsector0 no_path_retry fail } £ 8 { 228 { l&& [ NetApp 1 E&% "lun.*" no_path_retry

queue path_checkur } }
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== Known issues

The SUSE Linux Enterprise Server 15 SP3 with ONTAP release has the

following known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1089555[1089555"] | Kernel disruption observed
on kernel version SLES12 SP3 with Emulex LPel6002 16GB FC during storage
failover operation | A kernel disruption might occur during storage
failover operations on kernel version SLES12 SP3 with Emulex LPel6002 HBA.
The kernel disruption prompts a reboot of the operating system, which in
turn causes an application disruption. If the kdump is configured, the

kernel disruption generates a vmcore file under /var/crash/directory. You



can investigate the cause of the failure in the vmcore file.

Example:

In the observed case, the kernel disruption was observed in the module
“lpfc sli ringtxcmpl put+51” and is logged in the wvmcore file

— exception RIP: lpfc sli ringtxcmpl put+51.

Recover the operating system after the kernel disruption by rebooting the
host operating system and restarting the application.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1089561[1089561"] | Kernel disruption observed
on kernel version SLES12 SP3 with Emulex LPe32002 32GB FC during storage
failover operations | A kernel disruption might occur during storage
failover operations on kernel version SLES12 SP3 with Emulex LPe32002 HBA.
The kernel disruption prompts a reboot of the operating system, which in
turn causes an application disruption. If the kdump is configured, the
kernel disruption generates a vmcore file under /var/crash/directory. You
can investigate the cause of the failure in the vmcore file.

Example:

In the observed case, the kernel disruption was observed in the module
“lpfc sli free hbg+76” and is logged in the vmcore file

— exception RIP: lpfc sli free hbgt+76.

Recover the operating system after the kernel disruption by rebooting the
host operating system and restarting the application.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117248[1117248"] | Kernel disruption observed
on SLES12SP3 with QLogic QLE2562 8GB FC during storage failover operations
| During storage failover operations on the Slesl2sp3 kernel (kernel-
default-4.4.82-6.3.1) with QLogic QLE2562 HBA, the kernel disruption was
observed due to a panic in the kernel. The kernel panic leads to a reboot
of the operating system, causing an application disruption. The kernel
panic generates the vmcore file under the /var/crash/ directory if kdump
is configured. Upon the kernel panic, the vmcore file can be used to
understand the cause of the failure.

Example:

In this case, the panic was observed in the “blk finish request+289”
module.

It is logged in the vmcore file with the following string:

"exception RIP: blk finish request+289"

After the kernel disruption, you can recover the operating system by
rebooting the Host OS. You can restart the application as required.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117261[1117261"] | Kernel disruption observed
on SLES12SP3 with Qlogic QLE2662 16GB FC during storage failover
operations | During storage failover operations on Slesl2sp3 kernel

17



(kernel-default-4.4.82-6.3.1) with Qlogic QLE2662 HBA, you might observe
kernel disruption. This prompts a reboot of the operating system causing
application disruption. The kernel disruption generates a vmcore file
under /var/crash/ directory if kdump is configured. The vmcore file can be
used to understand the cause of the failure.

Example:

In this case the Kernel disruption was observed in the module "unknown or
invalid address" and is logged in vmcore file with the following string -
exception RIP: unknown or invalid address.

After kernel disruption, the operating system can be recovered by
rebooting the host operating system and restarting the application as
required.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117274[1117274"] | Kernel disruption observed
on SLES12SP3 with Emulex LPel6002 16GB FC during storage failover
operations | During storage failover operations on Slesl2sp3 kernel
(kernel-default-4.4.87-3.1) with Emulex LPel6002 HBA, you might observe
kernel disruption. This prompts a reboot of the operating system causing
application disruption. The kernel disruption

generates a vmcore file under the /var/crash/ directory if kdump is
configured. The vmcore file can be used to understand the cause

of the failure.

Example:

In this case kernel disruption was observed in the module

“raw spin lock irgsave+30” and is logged in the vmcore file with the
following string:

- exception RIP: raw spin lock irgsave+30.

After kernel disruption, the operating system can be recovered by
rebooting the host operating system and restarting the application as
required.

// 2024 SEP 2, ONTAPDOC-2345

{883 SUSE Linux Enterprise Server 12 SP2 }2fz ONTAP

oI LUEFE ONTAP SAN E##AREERTE ~ A% SUSE Linux Enterprise Server 12 SP2 i
ONTAP s E#ABTE o

Z 8t Linux Unified Host Utilities

NetApp Linux Unified Host Utilities BRESEMFRITE 32 {ii7TAl 64 {7ty .rpm FEZAIK"NetApp SZIEAHLE"E] o 4N
REFTMEM—EEZBESENAR > FERAREESEEZERE NetApp BEEHERTA" o
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NetApp 8ZUZRITLZE Linux —EEHAMRER » BAIFRFIRE - SBLEARRERNFTGTESE Linux T L
EAIRTE - BELAARARINEERE « WiFBINetAppE B SR AP ISRVABREABRIE

HD%,_\EHUE# Linux Unified Host Utilities * &EZGEHARERIRAE > EREHBR 0 ABKEB TS
BRI R IARA o

T
1. R FE320 7T 64 /i TTLinux Unified Host UtilitiesERBEE 4 "NetApp ST IEATLL" BNERAY 1 o
TROBEM :

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_641

@ ERI UE A A iR eV 4ERE SR E R R EEZENZIFA % "Cloud Volumes ONTAP" #1
"Amazon FSX for ONTAP Sf" o

SANITEEH

Efﬂ?z&NetAppI*&’&Fﬁ&‘tE#E# CEHZELTEEHN - ILEHRME TER 2BER - IHBRE
IBLUNAIHBA o Tanlun) fp< 2EEIHEE THEAILUNE « 2ERE « USRI EEN2SEHEFREMNET o

gl
FEUTEFIH « TALUN show) i@ EEEILUNEER ©

# sanlun lun show all

EH A
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc  hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sdd  hostl6é  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sde hostl5 FCP

120.0g c¢DOT

SANGH#

REBNER
UWRICREFEASANGHE ~ BIARRE AT FRSANGE o eI LUER "NetApp BB HER T A" BEE
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1. BESANBIHELUNSIFER 14 o
2. A AR HER o

() “EEEAGEBTERT ERT2E  RALUERSERE -

3. 7E{AlAR23BIOSH A SANRI L UNET FERYEIZ IR B FASANBI o
AN ERFIHBA BIOSEVAERAE R ~ sA 2 R B BRI ©
4. EIRERENEM « FESRBAERRIN o

ZERK

¥ SUSE Linux Enterprise Server 12 SP2 ~ /etc/multipath.confifE 224 BIFE ~ (BEEREBHERETREE
B8 o SUSE Linux Enterprise Server 12 SP2@UFEHERTE Kimee - MUHH R EMEIEONTAP ZH&LUN °

TR AGEA TmultiPath -1l 83 < 2REEEEONTAP ERIZELUNRIERTE o

THIEEHRMHEFEE ASA FIFE ASA A5 2 LUN MZERTEHEM) o

FiE SAN [$%/485E

FiA SAN [251] (ASA) #HEE B@ EIEBIEIERE LUN BUFRB RS » EEMAFIERAT QIR EREBFFA B
EHRMH 1/0 EZE - Ffﬁ?ze?'-l-x °

&)
LUF 88~ ONTAP LUN RYIEREEH o

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

(D E LUN FEEFREME ERIERTE o INRBREEBIE - pIie S EREFREHEREIREMRER
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JE ASA 4B5E

HIICIE ASA ABRE - FERXAMIEREEHE « HBXIEFTRE - BrLEFRSHNRESTE / REL - RREMH
ESFRTERVIEHI SR MARTS - BAIRFBRENRBREEEATH « EXRRET « BRAEMRHARRIESIZR R HAR
7 o IIRECRERAERECREEAERRAEER -
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T5EBHIFTRONTAP £ AmMIE 5/ &E{CREMMEEE/IERE{CRENIEREAL

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

® ol N TREBEIIEN EABEIE o MRBITBBIUE > FTAE BT A7 RIEH SRS AR SR
BRERE

SUSE Linux Enterprise Server 12 SP2 {E£RMBVARZRE% T #5) ONTAP LUN - It BENERREFMEHRS

# o Z multipath.conf ERNEBEEFE  SEREEHZENA RS - MRIERAEE » EAUFERG<S
B ZTEAMZTEER touch /etc/multipath.conf ©

SF—RIEIL "multipath.conf 1§2EHs ~ IERIRER B EA T 560 < RENFAMEEN 2 ERRISARTS :

chkconfig multipathd on
/etc/init.d/multipathd start

YUZN EE&H—JET—JW%‘%ﬂ:@ multlpath conf g% » [RIEMBAFAEBRZLEREEIENES » IRAENRTE
E%ﬁ G{E - SEHIRAEENES > B TYEEHIEE multipath.conf 122 » WIS EHIRRE BN 2K
BB (WWID ) FEREE <Dev|d> :

blacklist {
wwid <DevId>

devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"
devnode "“cciss.*"
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LUFEHREEER WWID ~ MAFEFIEZE "multipath.conf &2 o

TER
1. ¥E WWID -

/lib/udev/scsi _id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833

+

"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID ™ to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
+

B E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-
|ISR|SCD|st)" devnode "*HD[a-z]" devhode "“ccis."}

Always check your "~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in

consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Setting
detect prio | yes
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dev_loss tmo | "infinity"

failback | immediate

fast io fail tmo | 5

features | "3 queue if no path pg init retries 50"
flush on last del | "yes"

hardware handler | "O"

path checker | "tur"

path grouping policy | "group by prio"

polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

|

|

|

|

|

|

|

|

| path selector | "service-time 0"
|

|

|

|

|

|

| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker’' and
‘detect prio’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

TE5% { path_checker_readsector0 detect_prio no } ¥ & { device { Vendor "LUN.*" NetApp path_checker"
turte_prio yes } }

== Known issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP2 with
ONTAP release.

{8 SUSE Linux Enterprise Server 12 SP1 {&FfC ONTAP

&R LUER ONTAP SAN F#44RR858F ~ #& SUSE Linux Enterprise Server 12 SP1 £
ONTAP s EABEIE o
Z#Linux Unified Host Utilities

NetApp Linux Unified Host Utilities EREEHR]7E 32 fiI7TH] 64 ITTHY .rpm FEZEFFR " NetApp SZIE4HIL"F o 40
REFHEN—EEZBESTIAER  BEARRECEEZNER NetApp BEEHIEERT A"

23


https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome

NetApp 8ZUZRITLZE Linux —EEHAMRER » BAIFRFIRE - SBLEARRERNFTGTESE Linux T L
EAIRTE - BELAARARINEERE « WiFBINetAppE B SR AP ISRVABREABRIE

HD%,_\EHUE# Linux Unified Host Utilities * &EZGEHARERIRAE > EREHBR 0 ABKEB TS
BRI R IARA o

T
1. R FE320 7T 64 /i TTLinux Unified Host UtilitiesERBEE 4 "NetApp ST IEATLL" BNERAY 1 o
TROBEM :

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_641

@ ERI UE A A iR eV 4ERE SR E R R EEZENZIFA % "Cloud Volumes ONTAP" #1
"Amazon FSX for ONTAP Sf" o

SANITEEH

Efﬂ?z&NetAppI*&’&Fﬁ&‘tE#E# CEHZELTEEHN - ILEHRME TER 2BER - IHBRE
IBLUNAIHBA o Tanlun) fp< 2EEIHEE THEAILUNE « 2ERE « USRI EEN2SEHEFREMNET o

gl
FEUTEFIH « TALUN show) i@ EEEILUNEER ©

# sanlun lun show all

EH A
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc  hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sdd  hostl6é  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sde hostl5 FCP

120.0g c¢DOT

SANGH#

REBNER
UWRICREFEASANGHE ~ BIARRE AT FRSANGE o eI LUER "NetApp BB HER T A" BEE
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1. BESANBIHELUNSIFER 14 o
2. A AR HER o

() “EEEAGEBTERT ERT2E  RALUERSERE -

3. 7E{AlAR23BIOSH A SANRI L UNET FERYEIZ IR B FASANBI o
NEEUNRIEYFIHBA BIOSHYARRAE A ~ sA2 R 2 BRI ©
4. EIRERENEM « FESRBAERRIN o

ZERRK
#1*SUSE Linux Enterprise Server 12 SP1  /etc/multipath.configZZ % 7BTFT ~ BEAEERIERETIT T

B8 o SUSE Linux Enterprise Server 12 SP1H4R=ZE ZFAB MV ERE « A HH KR EREIEONTAP ZH&LUN °
SR ER TmultiPath -Il) dr 2 REREEONTAP ISRV ZELUNRYERRE ©

THIEEHRMHEFEE ASA FIFE ASA A5 2 LUN MZERTEHEM) o

om

Fi& SAN [&5!4HR&

P& SAN [E5l] (ASA) AAREEERIF(CBEEIETE LUN RIFMAERE » EEFRSERAT Mt R ZEEPIAR
IR /0 B ~ EMIRFARMEE ©

&)
LUF 88~ ONTAP LUN RYIEREEH o

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

() BT LUNTERBIEL LT - MRS - TR G AU S
T ©°
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JE ASA 4B5E

HIICIE ASA ABRE - FERXAMIEREEHE « HBXIEFTRE - BrLEFRSHNRESTE / REL - RREMH
ESFRTERVIEHI SR MARTS - BAIRFBRENRBREEEATH « EXRRET « BRAEMRHARRIESIZR R HAR
7 o IIRECRERAERECREEAERRAEER -

gl
T5EBHIFTRONTAP £ AmMIE 5/ &E{CREMMEEE/IERE{CRENIEREAL

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

® ol N TREBEIIEN EABEIE o MRBITBBIUE > FTAE BT A7 RIEH SRS AR SR
BRERE

SUSE Linux Enterprise Server 12 SP1 {E£RMBVARZR% T #5) ONTAP LUN - I BENERREFMEHRS

# o Z multipath.conf ERNEBEEFE  SEREEHZENA RS - MRIERAEE » EAUFERG<S
B ZTEAMZTEER touch /etc/multipath.conf ©

SF—RIEIL "multipath.conf 1§2EHs ~ IERIRER B EA T 560 < RENFAMEEN 2 ERRISARTS :

chkconfig multipathd on
/etc/init.d/multipathd start

YUZN EE&H—JET—JW%‘%ﬂ:@ multlpath conf g% » [RIEMBAFAEBRZLEREEIENES » IRAENRTE
E%ﬁ G{E - SEHIRAEENES > B TYEEHIEE multipath.conf 122 » WIS EHIRRE BN 2K
BB (WWID ) FEREE <Dev|d> :

blacklist {
wwid <DevId>

devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"
devnode "“cciss.*"
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LUFEHREEER WWID ~ MAFEFIEZE "multipath.conf &2 o

TER
1. ¥E WWID -

/lib/udev/scsi _id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833

+

"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID ™ to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
+

B E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-
|ISR|SCD|st)" devnode "*HD[a-z]" devhode "“ccis."}

Always check your "~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in

consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Setting
detect prio | yes



dev_loss tmo | "infinity"

failback | immediate

fast io fail tmo | 5

features | "3 queue if no path pg init retries 50"
flush on last del | "yes"

hardware handler | "O"

path checker | "tur"

path grouping policy | "group by prio"

polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

|

|

|

|

|

|

|

|

| path selector | "service-time 0"
|

|

|

|

|

|

| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker’' and
‘detect prio’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

TE5% { path_checker_readsector0 detect_prio no } ¥ & { device { Vendor "LUN.*" NetApp path_checker"
turte_prio yes } }

== Known issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP1l with
ONTAP release.

¥2EC ONTAP {£F SUSE Linux Enterprise Server 12

&RILUERE ONTAP SAN F#408858 E ~ #& SUSE Linux Enterprise Server 12 :2E %
ONTAP EAB1E o

Z4ELinux Unified Host Utilities

NetApp Linux Unified Host Utilities FEEEMAITE 32 7oA 64 iI7ThHY .rpm FEZEHHK"NetApp ZHEAEIL"E o 0
REFFEN—EEZBESTNAER » AFERAREREEENEE NetApp BiBMEHRERTA" o

28


https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome

NetApp 8ZUZRITLZE Linux —EEHAMRER » BAIFRFIRE - SBLEARRERNFTGTESE Linux T L
EAIRTE - BELAARARINEERE « WiFBINetAppE B SR AP ISRVABREABRIE

HD%,_\EHUE# Linux Unified Host Utilities * &EZGEHARERIRAE > EREHBR 0 ABKEB TS
BRI R IARA o

T
1. R FE320 7T 64 /i TTLinux Unified Host UtilitiesERBEE 4 "NetApp ST IEATLL" BNERAY 1 o
TROBEM :

rpm -ivh netapp_Linux#t—1E_host_utilities - 7-1.x86_641

@ ERI UE A A iR eV 4ERE SR E R R EEZENZIFA % "Cloud Volumes ONTAP" #1
"Amazon FSX for ONTAP Sf" o

SANITEEH

Efﬂ?z&NetAppI*&’&Fﬁ&‘tE#E# CEHZELTEEHN - ILEHRME TER 2BER - IHBRE
IBLUNAIHBA o Tanlun) fp< 2EEIHEE THEAILUNE « 2ERE « USRI EEN2SEHEFREMNET o

gl
FEUTEFIH « TALUN show) i@ EEEILUNEER ©

# sanlun lun show all

EH A
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc  hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sdd  hostl6é  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sde hostl5 FCP

120.0g c¢DOT

SANGH#

REBNER
UWRICREFEASANGHE ~ BIARRE AT FRSANGE o eI LUER "NetApp BB HER T A" BEE
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HONTAP ZIBEHIER Z 4% « HBA ~ HBAFIEEFHBARIHBIOS KBIOSHR A ©

1. BESANBIHELUNSIFER 14 o
2. A AR HER o

() “EEEAGEBTERT ERT2E  RALUERSERE -

3. 7E{AlAR23BIOSH A SANRI L UNET FERYEIZ IR B FASANBI o
NEEUNRIEYFIHBA BIOSHYARRAE A ~ sA2 R 2 BRI ©
4. EIRERENEM « FESRBAERRIN o

ZERRK
¥ SUSE Linux Enterprise Server 12 ~ /etc/multipath.config A BT1ETE ~ BIEAEEHIERETIICE

B8 o SUSE Linux Enterprise Server 128X FIFT A ERTE TR = « UPIHE R IEFEEIEONTAP FHLUN o
SR AER TmultiPath -Il) dr 2 REREEONTAP SRV ZELUNRYERRE ©

THIEERHEFEE ASA FIFE ASA A5 2 LUN MZERTEHEA) o

om

Fi& SAN [&5I4HR&

P& SAN [E5l (ASA) AAREEIERIE(CBEEIETE LUN RIFMAERE » EEGRFERATF Mt R ZEEPIAR
IR /0 1B ~ EMIRFARLBE ©

&)
LUF 88~ ONTAP LUN RYIEREEH o

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

() BT LUNTERBIEL LT - MRS - TR G AU S
=

o
Y
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JE ASA 4B5E

HIICIE ASA ABRE - FERXAMIEREEHE « HBXIEFTRE - BrLEFRSHNRESTE / REL - RREMH
ESFRTERVIEHI SR MARTS - BAIRFBRENRBREEEATH « EXRRET « BRAEMRHARRIESIZR R HAR
7 o IIRECRERAERECREEAERRAEER -

gl
T5EBHIFTRONTAP £ AmMIE 5/ &E{CREMMEEE/IERE{CRENIEREAL

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ aa — LUN REFRZME ERERTE o INRREEBIE > PIie S ERERERIEARE TR

B E

SUSE Linux Enterprise Server 12 {FERMALIBAREE ~ AIHHH ONTAP LUN ~ It BENEHEREMEHR
#Z multipath.conf HEERNWERFE - TEREEHENZ B - MRIEZARTFE » EoIUER
THMZNITCAHEZRE touch /etc/multipath.conf e

e
SR

F—RIEIL "multipath.conf 1EZERF « EAIAEREFEA TS REBMEE 2 ERRSIRTS :

chkconfig multipathd on
/etc/init.d/multipathd start

YUZN EE&H—JET—JW%‘%ﬂ:@ multlpath conf g% » [RIEMBAFAEBRZLEREEIENES » IRAENRTE
E%ﬁ G{E - SEHIRAEENES > B TYEEHIEE multipath.conf 122 » WIS EHIRRE BN 2K
BB (WWID ) FEREE <Dev|d> :

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"
devnode ""cciss.*"
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LUFEHREEER WWID ~ MAFEFIEZE "multipath.conf &2 o

TER
1. ¥E WWID -

/lib/udev/scsi _id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833

+

"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID ™ to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
+

B E { WWID 3600a098038314c4a433f5774717a3046 devnode " * ( RAM|RAW|REW|FD|MD|dm-
|ISR|SCD|st)" devnode "*HD[a-z]" devhode "“ccis."}

Always check your "~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in

consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Setting
detect prio | yes

32



dev_loss tmo | "infinity"

failback | immediate

fast io fail tmo | 5

features | "3 queue if no path pg init retries 50"
flush on last del | "yes"

hardware handler | "O"

path checker | "tur"

path grouping policy | "group by prio"

polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

vendor | NETAPP

|
|
|
|
|
|
|
|
| path selector | "service-time 0"
|
|
|
|
|
|
|
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker’' and
‘detect prio’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

TE5% { path_checker_readsector0 detect_prio no } ¥ & { device { Vendor "LUN.*" NetApp path_checker"
turte_prio yes } }
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== Known issues

The SUSE Linux Enterprise Server 12 with ONTAP release has the following
known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=873555[873555"] | scsi dh alua module is not
loaded during multipathd startup on local boot | scsi dh alua is a Linux
ALUA device handler module. This is is not loaded during multipathd
startup on local boot. Due to this device handler will not be loaded
though ALUA is enabled on target side.
| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=863584[863584~] | The message "conflicting
device node '/dev/mapper/360xx' found" appears on the screen when you
create a DM device on SLES12 | You might observe a failure in creating a
link to DM devices under /dev/mapper dir in SLES 12 and see the messages
"conflicting device node '/dev/mapper/360xx' found".
| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=847490[847490"] | Multipath daemon shows path
failures on SLES 12 | You might observe path failures on the SLES12
multipath daemon during I/0O with storage or fabric faults.

// 2024 SEP 2, ONTAPDOC-2345
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