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Broadcom / Emulex
7 Broadcom / Emulex FC N EIEE&E NVMe / FC o

1. R EEANEEEN T EREE

cat /sys/class/scsi_host/host*/modelname

A S 15

LPe32002 M2
LPe32002-M2

2. ERsETERESRERAA ¢

cat /sys/class/scsi host/host*/modeldesc

wHEEA)

Emulex LightPulse LPe32002-M2 2-Port 32Gb Fibre Channel Adapter
Emulex LightPulse LPe32002-M2 2-Port 32Gb Fibre Channel Adapter

3. MR EERAMNEEZERN Emulex EHEERBENE R (HBA) #IRShRES !

cat /sys/class/scsi_host/host*/fwrev

wHEEA

14.2.673.40, sli-4:2:c
14.2.673.40, sli-4:2:c

4. FERICER YRR Ipfc BRBIZTURRAS -

cat /sys/module/lpfc/version

Larfaaf 0]

0:14.4.0.1

O. RIS R LURIRR BN AR E IR



cat /sys/class/fc host/host*/port name

wH A

0x10000090faeclec88
0x10000090faelec89

6. ERERN S EIRIR R ATER L ¢

cat /sys/class/fc host/host*/port state

wHEEH)

Online

Online

7. FESRE RS NVMe / FC RiEhs3iEinie « BERRERIRA R ¢

cat /sys/class/scsi _host/host*/nvme info

EUTEAP - FRA—ERB)FERR « WAREBREMREER o



mEfmh

NVME Initiator Enabled
XRI Dist 1lpfcO Total 6144 IO 5894 ELS 250
NVME LPORT lpfcO WWPN x10000090faelec88 WWNN x20000090faelec88
DID x0al300 ONLINE
NVME RPORT WWPN x2070d039ea359%ed4a WWNN x206bd039ea359e4a DID
x0a0a05 TARGET DISCSRVC
ONLINE
NVME Statistics
LS: Xmt 00000003ba Cmpl 00000003ba Abort 00000000
LS XMIT: Err 00000000 CMPL: xb 00000000 Err 00000000
Total FCP Cmpl 0000000014e3dfb8 Issue 0000000014e308db OutIO
fEffffffff££2923
abort 00000845 noxri 00000000 nondlp 00000063 gdepth 00000000
wgerr 00000003 err 00000000
FCP CMPL: xb 00000847 Err 00027f£33
NVME Initiator Enabled
XRI Dist 1lpfcl Total 6144 IO 5894 ELS 250
NVME LPORT lpfcl WWPN x10000090faelec89 WWNN x20000090faelec89
DID x0al200 ONLINE
NVME RPORT WWPN x2071d039ea359%ed4a WWNN x206bd039ea359e4a DID
x0a0305 TARGET DISCSRVC
ONLINE
NVME Statistics
LS: Xmt 00000003ba Cmpl 00000003ba Abort 00000000
LS XMIT: Err 00000000 CMPL: xb 00000000 Err 00000000
Total FCP Cmpl 0000000014e39f78 Issue 0000000014e2b832 OutIO
ffffffffffff18ba
abort 0000082d noxri 00000000 nondlp 00000028 gdepth 00000000
wgerr 00000007 err 00000000
FCP CMPL: xb 0000082d Err 000283bb

Marvell / QLogic

SUSE Linux Enterprise Server 15 SP6 1% 0FRBEMI RV RE WA E gla2xxx SREIFE XA B RMAVEERR o
BLEIEE ONTAP IEERMEE o

# Marvell/QLogic /T EIR&ZE NVMe / FC o
TR
1. R EHITHEZ RN ERESEXNF IR

cat /sys/class/fc _host/host*/symbolic name



wHEEA)

QLE2742 FW:v9.14.01 DVR: v10.02.09.200-k
QLE2742 FW:v9.14.01 DVR: v10.02.09.200-k

2. HEs® ql2xnvmeenable 28EEA 1 ¢
cat /sys/module/gla2xxx/parameters/gl2xnvmeenable

TARAES 1 -

EXFBAMB 110K/ GER)
ONTAP 21Ei#piZ4I2sZklPiR4eE 8 B MDTS ( MAX Data f&#iA/]\) o EBRTEA /0 BERANRZAE

1MB o BHE#¥# Broadcom NVMe / FC FH#EHA/NA 1 MB B 110 E3K » IEREZF 2 8{E Ipfc_sg_seg_cnt’
WFasR{E 64 10 Ipfc’ & 256 ©

()  EeEsETmRER Qogic NVMe / FC 14 -

1. ¥ “Ipfc_sg_seg_cnt BEERES 256 :

cat /etc/modprobe.d/lpfc.conf

options lpfc lpfc sg seg cnt=256

2. $1T "dracut -f 85 < > ABEMRAEN M ©
3. HESDTEHA(E ‘Ipfc_sg_seg _cnt'7 256 :

cat /sys/module/lpfc/parameters/lpfc_sg seg cnt

B&:E NVMe ARTS

1% SUSE Linux Enterprise Server 15 SP6 ¥R * nvmefc-boot-connections.service NVMe / FC EX4HE
FFE9F0 “nvmf-autoconnect.service FEIEARTS “nvme-cli BTE R AR HARE BEIRUE - R4FKSTRE » [CEZE
RBIRARTEE R o

1. #32 “nvmf-autoconnect.service' BRI -

# systemctl status nvmf-autoconnect.service



mEfmh

nvmf-autoconnect.service - Connect NVMe-oF subsystems automatically
during boot

Loaded: loaded (/usr/lib/systemd/system/nvmf-autoconnect.service;
enabled; vendor preset: disabled)

Active: inactive (dead) since Thu 2024-05-25 14:55:00 IST; 1lmin
ago
Process: 2108 ExecStartPre=/sbin/modprobe nvme-fabrics (code=exited,
status=0/SUCCESS)
Process: 2114 ExecStart=/usr/sbin/nvme connect-all (code=exited,
status=0/SUCCESS)
Main PID: 2114 (code=exited, status=0/SUCCESS)

systemd[1l]: Starting Connect NVMe-oF subsystems automatically during
boot. ..

nvme [2114]: traddr=nn-0x201700a098fd4ca6:pn-0x201800a098fd4ca6 is
already connected

systemd[1l]: nvmf-autoconnect.service: Deactivated successfully.
systemd[1l]: Finished Connect NVMe-oF subsystems automatically during
boot.

2. F#s® “nvmefc-boot-connections.service' EEXA :

# systemctl status nvmefc-boot-connections.service

RrEfmL

nvmefc-boot-connections.service - Auto-connect to subsystems on FC-
NVME devices found during boot

Loaded: loaded (/usr/lib/systemd/system/nvmefc-boot-
connections.service; enabled; vendor preset: enabled)

Active: inactive (dead) since Thu 2024-05-25 14:55:00 IST; 1lmin
ago
Main PID: 1647 (code=exited, status=0/SUCCESS)

systemd[1l]: Starting Auto-connect to subsystems on FC-NVME devices
found during boot...

systemd[1l]: nvmefc-boot-connections.service: Succeeded.
systemd[1]: Finished Auto-connect to subsystems on FC-NVME devices
found during boot.



HENVMe/TCP

NVMe / TCP ;%8 BENELRINGE  (SAIUKRAIEBEFEN#HIT NVMe / TCP & connect-all {EERFEE NVMe
/ TCP FHRHFMEnHZER connect ©

1. DR EE IS A R IEAINVMe/TCP LIFREUR el B EEH |

nvme discover -t tcp -w <host-traddr> -a <traddr>



mEfmh

Discovery Log Number of Records 8, Generation counter 18

trtype: tcp

adrfam: ipvé

subtype: current discovery subsystem

treqg: not specified

portid: 4

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff411ecad68d03%a36all6:discovery
traddr: 192.168.211.67

eflags: explicit discovery connections, duplicate discovery
information

sectype: none

trtype: tcp

adrfam: ipv4

subtype: current discovery subsystem

treqg: not specified

portid: 2

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff411eecad68d039%a36all6:discovery
traddr: 192.168.111.67

eflags: explicit discovery connections, duplicate discovery
information

sectype: none

trtype: tcp

adrfam: ipvé

subtype: current discovery subsystem

treqg: not specified

portid: 3

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff411ecad68d03%a36all6:discovery
traddr: 192.168.211.66

eflags: explicit discovery connections, duplicate discovery
information

sectype: none

trtype: tcp
adrfam: ipvé



subtype: current discovery subsystem

treqg: not specified

portid: 1

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff411eecad68d03%a36all6:discovery
traddr: 192.168.111.66

eflags: explicit discovery connections, duplicate discovery
information

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treqg: not specified
portid: 4

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff4lleecad68d039%a36all6:subsystem.nvme tcp
1

traddr: 192.168.211.67
eflags: none

sectype: none

trtype: tcp

adrfam: ipvé

subtype: nvme subsystem
treqg: not specified
portid: 2

trsvecid: 4420

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff4lleecad68d039%a36allb:subsystem.nvme tcp
1

traddr: 192.168.111.67
eflags: none

sectype: none

trtype: tcp

adrfam: ipvé

subtype: nvme subsystem

treqg: not specified

portid: 3

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff4lleecad68d039%a36all6:subsystem.nvme tcp
1



traddr: 192.168.211.66
eflags: none
sectype: none

trtype: tcp

adrfam: ipvé

subtype: nvme subsystem
treg: not specified
portid: 1

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff4lleecad68d039%a36allb:subsystem.nvme tcp
1

traddr: 192.168.111.66
eflags: none

sectype: none

2. HESBFRAEAY NVMe / TCP Bi®)28 BiR LIF A SERc AR EUR R EEm &L

nvme discover -t tcp -w <host-traddr> -a <traddr>

5ai LH & 45)
#nvme discover -t tcp -w 192.168.111.79 -a 192.168.111.66
#nvme discover -t tcp -w 192.168.111.79 -a 192.168.111.67

#nvme discover -t tcp -w 192.168.211.79 -a 192.168.211.66
#nvme discover -t tcp -w 192.168.211.79 -a 192.168.211.67

3. 31T nvme connect-all EFAAETIERN NVMe / TCP EXEh8sBEIZE e fiTH < ©

nvme connect-all -t tcp -w <host-traddr> -a <traddr>

ai LH EB15
# nvme connect-all -t tcp -w 192.168.111.79 -a 192.168.111.66
# nvme connect-all -t tcp -w 192.168.111.79 -a 192.168.111.67
# nvme connect-all -t tcp -w 192.168.211.79 -a 192.168.211.66
# nvme connect-all -t tcp -w 192.168.211.79 -a 192.168.211.67

10



& SUSE Linux Enterprise Server 15 SP6 B4 + NVMe / TCP #EFFHITERRERE ctrl-
loss-tmo FLERAM - ERTEAXMLERE (WEHES) > MASFRETERAN

@ ‘nvme connect-all #3% (EIE '-1) RFHRTERTEN ctrl-loss-tmo  BFFRE
‘nvme connect °© [lb4h ~ TEFABRIEHPERF - NVMe / TCP ISR A Z L@ - A g
IRHARITESR ©

EZsENVMe
HEA TR FRERE EA ONTAP 4BA5HY SUSE Linux Enterprise Server 15 SP6 BJ NVMe ! o

1. EREMAZOANE NVMe ZERTE !

cat /sys/module/nvme core/parameters/multipath

FAERES TY ) o
2. MR EM AR ERR ONTAP NVMe frfaZE MY IEFERE G 2314 8

cat /sys/class/nvme-subsystem/nvme-subsys*/model

wH A

NetApp ONTAP Controller
NetApp ONTAP Controller

3. FEsRMERI ONTAP NVMe 1/O 52869 NVMe 1/0 RAI :

cat /sys/class/nvme-subsystem/nvme-subsys*/iopolicy

wHEER

round-robin

round-robin

4, FEEDEHTETILEE) ONTAP #5454 ZERS ©

nvme list -v

11



mEfmh

Subsystem Subsystem—-NON
Controllers
nvme-subsys0 ngn.1992-

08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’7a232:subsystem.unidir d

hcha p nvme0O, nvmel, nvme2, nvme3

Device SN MN
FR TxPort Asdress Subsystem Namespaces
nvme0 81LGgBUgsI3EAAAAAAAE NetApp ONTAP Controller FFFFFFFF tcp

traddr=192.168.111.66,trsvcid=4420,host traddr=192.168.111.79 nvme-

subsys0 nvmeOnl

nvmel 81LGgBUgsI3EAAAAAAAE NetApp ONTAP Controller FFFFFFFF tcp
traddr=192.168.111.67,trsvcid=4420,host traddr=192.168.111.79 nvme-

subsys0 nvmeOnl

nvme2 81LGgBUgsI3EAAAAAAAE NetApp ONTAP Controller FFFFFFEFF tcp
traddr=192.168.211.66,trsvcid=4420,host traddr=192.168.211.79 nvme-

subsys0 nvmeOnl

nvme3 81LGgBUgsI3EAAAAAAAE NetApp ONTAP Controller FFFFFFFF tcp
traddr=192.168.211.67,trsvcid=4420,host traddr=192.168.211.79 nvme-

subsys0 nvmeOnl

Device Generic NSID Usage Format
Controllers
/dev/nvmelOnl /dev/ngOnl 0x1 1.07 GB / 1.07 GB 4 KiB +

0B nvmeO, nvmel, nvme2, nvme3

O. HEEBEREHNZENIIRESAEY « BERBIEMEAIANAIREE

nvme list-subsys /dev/<subsystem name>

12



NVMe / FC

nvme list-subsys /dev/nvme2nl

FaEEfEL

nvme-subsys2 - NQN=ngn.1992-
08.com.netapp:sn.06303c519d8411ecad468d039%ea36al06:subs
ystem.nvme
hostngn=ngn.2014-08.org.nvmexpress:uuid:4cd4cd4544-
0056-5410-8048-c6c04£425633

iopolicy=round-robin

\
+- nvmed fc traddr=nn-0x208fd039%ea359%e4a:pn-
0x210dd03%ea359%9e4a, host traddr=nn-0x2000f4c7aalcd7ab:pn-
0x2100f4c7aalcd7ab live optimized
+- nvme6 fc traddr=nn-0x208fd039%ea359%e4a:pn-
0x210ad03%ea359%e4a, host traddr=nn-0x2000f4c7aalcd7aa:pn-
0x2100f4c7aalcd7aa live optimized

NVMe / TCP

nvme list-subsys



mEfmh

nvme-subsysl - NQN=nqgn.1992-

08.com.netapp:sn.8b5ee9199ff411eead468d039%a36al06:subsystem.nvme

_tep 1

hostngn=ngn.2014-08.org.nvmexpress:uuid:4c4c4544-0035-5910-

804b-b2c04£444d33
iopolicy=round-robin
\

+- nvmed tcp

traddr=192.168.111.66, trsvcid=4420,host traddr=192.

c addr=192.168.111.79 live
+- nvme3 tcp

traddr=192.168.211.66, trsvcid=4420,host traddr=192.

c _addr=192.168.111.79 live
+- nvme2 tcp

traddr=192.168.111.67, trsvcid=4420,host traddr=192.

c _addr=192.168.111.79 live
+- nvmel tcp

traddr=192.168.211.67,trsvcid=4420,host traddr=192.

c _addr=192.168.111.79 live

6. E5sENetAppIMIE B HZRETEONTAP ERR AL BRI B ERRE !

14
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79, sr
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79, sr



ki

nvme netapp ontapdevices -o column

e Z1
Device Vserver Namespace Path
NSID UUID Size
/dev/nvmeOnl vs 192 /vol/fcnvme vol 1 1 0/fcnvme ns 1

c6586535-da8a-40£fa-8c20-759ea0d69d33 20GB

JSON

nvme netapp ontapdevices -0 json

e
{
"ONTAPdevices": [
{
"Device":"/dev/nvmeOnl",
"Vserver":"vs 192",
"Namespace Path":"/vol/fcnvme vol 1 1 0/fcnvme ns",
"NSID":1,

"UUID":"c6586535-da8a-40fa-8c20-759ea0d69d33",
"Size":"20GB",

"LBA Data Size":4096,

"Namespace Size":262144

}

]

}

BRI E R RS2

£ ONTAP 9 ° 11.1 B4 » &BI LA SUSE Linux Enterprise Server 15 SP6 4R 1HE&IFREHI2S (PDC
) ° EEH PDC A FEBENEAI NVMe FRAFILGHBIRIEE » URIFFRECIEBMERNESE o

1. KRR EEEN A « WrAEAMENSRERIRM B R LIF AHSHRE

15
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nvme discover -t <trtype> -w <host-traddr> -a <traddr>



mEfmh

Discovery Log Number of Records 8, Generation counter 18

trtype: tcp

adrfam: ipvé

subtype: current discovery subsystem

treqg: not specified

portid: 4

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff411ecad68d03%a36all6:discovery
traddr: 192.168.211.67

eflags: explicit discovery connections, duplicate discovery
information

sectype: none

trtype: tcp

adrfam: ipv4

subtype: current discovery subsystem

treqg: not specified

portid: 2

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff411eecad68d039%a36all6:discovery
traddr: 192.168.111.67

eflags: explicit discovery connections, duplicate discovery
information

sectype: none

trtype: tcp

adrfam: ipvé

subtype: current discovery subsystem

treqg: not specified

portid: 3

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff411ecad68d03%a36all6:discovery
traddr: 192.168.211.66

eflags: explicit discovery connections, duplicate discovery
information

sectype: none

trtype: tcp
adrfam: ipvé

17



18

subtype: current discovery subsystem

treqg: not specified

portid: 1

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff411eecad68d03%a36all6:discovery
traddr: 192.168.111.66

eflags: explicit discovery connections, duplicate discovery
information

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treqg: not specified
portid: 4

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff4lleecad68d039%a36all6:subsystem.nvme tcp
1

traddr: 192.168.211.67
eflags: none

sectype: none

trtype: tcp

adrfam: ipvé

subtype: nvme subsystem
treqg: not specified
portid: 2

trsvecid: 4420

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff4lleecad68d039%a36allb:subsystem.nvme tcp
1

traddr: 192.168.111.67
eflags: none

sectype: none

trtype: tcp

adrfam: ipvé

subtype: nvme subsystem

treqg: not specified

portid: 3

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff4lleecad68d039%a36all6:subsystem.nvme tcp
1



traddr: 192.168.211.66
eflags: none
sectype: none

trtype: tcp

adrfam: ipvé

subtype: nvme subsystem
treg: not specified
portid: 1

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.8b5ee9199ff4lleecad68d039%a36allb:subsystem.nvme tcp
1

traddr: 192.168.111.66
eflags: none

sectype: none

2. BURRFRHFHN PDC :

nvme discover -t <trtype> -w <host-traddr> -a <traddr> -p

wHEEH)

nvme discover -t tcp -w 192.168.111.79 -a 192.168.111.666 -p
3. 7 ONTAP =528 ~ R E#IL PDC

vserver nvme show-discovery-controller -instance -vserver <vserver name>

19



mEfmh

vserver nvme show-discovery-controller -instance -vserver vs nvme79
Vserver Name: vs CLIENT116 Controller ID: 00COh

Discovery Subsystem NQN: ngn.1992-
08.com.netapp:sn.48391d66cl0a6llecaaa5d039%9eal65514:discovery Logical
Interface UUID: d23cbbla-c0a6-11ec-9731-d039%eal65abc Logical
Interface:

CLIENT116 1if 4a 1

Node: A400-14-124

Host NQN: ngn.2014-08.org.nvmexpress:uuid:12372496-59c4-4d1lb-be09-
74362c0clafc

Transport Protocol: nvme-tcp

Initiator Transport Address: 192.168.1.16

Host Identifier: 59de25be738348f08a79df4bce9573f3 Admin Queue Depth:
32

Header Digest Enabled: false Data Digest Enabled: false

Vserver UUID: 48391d66-cOa6-llec-aaa5-d039eal65514

RE R EHVIERERE

£ ONTAP 9 o 12.1 B%4 > 7 SUSE Linux Enterprise Server 15 SP6 F14F1 ONTAP %4252 R > i5iB NVMe
/ TCP #1 NVMe / FC ZEZ 24858 ©

EERTLZERE - 5@ aESI23 801 A E11ERA: DH-HMAC-CHAP &8 - 52 NVMe FHoiZH23HY
NQN HE ~ UREIEERENEEENE - EEREHNEFIREL - NVMe TS 25040784 Al B 3 = im 2AAERA

AYEER o

CAILAER CLI 5U4ER% JSON HERRRE R ZRIRAERE - MREFERTRNFRMISEFEY dhchap &
2z

i ~ B JAfEFIAERE JSON 1E2

20



CLI
fEA CLI REZERIERNERE o

1. EX{SEH NON :

cat /etc/nvme/hostngn

2. 7 SUSE Linux Enterprise Server 15 SP6 Ti4%#E %4 dhchap &8 °

THEHERER "gen-dhchap-key S 28 :

nvme gen-dhchap-key -s optional secret -1 key length {32|48|64} -m
HMAC function {0[1|2]3} -n host ngn

-s secret key in hexadecimal characters to be used to initialize
the host key

. -1 length of the resulting key in bytes

-m HMAC function to use for key transformation
0 = none, 1- SHA-256, 2 = SHA-384, 3=SHA-512

. -n host NQN to use for key transformation

ETYEHIG « EEE—EREIR dhchap £58 ~ Hf HMAC 8% 3 (SHA-512) o

# nvme gen-dhchap-key -m 3 -n ngn.2014-
08.org.nvmexpress:uuid:d3ca’725a- ac8d-4d88-b46a-174ac235139%
DHHC-

1:03:J20JQ0fj9f0pLnpF/ASDIRTYyILKIJRr5CougGpGdQSysPrLubRW1fG15VSjbeDF1n
1DEh3nVBel9nQ/LxreSBeH/bx/pU=:

3. 7E ONTAP 12488 b ~ #7118 > 1465 E /1A dhchap £48

vserver nvme subsystem host add -vserver <svm name> -subsystem
<subsystem> -host-ngn <host ngn> -dhchap-host-secret
<authentication host secret> -dhchap-controller-secret
<authentication controller secret> -dhchap-hash-function {sha-

256 |sha-512} -dhchap-group {none|2048-bit|3072-bit|4096-bit|6144-
bit]8192-bit}

4. I IEMEERE L ERMER o T - BARE ONTAP #2583 - WIRIRPTENERE S A15E
dhchap &% :
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nvme connect -t tcp -w <host-traddr> -a <tr-addr> -n <host ngn> -S
<authentication host secret> -C <authentication controller secret>

5. B#5% nvme connect authentication #p<BREE EHEAIZHIZS dhchap &8 :

a. ERsB 3 dhchap 88 -

cat /sys/class/nvme-subsystem/<nvme-subsysX>/nvme*/dhchap secret

FEREE [mAHRR RV L S

# cat /sys/class/nvme-subsystem/nvme-
subsysl/nvme*/dhchap secret

DHHC-
1:03:3elnQCmjJLUKD62mpYbzlpuw00Iws86NBI6uNO/t3jbvhp7fjyRIDBIRIO
Hg8wQtyelJCFSMkBQH3pTKGAYR10VIgx00=:

DHHC-
1:03:3JelnQCmjJLUKD62mpYbzlpuw00Iws86NBI6uNO/t3jbvhp7fjyRIbBIRIO
Hg8wQtyelJCFSMkBQH3pTKGAYR10OVIgx00=:

DHHC-
1:03:3elnQCmjJLUKD62mpYbzlpuw00Iws86NBI6uNO/t3jbvhp7fjyRIbBIRIO
Hg8wQtyelJCFSMkBQH3pTKGAYR10VIgx00=:

DHHC-
1:03:3elnQCmjJLUKD62mpYbzlpuw00Iws86NBI6uNO/t3jbvhp7fjyRIbBIRIO
Hg8wQtyelJCFSMkBQH3pTKGAYR1OVIgx00="1:

b. EZzBHHI28 dhchap 128 :

cat /sys/class/nvme-subsystem/<nvme-
subsysX>/nvme*/dhchap ctrl secret



AR RAHRR RV EE A

# cat /sys/class/nvme-subsystem/nvme-
subsys6/nvme*/dhchap ctrl secret

DHHC-
1:03:WorVEV83eY053kV4Iel50pphbX5LAPhO3F8fgH3913t1rkSGDBITt3crX
eTUB8fCwGbPsEyz6CXxdQJibkbndIzmkFU=:

DHHC-
1:03:WorVEV83eY053kV4Iel50pphbX5LAPhO3F8fgH3913t1rkSGDBITt3crX
eTUB8fCwGbPsEyz6CXxdQJiobkbndIzmkFU=:

DHHC-
1:03:WorVEV83eY053kV4Iel50pphbX5LAPhO3F8fgH3913t1rkSGDBITt3crX
eTUB8fCwGbPsEyz6CXxdQJiobkbndIzmkFU=:

DHHC-
1:03:WorVEV83eY053kV4Iel50pphbX5LAPhO3F8fgH3913t1rkSGDBITE3CcrX
eTUB8fCwGbPsEyz6CXxdQJiokbndIzmkFU=:

Json tE%

= ONTAP ZHI234HRE LA ZE NVMe FRAEAJHERR « (SIS < EAZ

/etc/nvme/config.json & “nvme connect-all °
EEESL JSON HEE > TR -0 EH  IT/ELHEEIE > 5528 NVMe Connect All FE ©

. BREJsontEE :



mEfmh

# cat /etc/nvme/config.json
[
{

"hostngn":"ngn.2014-08.org.nvmexpress:uuid:12372496-59c4-
4d1b-be09-74362c0clafc",

"hostid":"3ael0b42-21af-48ce-a40b-cfb5bad81839",

"dhchap key":"DHHC-
1:03:Cu3ZZfIz1WM1gZFnCMgpAgn/T6EVOcIFHez215U+Pow8jTgBF2UbNk3DK4w
fk2EptWpnal rpwG5CndpOgxpRxh9m4 1w=:"

by
{

"hostngn":"ngn.2014-08.org.nvmexpress:uuid:12372496-59c4-
4d1b-be09-74362c0clafc",

"subsystems": [

{
"ngn":"ngqn.1992-
08.com.netapp:sn.48391d66cl0abllecaaa5d039ealb5514:subsystem. subs
ys_CLIENT116",

"ports": [
{
"transport":"tcp",
"traddr":" 192.168.111.66 ",
"host traddr":" 192.168.111.79",

"trsvcid":"4420",
"dhchap ctrl key":"DHHC-
1:01:0h58bcT/uul0rCpGsDYU6ZHZVRUVgsYKUBRSONuOVPx5HEwWaZz : "
by
{
"transport":"tcp",
"traddr":" 192.168.111.66 ",
"host traddr":" 192.168.111.79",
"trsvecid":"4420",
"dhchap ctrl key":"DHHC-
1:01:0h58bcT/uulrCpGsDYU6ZHZVRUVgsYKUBRSONuOVPx5HEwWaZ : "
br
{

"transport":"tcp",
"traddr":" 192.168.111.66 ",
"host traddr":" 192.168.111.79",

"trsvcid":"4420",
"dhchap ctrl key":"DHHC-
1:01:0h58bcT/uulrCpGsDYU6ZHZVRUVgSYKUBRSONuOVPx5HEwWaZ : "
}y



"transport":"tcp",
"traddr":" 192.168.111.66 ",
"host traddr":" 192.168.111.79",
"trsvcid":"4420",
"dhchap ctrl key":"DHHC-
1:01:0h58bcT/uulrCpGsDYU6ZHZVRUVgsYKUBRSONuOVPx5HEwWaZ : "
}

@ £ LMEFIH > dhchap key ¥FER “dhchap secret > I dhchap ctrl key®
HFEZE “dhchap ctrl secret®°

2. {EF4ERE JSON 1EZEE4RE ONTAP 1Z4H8s -

# nvme connect-all -J /etc/nvme/config.json
RETEO %

traddr=192.168.111.66 is already connected
traddr=192.168.211.66 is already connected
traddr=192.168.111.66 is already connected
traddr=192.168.211.66 is already connected
traddr=192.168.111.66 is already connected
traddr=192.168.211.66 is already connected
traddr=192.168.111.67 is already connected
traddr=192.168.211.67 is already connected
traddr=192.168.111.67 is already connected
traddr=192.168.211.67 is already connected
traddr=192.168.111.67 is already connected
traddr=192.168.111.67 is already connected

3. IR EASETRANERIESISZEA dhchap #2
a. BRs8 M dhchap £18 !



# cat /sys/class/nvme-subsystem/nvme-subsys0/nvme0/dhchap secret

wH A

DHHC-1:01:NunEWY7AZ1XgxITGheByarwzZdQvU4ebZg9HOjIr6nOHEkxJg:

b. EZzE1EH88 dhchap 122 :

# cat /sys/class/nvme-subsystem/nvme-
subsys0/nvme0/dhchap ctrl secret

wH A

DHHC-
1:03:2YJinsxa2v3+m8gqCiTnmgBZoH6mIT6G/6£0aG08viVZBAVLNLH4 z8CvKTpV
YxN6S5f0OAtaU3DNil2rieRMfdbg3704=:

REGHEZEM

EHEZEM (TLS) A% NVMe EH#F] ONTAP &% 2 IHY NVMe E4FIRHZ 2 HIHHIRINE o i€ ONTAP
9 o 16.1 %A > EAILUER CLI MR ENTALEHEE (PSK) KRETLS1.3 °

RIRERIE

"‘—JL,(T_ SUSE Linux Enterprise Server 15 SP6 % F#ITILIZFHIILER » BISERIE ONTAP £HI2% E#
TR ERRI ©

1. BEEH ERTLET LT ktis-utils > openss| # libopenss| E{4€ :

d. rpom -ga | grep ktls
afaa el

ktls-utils-0.10+12.9c3923£7-150600.1.2.x86 64

b. rpm -ga | grep ssl
B S5

openssl-3-3.1.4-150600.5.7.1.x86 64
libopenssll 1-1.1.1w-150600.5.3.1.x86 64
libopenssl13-3.1.4-150600.5.7.1.x86 64
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2. FHERIEHRERESIER /ete/tlshd. conf -

# cat /etc/tlshd.conf

ARG

[debug]

loglevel=0

t1ls=0

nl=0

[authenticate]

keyrings=.nvme
[authenticate.client]
#x509.truststore= <pathname>
#x509.certificate= <pathname>
#x509.private key= <pathname>
[authenticate.server]
#x509.truststore= <pathname>
#x509.certificate= <pathname>
#x509.private key= <pathname>

3. BYFR tishd UTE R GRS

# systemctl enable tlshd

4. BRETHEIZFED tishd [ETEETT !

# systemctl status tlshd
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mEfmh

tlshd.service - Handshake service for kernel TLS consumers
Loaded: loaded (/usr/lib/systemd/system/tlshd.service; enabled;
preset: disabled)
Active: active (running) since Wed 2024-08-21 15:46:53 IST; 4h
57min ago
Docs: man:tlshd(8)
Main PID: 961 (tlshd)
Tasks: 1
CPU: 46ms
CGroup: /system.slice/tlshd.service
L—961 /usr/sbin/tlshd
Aug 21 15:46:54 RX2530-M4-17-153 tlshd[961]: Built from ktls-utils
0.11-dev on Mar 21 2024 12:00:00

S. EFEXY TLS PSK nvme gen-tls-key !

a. # cat /etc/nvme/hostngn

B EE A

ngn.2014-08.org.nvmexpress:uuid:eb8ecaz24-faff-1lea-8fee-3a68dd3b5c5f

b. # nvme gen-tls-key --hmac=1 --identity=1 --subsysngn=ngn.1992

-08.com.netapp:sn.1d59%9a6b2416bllef9ed5d039%ab0acb3:subsystem.sleslb
5 HH #B151

NVMeTLSkey-1:01:dNcby017axByCko8Givz009zG1gHDXJCN6KLzvYoA+NpT1luD:

6. 7£ ONTAP =28 | » #E TLS PSK i ZE ONTAP F &% .

# nvme subsystem host add -vserver slesl5 tls -subsystem slesl5 -host
-ngn ngn.2014-08.org.nvmexpress:uuid: ffal0c815-e28b-4bbl-8d4c-
7c6d5e610bfc -tls-configured-psk NVMeTLSkey-
1:01:dNcby017axByCko8Givz009zGlgHDXJICN6KLzZVYOA+NpTluD:

7. & TLS PSK A EHZOEIRIR
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# nvme check-tls-key --identity=1 --subsysngn=nqgn.2014
-08.org.nvmexpress:uuid: £fal0c815-e28b-4bbl-8d4c-7c6d5e610bf
-—keydata=NVMeTLSkey
-1:01:dNcby017axByCko8Givz009zG1lgHDXJCN6KLzvYoA+NpTluD: --insert

B A

Inserted TLS key 22152a'e

@ PSK B8~ [ NVMe1R01 § > EIAEMEA TLS IBEEEMN [identity v1 1 © Identity v1
& ONTAP ME—ZIERIRRA ©

8. &2 TLS PSK BIEFEEA -

# cat /proc/keys | grep NVMe

ai LH EB451)
22152a7e I--Q-—-- 1 perm 3010000 0 0 psk NVMelRO1
ngn.2014-08.org.nvmexpress:uuid: £fa0c815-e28b-4bbl1-8d4c-7c6d5e610bfc
ngn.1992-

08.com.netapp:sn.1ld59a6b2416bllef9%ed5d039%eab0acb3:subsystem.slesl5
UoP9dEfvuCUzzpSO0DYxnshKDapZYmvAQO/RJJ8JAgmAo=: 32

9. ERIAAR TLS PSK E4RZE ONTAP FR 4 -

a. # nvme connect -t tcp -w 20.20.10.80 -a 20.20.10.14 -n ngn.1992-
08.com.netapp:sn.1d59%9a6b2416bllef9ed5d03%eab0acb3:subsystem.slesl5
--tls key=0x22152a7e --tls
4 H EB151

connecting to device: nvmeO

b. # nvme list-subsys
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wHEEA)

nvme-subsys0 - NQN=ngn.1992-
08.com.netapp:sn.1ld59a6b2416bllef9%ed5d039%ab0acb3:subsystem.slesl5

hostngn=nqn.2014-08.org.nvmexpress:uuid: ffalc815-e28b-
4bb1-8d4c-7c6d5e610bfc

iopolicy=round-robin
\

+- nvmeO tcp

traddr=20.20.10.14, trsvcid=4420,host traddr=20.20.10.80,src addr=20.2
0.10.80 live

10. B B4R - WBEEE TLS FAREISERT ONTAP FRH4E !

# nvme subsystem controller show -vserver slesl5 tls -subsystem slesl5
-instance
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mEfmh

(vserver nvme subsystem controller show)

Vserver Name:
Subsystem:
Controller ID:
Logical Interface:
Node:

Host NQN:

slesl5 tls
sleslb5

0040h
slesl5t ela 1
A900-17-174
ngn.2014-

08.org.nvmexpress:uuid: ffalc815-e28b-4bbl-8d4c-7c6d5e610bfc

Transport Protocol:

Initiator Transport Address:

Host Identifier:
ffal0c815e28b4bbl8d4c7c6d5e610bfc

Number of I/O Queues:

I/0 Queue Depths:

Admin Queue Depth:

Max I/0O Size in Bytes:

Keep-Alive Timeout (msec):

Vserver UUID:

d039%eab0acb3
Subsystem UUID:

d039%eab0ac83
Logical Interface UUID:

d039%eab0acb3

Header Digest Enabled:

Data Digest Enabled:

Authentication Hash Function:
Authentication Diffie-Hellman Group:
Authentication Mode:

Transport Service Identifier:

TLS Key Type:

TLS PSK Identity:

nvme-tcp

20.20.10.80

4

128, 128, 128, 128
32

1048576

5000

1d59%a6b2-416b-11lef-9ed5-

9b81e3c5-5037-11ef-8a90-

8185dcac-5035-11ef-8abb-

false
false

none
4420

configured
NVMelR0O1l ngn.2014-

08.org.nvmexpress:uuid: ffal0c815-e28b-4bbl1-8d4c-7c6d5e610bfc

ngn.1992-

08.com.netapp:sn.1d59%a6b2416bllef9%ed5d039%eab0acb3:subsystem.sleslb

UoP9dEfvuCUzzpS0DYxnshKDapZYmvAQO/RJIJ8JAgmAO=

TLS Cipher:

TLS-AES-128-GCM-SHA256

EXNIERE

£/ ONTAP hxZsH9 SUSE Linux Enterprise Server 15 SP6 ;878 B XIfRE o
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FEFIFS ONTAP B9 SUSE Linux Enterprise Server 15 SP5 HJ
NVMe F1#4H5s

SIEHTEDLZERFE (ANA) BY SUSE Linux Enterprise Server 15 SP5 & NVMe
over Fabrics ( NVMe over Fabrics) ( NVMe over Fibre Channel > NVMe /FC ) F1HE
& o £ NVMe IRIEA - ANA ZF[E)5 iSCSI fl FCP IRIEHRI ALUA ZERRE ~ ML
ZIOAE NVMe ZERREIRE(E o

WU T2 EA ONTAP B SUSE Linux Enterprise Server 15 SP5 B9 NVMe Fi%4HAE :

* NVMeHISCSIREZ AIUTEMRREEZE M EETT o FEILE ~ #52 SCSILUN ~ &R % SCSI mpath 8255
E dm-multipath ~ TIEEILAER NVMe ZEEEE T LT NVMe i p ZERIEEE ©

* %1 NVMe over TCP  (NVMe /TCP) ~ LU NVMe /FC ° [R4EH NetApp SMIMER nvme-cli EHE
EIREET NVMe / FC 1 NVMe / TCP #1544 ZEf989 ONTAP £4AE KL o

T SIRAAERRRSFAIER ~ 5526 "NetApp EEEHRERTA" -

* Z1& NVMe Z2SAREESE
* ERETHIERE NON EFRERRIERIZS (PDC)

E PR

* BRIAZIEEA NVMe BUEEHITGTEEIT SAN B o

* NVMe 7 “sanlun'z#& o FIE ~ £ SUSE Linux Enterprise Server 15 SP5 1 F « NVMe EA{ER A
FRENZIE o ERIUERRE NVMe CLI EHHRY NetApp SMIMETUREEFTAE NVMe & ©

= ENVMe/FC

&AL Broadcom / Emulex FC % Marvell/Qlogic FC " E£:&E NVMe / FC o
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Broadcom / Emulex

1. BRI ERNEEENN N ERIEE .
cat /sys/class/scsi _host/host*/modelname
° FHERHI ¢

LPe32002 M2
LPe32002-M2

2. EEsE T ERELSREREA ¢

cat /sys/class/scsi _host/host*/modeldesc

° g ¢

Emulex LightPulse LPe32002-M2 2-Port 32Gb Fibre Channel Adapter
Emulex LightPulse LPe32002-M2 2-Port 32Gb Fibre Channel Adapter

3. FESBIEERI RSN Emulex EMERMNTEE (HBA) SIRBARZ :

cat /sys/class/scsi _host/host*/fwrev

° EhEEf) ¢

14.0.639.20, sli-4:2:c
14.0.639.20, sli-4:2:c

4. WESRICERRZ AR Ipfc BEENE RS

cat /sys/module/lpfc/version

° g ¢

0:14.2.0.13

O. SIS R LURIRR BN AR E IR
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cat /sys/class/fc host/host*/port name

° g ¢

0x100000109b579d5e
0x100000109b579d5f

6. ERERN BB EIRR R RER L ¢

cat /sys/class/fc host/host*/port state

° EhEEf) >+

Online

Online

7. HESTERUA NVMe / FC BYEN83EHHE « HRIREIHEAIR ¢

cat /sys/class/scsi_host/host*/nvme info

° EhEEf) *
TGP - FRA—ERESEERE « WREAWEBRRERRE

BAR o



NVME Initiator Enabled

XRI Dist 1lpfcO Total 6144 IO 5894 ELS 250

NVME LPORT lpfcO WWPN x100000109b579d5e WWNN x200000109b579d5e DID
x011c00 ONLINE

NVME RPORT WWPN x208400a098dfdd91 WWNN x208100a098dfdd91 DID x011503
TARGET DISCSRVC ONLINE

NVME RPORT WWPN x208500a098dfdd91 WWNN x208100a098dfdd91 DID x010003
TARGET DISCSRVC *ONLINE

NVME Statistics

LS: Xmt 0000000e49 Cmpl 0000000e49 Abort 00000000

LS XMIT: Err 00000000 CMPL: xb 00000000 Err 00000000

Total FCP Cmpl 000000003ceb594f Issue 000000003ce65dbe OutIO
fffffffffffb046f

abort 00000bd2 noxri 00000000 nondlp 00000000 gdepth 00000000 wgerr
00000000 err 00000000

FCP CMPL: xb 000014f4 Err 00012abd

NVME Initiator Enabled

XRI Dist 1lpfcl Total 6144 IO 5894 ELS 250

NVME LPORT lpfcl WWPN x100000109b579d5f WWNN x200000109b579d5f DID
x011b00 ONLINE

NVME RPORT WWPN x208300a098dfdd91 WWNN x208100a098dfdd91 DID x010c03
TARGET DISCSRVC ONLINE

NVME RPORT WWPN x208200a098dfdd91 WWNN x208100a098dfdd91 DID x012a03
TARGET DISCSRVC ONLINE

NVME Statistics

LS: Xmt 0000000e50 Cmpl 0000000e50 Abort 00000000

LS XMIT: Err 00000000 CMPL: xb 00000000 Err 00000000

Total FCP Cmpl 000000003c9859ca Issue 000000003c93515e OutIO
fffffffffffaf794

abort 00000b73 noxri 00000000 nondlp 00000000 gdepth 00000000 wgerr
00000000 err 00000000

FCP CMPL: xb 0000159d Err 000135c3

8. ERTERENEM o

Marvell / QLogic

SUSE Linux Enterprise Server 15 SP5 #Z /U ARBEMIRIRE WA E gla2xxx EEENE XA B RAVMEIERER ©
ELSIEH ONTAP IEEREE -

RIEHITHE S ENN EREREIZNNFEERES
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cat /sys/class/fc host/host*/symbolic name

° g ¢

QLE2742 FW:v9.12.01 DVR: v10.02.08.300-k
QLE2742 FW:v9.12.01 DVR: v10.02.08.300-k

2. HEs% ql2xnvmeenable 28RS 1 ¢

cat /sys/module/qlaZ2xxx/parameters/gl2xnvmeenable
1

EXFA1MB /0K ()

ONTAP 21T iZHI2sZ kPR 8 B9 MDTS ( MAX Data {&#iA/)\) o EBRTEK /0 BERA/NRZAE
1MB o BE#¥ Broadcom NVMe / FC % HA/NA 1 MB B 1/0 B3K » IEREZIG B 8E Ipfc_sg_seg_cnt’
WETEER(E 64 100 "Ipfc 2 256 ©

@ ELSEREAR Qlogic NVMe / FC 14 o

1. # "lpfc_sg_seg_cnt 2ERES 256 :

cat /etc/modprobe.d/lpfc.conf

options lpfc lpfc sg seg cnt=256

2. 34T “dracut -F &% » ABEMERSIEM o
3. HEFDTEHA(E “Ipfc_sg_seg_cnt'7 256 :

cat /sys/module/lpfc/parameters/lpfc sg seg cnt

B NVMe AR5

FEEM{E NVMe / FC BItEARTS nvme-c1i A8 - EH (only) nvmefc-boot-connections.service
EJT’:E%%F#?#%,HHFE?E&@J s nvmf-autoconnect.service *Eﬂlﬁﬁ ° JJZt N 1@5—%’5?&%@1&% nvmf-
autoconnect.service LT R4 ERRIEE o
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1. B nvmf-autoconnect.service :

# systemctl enable nvmf-autoconnect.service
Created symlink /etc/systemd/system/default.target.wants/nvmf-
autoconnect.service — /usr/lib/systemd/system/nvmf-autoconnect.service.

2. EXTRRENE o

3. E&z% “‘nvmf-autoconnect.service' & 4tRH1%1& Bz "nvmefc-boot-connections.service' @& IETE T -

° EHgsR o
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# systemctl status nvmf-autoconnect.service
nvmf-autoconnect.service - Connect NVMe-oF subsystems automatically
during boot

Loaded: loaded (/usr/lib/systemd/system/nvmf-autoconnect.service;
enabled; vendor preset: disabled)

Active: inactive (dead) since Thu 2023-05-25 14:55:00 IST; 1lmin
ago

Process: 2108 ExecStartPre=/sbin/modprobe nvme-fabrics (code=exited,
status=0/SUCCESS)

Process: 2114 ExecStart=/usr/sbin/nvme connect-all (code=exited,
status=0/SUCCESS)

Main PID: 2114 (code=exited, status=0/SUCCESS)

systemd[1l]: Starting Connect NVMe-oF subsystems automatically during
boot. ..

nvme [2114]: traddr=nn-0x201700a098fd4cab:pn-0x201800a098fd4cab is
already connected

systemd[1l]: nvmf-autoconnect.service: Deactivated successfully.
systemd[1l]: Finished Connect NVMe-oF subsystems automatically during
boot.

# systemctl status nvmefc-boot-connections.service
nvmefc-boot-connections.service - Auto-connect to subsystems on FC-NVME
devices found during boot

Loaded: loaded (/usr/lib/systemd/system/nvmefc-boot-
connections.service; enabled; vendor preset: enabled)

Active: inactive (dead) since Thu 2023-05-25 14:55:00 IST; 1llmin ago
Main PID: 1647 (code=exited, status=0/SUCCESS)

systemd[1l]: Starting Auto-connect to subsystems on FC-NVME devices found
during boot...

systemd[1]: nvmefc-boot-connections.service: Succeeded.

systemd[1l]: Finished Auto-connect to subsystems on FC-NVME devices found

during boot.

HHTENVMe/TCP
R LUER THIZFHREE NVMe / TCP o

FTER
1. FESRERBN SIS AL S HEMINVMe/TCP LIF BT B mEh :

nvme discover -t tcp -w <host-traddr> -a <traddr>
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° EhEEf)

# nvme discover -t tcp -w 192.168.1.4 -a 192.168.1.31

Discovery Log Number of Records 8, Generation counter 18
=====Discovery Log Entry O====== trtype: tcp

adrfam: ipvé

subtype: current discovery subsystem treqg: not specified
portid: O

trsvcid: 8009 subngn: ngn.1992-
08.com.netapp:sn.48391d66clasbllecaaab5d039%albb5514:discovery
192.168.2.117

eflags: explicit discovery connections, duplicate discovery
sectype: none

adrfam: ipvé

subtype: current discovery subsystem treqg: not specified
portid: 1

trsvcid: 8009 subngn: ngn.1992-
08.com.netapp:sn.48391d66clasbllecaaab5d039%albb514:discovery
192.168.1.117

eflags: explicit discovery connections, duplicate discovery
sectype: none

adrfam: ipvé

subtype: current discovery subsystem treqg: not specified
portid: 2

trsvcid: 8009 subngn: ngn.1992-
08.com.netapp:sn.48391d66clasbllecaaa5d039% alb5514:discovery
192.168.2.116

eflags: explicit discovery connections, duplicate discovery
sectype: none

adrfam: ipvé

subtype: current discovery subsystem treqg: not specified
portid: 3

trsvcid: 8009 subngn: ngn.1992-
08.com.netapp:sn.48391d66clacbllecaaa5d039% albb5514:discovery
192.168.1.116

eflags: explicit discovery connections, duplicate discovery
sectype: none

adrfam: ipvé
subtype: nvme subsystem treqg: not specified portid: 0
trsvcid: 4420 subngn: ngn.1992-

08.com.netapp:sn.48391d66clasbllecaaab5d039%eal65514:subsystem.

traddr:

information

traddr:

information

traddr:

information

traddr:

information

subsys CLIEN
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T116

traddr: 192.168.2.117 eflags: not specified sectype: none

=====Discovery Log Entry 5====== trtype: tcp

adrfam: ipv4

subtype: nvme subsystem treq: not specified portid: 1

trsvcid: 4420 subngn: ngn.1992-
08.com.netapp:sn.4839%91d66clabllecaaa5d039eal65514:subsystem.subsys CLIEN
T116

traddr: 192.168.1.117 eflags: not specified sectype: none

=====Discovery Log Entry 6====== trtype: tcp

adrfam: ipvé

subtype: nvme subsystem treqg: not specified portid: 2

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.48391de66clabllecaaa5d039%eal65514:subsystem.subsys CLIEN
T116

traddr: 192.168.2.116 eflags: not specified sectype: none

=====Discovery Log Entry 7====== trtype: tcp

adrfam: ipv4

subtype: nvme subsystem treq: not specified portid: 3

trsvcid: 4420 subngn: ngn.1992-
08.com.netapp:sn.4839%91d66clabllecaaa5d039eal65514:subsystem.subsys CLIEN
T116

traddr: 192.168.1.116 eflags: not specified sectype: none

2. FESDPRA EAAY NVMe / TCP RiEn28 B 1% LIF AHS#sEMThIRER RacirEm &R}

nvme discover -t tcp -w <host-traddr> -a <traddr>

° EHigsa o

# nvme discover -t tcp -w 192.168.1.4 -a 192.168.1.32
# nvme discover -t tcp -w 192.168.2.5 -a 192.168.2.36
# nvme discover -t tcp -w 192.168.2.5 -a 192.168.2.37

3. 11T nvme connect-all EFAAEEIER NVMe / TCP EXEN3sBZE e fiTm< ©

nvme connect-all -t tcp -w host-traddr -a traddr -1
<ctrl loss timeout in seconds>

° g o
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nvme
nvme

nvme

H H= FH H*

nvme

®

EBzENVMe

connect-all -t tcp -w 192.168.1.4 -a 192.168.1.31 -1 -1
connect-all -t tcp -w 192.168.1.4 -a 192.168.1.32 -1 -1
connect-all -t tcp -w 192.168.2.5 -a 192.168.1.36 -1 -1
connect-all -t tcp -w 192.168.2.5 -a 192.168.1.37 -1 -1

NetApp EEEEE ctrl-loss-tmo #EIE -1 fItE—2k « —BEEKIESK -~ NVMe / TCP EX &l
BN ETERIASERER o

] LAER 52 73K EEE8 NVMe o

1. FERERAZLAE NVMe ZERTK !

cat /sys/module/nvme core/parameters/multipath

Y

2. SR EM AR ERR ONTAP NVMe frfaZE MY IERERE G 2314 8

cat /sys/class/nvme-subsystem/nvme-subsys*/model

° EHgsR o

NetApp ONTAP Controller
NetApp ONTAP Controller

3. HEER{ERI ONTAP NVMe 1/0 #2515369 NVMe /O R :

cat /sys/class/nvme-subsystem/nvme-subsys*/iopolicy

° EhEEh) o

round-robin

round-robin

4. FERETIIEEI ONTAP s 25 ©
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5. B

nvme list -v

° EHgsa o

Subsystem Subsystem-NON
Controllers
nvme-subsys0 ngn.1992-

08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’a232:subsystem.unidir dhcha
P nvmeO, nvmel, nvme2, nvme3

Device SN MN
FR TxPort Asdress Subsystem Namespaces
nvme0 81LGgBUgsI3EAAAAAAAE NetApp ONTAP Controller FFFFFFEFFEF tcp

traddr=192.168.2.214, trsvcid=4420,host traddr=192.168.2.14 nvme-subsys0
nvmeOnl

nvmel 81LGgBUgsI3EAAAAAAAE NetApp ONTAP Controller FFFFFFFF tcp
traddr=192.168.2.215, trsvcid=4420,host traddr=192.168.2.14 nvme-subsys0
nvmeOnl

nvme?2 81LGgBUgsI3EAAAAAAAE NetApp ONTAP Controller FFFFFFFFEF tcp
traddr=192.168.1.214, trsvcid=4420,host traddr=192.168.1.14 nvme-subsys0
nvmeOnl

nvme3 81LGgBUgsI3EAAAAAAAE NetApp ONTAP Controller FFFFFFFFEF tcp
traddr=192.168.1.215, trsvcid=4420,host traddr=192.168.1.14 nvme-subsys0

nvmeOnl

Device Generic NSID Usage Format
Controllers
/dev/nvmeOnl /dev/ngOnl 0x1 1.07 GB / 1.07 GB 4 KiB + 0 B

nvme(O, nvmel, nvme2, nvme3

SOEEREAIERIZSARRI DA - BERABERRANAIRE !

nvme list-subsys /dev/<subsystem name>



NVMe / FC
° EHgsa -

# nvme list-subsys /dev/nvmelnl

nvme-subsysl - NQN=ngn.1992-
08.com.netapp:sn.04ba0732530911ea8e8300a098dfdd91:subsystem.nvme 145
1

\

+- nvme2 fc traddr=nn-0x208100a098dfdd9l:pn-
0x208200a098dfdd91,host traddr=nn-0x200000109b5739d5f :pn-
0x100000109b579d5f live optimized

+- nvme3 fc traddr=nn-0x208100a098dfdd91l:pn-
0x208500a098dfdd91,host traddr=nn-0x200000109b5739d5e:pn-
0x100000109b579d5e live optimized

+- nvmed fc traddr=nn-0x208100a098dfdd9l:pn-
0x208400a098dfdd91, host traddr=nn-0x200000109b579d5e:pn-
0x100000109p579d5e live non-optimized

+- nvme6 fc traddr=nn-0x208100a098dfdd9l:pn-
0x208300a098d£fdd91, host traddr=nn-0x200000109b579d5f:pn-
0x100000109p579d5f live non-optimized

NVMe / TCP
° EHEsa -

# nvme list-subsys

nvme-subsys0 - NQN=ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’7a232:subsystem.unidir d
hchap
hostngn=ngn.2014-08.org.nvmexpress:uuid:e58eca24-faff-11lea-8fee-
3a68dd3b5chHfE

iopolicy=round-robin

+- nvmeO tcp
traddr=192.168.2.214, trsvcid=4420,host traddr=192.168.2.14 live
+- nvmel tcp
traddr=192.168.2.215, trsvcid=4420, host traddr=192.168.2.14 live
+- nvme2 tcp
traddr=192.168.1.214, trsvcid=4420,host traddr=192.168.1.14 live
+- nvme3 tcp
traddr=192.168.1.215, trsvcid=4420,host traddr=192.168.1.14 live

6. B8 NetAppIMIME N BT RETEONTAP ERR AL BT ME BRI IEFREE !



ki

nvme netapp ontapdevices -o column

° EhEEf) >+

Device Vserver Namespace Path

NSID UUID Size

/dev/nvmeOnl vs CLIENT114

/vol/CLIENT114 vol 0 10/CLIENT114 nsl0 1 c6586535-da8a-

40£fa-8c20-759€a0d69d33 1.07GB

JSON

nvme netapp ontapdevices -o Jjson

° EhEEfl >+

{
"ONTAPdevices": [

{

"Device":"/dev/nvmeOnl",

"Vserver":"vs CLIENTI114",

"Namespace Path":"/vol/CLIENT114 vol 0 10/CLIENT114 nsl10",
"NSID":1,
"UUID":"c6586535-da8a-40fa-8c20-759ea0d69d33",
USize "l . 07GBY,

"LBA Data Size":4096,

"Namespace Size'":262144

}

]

}

BB IR RS2

£ ONTAP 9 ° 11.1 B4 ~ &BI LA SUSE Linux Enterprise Server 15 SP5 T4 1HE&IF R EHI2S (PDC
) ° EEH PDC A FEBEEA NVMe FRAAFILHBIRER « URIFFRECIHREBMERESE o

1. BRRRCHERE TR « MRS BREREREMBR LIF AEHRE :

44



nvme discover -t <trtype> -w <host-traddr> -a <traddr>
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46

mrmthEs)

Discovery Log Number of Records 16, Generation counter 14

trtype: tcp

adrfam: ipv4

subtype: current discovery subsystem

treq: not specified

portid: O

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa7a232:discovery
traddr: 192.168.1.214

eflags: explicit discovery connections, duplicate discovery
information sectype: none

trtype: tcp

adrfam: ipv4

subtype: current discovery subsystem

treq: not specified

portid: O

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa7a232:discovery
traddr: 192.168.1.215

eflags: explicit discovery connections, duplicate discovery
information

sectype: none

trtype: tcp

adrfam: ipv4

subtype: current discovery subsystem

treq: not specified

portid: O

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%caa’7a232:discovery
traddr: 192.168.2.215

eflags: explicit discovery connections, duplicate discovery
information sectype: none

trtype: tcp

adrfam: ipv4

subtype: current discovery subsystem
treqg: not specified



portid: O

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa7a232:discovery
traddr: 192.168.2.214

eflags: explicit discovery connections, duplicate discovery
information sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%eaa77a232:subsystem.unidir n
one

traddr: 192.168.1.214
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvecid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%caa’7a232:subsystem.unidir n
one

traddr: 192.168.1.215
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%eaa77a232:subsystem.unidir n
one

traddr: 192.168.2.215
eflags: none

sectype: none
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trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%eaa’7a232:subsystem.unidir n
one

traddr: 192.168.2.214
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleecab68d039%eaa’7a232:subsystem.subsys C
LIENT114

traddr: 192.168.1.214
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvecid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%caa’7a232:subsystem.subsys C
LIENT114

traddr: 192.168.1.215
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvcid: 4420



subngn: ngn.1992-
08.com.netapp:sn.0501ldafl5ddalleecab68d039%eaa’a232:subsystem.subsys C
LIENT114

traddr: 192.168.2.215

eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%eaa’7a232:subsystem.subsys C
LIENT114

traddr: 192.168.2.214
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem

treq: not specified

portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’a232:subsystem.unidir d

hchap
traddr: 192.168.1.214
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem

treq: not specified

portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’7a232:subsystem.unidir d

hchap
traddr: 192.168.1.215
eflags: none

sectype: none
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2.

3.

50

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem

treq: not specified

portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’7a232:subsystem.unidir d

hchap
traddr: 192.168.2.215
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem

treq: not specified

portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’a232:subsystem.unidir d

hchap
traddr: 192.168.2.214
eflags: none

sectype: none

BIIRERFRGR PDC :

nvme discover -t <trtype> -w <host-traddr> -a <traddr> -p

° EhEEf) o

nvme discover -t tcp -w 192.168.1.16 -a 192.168.1.116 -p

%t ONTAP 1ZH#l23 - HEs2E 21 PDC :

vserver nvme show-discovery-controller -instance -vserver vserver name

° EhEEf) o



vserver nvme show-discovery-controller -instance -vserver vs nvmel75
Vserver Name: vs CLIENT116 Controller ID: 00COh

Discovery Subsystem NQN: ngn.1992-
08.com.netapp:sn.48391d66cl0a6llecaaa5d039%9eal65514:discovery Logical
Interface UUID: d23cbbla-cl0a6-11ec-9731-d03%eal65abc Logical Interface:
CLIENT116 1if 4a 1

Node: A400-14-124

Host NQN: ngn.2014-08.org.nvmexpress:uuid:12372496-59c4-4d1lb-be09-
74362c0clafc

Transport Protocol: nvme-tcp

Initiator Transport Address: 192.168.1.16

Host Identifier: 59de25be738348f08a79df4bce9573f3 Admin Queue Depth: 32
Header Digest Enabled: false Data Digest Enabled: false

Vserver UUID: 48391d66-cOa6-llec-aaab-d039%eal6b514

RE R EHVIERERE

%t ONTAP 9 o 12.1 B4 ~ /&R SUSE Linux Enterprise Server 15 SP5 %] ONTAP #2832 5 « FiB
NVMe / TCP #1 NVMe / FC 2L 2 5aNERE o

EERTERERE - SETHEIERIZRE L ASBERIN DH-HMAC-CHAP £i8 « B NVMe THEEIEHI23HY

NON & ~ UMM ERSRENRER - EEMEENZIRES « NVMe TR 832 H 5! B F in R A8 R

AR o

AT LAER CLI 5#HA% JSON 1EZRRE ZERIENERE - IREFEATRNFRMIEEAFFER dhchap &

iR « BIA/AfEFAERS JSON 183
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cLl
1. BSEH NON :

cat /etc/nvme/hostngn

2. 7 SUSE Linux Enterprise Server 15 SP5 % #&E4 dhchap &8 :

nvme gen-dhchap-key -s optional secret -1 key length {32|48|64} -m
HMAC function {0[1|2]3} -n host ngn

. -s secret key in hexadecimal characters to be used to initialize
the host key

. -1 length of the resulting key in bytes

. -m HMAC function to use for key transformation

0 = none, 1- SHA-256, 2 = SHA-384, 3=SHA-512

. -n host NQN to use for key transformation

RS+ - FEE—EMEIEAY dhchap £i& « EF HMAC 524 3 (SHA-512) o

# nvme gen-dhchap-key -m 3 -n ngn.2014-
08.org.nvmexpress:uuid:d3ca725a- ac8d-4d88-b46a-174ac235139%b

DHHC-
1:03:J20J0fj9f0pLnpF/ASDIRTYILKIRr5CougGpGdQSysPrLubRW1fG15VSjbeDF1n
1DEh3nVBel9nQ/LxreSBeH/bx/pU=:

3. 7£ ONTAP %25 L ~ #rg EHIHEEME dhchap £ :

vserver nvme subsystem host add -vserver <svm name> -subsystem
<subsystem> -host-ngn <host ngn> -dhchap-host-secret
<authentication host secret> -dhchap-controller-secret
<authentication controller secret> -dhchap-hash-function {sha-
256 |sha-512} -dhchap-group {none|2048-bit|3072-bit|4096-bit|6144-
bit|8192-bit}

4. FWTIEMERESE EGMER o T E - HARE ONTAP ZH25 « WiREFTENEE S AIEE
dhchap &8 :

nvme connect -t tcp -w <host-traddr> -a <tr-addr> -n <host ngn> -S
<authentication host secret> -C <authentication controller secret>

52



5. E§E8 nvme connect authentication A< EREE EHEFIESIZS dhchap &8 -

a. ERsE ¥ dhchap £48% :

$cat /sys/class/nvme-subsystem/<nvme-subsysX>/nvme*/dhchap secret

- BrAARREmLLEEs) -

# cat /sys/class/nvme-subsystem/nvme-subsysl/nvme*/dhchap secret
DHHC-
1:03:JelnQCmjJLUKD62mpYbzlpuw00Iws86NBI6UNO/t3jbvhp7£]jyRIDIRJOHGS
wQtyelJCFSMkBOH3pTKGAYR1OVI9gx00=:

DHHC-
1:03:JelnQCmjJLUKD62mpYbzlpuw00Iws86NBI6UNO/t3jbvhp7£]jyRIDIRJOHGS
wQtyelJCFSMkBQH3pTKGAYR1OVI9gx00=:

DHHC-
1:03:JelnQCmjJLUKD62mpYbzlpuw00Iws86NBI6UNO/t3jbvhp7£]jyRIDIRJOHgS
wQtyelJCFSMkBQH3pTKGAYR1OVI9gx00=:

DHHC-
1:03:JelnQCmjJLUKD62mpYbzlpuw00Iws86NBI6UNO/t3jbvhp7£]jyRIDIRJOHgS
wQtyelJCFSMkBQH3pTKGAYR1OVI9gx00=:

b. EZzBHEHI28 dhchap 128 :

Scat /sys/class/nvme-subsystem/<nvme-
subsysX>/nvme*/dhchap ctrl secret

- LA L) -

# cat /sys/class/nvme-subsystem/nvme-
subsys6/nvme*/dhchap ctrl secret

DHHC-

1:03:WorVEV83eY0O53kV4TIel 50pphbX5LAphO3F8fgH3913t1rkSGDBIJTt3crXeTUBSE
CwGbPsEyz6CXxdQJibkbn4IzmkFU=:

DHHC-
1:03:WorVEV83eY053kV4Iel50pphbX5LAphO3F8fgH3913t1rkSGDBITt3crXeTUBSE
CwGbPsEyz6CXxdQJibkbn4IzmkFU=:

DHHC-
1:03:WorVEV83eYO053kV4Iel50pphbX5LAphO3F8fgH3913t1rkSGDBITt3crXeTUBSE
CwGbPsEyz6CXxdQJibkbn4IzmkFU=:

DHHC-
1:03:WorVEV83eYO53kV4Iel50pphbX5LAPhO3F8fgH3913t1rkSGDBITt3crXeTUBSE
CwGbPsEyz6CXxdQJibkbn4IzmkFU=:
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54

Json 1E%

B LAER /etc/nvme/config. json {EAREZEE nvme connect-all ONTAP #HI354HRE B Z1E
NVMe FR#PIBRRIE S ©

AT LUERES JSON 182 -0 #E1H c NEPT ZEEAEIA » 5528 NVMe CONNECT ALL £ & o

T

1. &HEJsontEZE .

# cat /etc/nvme/config.json
[
{

"hostngn":"ngn.2014-08.org.nvmexpress:uuid:12372496-59c4-4d1b-
be09-74362c0Oclafc",

"hostid":"3ael0b42-21af-48ce-a40b-cfb5bad81839",

"dhchap key":"DHHC-
1:03:Cu3Z2Z2fIz1WM1gZFnCMgpAgn/T6EVOCIFHez215U+Pow8]jTgBF2UbNk3DK4Awfk2E
ptWpnalrpwG5CndpOgxpRxhOm4 lw=":"

by

"hostngn":"ngn.2014-08.org.nvmexpress:uuid:12372496-59c4-4d1b-
be09-74362c0clafc",
"subsystems": [
{

"ngn":"ngn.1992-
08.com.netapp:sn.48391de66clabllecaaa5d039eal65514:subsystem.subsys C
LIENT116",

"ports": [

{
"transport":"tcp",
"traddr":"192.168.1.117",
"host traddr":"192.168.1.16",
"trsvcid":"4420",
"dhchap ctrl key":"DHHC-
1:01:0h58bcT/uulrCpGsDYU6ZHZVRUVgSYKUBRSONuOVPx5HEwWaZ : "
by
{
"transport":"tcp",
"traddr":"192.168.1.116",
"host traddr":"192.168.1.16",
"trsvcid":"4420",
"dhchap ctrl key":"DHHC-
1:01:0h58bcT/uulrCpGsDYU6ZHZVRUVgSYKUBRSONuOVPx5HEwWaZ : "
by
{



"transport":"tcp",
"traddr":"192.168.2.117",
"host traddr":"192.168.2.16",
"trsvcid":"4420",
"dhchap ctrl key":"DHHC-
1:01:0h58bcT/uulrCpGsDYU6ZHZVRUVgSYKUBRSONuOVPx5HEwWAZ :
s
{
"transport":"tcp",
"traddr":"192.168.2.116",
"host traddr":"192.168.2.16",
"trsvcid":"4420",
"dhchap ctrl key":"DHHC-
1:01:0h58bcT/uulrCpGsDYU6ZHZVRUVgSYKUBRSONuOVPx5HEwWAZ :
}

[NOTE]

In the preceding example, "dhchap key  corresponds to
"dhchap secret’ and "dhchap ctrl key  corresponds to
“dhchap ctrl secret'.

2. {EFA4ERE JSON IEZRE4RE ONTAP #2423

nvme connect-all -J /etc/nvme/config.json

° EhEEf) >+

traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.

.116 is already connected
.116 is already connected
.117 is already connected
.117 is already connected
.117 is already connected
.117 is already connected
.116 is already connected
.116 is already connected
.116 is already connected
.116 is already connected
.117 is already connected

R NP NP NP DN REREDNDRPEDN

.117 is already connected



3. IR EASETRANERIESISZELA dhchap #2
a. B85 1 dhchap &8 :

# cat /sys/class/nvme-subsystem/nvme-subsys0/nvme0/dhchap secret

- sl o

DHHC-1:01:NunEWY7AZ1XgxITGheByarwzZdQvU4ebZg9HOjIr6nOHEkxJg::

b. ERZE1EH88 dhchap 12§ :

# cat /sys/class/nvme-subsystem/nvme-
subsys0/nvme0/dhchap ctrl secret

- g o

DHHC-
1:03:2YJinsxa2v3+m8gqCiTnmgBZoH6mIT6G/6£0aGO8viVZBAVLNLH4z8CvKTpV
YxN6S5fOAtaU3DNil2rieRMfdbg3704=:

EHNEE

&£/ ONTAP hRZsHY SUSE Linux Enterprise Server 15 SP5 ;38 BEX1R9%E -

FEFIFS ONTAP B9 SUSE Linux Enterprise Server 15 SP4
NVMe E#E4H5%

SIELTEARRZTRIZEY (ANA) B9 SUSE Linux Enterprise Server (SLES) 15SP4 %
12 NVMe over Fabrics ( NVMe over Fabric ~ NVMe of ) ~ B35 NVMe over Fibre
Channel (NVMe/FC) FEM{EE o 7£ NVMe IBiEH « ANA Z[E)HL iSCSI #1 FCP 12
IHHAY ALUA ZERRE ~ MLIZOAE NVMe ZEREREE o

LU BB A% ONTAP BY SUSE Linux Enterprise Server 15 SP4 B NVMe F1&%4H%E :

* NVMeFISCSIREE AIUTEERNEE M EETT o FILL ~ #32 SCSILUN ~ RIA% SCSI mpath 8855
E dm-multipath ~ TIEEILERE NVMe ZEREEFH LT NVMe i p ERIEEE ©

* %#8 NVMe over TCP  (NVMe /TCP) ~ L% NVMe/FC ° J&R4 NVMe - CLI EH# NetApp SMIFER
EFERFEETR NVMe / FC 1 NVMe / TCP 5 ZEREHY ONTAP sH4HE K o

INFBZIRABRERYEFAAE « 5526 "NetApp BEEHIBERT A" o
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https://mysupport.netapp.com/matrix/
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https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/

* 1% NVMe Z2J8NER:E
* ERBEIFIVIRZ NQN THEIFEIERESIZS (PDC)

B ANPRE

* BRIFNZIEER NVMe BUEREHHRTEETT SAN Bt o

* NVMe A%4E sanlun ° [FEIE * £ SUSE Linux Enterprise Server 15 SP5 1% I « NVMe E;A R A
RN ZIE o R LUIPRBIRE NVMe - CLI E4HHEY NetApp IMFFZTURHMITPRE NVMe Ei5 o

HENVMe/FC

&A% Broadcom / Emulex FC 7 E-£ZX Marvell/Qlogic FC NE-FRE NVMe / FC °
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Broadcom / Emulex

1. BRI ERNEEENN N ERIEE .
cat /sys/class/scsi _host/host*/modelname
° FHERHI ¢

LPe32002 M2
LPe32002-M2

2. EEsE T ERELSREREA ¢

cat /sys/class/scsi _host/host*/modeldesc

° g ¢

Emulex LightPulse LPe32002-M2 2-Port 32Gb Fibre Channel Adapter
Emulex LightPulse LPe32002-M2 2-Port 32Gb Fibre Channel Adapter

3. FESBIEERI RSN Emulex EMERMNTEE (HBA) SIRBARZ :

cat /sys/class/scsi _host/host*/fwrev

° EhEEf) ¢

12.8.351.47, sli-4:2:c
12.8.351.47, sli-4:2:c

4. WESRICERRZ AR Ipfc BEENE RS

cat /sys/module/lpfc/version

° g ¢

0:14.2.0.6

O. SIS R LURIRR BN AR E IR



cat /sys/class/fc host/host*/port name

° g ¢

0x100000109b579d5e
0x100000109b579d5f

6. ERERN BB EIRR R RER L ¢

cat /sys/class/fc host/host*/port state

° EhEEf) >+

Online

Online

7. HESTERUA NVMe / FC BYEN83EHHE « HRIREIHEAIR ¢

cat /sys/class/scsi_host/host*/nvme info

° EhEEf) *
TGP - FRA—ERESEERE « WREAWEBRRERRE

BAR o
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8 &

Marve
SUSE

NVME Initiator Enabled

XRI Dist 1lpfcO Total 6144 IO 5894 ELS 250

NVME LPORT lpfcO WWPN x100000109b579d5e WWNN x200000109b579d5e DID
x011c00 ONLINE

NVME RPORT WWPN x208400a098dfdd91 WWNN x208100a098dfdd91 DID x011503
TARGET DISCSRVC ONLINE

NVME RPORT WWPN x208500a098dfdd91 WWNN x208100a098dfdd91 DID x010003
TARGET DISCSRVC ONLINE

NVME Statistics

LS: Xmt 0000000e49 Cmpl 0000000e49 Abort 00000000

LS XMIT: Err 00000000 CMPL: xb 00000000 Err 00000000

Total FCP Cmpl 000000003ceb594f Issue 000000003ce65dbe OutIO
fffffffffffb046f

abort 00000bd2 noxri 00000000 nondlp 00000000 gdepth 00000000 wgerr
00000000 err 00000000

FCP CMPL: xb 000014f4 Err 00012abd

NVME Initiator Enabled

XRI Dist 1lpfcl Total 6144 IO 5894 ELS 250

NVME LPORT lpfcl WWPN x100000109b579d5f WWNN x200000109b579d5f DID
x011b00 ONLINE

NVME RPORT WWPN x208300a098dfdd91 WWNN x208100a098dfdd91 DID x010c03
TARGET DISCSRVC ONLINE

NVME RPORT WWPN x208200a098dfdd91 WWNN x208100a098dfdd91 DID x012a03
TARGET DISCSRVC ONLINE

NVME Statistics

LS: Xmt 0000000e50 Cmpl 0000000e50 Abort 00000000

LS XMIT: Err 00000000 CMPL: xb 00000000 Err 00000000

Total FCP Cmpl 000000003c9859ca Issue 000000003c93515e OutIO
fffffffffffaf794

abort 00000b73 noxri 00000000 nondlp 00000000 gdepth 00000000 wgerr
00000000 err 00000000

FCP CMPL: xb 0000159d Err 000135c3

FTEREN M o
Il / QLogic
Linux Enterprise Server 15 SP4 #ZU\BEMIEVREUWHE gla2xxx SREIFZ AR RMIVEIERR - &

LA IEHHY ONTAP ZIEEREE o

LB
1. &

REHITHESENN EREREE NN FEERES



cat /sys/class/fc host/host*/symbolic name

° g ¢

QLE2742 FW:v9.08.02 DVR:v10.02.07.800-k QLE2742 FW:v9.08.02
DVR:v10.02.07.800-k

2. HEs® gl2xnvmeenable 28EEA 1 @

cat /sys/module/glaZxxx/parameters/gl2xnvmeenable
1

EXFE1MB I/OK/)N (EF)

ONTAP E7E#R1EHI2SERIhIRE 8 BY MDTS  ( MAX Data f&#iA/)\) ° BRTERAK /0 BRANRZAE
1MB o BHE#¥ Broadcom NVMe / FC F#EHAK/NA 1 MB B 110 B3R » IEFEZIF 2 8{E Ipfc_sg_seg_cnt’

#HTERIE 64 B “Ipfc' = 256 ©
() EESEREMR Qogic NVMe / FC ZH o

TR
1. #& “Ipfc_sg_seg_cnt BERESA 256 :

cat /etc/modprobe.d/lpfc.conf

options lpfc lpfc sg seg cnt=256

2. 34T “dracut -F @82 > ABEMERSIEM o
3. MESUTEHA(E “Ipfc_sg_seg_cnt'#3 256 :

cat /sys/module/lpfc/parameters/lpfc_sg seg cnt

EXF NVMe ARFS

R ESMmIE NVMe / FC BIARTS nvme-cli Ri@ - EH (only) nvmefc-boot-connections.service

Al ER4REEARIEYE) ; nvmf-autoconnect.service REVA o Ft ~ EEFEHENH nvnf-
autoconnect.service LT R4 ERRIELED o
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1. B nvmf-autoconnect.service :

# systemctl enable nvmf-autoconnect.service
Created symlink /etc/systemd/system/default.target.wants/nvmf-
autoconnect.service — /usr/lib/systemd/system/nvmf-autoconnect.service.

2. EXTRRENE o

3. E&z% “‘nvmf-autoconnect.service' & 4tRH1%1& Bz "nvmefc-boot-connections.service' @& IETE T -

° EHgsR o

62



# systemctl status nvmf-autoconnect.service
nvmf-autoconnect.service - Connect NVMe-oF subsystems automatically
during boot
Loaded: loaded (/usr/lib/systemd/system/nvmf-autoconnect.service;
enabled; vendor preset: disabled)
Active: i1nactive (dead) since Thu 2023-05-25 14:55:00 IST; 1llmin
ago
Process: 2108 ExecStartPre=/sbin/modprobe nvme-fabrics (code=exited,
status=0/SUCCESS)
Process: 2114 ExecStart=/usr/sbin/nvme connect-all (code=exited,
status=0/SUCCESS)
Main PID: 2114 (code=exited, status=0/SUCCESS)

systemd[1l]: Starting Connect NVMe-oF subsystems automatically during

boot...
nvme [2114]: traddr=nn-0x201700a098fd4cab6:pn-0x201800a098fd4ca6 is

already connected

systemd[1l]: nvmf-autoconnect.service: Deactivated successfully.
systemd[1l]: Finished Connect NVMe-oF subsystems automatically during
boot.

# systemctl status nvmefc-boot-connections.service
nvmefc-boot-connections.service - Auto-connect to subsystems on FC-NVME
devices found during boot

Loaded: loaded (/usr/lib/systemd/system/nvmefc-boot-
connections.service; enabled; vendor preset: enabled)

Active: inactive (dead) since Thu 2023-05-25 14:55:00 IST; 1llmin ago
Main PID: 1647 (code=exited, status=0/SUCCESS)

systemd[1l]: Starting Auto-connect to subsystems on FC-NVME devices found
during boot...

systemd[1]: nvmefc-boot-connections.service: Succeeded.

systemd[1l]: Finished Auto-connect to subsystems on FC-NVME devices found

during boot.

R ENVMe/TCP

TR AEA T 72F KRR E NVMe / TCP ©

TR

1. FESRERBN SIS AL S HEMINVMe/TCP LIF BT B mEh :

nvme discover -t tcp -w <host-traddr> -a <traddr>
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° EhEEf)

# nvme discover -t tcp -w 192.168.1.4 -a 192.168.1.31

Discovery Log Number of Records 8, Generation counter 18
=====Discovery Log Entry O====== trtype: tcp

adrfam: ipvé

subtype: current discovery subsystem treqg: not specified
portid: O

trsvcid: 8009 subngn: ngn.1992-
08.com.netapp:sn.48391d66clasbllecaaab5d039%albb5514:discovery
192.168.2.117

eflags: explicit discovery connections, duplicate discovery
sectype: none

adrfam: ipvé

subtype: current discovery subsystem treqg: not specified
portid: 1

trsvcid: 8009 subngn: ngn.1992-
08.com.netapp:sn.48391d66clasbllecaaab5d039%albb514:discovery
192.168.1.117

eflags: explicit discovery connections, duplicate discovery
sectype: none

adrfam: ipvé

subtype: current discovery subsystem treqg: not specified
portid: 2

trsvcid: 8009 subngn: ngn.1992-
08.com.netapp:sn.48391d66clasbllecaaa5d039% alb5514:discovery
192.168.2.116

eflags: explicit discovery connections, duplicate discovery
sectype: none

adrfam: ipvé

subtype: current discovery subsystem treqg: not specified
portid: 3

trsvcid: 8009 subngn: ngn.1992-
08.com.netapp:sn.48391d66clacbllecaaa5d039% albb5514:discovery
192.168.1.116

eflags: explicit discovery connections, duplicate discovery
sectype: none

adrfam: ipvé
subtype: nvme subsystem treqg: not specified portid: 0
trsvcid: 4420 subngn: ngn.1992-

08.com.netapp:sn.48391d66clasbllecaaab5d039%eal65514:subsystem.

traddr:

information

traddr:

information

traddr:

information

traddr:

information

subsys CLIEN



T116

traddr: 192.168.2.117 eflags: not specified sectype: none

=====Discovery Log Entry 5====== trtype: tcp

adrfam: ipv4

subtype: nvme subsystem treq: not specified portid: 1

trsvcid: 4420 subngn: ngn.1992-
08.com.netapp:sn.4839%91d66clabllecaaa5d039eal65514:subsystem.subsys CLIEN
T116

traddr: 192.168.1.117 eflags: not specified sectype: none

=====Discovery Log Entry 6====== trtype: tcp

adrfam: ipvé

subtype: nvme subsystem treqg: not specified portid: 2

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.48391de66clabllecaaa5d039%eal65514:subsystem.subsys CLIEN
T116

traddr: 192.168.2.116 eflags: not specified sectype: none

=====Discovery Log Entry 7====== trtype: tcp

adrfam: ipv4

subtype: nvme subsystem treq: not specified portid: 3

trsvcid: 4420 subngn: ngn.1992-
08.com.netapp:sn.4839%91d66clabllecaaa5d039eal65514:subsystem.subsys CLIEN
T116

traddr: 192.168.1.116 eflags: not specified sectype: none

2. FESDPRA EAAY NVMe / TCP RiEn28 B 1% LIF AHS#sEMThIRER RacirEm &R}

nvme discover -t tcp -w <host-traddr> -a <traddr>

° EHigsa o

# nvme discover -t tcp -w 192.168.1.4 -a 192.168.1.32
# nvme discover -t tcp -w 192.168.2.5 -a 192.168.2.36
# nvme discover -t tcp -w 192.168.2.5 -a 192.168.2.37

3. 11T nvme connect-all EFAAEEIER NVMe / TCP EXEN3sBZE e fiTm< ©

nvme connect-all -t tcp -w host-traddr -a traddr -1
<ctrl loss timeout in seconds>

° g o



nvme
nvme

nvme

H H= FH H*

nvme

®

EBzENVMe

connect-all -t tcp -w 192.168.1.4 -a 192.168.1.31 -1 -1
connect-all -t tcp -w 192.168.1.4 -a 192.168.1.32 -1 -1
connect-all -t tcp -w 192.168.2.5 -a 192.168.1.36 -1 -1
connect-all -t tcp -w 192.168.2.5 -a 192.168.1.37 -1 -1

NetApp EEEEE ctrl-loss-tmo #EIE -1 fItE—2k « —BEEKIESK -~ NVMe / TCP EX &l
BN ETERIASERER o

] LAER 52 73K EEE8 NVMe o

1. FERERAZLAE NVMe ZERTK !

cat /sys/module/nvme core/parameters/multipath

Y

2. SR EM AR ERR ONTAP NVMe frfaZE MY IERERE G 2314 8

cat /sys/class/nvme-subsystem/nvme-subsys*/model

° EHgsR o

NetApp ONTAP Controller
NetApp ONTAP Controller

3. HEER{ERI ONTAP NVMe 1/0 #2515369 NVMe /O R :

cat /sys/class/nvme-subsystem/nvme-subsys*/iopolicy

° EhEEh) o

round-robin

round-robin

4. FERETIIEEI ONTAP s 25 ©
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5. B

nvme list -v

° EHgsa o

Subsystem Subsystem-NON
Controllers
nvme-subsys0 ngn.1992-

08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’a232:subsystem.unidir dhcha
P nvme(O, nvmel, nvme2, nvme3

Device SN MN
FR TxPort Asdress Subsystem Namespaces
nvme0 81LGgBUgsI3EAAAAAAAE NetApp ONTAP Controller FFFFFFEFFEF tcp

traddr=192.168.2.214, trsvcid=4420,host traddr=192.168.2.14 nvme-subsys0
nvmeOnl

nvmel 81LGgBUgsI3EAAAAAAAE NetApp ONTAP Controller FFFFFFFF tcp
traddr=192.168.2.215, trsvcid=4420,host traddr=192.168.2.14 nvme-subsys0
nvmeOnl

nvme?2 81LGgBUgsI3EAAAAAAAE NetApp ONTAP Controller FFFFFFFFEF tcp
traddr=192.168.1.214, trsvcid=4420,host traddr=192.168.1.14 nvme-subsys0
nvmeOnl

nvme3 81LGgBUgsI3EAAAAAAAE NetApp ONTAP Controller FFFFFFFFEF tcp
traddr=192.168.1.215, trsvcid=4420,host traddr=192.168.1.14 nvme-subsys0

nvmeOnl

Device Generic NSID Usage Format
Controllers
/dev/nvmeOnl /dev/ngOnl 0x1 1.07 GB / 1.07 GB 4 KiB + 0 B

nvme(O, nvmel, nvme2, nvme3

SOEEREAIERIZSARRI DA - BERABERRANAIRE !

nvme list-subsys /dev/<subsystem name>
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NVMe / FC

# nvme list-subsys /dev/nvmelnl

nvme-subsysl - NQN=ngn.1992-
08.com.netapp:sn.04ba0732530911ea8e8300a098dfdd91:subsystem.nvme 145
1

\

+- nvme2 fc traddr=nn-0x208100a098dfdd9l:pn-
0x208200a098dfdd91, host traddr=nn-0x200000109b579d5f:pn-
0x100000109b579d5f live optimized

+- nvme3 fc traddr=nn-0x208100a098dfdd9l:pn-
0x208500a098dfdd91, host traddr=nn-0x200000109b579d5e:pn-
0x100000109b579d5e live optimized

+- nvmed fc traddr=nn-0x208100a098dfdd9l:pn-
0x208400a098dfdd91, host traddr=nn-0x200000109b579d5e:pn-
0x1000001090b579d5e live non-optimized

+- nvme6 fc traddr=nn-0x208100a098dfdd9l:pn-
0x208300a098dfdd91, host traddr=nn-0x200000109b579d5f :pn-
0x1000001090579d5f live non-optimized

NVMe / TCP

# nvme list-subsys

nvme-subsys0 - NQN=ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’a232:subsystem.unidir d
hchap
hostngn=ngn.2014-08.org.nvmexpress:uuid:eb8ecal24-faff-11lea-8fee-
3a68dd3b5chHf

iopolicy=round-robin

+- nvmeO tcp
traddr=192.168.2.214, trsvcid=4420,host traddr=192.168.2.14 live
+- nvmel tcp
traddr=192.168.2.215, trsvcid=4420,host traddr=192.168.2.14 live
+- nvme2 tcp
traddr=192.168.1.214,trsvcid=4420,host traddr=192.168.1.14 live
+- nvme3 tcp
traddr=192.168.1.215, trsvcid=4420,host traddr=192.168.1.14 live

6. B8 NetAppIMIME BT T EONTAP ERR AL TBE A B IEFREE -
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ki

nvme netapp ontapdevices -o column

° EhEEf) >+

Device Vserver Namespace Path

NSID UUID Size

/dev/nvmeOnl vs CLIENT114

/vol/CLIENT114 vol 0 10/CLIENT114 nsl0 1 c6586535-da8a-

40£fa-8c20-759€a0d69d33 1.07GB

JSON

nvme netapp ontapdevices -o Jjson

° EhEEfl >+

"ONTAPdevices": [
{
"Device":"/dev/nvmeOnl",
"Vserver":"vs CLIENTI114",
"Namespace Path":"/vol/CLIENT114 vol O 10/CLIENT114 nsl10",
"NSID":1,
"UUID":"c6586535-da8a-40fa-8c20-759ea0d69d33",
USize "l . 07GBY,
"LBA Data Size":4096,
"Namespace Size'":262144

BB IR RS2

£ ONTAP 9 ° 11.1 B4 ~ &B] LA SUSE Linux Enterprise Server 15 SP4 iR 1HEIFRIEHI2S (PDC
) ° EEH PDC A FEBEEA NVMe FRAAFILHBIRER « URIFFRECIHREBMERESE o

1. BRRRCHERE TR « MRS BREREREMBR LIF AEHRE :
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nvme discover -t <trtype> -w <host-traddr> -a <traddr>



mrmthEs)

Discovery Log Number of Records 16, Generation counter 14

trtype: tcp

adrfam: ipv4

subtype: current discovery subsystem

treq: not specified

portid: O

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa7a232:discovery
traddr: 192.168.1.214

eflags: explicit discovery connections, duplicate discovery
information sectype: none

trtype: tcp

adrfam: ipv4

subtype: current discovery subsystem

treq: not specified

portid: O

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa7a232:discovery
traddr: 192.168.1.215

eflags: explicit discovery connections, duplicate discovery
information

sectype: none

trtype: tcp

adrfam: ipv4

subtype: current discovery subsystem

treq: not specified

portid: O

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%caa’7a232:discovery
traddr: 192.168.2.215

eflags: explicit discovery connections, duplicate discovery
information sectype: none

trtype: tcp

adrfam: ipv4

subtype: current discovery subsystem
treqg: not specified
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portid: O

trsvcid: 8009

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa7a232:discovery
traddr: 192.168.2.214

eflags: explicit discovery connections, duplicate discovery
information sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%eaa77a232:subsystem.unidir n
one

traddr: 192.168.1.214
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvecid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%caa’7a232:subsystem.unidir n
one

traddr: 192.168.1.215
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%eaa77a232:subsystem.unidir n
one

traddr: 192.168.2.215
eflags: none

sectype: none



trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%eaa’7a232:subsystem.unidir n
one

traddr: 192.168.2.214
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleecab68d039%eaa’7a232:subsystem.subsys C
LIENT114

traddr: 192.168.1.214
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvecid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%caa’7a232:subsystem.subsys C
LIENT114

traddr: 192.168.1.215
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvcid: 4420
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subngn: ngn.1992-
08.com.netapp:sn.0501ldafl5ddalleecab68d039%eaa’a232:subsystem.subsys C
LIENT114

traddr: 192.168.2.215

eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%eaa’7a232:subsystem.subsys C
LIENT114

traddr: 192.168.2.214
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem

treq: not specified

portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’a232:subsystem.unidir d

hchap
traddr: 192.168.1.214
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem

treq: not specified

portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’7a232:subsystem.unidir d

hchap
traddr: 192.168.1.215
eflags: none

sectype: none



trtype: tcp

adrfam: ipv4

subtype: nvme subsystem

treq: not specified

portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’7a232:subsystem.unidir d

hchap
traddr: 192.168.2.215
eflags: none

sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem

treq: not specified

portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.0501dafl5ddalleeab68d039%aa’a232:subsystem.unidir d

hchap
traddr: 192.168.2.214
eflags: none

sectype: none

2. B IFERF R PDC

nvme discover -t <trtype> -w <host-traddr> -a <traddr> -p

° EhEEf) o

nvme discover -t tcp -w 192.168.1.16 -a 192.168.1.116 -p

3. 7t ONTAP #4125 ~ FEs2E#1 PDC

vserver nvme show-discovery-controller -instance -vserver vserver name

° EhEEf) o
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vserver nvme show-discovery-controller -instance -vserver vs nvmel75
Vserver Name: vs CLIENT116 Controller ID: 00COh

Discovery Subsystem NQN: ngn.1992-
08.com.netapp:sn.48391d66cl0a6llecaaa5d039%9eal65514:discovery Logical
Interface UUID: d23cbbla-cl0a6-11ec-9731-d03%eal65abc Logical Interface:
CLIENT116 1if 4a 1

Node: A400-14-124

Host NQN: ngn.2014-08.org.nvmexpress:uuid:12372496-59c4-4d1lb-be09-
74362c0clafc

Transport Protocol: nvme-tcp

Initiator Transport Address: 192.168.1.16

Host Identifier: 59de25be738348f08a79df4bce9573f3 Admin Queue Depth: 32
Header Digest Enabled: false Data Digest Enabled: false

Vserver UUID: 48391d66-cOa6-llec-aaab-d039%eal6b514

RE R EHVIERERE

%t ONTAP 9 o 12.1 B4 ~ /&R SUSE Linux Enterprise Server 15 SP4 %] ONTAP #2832 « &iB
NVMe / TCP #1 NVMe / FC 2L 2 HSERERE o

EERTERERE - SETHEIERIZRE L ASBERIN DH-HMAC-CHAP £i8 « B NVMe THEEIEHI23HY
NON & ~ UMM ERSRENRER - EEMEENZIRES « NVMe TR 832 H 5! B F in R A8 R
AR o

ISETAER CLI SARAE JSON HBRRER2MIENES - IRCEBEATENFAMISEREN dhchap &
5% ~ A /AERIAARS JSON HEEE o
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CLI
1. BSEH NON -
cat /etc/nvme/hostngn

2. 7 SUSE Linux Enterprise Server 15 SP4 1 #E 4 dhchap £5% :

nvme gen-dhchap-key -s optional secret -1 key length {32|48|64} -m
HMAC function {0[1|2]3} -n host ngn

. -s secret key in hexadecimal characters to be used to initialize
the host key

. -1 length of the resulting key in bytes

. -m HMAC function to use for key transformation

0 = none, 1- SHA-256, 2 = SHA-384, 3=SHA-512

. -n host NQN to use for key transformation

+
ETYEEFIF « FEE—EREAR dhchap 8% « EF HMAC 324 3 (SHA-512) o

# nvme gen-dhchap-key -m 3 -n ngn.2014-08.org.nvmexpress:uuid:d3ca725a-
ac8d-4d88-b46a-174ac235139%b

DHHC-
1:03:J20JQ0fj9f0pLnpF/ASDIJRTYILKJIRr5CougGpGdQSysPrLubRW1fG15VSjbeDF1n1DE
h3nVBel9nQ/LxreSBeH/bx/pU=:

1. 72 ONTAP #Zi88 I ~ 38 T I HEERMIE dhchap £

vserver nvme subsystem host add -vserver <svm name> -subsystem
<subsystem> -host-ngn <host ngn> -dhchap-host-secret
<authentication host secret> -dhchap-controller-secret
<authentication controller secret> -dhchap-hash-function {sha-
256 |sha-512} -dhchap-group {none|2048-bit|3072-bit|4096-bit|6144-
bit|8192-bit}

2. IHTIERMERE S  ERMER o XML - FEE ONTAP 588  WiRIRFTENERE 5 A1EE
dhchap &% :
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nvme connect -t tcp -w <host-traddr> -a <tr-addr> -n <host ngn> -S
<authentication host secret> -C <authentication controller secret>

3. E&:% nvme connect authentication #p<EREE THEANITHIZS dhchap £48% .

a. BgsB 1 dhchap &% .

$cat /sys/class/nvme-subsystem/<nvme-subsysX>/nvme*/dhchap secret

- BRAARRmLES) -

SR650-14-114:~ # cat /sys/class/nvme-subsystem/nvme-
subsysl/nvme*/dhchap secret

DHHC-
1:03:3JelnQCmjJLUKD62mpYbzlpuw00Iws86NBI6uNO/t3jbvhp7fjyRIDIRJOHgSE
wQtyel JCFSMkBQH3pTKGAYR10VI9gx00=:

DHHC-
1:03:3JelnQCmjJLUKD62mpYbzlpuw00Iws86NBI6uNO/t3jbvhp7fjyRIDIRJOHGSE
wQtyelJCFSMkBQH3pTKGAYR1OVI9gx00=:

DHHC-
1:03:3elnQCmjJLUKD62mpYbzlpuw00Iws86NB96uNO/t3jbvhp7fjyRI9bIRJOHGS
wQtyelJCFSMkBQH3pTKGAYR1OVI9gx00=:

DHHC-
1:03:3elnQCmjJLUKD62mpYbzlpuw00Iws86NB96uNO/t3jbvhp7fjyRI9bIRJOHGS
wQtyelJCFSMkBQH3pTKGAYR1IOVSgx00=:

b. EZzE1EH88 dhchap 122 :

Scat /sys/class/nvme-subsystem/<nvme-
subsysX>/nvme*/dhchap ctrl secret

- LA -



SR650-14-114:~ # cat /sys/class/nvme-subsystem/nvme-
subsys6/nvme*/dhchap ctrl secret

DHHC-
1:03:WorVEV83eYO053kV4Iel50pphbX5LAphO3F8fgH3913t1rkSGDBITt3crXeTUBSE
CwGbPsEyz6CXxdQJibkbn4IzmkFU=:

DHHC-
1:03:WorVEV83eYO053kV4Iel50pphbX5LAphO3F8fgH3913t1rkSGDBITt3crXeTUBSE
CwGbPsEyz6CXxdQJibkbn4IzmkFU=:

DHHC-
1:03:WorVEV83eYO053kV4Iel50pphbX5LAphO3F8fgH3913t1rkSGDBITt3crXeTUBSE
CwGbPsEyz6CXxdQJibkbn4IzmkFU=:

DHHC-
1:03:WorVEV83eYO053kV4Iel50pphbX5LAphO3F8fgH3913t1rkSGDBITt3crXeTUBSE
CwGbPsEyz6CXxdQJibkbn4IzmkFU=:

Json 1E2

AT LUER /etc/nvme/config. json EFEZE nvme connect-all ONTAP 1ZHl254HRE F A Z1E
NVMe FR4ErTARHNEG S ©

it

BRIEETE « 35230 NVMe CONNECT ALL FHE o

ol

TSR] LAER L JSON 1858 —o BEIH - IFES

3

1. 3BEIsontEE ©

# cat /etc/nvme/config.json
[
{

"hostngn":"ngn.2014-08.org.nvmexpress:uuid:12372496-59c4-4d1b-
be09-74362c0clafc",

"hostid":"3ael0b42-21af-48ce-a40b-cfb5bad81839",

"dhchap key":"DHHC-
1:03:Cu3zz2fIz1WM1gZFnCMgpAgn/T6EVOCcIFHez215U+Pow8 ) TgBF2UbNk3DK4AwEk2E
ptWpnal rpwG5CndpOgxpRxh9m4lw=":"

by

"hostngn":"ngn.2014-08.org.nvmexpress:uuid:12372496-59c4-4d1b-
be09-74362c0clafc",
"subsystems": [
{

"ngn":"ngn.1992-
08.com.netapp:sn.48391d66clabllecaaa5d039%9eal65514:subsystem.subsys C
LIENT116",

"ports": [
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"transport":"tcp",
"traddr":"192.168.1.117",
"host traddr":"192.168.1.16",
"trsvcid":"4420",
"dhchap ctrl key":"DHHC-
1:01:0h58bcT/uulrCpGsDYU6ZHZVRUVgSYKUBRSONuOVPx5HEwWAZ :
by
{
"transport":"tcp",
"traddr":"192.168.1.116",
"host traddr":"192.168.1.16",
"trsvcid":"4420",
"dhchap ctrl key":"DHHC-
1:01:0h58bcT/uulrCpGsDYU6ZHZVRUVgsSYKUBRSONuOVPx5HEwAZ :
by
{
"transport":"tcp",
"traddr":"192.168.2.117",
"host traddr":"192.168.2.16",
"trsvcid":"4420",
"dhchap ctrl key":"DHHC-
1:01:0h58bcT/uulrCpGsDYU6ZHZVRUVgSYKUBRSONuOVPx5HEwWAZ :
by
{
"transport":"tcp",
"traddr":"192.168.2.116",
"host traddr":"192.168.2.16",
"trsvcid":"4420",
"dhchap ctrl key":"DHHC-
1:01:0h58bcT/uul0rCpGsDYU6ZHZVRUVgsYKUBRSONuOVPx5HEwWAZ :
}

[NOTE]

In the preceding example, “dhchap key  corresponds to
‘dhchap secret’™ and “dhchap ctrl key  corresponds to
"dhchap ctrl secret'.

2. {FFA4EAE JSON HEZEE4RE ONTAP %528 ¢



nvme connect-all -J /etc/nvme/config.json

° EHgsR -

traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.
traddr=192.168.

.116 is already connected
.116 is already connected
.117 is already connected
.117 is already connected
.117 is already connected
.117 is already connected
.116 is already connected
.116 is already connected
.116 is already connected
.116 is already connected
.117 is already connected

P N PN EREDNDEDNEDND RN

.117 is already connected

3. R EABEFRFAHVERIZHIZSENA dhchap #% :
i85 1 dhchap £4§8 -

# cat /sys/class/nvme-subsystem/nvme-subsys0/nvme0/dhchap secret

- s - -

DHHC-1:01:NunEWY7AZ1XgxITGheByarwzdQvU4debZg9HOjIr6nOHEkxJg::

b. E&:HIZHI28 dhchap 1% :

# cat /sys/class/nvme-subsystem/nvme-
subsys0/nvme0/dhchap ctrl secret

- s

DHHC-
1:03:2YJinsxa2v3+m8gqCiTnmgBZoH6mIT6G/6£0aG08viVZB4VLNLH4 z8CvK7pVYxN
6S5fOAtaU3DNil2rieRMfdbg3704=:



EHfEE

SUSE Linux Enterprise Server 15 SP4 with ONTAP Rzt £ 2 X173 o

R SUSE Linux Enterprise Server 15 SP3FINVMe 144055
FEECONTAP IfAE

& NVMe over Fabrics 3 NVMe (81 NVMe / FC R E &) - BAMNS ANA (GE
HiBHAZTEMER) B SUSE Linux Enterprise Server 15 SP3 ° ANA & NVMe IRIEHHY
ALUA £ EMR > BRIRMUIZIODAE NVMe ZERSKEE - FRALLER « EalUE
SUSE Linux Enterprise Server 15 SP3 #1 ONTAP _L{EF ANA 1EABIE « LU AR E
NVMe ZEKEREAE NVMe ©

26 "NetApp BEIEHRE" UBUSFIZ IRAERGRIIERESF ISR o

* SUSE Linux Enterprise Server 15 SP3 x#& NVMe / FC R E{th{&i o

* FZ#ENVMeRIsanlun o FItE ~ SUSE Linux Enterprise Server 15 SP3 A1 Luhu NVMe ° &R LUNFEIR
4 NVMe - CLI EX4HBEHIAY NetApp SMIZTURHIT NVMe - of o BREZZIEFMTE NVMe {Ei

* NVMeHMISCSIREEAIUEMBEMNHEE K LHIT - FE L « EREPREIBEH AR - EIE -~ ¥
LSCSIME ~ WU GIERE —1RASCSI LUNSZE Tdm-multipath” ~ IXAEX£EmpathZE & ~ MINVMeZ E KK
AR AR EEH ERENVMeZ EREEKE ©

BEANPRH
BRITRER NVMe BUEETRTEETT SAN Gt

Y FAZNVMe % B IR1E

7f SUSE Linux Enterprise Server % (140 SUSE Linux Enterprise Server 15 SP3) + -~ ¥R BB AZOA
£ NVMe ZEK o At ~ LEEAFEHMRBTE o NFZIRABFMAEN ~ 552R " NetApp BiEMEHIER" o

NVMeRS BN EMH
20 ‘NetApp HIBIHEER" UAVSAR T RMAR I EREER -
1. FEsR{EBETE SUSE Linux Enterprise Server 15 SP3 MU Fi# 24N EMZ0F NVMe CLI MU Eff o

gH -

# uname -r
5.3.18-59.5-default

# rpm -galgrep nvme-cli
nvme-cli-1.13-3.3.1.x86 64

82


https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/
https://mysupport.netapp.com/matrix/

LHHINVMe CLI MUEHIRER S THIER :

° *NVMe / FCEHENERIS B -TER % EREERRER « UkEEHEMBHEAR « NVMe / FCHE
B (EH) ERFAENESE:

# rpm -gql nvme-cli-1.13-3.3.1.x86 64

/etc/nvme

/etc/nvme/hostid

/etc/nvme/hostngn
/usr/lib/systemd/system/nvmefc-boot-connections.service
/usr/lib/systemd/system/nvmefc-connect. target
/usr/lib/systemd/system/nvmefc-connect@.service

° (ZEIERAD -2HEJudeviRAl  BERNVMeZ BRERIRA M FERARBARFIANSBEREER
: ONTAP ONTAP

# rpm -gl nvme-cli-1.13-3.3.1.x86 64

/etc/nvme

/etc/nvme/hostid

/etc/nvme/hostngn
/usr/lib/systemd/system/nvmefc-boot-connections.service
/usr/lib/systemd/system/nvmf-autoconnect.service
/usr/lib/systemd/system/nvmf-connect.target
/usr/lib/systemd/system/nvmf-connect@.service
/usr/lib/udev/rules.d/70-nvmf-autoconnect.rules
/usr/lib/udev/rules.d/71-nvmf-iopolicy-netapp.rules

# cat /usr/lib/udev/rules.d/71-nvmf-iopolicy-netapp.rules

# Enable round-robin for NetApp ONTAP and NetApp E-Series
ACTION=="add", SUBSYSTEM=="nvme-subsystem", ATTR{model}=="NetApp
ONTAP Controller", ATTR{iopolicy}="round-robin"

ACTION=="add", SUBSYSTEM=="nvme-subsystem", ATTR{model}=="NetApp E-
Series", ATTR{iopolicy}="round-robin"

° AT ONTAP ZiETTHHINetAppsMETZTL | IRARINetAppIMIMETVIRBALBIELR ~ FIGRIEONTAP &
BRI o

2. iGBE M FAhostngnF & (if? Metc/nexe/hostngnl )~ MFE{RFEEAONTAP it T8 (%) FEEF
iR HIhostngn=F SR IEFEAERT o %0 ~
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# cat /etc/nvme/hostngn
ngn.2014-08.o0rg.nvmexpress
::> vserver nvme subsystem

Vserver Subsystem

vs nvme 145 nvme 145 1 ngn.

4la6-alfd-cf£8262c8713f

nvme 145 2 ngn.

41a6-alfd-cf8262c8713f

nvme 145 3 ngn.

41a6-alfd-c£8262c8713f

nvme 145 4 ngn.

4la6-alfd-cf8262c8713f

nvme 145 5 ngn.

41la6-alfd-c£f8262c8713f
5 entries were displayed.

:uuid:3cab59el-5588-4fc4-b7d6-5ccfb0b9£054

host show -vserver vs fcnvme 145

Host NON

2014-08.

2014-08.

2014-08.

2014-08.

2014-08.

REHE EERARNFCAERME « EENT D -

R ENVMe/FC

Broadcom / Emulex

1. FEREHER RN E - RFMEIRRhRES o I

org.

org.

org.

Lnvmexpress

.nvmexpress

nvmexpress

nvmexpress

nvmexpress

# cat /sys/class/scsi _host/host*/modelname

LPe32002-M2
LPe32002-M2

# cat /sys/class/scsi _host/host*/modeldesc
Emulex LightPulse LPe32002-M2 2-Port 32Gb Fibre Channel Adapter
Emulex LightPulse LPe32002-M2 2-Port 32Gb Fibre Channel Adapter
# cat /sys/class/scsi _host/host*/fwrev

12.8.340.8, sli-4:2:c
12.8.840.8, sli-4:2:c

ruuid:c7b07bl6-a22e-

:uuid:c7b07bl6-a22e-

:uuid:c7b07bl6-a22e-

ruuid:c7b07bl6-a22e-

:uuid:c7b07bl6-a22e-

o BEMIpfeccERENIE T, (BIFWNHEEMEEE) Eidiffc_enable FC4 typeTdsiZA3 ~ FILEABEE

TFMWmMWWedMEWMJ¢%ﬁ 4T ~ SR ERTEEIL Tinitrd]

o FERE R Tifit N\VMe) 1B

# cat /sys/module/lpfc/parameters/lpfc enable fc4 type

3

- IWEMNREREIfCERENTERELERRHM - HENVMe/FCHER o It ~ AT E LS ffc OOBERENTE

£ o
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# cat /sys/module/lpfc/version
0:12.8.0.10

2. B RS EIRIE R R E BN IEEIT ¢

# cat /sys/class/fc_host/host*/port name
0x100000109b579d5e

0x100000109b579d5f

# cat /sys/class/fc_host/host*/port state
Online

Online

3. HESDE R NVMe / FC RIENSERE « (MRILIBRIBRERIR « MAMAEHERNERBLERITH - + £
THERF « AE—ERSSEHEERA - ML MEBREmIRER
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# cat /sys/class/scsi_host/host*/nvme info

NVME Initiator Enabled

XRI Dist 1lpfcO Total 6144 IO 5894 ELS 250

NVME LPORT lpfcO WWPN x100000109b579d5e WWNN x200000109b579d5e DID
x011c00 ONLINE

NVME RPORT WWPN x208400a098dfdd91 WWNN x208100a098dfdd91 DID x011503
TARGET DISCSRVC ONLINE

NVME RPORT WWPN x208500a098d£fdd91 WWNN x208100a098dfdd91 DID x010003
TARGET DISCSRVC ONLINE

NVME Statistics

LS: Xmt 0000000e49 Cmpl 0000000e49 Abort 00000000

LS XMIT: Err 00000000 CMPL: xb 00000000 Err 00000000

Total FCP Cmpl 000000003ceb594f Issue 000000003ce65dbe OutIO
fffffffffffb04e6f

abort 00000bd2 noxri 00000000 nondlp 00000000 gdepth 00000000 wgerr
00000000 err 00000000

FCP CMPL: xb 000014f4 Err 00012abd

NVME Initiator Enabled

XRI Dist 1lpfcl Total 6144 IO 5894 ELS 250

NVME LPORT lpfcl WWPN x100000109b579d5f WWNN x200000109b579d5f DID
x011b00 ONLINE

NVME RPORT WWPN x208300a098dfdd91 WWNN x208100a098d£fdd91 DID x010c03
TARGET DISCSRVC ONLINE

NVME RPORT WWPN x208200a098dfdd91 WWNN x208100a098dfdd91 DID x012a03
TARGET DISCSRVC ONLINE

NVME Statistics

LS: Xmt 0000000e50 Cmpl 0000000e50 Abort 00000000

LS XMIT: Err 00000000 CMPL: xb 00000000 Err 00000000

Total FCP Cmpl 000000003c9859ca Issue 000000003c93515e OutIO
fffffffffffaf794

abort 00000b73 noxri 00000000 nondlp 00000000 gdepth 00000000 wgerr
00000000 err 00000000

FCP CMPL: xb 0000159d Err 000135c3

4. EMREEHEH o

ErF1MB I/OA/N (£R)

£ THREESIZS) BRI ~ BEEREMDTS (FEERNEH K/ A8 RRIOERMRAK/EA1 MB
o ONTAP MAX Data7F i@ « B E$#¥Broadcom NVMe / FCE#4EEH K/)\A1 MBRII/OEK ~ Bljifc®

8 Miffic_sg_seg_cnt"th FEZIETERE641ENNZE256 o FHIKIR FHFERIR(E :

1. 7E4BFERY Tmodfbe Ifc.conf) HEZEFRMINNE256 :
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# cat /etc/modprobe.d/lpfc.conf
options lpfc lpfc sg seg cnt=256

2. 17 “dracut -f 88 < » AREMEBER
3. EHRAE  FIRTHEMSYsfs(E « MABEARLARTE :

# cat /sys/module/lpfc/parameters/lpfc sg seg cnt
256

IRTE ~ Broadcom NVMe/FCE#FEZAESNTEONTAP ZHEILINEEMRIEEEE | « FEXFEIMBRHI/OER o

Marvell / QLogic

¥FTHY SUSE Linux Enterprise Server 15 SP3 MU #OHBEMIBVRERAE qla2xxx SREZNAA RN _LIF
EIETRT o BEEEHT ONTAP ZIEERMEE

1. FHERCHTHR RN T E RREEAMENRERE « Flt
# cat /sys/class/fc _host/host*/symbolic name

QLE2742 FW:v9.06.02 DVR:v10.02.00.106-k
QLE2742 FW:v9.06.02 DVR:v10.02.00.106-k

2. BB R B ERE Tgl2xnvmeenable] ~ LAf@EMarvell /N EREEEANVMe / FCEXBIZSIE(E -

#eERR FHSERR - SERR - SERT - SEET - SEST - SEFET - SEHT - SEFET

SEET - BEET - SEET

HTENVMe/TCP
A1ENVMe / FC ~ NVMe / TCP:RE BENELFINGE o E¥ Linux NVMe/TCPE#E M APRH :

* BIRIRIER TS BBENREL NVMe/TCPEZ BB EMHESFE MERK « BARKEHPEIR107EATER Ctrl-
Loss TMO"E 528 ©

*© TR EAR R B ENELAR NVMe / TCPAERIATE F H RV HAR B EhELR o

TR SHEBEEHNEARARAZELDI00E « LUBRAR o MR LUEANCtrl-Loss _tmoE K2z AYERIEMNE
A HARE o T EEFAE R

1. R R EN SRR R D AT 2 IEMINVMe/TCP LIFRHER R IR EEmE K -
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# nvme discover -t tcp -w 192.168.1.8 -a 192.168.1.51
Discovery Log Number of Records 10, Generation counter 119

trtype: tcp

adrfam: ipvé

subtype: nvme subsystem
treqg: not specified
portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.56e362e%bb4dfllebbaded039%ealbSabec:subsystem.nvme 118 tcp
1

traddr: 192.168.2.56
sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem
treqg: not specified
portid: 1

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.56e362e%bbdfllebbaded039%ealbSabc:subsystem.nvme 118 tcp
1

traddr: 192.168.1.51
sectype: none

trtype: tcp

adrfam: ipv4

subtype: nvme subsystem

treqg: not specified

portid: O

trsvcid: 4420

subngn: ngn.1992-
08.com.netapp:sn.56e362e%bbdfllebbaded039%ealbSabc:subsystem.nvme 118 tcp
2

traddr: 192.168.2.56

sectype: none

2. HESREMNVMe / TCPESENER BARLIFAES R B RSIRIHEREUR RS EEm &R o AN -
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# nvme discover -t tcp -w 192.168.1.8 -a 192.168.1.52
# nvme discover -t tcp -w 192.168.2.9 -a 192.168.2.56
# nvme discover -t tcp -w 192.168.2.9 -a 192.168.2.57

3. 117 nvme connect-all BEIREHITAIAZIERINVMe/TCPEIENZR BIRLIFE < o SEFEMRERE B RAVFFRHE
ctrl loss_tmo ERZREAIAM (FIN3074E « FIIBBERTE -1 1800) TEEARHAR « UEEREER
B~ EsERERE o f5

# nvme connect-all -t tcp -w 192.168.1.8 -a 192.168.1.51 -1 1800

# nvme connect-all -t tcp -w 192.168.1.8 -a 192.168.1.52 -1 1800

# nvme connect-all -t tcp -w 192.168.2.9 -a 192.168.2.56 -1 1800

# nvme connect-all -t tcp -w 192.168.2.9 -a 192.168.2.57 -1 1800
E2:ENVMe

1. ET5EE « BEBAZNVMeZ EREHEERA !

# cat /sys/module/nvme core/parameters/multipath
Y

2. E5ZBONTAP {ERIONTAP R EXIELBER BT LR KM EH FAIBENVMeRE (FIE0 ~ & modell
%% TNetAppZiEiZEHI2s) 1 & & F&iopolicy) REA MBI )

# cat /sys/class/nvme-subsystem/nvme-subsys*/model
NetApp ONTAP Controller
NetApp ONTAP Controller

# cat /sys/class/nvme-subsystem/nvme-subsys*/iopolicy
round-robin

round-robin

3. HESTONTAP B RTBZE A EMRAE T E o Fiu

# nvme list
Node SN Model Namespace

85.90 GB / 85.90 GB 4 KiB + 0 B FFFFFFFF
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S—EEf) :

# nvme list
Node SN Model Namespace

85.90 GB / 85.90 GB 4 KiB + 0 B FFFFFFFF

4. DS ERRRAVIERIRREIS R AN - BEBEERANAIKEE  fiin -

90

# nvme list-subsys /dev/nvmelnl

nvme-subsysl - NQN=ngn.1992-
08.com.netapp:sn.04ba0732530911ea8e8300a098dfdd91:subsystem.nvme 145 1
\

+- nvme2 fc traddr=nn-0x208100a098dfdd91:pn-0x208200a098dfdd9l

host traddr=nn-0x200000109b579d5f:pn-0x100000109b579d5f live non-
optimized

+- nvme3 fc traddr=nn-0x208100a098dfdd91:pn-0x208500a098dfdd9l

host traddr=nn-0x200000109b579d5e:pn-0x100000109b579d5e live non-
optimized

+- nvmed fc traddr=nn-0x208100a098dfdd91:pn-0x208400a098dfdd9l

host traddr=nn-0x200000109b579d5e:pn-0x1000001090579d5e live optimized
+- nvme6 fc traddr=nn-0x208100a098dfdd91:pn-0x208300a098dfddol

host traddr=nn-0x200000109b579d5f:pn-0x100000109b579d5f live optimized

H—{EgEH) :



#nvme list-subsys /dev/nvmeOnl

nvme-subsys0 - NQN=ngn.1992-
08.com.netapp:sn.37ba7d9%cbfballeba35dd039%eal65514:subsystem.nvme 114 tcp
1

\

+- nvmeO tcp traddr=192.168.2.36 trsvcid=4420 host traddr=192.168.1.4
live optimized

+- nvmel tcp traddr=192.168.1.31 trsvcid=4420 host traddr=192.168.1.4
live optimized

+- nvmelO tcp traddr=192.168.2.37 trsvcid=4420 host traddr=192.168.1.4
live non-optimized

+- nvmell tcp traddr=192.168.1.32 trsvcid=4420 host traddr=192.168.1.4
live non-optimized

+- nvme20 tcp traddr=192.168.2.36 trsvcid=4420 host traddr=192.168.2.5
live optimized

+- nvme2l tcp traddr=192.168.1.31 trsvcid=4420 host traddr=192.168.2.5
live optimized

+- nvme30 tcp traddr=192.168.2.37 trsvcid=4420 host traddr=192.168.2.5
live non-optimized

+- nvme3l tcp traddr=192.168.1.32 trsvcid=4420 host traddr=192.168.2.5
live non-optimized

S. BRFENetAppIMIMER BT REONTAP EZ IEN BB ZERRERIERE © A4



92

# nvme netapp ontapdevices -o column
Device Vserver Namespace Path

NSID UUID Size

1 23766b68-e261-444e-b378-2e84dbeleb5el 85.90GB

# nvme netapp ontapdevices -o json

{

"ONTAPdevices" : [
{
"Device" : "/dev/nvmelnl",
"Vserver" : "vserver fcnvme 145",
"Namespace Path" : "/vol/fcnvme 145 vol 1 0 O/fcnvme 145 ns",
"NSID" : 1,
"UUID" : "23766b68-e261-444e-b378-2e84dbelebel",
"Size" : "85.90GB",
"LBA Data Size" : 40096,
"Namespace Size" : 20971520
}
]
}
H—{EA -



# nvme netapp ontapdevices -o column

Device Vserver Namespace Path

/dev/nvmeOnl vs tcp 114 /vol/tcpnvme 114 1 0 1/tcpnvme 114 ns
NSID UUID Size

1 abaee036-el12f-4b07-8e79-4d38a9165686 85.90GB

# nvme netapp ontapdevices -o json

{

"ONTAPdevices" : [
{
"Device" : "/dev/nvmeOnl",
"Vserver" : "vs tcp 114",
"Namespace Path" : "/vol/tcpnvme 114 1 0 1/tcpnvme 114 ns",
"NSID" : 1,
"UUID" : "a6aee036-el2f-4b07-8e79-4d38a9165686",
"Size" : "85.90GB",
"LBA Data Size" : 409¢,
"Namespace Size" : 20971520

EXNERE
BREBEHMRE o

AR SUSE Linux Enterprise Server 15 SP2 with ONTAP
ESS.HINVMe/FCE1#4HRE

ONTAP 9 6 &E SRR~z 48 NVMe / FC 2 SUSE Linux Enterprise Server 15 SP2
o SUSE Linux Enterprise Server 15 SP2 F#n]iEBER 8V 4 B8 B BN T E R ERE
12 ~ [BEFFEITT NVMe / FC #1 FCP JiiE ° WX EM FC MERMEHIZTEE « 552H

"Hardware Universe" ©°

MESIENVERERTRITEE « 552F "NetApp BEMHIER" o

@ R LAE R AP R RVAB RS SR R R E AR E R Eiim A B i "Cloud Volumes ONTAP" Al
"Amazon FSX for ONTAP Sf" o
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EXNPRE

BRIAZIBEHA NVMe BMEEHREE

T SAN Rt o

7£ SUSE Linux Enterprise Server 15 SP2 -E{fH NVMe / FC

1. FHRZEEA SUSE Linux Enterprise Server 15 SP2 MU #& GRS ©
2. FHRIFEHINVMe-CLIESH o

BERERNNVMe CLIEHFEENVMe / FCEENELRISTHONTAP ~ BIZIENVMeZ EREIBIRE HFEHR
1% « IR ONTAP NetAppBY AR BB ZE MRVIMIMET ©

# rpm -galgrep nvme-cli

nvme-cli-1.10-2.

38.x86_64

3. 1£ SUSE Linux Enterprise Server 15 SP2 1 F ~ #2& F## NQN F& /etc/nvme/hostngn * MFERE

5=

# cat /etc/nvme/hostngn

ngn.2014-08.0rg.

nvmexpress

::> vserver nvme subsystem

Vserver Subsystem Host NQN

ruuid:

host

ONTAP [&51] L EFRARIE NQN & o Fign

3cab59%el1-5588-4fc4-b7d6-5ccftb0b9£054

show -vserver vs fcnvme 145

vs_ fcnvme 145
nvme 145 1
ngn.2014-08.0rg
nvme 145 2

ngn.2014-08.0rg.

nvme 145 3

ngn.2014-08.0rg.

nvme 145 4
ngn.2014-08.0rg
nvme 145 5

ngn.2014-08.0rg.

.NvmexXpress

nvmexpress

nvmexpress

.Nvmexpress

nvmexpress

5 entries were displayed.

4. EXRAEHEH o

Ks

1.

R E 18

\

ruuid:

ruuid:

ruuid:

ruuid:

ruuid:

c7b07bl6-a22e-41la6-alfd-c£8262c8713fF

c7b07bl6-a22e-41la6-alfd-c£8262c8713f

c7b07bl6-a22e-41lab-alfd-c£8262c8713f

c7b07bl6-a22e-41lab-alfd-c£8262c8713f

c7b07bl6-a22e-41lab-alfd-c£8262c8713f

FBF*NVMe / FCHYBroadcom FC/ T E £

DEERANEENNTE T - IREMHIIXENEREE « 5527 "NetApp BEEMEHRE"
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# cat /sys/class/scsi_host/host*/modelname

LPe32002-M2
LPe32002-M2

# cat /sys/class/scsi _host/host*/modeldesc
Emulex LightPulse LPe32002-M2 2-Port 32Gb Fibre Channel Adapter

Emulex LightPulse LPe32002-M2 2-Port 32Gb Fibre Channel Adapter

. eRbESR I E FARY 22 & RIBroadcom IfitBRE A R £ U EBEBN T2 T0RR AR ©

# cat /sys/class/scsi _host/host*/fwrev

12.6.240.40, sli-4:2:c
12.6.240.40, sli-4:2:c

# cat /sys/module/lpfc/version
0:12.8.0.2

3. HEllfc_enable FC4 typeBEBES3 o

# cat /sys/module/lpfc/parameters/lpfc enable fc4 type

3

4. R R RN R EIR RS BB IETE AT ©

AR O

# cat /sys/class/fc host/host*/port name

0x100000109b579d5e
0x100000109b579d5f

# cat /sys/class/fc _host/host*/port state

Online
Online

5. FEsBNVMe / FORKBhSSIEmI IS DA « [EFE8T « MIEAEEEBIELIF o
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# cat /sys/class/scsi_host/host*/nvme info

NVME Initiator Enabled

XRI Dist 1lpfcO Total 6144 IO 5894 ELS 250

NVME LPORT 1lpfcO WWPN x100000109b579d5e WWNN x200000109b579d5e DID
x011c00 ONLINE

NVME RPORT WWPN x208400a098dfdd91 WWNN x208100a098dfdd91 DID x011503
TARGET DISCSRVC ONLINE

NVME RPORT WWPN x208500a098dfdd91 WWNN x208100a098dfdd91 DID x010003
TARGET DISCSRVC ONLINE

NVME Statistics

LS: Xmt 0000000e49 Cmpl 0000000e49 Abort 00000000

LS XMIT: Err 00000000 CMPL: xb 00000000 Err 00000000

Total FCP Cmpl 000000003ceb594f Issue 000000003ce65dbe OutIO
fffffffffffb04e6f

abort 00000bd2 noxri 00000000 nondlp 00000000 gdepth 00000000 wgerr
00000000 err 00000000

FCP CMPL: xb 000014f4 Err 00012abd

NVME Initiator Enabled

XRI Dist 1lpfcl Total 6144 IO 5894 ELS 250

NVME LPORT lpfcl WWPN x100000109b579d5f WWNN x200000109b579d5f DID
x011b00 ONLINE

NVME RPORT WWPN x208300a098dfdd91 WWNN x208100a098dfdd91 DID x010c03
TARGET DISCSRVC ONLINE

NVME RPORT WWPN x208200a098dfdd91 WWNN x208100a098dfdd91 DID x012a03
TARGET DISCSRVC ONLINE

NVME Statistics

LS: Xmt 0000000e50 Cmpl 0000000e50 Abort 00000000

LS XMIT: Err 00000000 CMPL: xb 00000000 Err 00000000

Total FCP Cmpl 000000003c9859ca Issue 000000003c93515e OutIO
fffffffffffaf794

abort 00000b73 noxri 00000000 nondlp 00000000 gdepth 00000000 wgerr
00000000 err 00000000

FCP CMPL: xb 0000159d Err 000135c3

E&ZENVMe/FC

1. Rt T%INVMe / FCERE ©

# cat /sys/module/nvme core/parameters/multipath
Y
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# cat /sys/class/nvme-subsystem/nvme-subsys*/model
NetApp ONTAP Controller

# cat /sys/class/nvme-subsystem/nvme-subsys*/iopolicy

round-robin

2. SRR IAmAZER o

# nvme list
Node SN Model Namespace Usage Format FW Rev

/dev/nvmelnl 814vWBNRwfBGAAAAAAAB NetApp ONTAP Controller 1 85.90 GB /
85.90 GB 4 KiB + 0 B FFFFFFFF

# nvme list-subsys /dev/nvmelnl

nvme-subsysl - NQN=ngn.1992-
08.com.netapp:sn.04ba0732530911ca8e8300a098dfdd91:subsystem.nvme 145 1
\

+- nvme2 fc traddr=nn-0x208100a098dfdd91:pn-0x208200a098dfdd9l

host traddr=nn-0x200000109b579d5f:pn-0x100000109b579d5f live
inaccessible

+- nvme3 fc traddr=nn-0x208100a098dfdd91:pn-0x208500a098dfdd9l

host traddr=nn-0x200000109b579d5e:pn-0x100000109b579d5e live
inaccessible

+- nvmed fc traddr=nn-0x208100a098dfdd91:pn-0x208400a098dfdd9l

host traddr=nn-0x200000109b579d5e:pn-0x100000109b579d5e live optimized
+- nvme6 fc traddr=nn-0x208100a098dfdd9l:pn-0x208300a098dfdd9l

host traddr=nn-0x200000109b579d5f:pn-0x100000109b579d5f live optimized

4. EZsENetApp/MHONTAP B 2B EANSEATESE o
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# nvme netapp ontapdevices -o column
Device Vserver Namespace Path NSID UUID Size

/dev/nvmelnl vserver fcnvme 145 /vol/fcnvme 145 vol 1 0 0/fcnvme 145 ns
1 23766b68-e261-444e-b378-2e84dbelebel 85.90GB

# nvme netapp ontapdevices -o json

{

"ONTAPdevices" : |
{
"Device" : "/dev/nvmelnl",
"Vserver" : "vserver fcnvme 145",
"Namespace Path" : "/vol/fcnvme 145 vol 1 0 0/fcnvme 145 ns",
"NSID" : 1,
"UUID" : "23766b68-e261-444e-b378-2e84dbelebel",
"Size" : "85.90GB",
"LBA Data Size" : 409¢,
"Namespace Size" : 20971520
y
]
}
EANfEE
RECHEE

ExFIBroadcom NVMe / FCEY1MB 1/OK /)

ONTAP B1ERBEEHISERPIRE 8 B9 MDTS ( MAX Data FEiA/\) o ERTERA /0 BERANRZAE
1MB ° HE## Broadcom NVMe / FC E#3EH K/NA 1 MB B9 110 B3R » (SFEZF S #1E “Ipfc_sg_seg_cnt’
#e7EER{E 64 LN “Ipfc’ & 256 ©

@ ELES ER R A Qlogic NVMe / FC 4 o

HER
1. ¥ “Ipfc_sg_seg_cnt BEERTES 256

cat /etc/modprobe.d/lpfc.conf

options lpfc lpfc sg seg cnt=256
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2. $\17 ‘dracut -f#p % » SABEMEEN M ©
3. FEsRFEHAE “Ipfc_sg_seg_cnt' 7 256 :

cat /sys/module/lpfc/parameters/lpfc sg seg cnt

|ffC;¥mE| Daff-
R EEAR NVMe / FC B Ipfc EBFNFER ©

SR
1. 8% lpfc_log verbose fEEEERREA TINE—E ~ UECEENVMe/FCEHH o

#define LOG NVME 0x00100000 /* NVME general events. */

#define LOG NVME DISC 0x00200000 /* NVME Discovery/Connect events. */
#define LOG NVME ABTS 0x00400000 /* NVME ABTS events. */

#define LOG NVME IOERR 0x00800000 /* NVME IO Error events. */

2. BEMBZE ~ FPIT dracut-£ LU BB o
3. BEEERIE °

# cat /etc/modprobe.d/lpfc.conf options lpfc lpfc log verbose=0xf00083

# cat /sys/module/lpfc/parameters/lpfc log verbose 15728771

#EFYSUSE Linux Enterprise Server 15 SP18INVMe/FC 3 1%
4HR% ~ ONTAP =

B LATE#TT SUSE Linux Enterprise Server 15 SP1 1 ONTAP Y44 F -~ 527E NVMe
over Fibre Channel (NVMe/FC) {E&B#E -

RN T5RRASH SUSE Linux Enterprise Server B9 ONTAP 9 6 S{E#iR4<21& NVMe / FC :
» SUSE Linux Enterprise Server 15 SP1

SUSE Linux Enterprlse Server 15 SP1 F 0] iFBERY BB RNEIZS T E FERIE « EREEIT NVMe /
FC # FCP JRE  MIF /M FC NE-RFIEHIZEE ~ 552/ "Hardware Universe" ©

MEFEEREERRERIFE  552F "NetApp BEMEHIER" o

* NVMe - CLIE#HBEREENNVMe / FCEBNIELRIESHS © &RIIUL7E SUSE Linux Enterprise Server 15
SP1 EERREWHEE Ipfc FEENET ©
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EXNPRE
BRIAZIEER NVMe BUEHIHTEETT SAN Ftk o

7£ SUSE Linux Enterprise Server 15 SP1 _-E{fH NVMe / FC

1. F4RZEE:ER SUSE Linux Enterprise Server 15 SP2 MU #Zi()
2. AHREEZAINVMe-CLI MUKRZS ©

Lt NVMe - CLI EH B ZRERN NVMe / FC BENEARIESHS ~ AL RFEZEE SUSE Linux Enterprise
Server 15 SP1 F## %4 Broadcom ${HAYIMIE NVMe / FC BENELFIESHS o ILEHME S ONTAP EX
FANVMeZ EREFIREH FHM X8 (esrose-round-load balancing) #RE « ONTAP LU B ERN &1&
FERYAINetAppIMETET ©

# rpm -ga | grep nvme-cli
nvme-cli-1.8.1-6.9.1.x86 64

3. £ SUSE Linux Enterprise Server 15 SP1 4 I ~ #2Z& = # NQN F& /etc/nvme/hostngn * MFERE
& ONTAP (5l E¥HEF R4 NQN F & o Fim :

# cat /etc/nvme/hostngn
ngn.2014-08.org.nvmexpress:uuid: 75953£f3b-77fe-4e03-bf3c-09d5al56fbcd

*> vserver nvme subsystem host show -vserver vs nvme 10

Vserver Subsystem Host NON

sles 117 nvme ss 10 0
ngn.2014-08.org.nvmexpress:uuid: 75953f3b-77fe-4e03-bf3c-09d5al56fbcd

4. EHRAEHE o

L EFEATRNVMe / FCHYBroadcom FC/YHE &
1. BBERANESZENNEE - IESHNZIENEEEE « B2 "NetApp EEEHER" o

# cat /sys/class/scsi host/host*/modelname
LPe32002-M2
LPe32002-M2
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# cat /sys/class/scsi_host/host*/modeldesc
Emulex LightPulse LPe32002-M2 2-Port 32Gb Fibre Channel Adapter

Emulex LightPulse LPe32002-M2 2-Port 32Gb Fibre Channel Adapter

. ARSI E A2 EEBroadcom IfitBBER R 4 W 4+ FE ERENFE TR AS ©

# cat /sys/class/scsi host/host*/fwrev

12.4.243.17, sil-4.2.c
12.4.243.17, sil-4.2.c

# cat /sys/module/lpfc/version
0:12.6.0.0

3. HEllfc_enable FC4 typeBHBRES3 o

# cat /sys/module/lpfc/parameters/lpfc enable fcd4 type

3

4. R R RN EN IR EIR R S BB IETE AT ©

AR .

# cat /sys/class/fc_host/host*/port name

0x10000090faelecol
0x10000090faeleco62

# cat /sys/class/fc _host/host*/port state

Online
Online

5. FEsBNVMe / FORKBhESIEIB IS DA « [EFE8T « MIELAEEEBIELIF o
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# cat /sys/class/scsi_host/host*/nvme info

NVME Initiator Enabled

XRI Dist 1lpfcO Total 6144 NVME 2947 SCSI 2977 ELS 250

NVME LPORT 1lpfcO WWPN x10000090faelec6l WWNN x20000090faelec6l DID

x012000 ONLINE
NVME RPORT WWPN x202d00a098c80£f09 WWNN x202c00a098c80£f09 DID x010201

TARGET DISCSRVC ONLINE
NVME RPORT WWPN x203100a098c80£f09 WWNN x202c00a098c80£f09 DID x010601

TARGET DISCSRVC ONLINE
NVME Statistics

EEZENVMe/FC

1. B85 F5INVMe / FCERTE o

# cat /sys/module/nvme core/parameters/multipath
Y

# cat /sys/class/nvme-subsystem/nvme-subsys*/model
NetApp ONTAP Controller
NetApp ONTAP Controller

# cat /sys/class/nvme-subsystem/nvme-subsys*/iopolicy
round-robin

round-robin

2. eI RZER o

# nvme list
Node SN Model Namespace Usage Format FW Rev

/dev/nvmeOnl 80BADBKnB/JvAAAAAAAC NetApp ONTAP Controller 1 53.69 GB /
53.69 GB 4 KiB + 0 B FFFFFFFF

3. BusE e 0 ZERRIRATARRS o
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# nvme list-subsys/dev/nvmeOnl

Nvme-subsysf0 - NQN=nqgn.1992-
08.com.netapp:sn.341541339b9511e8a9%0500a098c80£09:subsystem.sles 117 nvm
e ss 10 0

\

+- nvmeO fc traddr=nn-0x202c00a098c80f09:pn-0x202d00a098c80f09

host traddr=nn-0x20000090faelec61l:pn-0x10000090faelec6l live optimized
+- nvmel fc traddr=nn-0x207300a098dfdd91:pn-0x207600a098dfddo1l

host traddr=nn-0x200000109b1c1204:pn-0x100000109b1c1204 live
inaccessible

+- nvme2 fc traddr=nn-0x207300a098dfdd91:pn-0x207500a098dfddo1l

host traddr=nn-0x200000109b1c1205:pn-0x100000109b1c1205 live optimized
+- nvme3 fc traddr=nn-0x207300a098dfdd91:pn-0x207700a098dfdd91 host
traddr=nn-0x200000109b1c1205:pn-0x100000109b1c1205 live inaccessible

4. EREENetAppIMIONTAP IR 2B EANESELAEEE -

# nvme netapp ontapdevices -o column

Device Vserver Namespace Path NSID UuUID Size
/dev/nvmeOnl vs_nvme 10 /vol/sles 117 vol 10 0/sles 117 ns 10 O
1 55baf453-£629-4al18-9364-boaece3f50dad 53.69GB

# nvme netapp ontapdevices -o json

{

"ONTAPdevices" : [
{
Device" : "/dev/nvmeOnl",
"Vserver" : "vs nvme 10",
"Namespace Path" : "/vol/sles 117 vol 10 0/sles 117 ns 10 O",
"NSID" : 1,
"UUID" : "55baf453-£629-4a18-9364-b6aee3f50dad",
"Size" : "53.69GB",
"LBA Data Size" : 4096,
"Namespace Size" : 13107200
}
]
EXIEE
REEHNMERE -
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EFBroadcom NVMe / FCEY1MB 1/0K /)
ONTAP & 1EiiniE4I28ZklhRE 8 B9 MDTS ( MAX Data fE#giA/\) ° BERTEKA /0 BERANEZAE

1MB o BHE#¥ Broadcom NVMe / FC FE#EH A/ 1 MB B9 1/0 B3R » IEFEZF 2 8{E Ipfc_sg_seg_cnt’
ETERR(E 64 181N "Ipfc' & 256 o

@ LS EBEAREAR Qlogic NVMe / FC 14 o

FER
1. ¥& “Ipfc_sg_seg_cnt BEERTES 256

cat /etc/modprobe.d/lpfc.conf

options lpfc lpfc sg seg cnt=256

2. $\17 ‘dracut -Fip% > SABEMEE T o
3. WESTTEHA(E “Ipfc_sg_seg_cnt'#3 256 :

cat /sys/module/lpfc/parameters/lpfc_sg seg cnt

Iffcs¥4lsCER
LEBAR NVMe / FC B9 Ipfc EBEI2E o

- |TE lpfc_log_verbose RHERENZINRES FINE—IE  UECEINVMe/FCEH o

#define LOG NVME 0x00100000 /* NVME general events. */

#define LOG NVME DISC 0x00200000 /* NVME Discovery/Connect events. */
#define LOG NVME ABTS 0x00400000 /* NVME ABTS events. */

#define LOG NVME IOERR 0x00800000 /* NVME IO Error events. */

2. REBEZ%E ~ BHIT dracut-£ LW BB ©
3. BEEERIE °

# cat /etc/modprobe.d/lpfc.conf options lpfc lpfc log verbose=0xf00083

# cat /sys/module/lpfc/parameters/lpfc log verbose 15728771
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