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clusterl:> **system node autosupport invoke -node * -type all -message
MAINT=2h**

3. BB EREIERRBHNSENMERELS MERELTENTE . network device-dDiscovery show
-protocol cup|

e

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform
node?2 /cdp

ela csl Ethl/2 NOK-
C92300YC

elb cs?2 Ethl/2 NOK-
C92300YC
nodel /cdp

ela csl Ethl/1 NOK-
c92300YC

elb cs2 Ethl/1 NOK-
C92300YC

4 entries were displayed.

4. BEESERENTENERNEZEAREE o
a. BAMAERREIZIEEM | network port show —-ipspace Cluster
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clusterl::*> network port show -ipspace Cluster

Node: node2

Health
Port
Status

Broadcast Domain

Speed (Mbps)

Link MTU Admin/Oper

ela Cluster
healthy
eOb Cluster
healthy

Node: nodel
Health

Port
Status

Cluster

Cluster

Broadcast Domain

up 9000 auto/10000

up 9000 auto/10000

Speed (Mbps)

Link MTU Admin/Oper

ela Cluster
healthy
eOb Cluster
healthy

Cluster

Cluster

4 entries were displayed.

MR 7T Eshow -vservers£E |

up 9000 auto/10000

up 9000 auto/10000
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clusterl::*> network interface show -vserver Cluster

Logical Status Network
Current Is
Vserver Interface Admin/Oper Address/Mask
Port Home

Cluster

nodel clusl
ela true

nodel clus?2
eOb true

node2 clusl
ela true

node2 clus?2
elb true

4 entries were displayed.

ingiRiHER&ELIF :

M & pings S B RA BN AL 78

up/up

up/up

up/up

169.254.209.69/16

169.254.49.125/16

169.254.47.194/16

169.254.19.183/16

Current

Node

nodel

nodel

node?2

node?2
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clusterl::*> cluster ping-cluster -node node2

Host 1s node?2

Getting addresses from network interface table...
Cluster nodel clusl 169.254.209.69 nodel
Cluster nodel clus2 169.254.49.125 nodel
Cluster node2 clusl 169.254.47.194 node2
Cluster node2 clus2 169.254.19.183 node2
Local = 169.254.47.194 169.254.19.183

Remote =

Cluster Vserver Id

Ping status:

4294967293

Basic connectivity succeeds

Basic connectivity fails on

Detected 9000

Local
Local
Local
Local

169.
169.
169.
169.

byte MTU on 4

254.
254.
254.
254.

19.
19.
47 .
47 .

183
183
194
194

to
to
to
to

169.254.209.69 169.254.49.125

on 4 path(s)
0 path (s)

path(s) :

Remote
Remote
Remote
Remote

169.254
169.254
169.254
169.254

Larger than PMTU communication succeeds on
RPC status:

2 paths up,
2 paths up,

0 paths down
0 paths down

(tcp check)
(udp check)

6. B EREEMEEELRRE LRABTERGS :

r4@E& 7\ Eshow -vserverg£-If

ok #=4

AE B EEO1E)

ela
e0b
ela
eOb

.209.69
.49.125
.209.69
.49.125
4 path(s)
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clusterl:

revert

Vserver

Logical
Interface

:*> network interface show -vserver Cluster -fields auto-

Auto-revert

Cluster

nodel clusl
nodel clus2
node2 clusl
node2 clus?2

true
true
true

true

4 entries were displayed.
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clusterl::*> system cluster-switch log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system cluster-switch log setup-password
Enter the switch name: esl

RSA key fingerprint is
eb:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:al1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?
{yIn}: [n] ¥y

Enabling cluster switch log collection.

clusterl::*>
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L EE B AT BE A AT HASR 2 AELAIPAINE172.19.2 1EE[EARES -

cs2# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. HENX-OSERFEFIEPLDBR SR HE R EINexus 2300YCATHA2S ©
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cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxo0s.9.2.2.bin
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/nxo0s.9.2.2.bin /bootflash/nx0s.9.2.2.bin
/code/nx0s.9.2.2.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/n9000-epld.9.2.2.img
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@l172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/n9000-epld.9.2.2.img /bootflash/n9000-
epld.9.2.2.img

/code/n9000-epld.9.2.2.img 100% 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

4. EREENX-OSEREERVEIThR S -
anfarhiR A<
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2018, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 05.31
NXOS: version 9.2(1)
BIOS compile time: 05/17/2018
NXOS image file is: bootflash:///nxo0s.9.2.1.bin
NXOS compile time: 7/17/2018 16:00:00 [07/18/2018 00:21:19]

Hardware
cisco Nexus9000 C92300YC Chassis
Intel (R) Xeon(R) CPU D-1526 @ 1.80GHz with 16337884 kB of memory.
Processor Board ID FD0O220329V5

Device name: cs2
bootflash: 115805356 kB

Kernel uptime is 0 day(s), 4 hour(s), 23 minute(s), 11 second(s)

Last reset at 271444 usecs after Wed Apr 10 00:25:32 2019
Reason: Reset Requested by CLI command reload

11
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System version: 9.2 (1)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s):

cs2#

LZEENX-OSHE ©

LZRMRGIEGEEREMFIEEHABRGRIE
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cs2# install all nxos bootflash:nxos.9.2.2.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.2.2.bin for boot variable "nxos".
[] 100% -- SUCCESS

Verifying image type.
[] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.9.2.2.bin.
[] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxo0s.9.2.2.bin.
[] 100% -- SUCCESS

Performing module support checks.
[] 100% -- SUCCESS

Notifying services about system upgrade.
[] 100% -- SUCCESS

Compatibility check is done:
Module Dbootable Impact Install-type Reason

1 yes disruptive reset default upgrade is

not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt New-
Version Upg-Required

1 nxos 9.2(1)
9.2(2) yes

1 bios v05.31(05/17/2018) :v05.28(01/18/2018)
v05.33(09/08/2018) yes

13



Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] y

Install is in progress, please wait.

Performing runtime checks.
[l 100% -- SUCCESS

Setting boot variables.
[] 100% -- SUCCESS

Performing configuration copy.
[] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[] 100% -- SUCCESS

2019 Apr 10 04:59:35 cs2 %S VDC-1 %$$ SVMAN-2-ACTIVATION STATE:
Successfully deactivated virtual service 'guestshell+'

Finishing the upgrade, switch will reboot in 10 seconds.

6. FERIMBIEMNFIHR - BRSEITARASBINX-OSERES
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2018, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 05.33
NXOS: version 9.2 (2)
BIOS compile time: 09/08/2018
NXOS image file is: bootflash:///nxos.9.2.2.bin
NXOS compile time: 11/4/2018 21:00:00 [11/05/2018 06:11:006]

Hardware
cisco Nexus9000 C92300YC Chassis

Intel (R) Xeon(R) CPU D-1526 @ 1.80GHz with 16337884 kB of memory.

Processor Board ID FD0O220329V5
Device name: cs?2
bootflash: 115805356 kB

Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 52 second(s)

Last reset at 182004 usecs after Wed Apr 10 04:59:48 2019

15



Reason: Reset due to upgrade
System version: 9.2 (1)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

7. FHREPLDBR(R ~ AR ERERENITIARS o
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cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x7
I0 FPGA 0x17
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2

cs2# install epld bootflash:n9000-epld.9.2.2.img module 1
Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module

Upgradable

Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07
No
1 SUP IO FPGA 0x17 0x19
Yes
1 SUP MI FPGA2 0x02 0x02
No

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) 2 [n] y

Proceeding to upgrade Modules.

Starting Module 1 EPLD Upgrade

Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 04
sectors)

Module 1 EPLD upgrade is successful.

Module Type Upgrade-Result

17



1 SUP Success

EPLDs upgraded.

Module 1 EPLD upgrade is successful.

8. IAREMFEE - BREA ~ MHESTIARAEPLDERINEA ©

mEEf

cs2# *show version module 1 epld*

EPLD Device Version
MI FPGA 0x7

IO FPGA 0x19
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
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HER
1. B REREERETINSNESEER ENREERE | Tnetwork device-dDiscovery show ]

e

clusterl::*> *network device-discovery show*

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform
nodel/cdp

ela csl Ethernetl/1/1 NOK-
C92300YC

e0b cs?2 Ethernetl/1/1 NOK-
C92300YC
node2/cdp

ela csl Ethernetl/1/2 NOK-
C92300YC

e0b cs2 Ethernetl/1/2 NO9K-
C92300YC

clusterl::*>

2. ESEREERRNEEMIEEREE
a. A REERREIEREN | network port show -ipspace Cluster

19


https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/series.html#InstallandUpgrade
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/series.html#InstallandUpgrade
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/series.html#InstallandUpgrade
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/series.html#InstallandUpgrade
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/series.html#InstallandUpgrade
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/series.html#InstallandUpgrade
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/series.html#InstallandUpgrade
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/series.html#InstallandUpgrade
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/series.html#InstallandUpgrade
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/series.html#InstallandUpgrade
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/series.html#InstallandUpgrade

&

clusterl::*> *network port show -ipspace Cluster*

Node: nodel

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

elc Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
Node: node?2

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

elc Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
clusterl::*>

b. WA EE A (|$T=°|5) BB FEIZIE | network interface show -vserver Cluster



&

clusterl::*> *network interface show -vserver Cluster*

Logical
Current Current Is
Vserver Interface
Port Home

Cluster

nodel clusl
elc true

nodel clus2
eld true

node2 clusl
elc true

node2 clus2
eld true
clusterl::*>

C. B RERTRTMEREIRSFNEN

Status

Network

Admin/Oper Address/Mask

up/up

up/up

up/up

up/up

169.254.

169.254

169.254.

169.254.

3.4/23

.3.5/23

3.8/23

3.9/23

Node

nodel

nodel

node?2

node?2

MR EE I dsshow -isEE1E ~ BUABIFERtruel
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clusterl::*> *system cluster-switch show -is-monitoring-enabled

-operational true*

Switch Type Address
Model
csl cluster—-network 10.233.205.92

NO9K-C92300YC

Serial Number: FOXXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP
cs?2 cluster-network 10.233.205.93
N9K-C92300YC
Serial Number: FOXXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP

2 entries were displayed.

3. (FHEEERELNEHER -

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert false

4. EREIARCS2 L - FREREMRREERBAVERE o

cs2 (config) # interface el/1-64
cs2 (config-if-range) # shutdown

o M EREERBEBEEREIABRCS1 LERMERIR - BT EXM BN o network

interface show -vserver Cluster

22



&

clusterl::*> *network interface show -vserver Cluster*

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

nodel clusl up/up 169.254.3.4/23 nodel
elc true

nodel clus2 up/up 169.254.3.5/23 nodel
elc false

node2 clusl up/up 169.254.3.8/23 node?2
elc true

node2 clus2 up/up 169.254.3.9/23 node?2
elc false

clusterl::*>

6. BARERTRIEER | EEET]

FETEEH

clusterl::*> *cluster show*

Node Health Eligibility Epsilon
nodel true true false
node?2 true true false

clusterl::*>

7. MREHREEM ~ /R T LHEHEREIXFE « U#EFE RIS ERNES
MN{E I TRRE S
8. BFRRINERCS2 EAVARAE ~ REWITEARRE °

C) BN EAMBIRCFE » G R BFRIRSSREM N TEARER - KX RBREIRBFT
FIEQERE - TREBRRERMES o

a. BIRMERE !



&

(cs2)# write erase
Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway? (y/n) [n] vy

b. EFTRIBNIALS

FETEEH

(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

9. FRTFIEHEHIFEZ— - IBFRCFERLEIZTHAEICS2Mbootflash : FTP ~ TFTP » SFTPZscp ° #1%ECisco
M LHEEN « SA2RPHEEISR "Cisco Nexus 900055251123 15/

KEHEERFEATFTPIERCFEREI3I#:23CS2_EAbootFlash :

cs2# copy tftp: bootflash: vrf management
Enter source filename: /code/Nexus 92300YC_RCF v1.0.2.txt
Enter hostname for the tftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password:

tftp> progress

Progress meter enabled

tftp> get /code/Nexus 92300YC_RCF v1.0.2.txt /bootflash/nxos.9.2.2.bin
/code/Nexus 92300YC R 100% 9687 530.2KB/s 00:00

tftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

10. #4cAT FEMRCFERA EbootFlash ©
UNZECiscofn T HIGEAREN « A2 BPRIEETSHE "Cisco Nexus 90007537 #4285" 5/ .

b5 BETRRCFAEZE Nexus 92300YC_RCF v1.0.2.txt ZHEERXHRIFCS2E !
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cs2# copy Nexus 92300YC_RCF_v1.0.2.txt running-config echo-commands

Disabling ssh: as its enabled right now:
generating ecdsa key (521 bits)......
generated ecdsa key

Enabling ssh: as it has been disabled

this command enables edge port type (portfast) by default on all
interfaces. You

should now disable edge port type (portfast) explicitly on switched
ports leading to hubs,

switches and bridges as they may create temporary bridging loops.

Edge port type (portfast) should only be enabled on ports connected to a
single

host. Connecting hubs, concentrators, switches, bridges, etc... to
this

interface when edge port type (portfast) is enabled, can cause
temporary bridging loops.

Use with CAUTION

Edge Port Type (Portfast) has been configured on Ethernetl/l but will
only
have effect when the interface is in a non-trunking mode.

Copy complete, now saving to disk (please wait)...

Copy complete.

. 72354083 EFESPRCFERIIEH !

MN{E 8 TERE S
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cs2# show running-config

!Command:

show running-config

'Running configuration last done at: Wed Apr 10 06:32:27 2019
!Time: Wed Apr 10 06:36:00 2019

version 9.2 (2)

switchname cs2

vde cs2 id 1

feature lacp

limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource

limit-resource

Bios:version 05.33

vlian minimum 16 maximum 4094

vrf minimum

2 maximum 4096

port-channel minimum 0 maximum 511

udroute-mem
ubroute-mem
mdroute—-mem

moroute-mem

no password strength-check

username admin password 5
S5SHYOKk3F9SYdCZ81QJ1Rto1EFa0sKP5I0O/LNG1k9C41SJfi5kesl

6

role network-admin

ssh key ecdsa 521

banner motd #

®

Nexus

Ports

Ports

Ports

minimum 248 maximum 248
minimum 96 maximum 96
minimum 58 maximum 58

minimum 8 maximum 8

92300YC Reference Configuration File (RCF) v1.0.2 (10-19-2018)

1/1

1/49

1/65

1/48: 10GbE Intra-Cluster Node Ports

1/64: 40/100GbE Intra-Cluster Node Ports

1/66: 40/100GbE Intra-Cluster ISL Ports

$—XREFRCFE ~ TREAF LR HEER | EOAR AVSHar < FE ~ EIULRIIAZRE o

1. [step12]EEBRCFIERAEMIIEFHREA | show running-config
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R LTSRS EEPRIORCFES ~ $RE TSI IERERAR -
© RCFHIB
© EEHIEEER
- @3]
B AR ABETR - ARTEHERE LSRR - UBRCREORCFOEMENE
2. SERCFIRANTABRERTERZ % « BRI TAS I BIESE -
ST Ciscosp S BIREAE « $HLBITRYIEEHER "Cisco Nexus 9000 RFIZHAZS" 157 -

cs2# copy running-config startup-config
[] 100% Copy complete

3. ERFIIIASRCS2  MATLITERINER BRI R BERENRL L IRERY TREERRER) FMF -

cs2# reload
This command will reboot the system. (y/n)? [n] y

4. BpiR R FEEBIRENEENN o

a. RS EP A Me0dEIHIER T EEE(E | network port show -ipspace Cluster
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&

clusterl::*> *network port show -ipspace Cluster*

Node: nodel

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

Node: node?2

Ignore

Health
Port
Status

Health
IPspace
Status

Cluster up 9000 auto/10000
Cluster up 9000 auto/10000
Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster
false

Cluster
false

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

- BB RENHERENN (ERIETEETIICS2 - AALIFAZ(Ie0d L) o



&
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clusterl::*> *network device-discovery show -protocol cdp*

Node/ Local
Protocol Port
Platform
nodel/cdp

ela
N9K-C92300YC

eOb
N9K-C92300YC
node?2/cdp

ela
N9K-C92300YC

eOb

NO9K-C92300YC

clusterl::*> *system cluster-switch show -is-monitoring-enabled

-operational true*
Switch
Model

csl
N9K-C92300YC

Serial Number:
Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

cs?2
NOK-C92300YC

Serial Number:

Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

Discovered

Device (LLDP: ChassisID) Interface
csl Ethernetl/1
cs?2 Ethernetl/1
csl Ethernetl/2
cs?2 Ethernetl/2

Type Address

cluster—-network 10.233.205.90

FOXXXXXXXGD

true

None

Cisco Nexus Operating System (NX-0S)

9.3(4)
CDP
cluster-network 10.233.205.91
FOXXXXXXXGS
true
None

Cisco Nexus Operating System (NX-0S)

9.3(4)
CDP

2 entries were displayed.



AR EECS1 MBS EEAMETIE « RITAFAIREZHIRCFhRATE

2020 Nov 17 16:07:18 csl

UNBLOCK CONSIST PORT:

%$ VDC-1
Unblocking port port-channell on

%S

(:) VLANQ092. Port consistency restored.
2020 Nov 17 16:07:23 csl %$ VDC-1 %$

Blocking port-channell on VLANOOOI.

2020 Nov 17 16:07:23 csl

%S VDC-1

%S

Blocking port-channell on VLANO0OO092.

O ERENMERCS1 L - HFEREMIEEEIRIBAERIE o

THIERIERL R ER L ES

csl (config) # interface el/1-64
csl (config-if-range)# shutdown

6. B EELIFEREREEINCS2 LEHAVEIIR ° SAI8

show -vserver Cluster

e

ESTP-2-

$STP-2-BLOCK PVID PEER:

Inconsistent peer vlan.

$STP-2-BLOCK PVID LOCAL:
Inconsistent local vlan.

EEFAIEENRME © network interface

clusterl::*> *network interface show -vserver Cluster®

Logical
Current Is
Vserver Interface
Port Home

Cluster

nodel clusl
eld false

nodel clus?2
e0d true

node2 clusl
e0d false

node2 clus2
eld true

clusterl::*>

Status

Network

Admin/Oper Address/Mask

up/up

up/up

up/up

169.

169.

169.

169.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

Current

Node

nodel

nodel

node?2

node2
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clusterl::*> *cluster show*

Node Health Eligibility Epsilon
nodel true true false
node?2 true true false

clusterl::*>
8. EXHABRCS1 L EELEWIE14 o

O. ERELEMELRABEHER -

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert True

10. EHFAIIAZRCS o ERILUSHMY « MRS L S HALUIRIE DI H FEHHE o TR DITE AR SRR
BRENES LRGN TREBIBBREW Fft -

csl# reload
This command will reboot the system. (y/n)? [n] y

N R EREERENRSNERRE T EREF

csl# show interface brief | grep up

Ethernetl/1 1 eth access up none

10G (D) --
Ethernetl/2 1 eth access up none
10G (D) --
Ethernetl/3 1 eth trunk up none
100G (D) --
Ethernetl/4 1 eth trunk up none
100G (D) --
12. BGBCS1FMCS2 2 RMISLEEREREE : THow port-channel Summary (BEREIZIBIBERE)
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csl# *show port-channel summary*
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s — Suspended r - Module-removed
b - BFD Session Wait
S - Switched R - Routed
U - Up (port-channel)
p - Up in delay-lacp mode (member)
M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports

Channel
1 Pol (SU) Eth LACP Ethl/65 (P) Ethl/66 (P)
csl#

13. BB RESTEERREEREHFEREIE | network interface show -vserver Cluster

RETEER

clusterl::*> *network interface show -vserver Cluster*

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

nodel clusl up/up 169.254.3.4/23 nodel
e0d true

nodel clus2 up/up 169.254.3.5/23 nodel
e0d true

node2 clusl up/up 169.254.3.8/23 node?2
eld true

node2 clus2 up/up 169.254.3.9/23 node?2
e0d true

clusterl::*>



14. R RERTIES | [EEER

e

clusterl::*> *cluster show*

Node Health Eligibility Epsilon
nodel true true false
node?2 true true false

15. Pingi@ims= e M EILABSREEARAE S © TEEpingE= i local ]
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clusterl::*> *cluster ping-cluster -node local*
Host is nodel

Getting addresses from network interface table...
Cluster nodel clusl 169.254.3.
Cluster nodel clus2 169.254.
Cluster node2 clusl 169.254.
Cluster node2 clus2 169.254.
Local = 169.254.1.3 169.254.
Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

nodel e0la
nodel eOb
node2 ela
node2 e0b

P W w W
= O o U D

Basic connectivity succeeds on 12 path(s)
Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)
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BRANEHMIRAREHhkZ<ONTAP

HIEMRRE « BEA TIm TR ARER SRR N NSRS RURETISE ~ MRS RS ERIE
#7418 | ONTAP system switch ethernet log setup-password #l system switch ethernet
log enable-collection

BA . system switch ethernet log setup-password

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: ecsl
RSA key fingerprint is e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2
RSA key fingerprint is 57:49:86:al1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

%% | system switch ethernet log enable-collection

clusterl::*> system switch ethernet log enable-collection

Do you want to enable cluster log collection for all nodes in the

cluster?

{yvin}: [n] ¥y
Enabling cluster switch log collection.

clusterl::*>

BRANEMIRAREFhRZ<ONTAP



W SESIESE SR ENRAIRE « SRRSO S EE AR EEC eI ETNRE « WERR TS
L REE AR IRRARYSCER1E | ONTAP

TRRBEIARICRREDE M [RAEEIARCIRRARE
A . TystemBEER RIS CIRRCEHE
clusterl::*> system cluster-switch log setup-password
Enter the switch name: <return>
The switch name entered is not recognized.
Choose from the following list:

csl
cs2

clusterl::*> system cluster-switch log setup-password
Enter the switch name: ecsl
RSA key fingerprint is e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log setup-password
Enter the switch name: cs2
RSA key fingerprint is 57:49:86:al1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

%% | system cluster-switch log enable-collection

clusterl::*> system cluster-switch log enable-collection

Do you want to enable cluster log collection for all nodes in the

cluster?

{yIn}: [n] ¥y
Enabling cluster switch log collection.

clusterl::*>



() mREEHSREEA—EHEESR  BRAENetAppSIBLFT -

CAXNABRR A as R 2R B ST BRI ER

R ZIR RN NGRS (CSHM) 88 Eﬁﬁ¥,\,J%?%ﬂﬁ%sc#ﬁ%%ﬂ’ﬂ’ﬁ%@%ﬁk
o~ MRERIRES SR UMM R 2 B - AREFR5 | EEEARE kAR ass S+ 44
* 218 * o kiR ~ MRS/ \RREE AutoSupport FTUREERY * EHR * Bk o

TER

1. BERTOHRNE A HESERMRBIIT NG - RAATRNEEABRRIENRIREILTE « F5
BB o

MAMINE] L KRR EC B E 2B

T

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: ecsl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

2. BEREEHRINE « FRIT TGS « WRis < P EANTIASHIAKE - 52 RREEEEIRERNN
TEARE ¢ SEAERY ¢ SR sCEREAD * B - BRNEEES o
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system switch ethernet log modify -device <switch-name> -log-request true

e

clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

/

FRF 10 D8E ~ RAERECHRBERS TN -

system switch ethernet log show

(D mpseasraEA—EEERES  SEIRESKTA - HHHE NetApp B o

SEREDER

IMNREBEI G HRUEINRE IR S TN AIEERREE (AIEMEHIH AR system switch ethernet log
show) ~HERHERNPRIESER

I.T

* SCERUREE SR ERARAE * * BRRTFTE ¢
* 7127 RSA £48 * EEYE ONTAP SSH £1& o 548 NetApp SZ1EEF
Fg o
* RIS HHESEER * %ﬁﬁwﬁﬁ ~Bst SSH E4R « WEEAESL ONTAP SSH

T8 o FH2BIATIERREAX ~ SHAS NetApp SIEEB
FILAERASARREHET ©

* FIPS 27 ECDSA 18 * WNEREE FIPS #2134 ~ QA BLER RS FESE
ECDSA £i8  ARBEWEH o

* HEIZEfFERYECER ¢ BRI s LIRIBEEEREE G EEE o
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© IR EAENGCERERER MR IR ERERATRNERER - F2R Lk
PRI o

R E SNMPv3
S E IR R IR 2 AR SRS B R NS (CSHM) B9 SNMPV3 o

s HAEEE T snmp-server user SNMPv3 USER NoAuth
* ¥5 *MD5/SHA B%:8 * . snmp-server user SNMPv3 USER auth [md5|sha] AUTH-PASSWORD

* $15 $%FH AES/DES fNZ /Y * MD5/SHA B8 * | snmp-server user SNMPv3 USER AuthEncrypt
auth [md5|sha] AUTH-PASSWORD priv aes-128 PRIV-PASSWORD

T5)En L BIfEONTAP Sfeside LR E—EV3fERESTE - lcluster! © : *>% 2% Acreate -user-or group name
MPv2_user-applicationSNMP -imize-method USM -reme-switch-ipaddress_address_ |

T G<LEFEA CSHM 1 SNMPv3 FFE&E %8 | clusterl::*> system switch ethernet modify
—-device DEVICE -snmp-version SNMPv3 -community-or-username SNMPv3 USER

1. REME EROVIEREERREEMNE

show snmp user
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(swl) (Config) # snmp-server user SNMPv3User auth md5 <auth_password>
priv aes-128 <priv_password>

(swl) (Config) # show snmp user

SNMP USERS
User Auth Priv (enforce) Groups
acl filter
admin md5 des (no) network-admin
SNMPv3User md5 aes-128 (no) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

(swl) (Config) #

EUTEE ERIVEERAEONTAP !

K

security login create -user-or-group-name <username> -—-application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212
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52 E CSHM LAES#EF7RY SNMPV3 & -
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clusterl::*> system switch ethernet modify -device "swl
(b8:59:9£:09:7c:22)" -is-monitoring-enabled-admin true

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

system switch ethernet show-all -device "swl" -instance
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clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

swl
10.231.80.212
SNMPv2c

true

cshml!
NO9K-C92300YC
cluster—-network

Cisco Nexus

Operating System (NX-0S) Software, Version 9.3 (7)

Reason For Not Monitoring:
when SNMP settings are valid
Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
RCF Version:
Cluster/HA/RDMA

clusterl::*>

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for

clusterl::*> system switch ethernet modify -device "swl" -snmp

-version SNMPv3 -community-or-username <username>

clusterl::*>

4. ERsR BB IIA SNMPV3 A EEHF « SHHE CSHM &AM RE L —SFrdiERE -

system switch ethernet polling-interval show
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clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

swl
10.231.80.212
SNMPv 3

true

SNMPv3User
N9K-C92300YC
cluster—-network

Cisco Nexus

Operating System (NX-0S) Software, Version 9.3 (7)

Reason For Not Monitoring:

when SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for
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