R E NS
Install and maintain

NetApp
November 07, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-
9336¢-fx2/configure-software-overview-9336c¢-cluster.html on November 07, 2025. Always check
docs.netapp.com for the latest.



Sk

REWRE

Cisco Nexus 9336C-FX2 #l1 9336C-FX2-T s & BSpysnpaLedt T £

BLE 9336C-FX2 1 9336C-FX2-T #EE Ttk
HEFHLEENX-OSEEENIRCF
LHE TR NX-OS #hiEg
IERIER
LS
LHEHFA 4R RCF
TRFFARDEHEER (RCF) LB
LEESEARENE (RCF)
Fip2EHEEZE (RCF)
ERsESSHARAE

4 9336C-FX2 1 9336C-FX2-T RSN BN A L RTERE

W = —a

10
10
11
31
31
33
43
69
71



B E NS

Cisco Nexus 9336C-FX2 #l 9336C-FX2-T ZERXIREFHEEE LR
RIERE

+

-

B LMK E Cisco Nexus 9336C-FX2 Hl 9336C-FX2-T RIAaZRMIERAE LA R 23 FHAR
2ERENE (RCF) > BRI TIIDERIRME

W

"RERRE"
BCE 9336C-FX2 #1 9336C-FX2-T &S o

A2 SE NX-OS EREEF] RCF"
W ZBTECisco 9336C-FX2 F1 9336C-FX2-T s a3 LR % Cisco NX-OS EEEM BEREE (RCF) °

n2at sy H 4k NX-OS Hipe"
7£Cisco 9336C-FX2 #1 9336C-FX2-T &= g E T E Il ZaE e F 4k NX-OS s ©

"ZiE oy A4k RCF"
RE&TECisco 9336C-FX2 1 9336C-FX2-T XXHagsB ZEE o F 4R RCF o St e] UAFEAILERFAREHR RCF Ak

B Ik

"EnEE SSHARRE"

BrrE ey R DGR T SSH LA I XA AR B REfR28 (CSHM) F1 B SSUREETNEE -

e "R E R R TR E"
7APR 9336C-FX2 Fl 9336C-FX2-T #EATHABIRIE

ECE 9336C-FX2 #1 9336C-FX2-T = EAT {al
AIREB TP ERER E Cisco Nexus 9336C-FX2 #l 9336C-FX2-T 353485 o

Az Al
RIEE SR THIRE ¢

* EINZEILAMHTTP » FTPEHTFTP{AIARES « TEEABINX-OSHIRE4HERE (RCF) hRZs o
* BEABINX-OSHrZS ~ BEJfE T & "Ciscofifs F&y" BE °


setup-switch-9336c-cluster.html
setup-switch-9336c-cluster.html
setup-switch-9336c-cluster.html
setup-switch-9336c-cluster.html
setup-switch-9336c-cluster.html
setup-switch-9336c-cluster.html
setup-switch-9336c-cluster.html
setup-switch-9336c-cluster.html
setup-switch-9336c-cluster.html
setup-switch-9336c-cluster.html
setup-switch-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-overview-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-nxos-software-9336c-cluster.html
install-upgrade-rcf-overview-cluster.html
install-upgrade-rcf-overview-cluster.html
install-upgrade-rcf-overview-cluster.html
install-upgrade-rcf-overview-cluster.html
install-upgrade-rcf-overview-cluster.html
install-upgrade-rcf-overview-cluster.html
install-upgrade-rcf-overview-cluster.html
install-upgrade-rcf-overview-cluster.html
install-upgrade-rcf-overview-cluster.html
install-upgrade-rcf-overview-cluster.html
install-upgrade-rcf-overview-cluster.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
reset-switch-9336c.html
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home

* AR ~ EREERRER « R o
* B "R TIER"

* FEANetApp= R EEIRMEERCT ~ AJfENetApp ZEAHIL The Sorgat‘Fﬁ "mysupport.netapp.com" °
Ffi8 Ciscosz SE A8 RS F B IR A BE AT IA 2R BN & LUEZE Cisco R MR TARR AR REIXIE o BRI ANX-OSEFE IR
FThRZS ~ (BREARCFs ©

* "FRERBYAHAZZMIONTAP ThAESL 4" o

1. TSR STIAROIIIAAERE o

EIEE R IREEE « SHH TR ERBREEENORE - CitaNL2 R EERERAND
FEFNARES o

B [E]fE
I BENE R E A4S I E [CIfE* yes * o TERR(ES T8l
? (BIR)

EEERFRITEEEHBIZE? ( EIfE* yes * o TERESyes ©

2/18)
8 AadminByZEE o YA ZMEA Tadming ; EABERITHMABNZE o S5RER e E )

B8 -

ERBEAERERHEFEAR? ( EIRBEHIILERRFEIE" yes * o

EIE)

BIUS—EZEAKRE? (BE) LHBZRIARCLENED - RAREARREES - BRERD

* o

BEMPSNPHHFE ? (/5 BT AREA (5
SESESNPHEFS? (R BT RIS (5

BIARIRESHTE o BARIRESEIE - REZAHAGIEREF T

EEEEEIN (mgmt0) BIRAERE EZIRTTITHU yes * (FARE) [EIFE o Emgmt0 ipv4fiiik © 127
? (BR) FITH ~ BALERIPALIL | ip_address.

RETEREE? (BB [CIfE* yes * o £ I'Default-gateway (FERRE 1) 1 I’RmFTHIPV4

ik ~ @ALHTERRE

REEMRIPEER? (B/5) [EIfEE* - FERER S


https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/setup-worksheet-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/setup-worksheet-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/setup-worksheet-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/setup-worksheet-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/setup-worksheet-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/setup-worksheet-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/setup-worksheet-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/setup-worksheet-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/setup-worksheet-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/setup-worksheet-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/setup-worksheet-9336c-cluster.html
http://mysupport.netapp.com/
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html
https://docs.netapp.com/zh-tw/ontap-systems-switches/switch-cisco-9336c-fx2/required-documentation-9336c-cluster.html

R’ [E1f&

Rt TelnethR®s 2 (B/&) ElfE S - FERER (5]
REIFSSHART ? (B/R) [CIFE* yes * o TERL{EAyes ©

BRZABBIRS RN (CSHM) 175
(D) sWEmass - 2E(ER SSH - Bfthis
FISSHV2 I B T2 o

MAREEELNSSHERET FER{EA* RSA* ©
(DSA/RSA/rsal) o

WAZRUTH (1024-2048) °  HHARE1024F)2048R9ERIUTTH ©

HRENTPEIARES ? (B/IT) EIfE*S* - FERES [E

REFERNERE (L3/L2) [O]fE* L2* o FER(EAL2 ©

HRETERATHASTEIZIB N EAAAE ( EA* noshut*[EIfE o FEER{EAnoshut ©

R B EEREA)

HRTECOPPRAMRTENE (BE/hE/ [OIFE*BRAE* o TERR AR o

BREEZE)

BREEREMAERE? (B/IF) IS FEZ S B EIFTRV4EES o REITEIE ARIARRE « WiETHERE
B o NRICHABRERKEIRE « SBERTFEITHEES - NREELREE
#HREERTE ~ FBfEA* yes *[OIFE ©

;@%ﬁt%ﬁﬁéﬂﬁmuﬁ%ﬁ ? (B/E [ yes *LUEFAERE - B BEEMKickstartfl R A o

@ NRICTEULPEE R AT AHRS « TREMEREN IR -

2. RSB A RBFTIAOBE RS LR MAVAERSEIE IR R MRS -
3. IRE AR STIRBONRE  AER TN App L IBIVBBIR A FEERIASE "Ciscott B il Bl -

ETRRIE?
FCE YT RXHAgR1E » eI LA "EEZENX-OSEFEHIRCF"

AEFELZIENX-OSEREEFIRCF
ELZENX-OSHEEM2EHAERE (RCF) ZAi - :5EELER °

BEIX S


https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home

* "CiscoZ ABRE R EHE"
A RHBER MR « BEESZIEONTAP BITAERFANX-OShRZS
* "ERES AR EAEARIERE"
Y% Cisco RIABRFAAREAZARIZF TR XM « 552/ Cisco M4 HIRMUAEEERRE A RIERE ©
* "Cisco Nexus 9000 £2 3000 F+4k£2 ISSU K"
RIRE B AT B IRAR AR A R Nexus 9000 #5)35#a83 ERY Cisco NX-OS ERRERYRERFHAR/FEARAVEF ©
EEEL  EE EEMAR * ~ AR TR NUEEPERE B ARV ASH BAZIREA o
RAR EE45)
A2 FPRVEEHIE R T3 has M ERRGsn 0 0%

* M{ECiscoxesITBACS1FICS2 ©
* ERELZ B A cluster1-01Fcluster1-02 o

* EELIFZT8Acluster1-01_clus1 ~ cluster1-01_clus2 (#&1-01) Fcluster1-02_clus2 (#£1-01
)~ cluster1-02_clus2 (#£1-02) °

lcluster @ * @ > TN EIEHEENRTE o

RIRERI(E

2 FRERREFAONTAP Z1Ef5<MCisco Nexus 90007 F3HAZEMIES ; ONTAP FRIESZHERA ~ [RIE
fERAEIES -

1. 405RAutoSupport ILEERA T Zi&INEES ~ FPUAAutoSupport T7!F/S 2R N B EhiE L Z 6
: 'System Node AutoSupport Rsepooke -Node *-type all -most MAn=x h]

Hrhx SRR RHER R (LN READ) o

@ BB SZIE A S HITIEE T « WETEHERBINS B EhELER
fl o AutoSupport

2. BREIRFERSERER « LERRRTCEBEREA y* !

set -privilege advanced

HIFERRT ([*>1) o
3 BB EREEEMENSENMERES MEREEENHE !

network device-discovery show -protocol cdp
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clusterl::*> network device-discovery show -protocol cdp

Node/
Protocol
Platform

Local
Port

clusterl-02/cdp

C9336C

C9336C

ela

eOb

clusterl-01/cdp

C9336C

C9336C

ela

e0b

Discovered
Device (LLDP: ChassisID)

csl

cs?2

csl

cs2

4 entries were displayed.

4. BEEERENERNEERIEERE
a. FEETAEIRERIREE

network port show -ipspace Cluster

Interface

Ethl/2

Ethl/2

Ethl/1

Ethl/1

N9K-

NO9K-

NO9K-

N9K-



&

clusterl::*> network port show -ipspace Cluster

Node: clusterl-02

Speed (Mbps)
Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status
ela Cluster Cluster up 9000 auto/10000
healthy
e0b Cluster Cluster up 9000 auto/10000
healthy
Node: clusterl-01

Speed (Mbps)
Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status
ela Cluster Cluster up 9000 auto/10000
healthy
elb Cluster Cluster up 9000 auto/10000
healthy

4 entries were displayed.

b. BEEREARESREN !

network interface show -vserver Cluster



&

clusterl::*> network interface show -vserver Cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.209.69/16
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.49.125/16
clusterl-01 eOb true

clusterl-02 clusl wup/up 169.254.47.194/16
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.19.183/16
clusterl-02 elb true

4 entries were displayed.



FHhRA<ONTAP

B LAERE network interface check cluster-connectivity p< ARBIEEELFHZEUS
& REEETFEEERN

network interface check cluster-connectivity start #l network interface check
cluster-connectivity show

clusterl::*> network interface check cluster-connectivity start

* R AEHEMNERBWIT show sn P LUBEREHAE R

clusterl::*> network interface check cluster-connectivity show

Source Destination

Packet
Node Date LIF LIF
Loss
nodel

3/5/2022 19:21:18 -06:00 clusterl-01 clus2 clusterl-02-
clusl none

3/5/2022 19:21:20 -06:00 clusterl-01 clus2 clusterl-
02 clus2 none
node?2

3/5/2022 19:21:18 -06:00 clusterl-02 clus?2 clusterl-
01 clusl none

3/5/2022 19:21:20 -06:00 clusterl-02 clus2 clusterl-
01 clus2 none

Ffi5 ONTAP hias

HH A ONTAP HZs ~ AT LR cluster ping-cluster -node <name> HSEEBAIFFEINGS

cluster ping-cluster -node <name>



clusterl::*> cluster ping-cluster -node local
Host is clusterl1-02
Getting addresses from network interface table...
Cluster clusterl-01 clusl 169.254.
Cluster clusterl-01 clus2 169.254.

Cluster clusterl-02 clusl 169.254

Cluster clusterl-02 clus2 169.254.
Local = 169.254.47.194 169.254.19.

Remote =

Ping status:

4294967293

Basic connectivity succeeds

Basic connectivity fails on

Detected 9000

Local
Local
Local

Local

169.
169.
169.
169.

byte MTU on 4

254.
254.
254.
254.

19.
19.
47.
47 .

183
183
194
194

to
to
to
to

on 4 p

209.69 clusterl-01
49.125 clusterl-01

.47.194 clusterl-02

19.183 clusterl-02

183

169.254.209.69 169.254.49.125
Cluster Vserver Id

ath(s)

0 path(s)

path (s
Remote
Remote
Remote

Remote

) :
169.254
169.254
169.254
169.254

Larger than PMTU communication succeeds on
RPC status:

2 paths up,
2 paths up,

RERSEAEMARELEME LRAEHER

0 paths down
0 paths down

(tcp check)
(udp check)

AN .
Ap

< -

.209.69
.49.125
.209.69
.49.125
4 path(s)

ela
e0b
ela
eOb

network interface show -vserver Cluster -fields auto-revert



&

clusterl::*> network interface show -vserver Cluster -fields auto-

revert

Logical
Vserver Interface Auto-revert
Cluster

clusterl-01 clusl true

clusterl-01 clus2 true

clusterl-02 clusl true

clusterl-02 clus2 true
4 entries were displayed.

TR ?
ZEBIFZLEE NX-OS EXfefl RCF & » f&rILA... "ZEE o A4k NX-OS Eifg" o

ZaEsy FH 4k NX-OS #rfe

A IRER T 5L BRTE Nexus 9336C-FX2 1 9336C-FX2-T E&E g E @8 AR NX-0OS
BRES ©

Bt Z Al ~ sRICER VIR "EE L EENX-OSHIRCF" ©

ez Al
RIEE SR AR ¢

* BRI BERIELD ©
* TRIEREFNERE EHREPRAEHERIELUEE) -

M
* "Ciscol KRR A HASS EE"

ASRRIRASERER « UBEZIEONTAP BIIHAERANX-OSHRAS
* "ERES AR EAMEARIERE"

YN%: Cisco RIBIFHR EAPRARFZFHITTEE UM ~ 552 R Cisco 4Bk HiRHAYE EEBS BT ARERT ©
* "Cisco Nexus 9000 £2 3000 F+#kE2 ISSU $HRK"

1R Nexus 9000 #7!32#188  Cisco NX-OS BREGRYRERFHAR / FFARABRIE R 1RIFIT B ATRYRRZSH] B £RhR

10


https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://mysupport.netapp.com/site/info/cisco-ethernet-switch
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-guides-list.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html

s o
EEEL - ER BB - AR TRV B ENE B RIBVRAH B 1RARZS -
RARL &
EFPREHIER TY R ER a2k

* M{ECisco3XAESHIZLTEACS1FICS2 ©
* BNELLFBAcluster1-01 ~ cluster1-02 ~ cluster1-03#cluster1-04 o

* BELIFZfB%Acluster1-01_clus1 ~ cluster1-01_clus2 ~ cluster1-02_clus1 ~ cluster1-02_clus2 ~ cluster1-
03 _clus1 ~ cluster1-03_clus2 ~ cluster1-04_clus1#cluster1-04_clus2 °

* Tcluster1 : *: >] IR IEHEEMNLTE
ZEEEES

2 EEFRERONTAP 1255 MCisco Nexus 90002 FATHABRMIIES ; ONTAP [RIERBA:REE « [AlE
EASIEES o

TER
1. BRERMEIETEIRER o
2. {$pingf % AREGE B BINX-OSERBEFAIRCF 2~ (ARSI AVELRAE ST ©

g

L& B AT EE A AT HASR R AELAIPAIIE172.19.2 1EE[EARES -

cs2# ping 172.19.2.1 VRF management
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3 BMEREREMRZ SEMR LREERR
MEREERRS
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clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 NOK-
C9336C-FX2

eOd cs?2 Ethernetl/7 NOK-
C9336C-FX2
clusterl-02/cdp

ela csl Ethernetl/8 NOK-
C9336C-FX2

e0d cs?2 Ethernetl/8 NOK-
C9336C-FX2
clusterl-03/cdp

ela csl Ethernetl/1/1 NOK-
C9336C-FX2

e0b cs2 Ethernetl/1/1 NO9K-
C9336C-FX2
clusterl-04/cdp

ela csl Ethernetl/1/2 NO9K-
C9336C-FX2

e0b cs?2 Ethernetl/1/2 NOK-
C9336C-FX2

clusterl::*>

4. BESEREERENEENERRE
a. ERSFrAMVREEIRIRES S IER) AR Tupy *:

I 48E% 3 1% B show -role cluster]
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clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false
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Node: clusterl-04

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

clusterl::*>

Cluster

Cluster

b. HIFTAERENE (L) EBAIATERE :

r482& 7T mshow -role cluster]

up

up

9000

9000

auto/10000

auto/10000
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clusterl::*> network interface show -role cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 e0d true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

8 entries were displayed.

clusterl::*>

C B RERTRTMERERSENEN

TR E R Mddshow -isBaHE ~ AIEERtrue
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clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch Type Address
Model
csl cluster-network 10.233.205.90 NO9K-
C9336C-FX2
Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None

Software Version:

Cisco Nexus Operating System (NX-0S) Software,

Version
9.3(5)
Version Source: CDP
cs?2 cluster—-network 10.233.205.91 NI9K-
C9336C-FX2
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None

Software Version:

Version

Version Source:

clusterl::*>

Cisco Nexus Operating System (NX-0S) Software,

9.3(5)
CDP

o FRRELGELNEDER - EELGRRSEBPEESEBHREINS « WEBRTHME ERITHR
R RHRETEARAE -

TR &R -vservergs £-IIF *-auta-fRevert{z

6. BENX-OSEREEFNIEPLDM SIS B EINexus 9336C-FX233128s ©
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cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxo0s.9.3.5.bin
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/nxo0s.9.3.5.bin /bootflash/nx0s.9.3.5.bin
/code/nxo0s.9.3.5.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/n9000-epld.9.3.5.img
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@l172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.1img

/code/n9000-epld.9.3.5.img 100% 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

7. EREENX-OSERFEHI I THRZS
anfarhiR A<
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 08.38
NXOS: version 9.3 (4)
BIOS compile time: 05/29/2020
NXOS image file is: bootflash:///nxo0s.9.3.4.bin
NXOS compile time: 4/28/2020 21:00:00 [04/29/2020 02:28:31]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: cs?2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 157524 usecs after Mon Nov 2 18:32:06 2020
Reason: Reset Requested by CLI command reload
System version: 9.3 (4)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

cs2#

8. ZREENX-OSHE o

ZRRGIEGEESREMFIEEHABRGRIE o
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cs2# install all nxos bootflash:nxos.9.3.5.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.5.bin for boot variable "nxos".
[] 100% -- SUCCESS

Verifying image type.
[] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.9.3.5.bin.
[] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos.9.3.5.bin.
[] 100% -- SUCCESS

Performing module support checks.
[] 100% -- SUCCESS

Notifying services about system upgrade.
[] 100% -- SUCCESS

Compatibility check is done:
Module Bootable Impact Install-type Reason

1 yes Disruptive Reset Default upgrade is
not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-
Version Upg-Required

1 nxos 9.3(4) 9.3(5)
yes

1 bios v08.37(01/28/2020) :v08.23(09/23/2015)

v08.38(05/29/2020) yes



Switch will be reloaded for disruptive upgrade.

Do you want to continue with the installation (y/n)? [n] y

Install is in progress, please wait.

Performing runtime checks.
[] 100% -- SUCCESS

Setting boot variables.
[] 100% -- SUCCESS

Performing configuration copy.
[] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

. ERMIBERBILRE « BEsEIhRZASHINX-OSEREL !
(an{eThizs)
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 05.33
NXOS: wversion 9.3 (5)
BIOS compile time: 09/08/2018
NXOS image file is: bootflash:///nxos.9.3.5.bin
NXOS compile time: 11/4/2018 21:00:00 [11/05/2018 06:11:006]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: cs?2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 277524 usecs after Mon Nov
Reason: Reset due to upgrade
System version: 9.3 (4)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

10. FHAREPLDBA: ~ AR EFTRIBNIILES ©

2 22:45

:12 2020
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cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x7

I0 FPGA 0x17
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2

cs2# install epld bootflash:n9000-epld.9.3.5.img module all
Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07 No
1 SUP IO FPGA 0x17 0x19 Yes
1 SuUP MI FPGA2 0x02 0x02 No

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] y

Proceeding to upgrade Modules.

Starting Module 1 EPLD Upgrade

Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 04
sectors)

Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result

1 SUP Success

EPLDs upgraded.

Module 1 EPLD upgrade is successful.

25



M. SHAREMFEE - BREA ~ MHETIARMEPLDERIIEA ©

e

cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x7

I0 FPGA 0x19
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2

12. BpsB e PR EBIHRNR NN
a. B RENFTANMNERERIBET I EREF !

I4@E&E % show -role cluster]
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clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Health
Port
Status

ela
healthy
eOb
healthy

Health
IPspace
Status

Cluster
false

Cluster
false

Node: clusterl-02

Ignore

Health
Port
Status

ela
healthy
eOb
healthy

Health
IPspace
Status

Cluster
false

Cluster
false

Node: clusterl-03

Ignore

Health
Port
Status

ela

Health
IPspace
Status

Cluster

healthy false

e0d

Cluster

healthy false

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

9000 auto/10000

9000 auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

9000 auto/10000

9000 auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

up

9000 auto/100000

9000 auto/100000
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Node: clusterl-04

Ignore

Health Health

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela Cluster Cluster
healthy false
e0d Cluster Cluster

healthy false
8 entries were displayed.

b. BRsE R ERIHARBEAMN

Inetwork device-dDiscovery show -protocol cup ]

up

up

9000

9000

auto/100000

auto/100000
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clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 NOK-
C9336C-FX2

eOd cs?2 Ethernetl/7 NOK-
C9336C-FX2
cluster01-2/cdp

ela csl Ethernetl/8 NOK-
C9336C-FX2

e0d cs?2 Ethernetl/8 NOK-
C9336C-FX2
cluster01-3/cdp

ela csl Ethernetl/1/1 NOK-
C9336C-FX2

e0b cs2 Ethernetl/1/1 NO9K-
C9336C-FX2
clusterl-04/cdp

ela csl Ethernetl/1/2 NOK-
C9336C-FX2

e0b cs?2 Ethernetl/1/2 N9K-
C9336C-FX2

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address

Model

csl cluster—-network 10.233.205.90 NOK-
C9336C-FX2

Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP

cs2 cluster—-network 10.233.205.91 NOK-



C9336C-FX2
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP

2 entries were displayed.

CRIREETECS1 MBS BRI TIEL « fRAH A REBHIRCFIRATE -

2020 Nov 17 16:07:18 csl %$ VDC-1 %S $STP-2-UNBLOCK CONSIST PORT:
Unblocking port port-channell on VLANO092. Port consistency
restored.

2020 Nov 17 16:07:23 csl %$ VDC-1 %S $STP-2-BLOCK PVID PEER:
Blocking port-channell on VLANOOOl. Inconsistent peer vlan.

2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-BLOCK PVID LOCAL:
Blocking port-channell on VLANOO092. Inconsistent local vlan.

13 BREERERSIES
TR

FETEEH

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

14. BRPER 6 = 13 ~ 7EXHEs CS1 LRE NX-0S &g o
15 ZRELHE LRAEHER -

TR EIE R -vserver&Z &-lif*-auta-fiE[R BE]

16. R EL TR ECCEREHTERE !
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r482& 7T mshow -role cluster]

mETEEf

MREEAEEESHFERROEFERZE

network interface revert

clusterl:

Current Is
Vserver
Port

Logical

Interface

:*> network interface show
Status

Admin/Oper Address/Mask

-role cluster

Network

Current

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-01

e0d

clusterl-01

e0d

clusterl-02

e0d

clusterl-02

e0d

clusterl-03

eOb

clusterl-03 |

e0b

clusterl-04

e0b

clusterl-04

eOb

8 entries were displayed.

clusterl::*>

ETRIE ?

LA FHAR NX-OS ERAgt& » 1rILL..

T
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oy ap 2 E4BRE
% E Nexus 9336C-FX2 #1 9336C-FX2-T X#a251% »

(RCF)

EES

clusl wup/up 169.254.
true

clus2 up/up 169.254.
true

clusl wup/up 169.254.
true

clus2 wup/up 169.254.
true

clusl wup/up 169.254.
true

clus2 up/up 169.254.
true

clusl wup/up 169.254.
true

clus2 up/up 169.254.
true
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-vserver Cluster -1if <1if name>

(RCF) " o

RHS

.4/23
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.9/23

.3/23

.1/23

.6/23

.7/23
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* EIELZFBA * cluster1-01* » * cluster1-02* » * cluster1-03* & * cluster1-04* o

* %5 LIF 54184 * cluster1-01_clus1* » * cluster1-01_clus2* > * cluster1-02_clus1* > * cluster1-
02_clus2* » * cluster1-03_clus1* » * cluster1-03_clus2* > * cluster1-04_clus1* #1 * clus04-clus1* ©
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&

IEEEHIEEREER TFTP # RCF R EIX#23 CS1 £/Y bootflash :

csl# copy tftp: bootflash: vrf management

Enter source filename: Nexus 9336C_RCF_vl.6-Cluster-HA-Breakout. txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server
Established.

TETP get operation was successful

Copy complete, now saving to disk (please wait)...

3. # Al N EBIRCFE R EbootFlash °
ERiCiscomt THNEZE R » 552/ Cisco Nexus 90007 7INX-OS< 2% {5/ ©
L& FIRERRCFIE2E Nexus 9336C RCF vl.6-Cluster-HA-Breakout.txt ZEEIEIIEZ CS1 L ¢

csl# copy Nexus 9336C_RCF_vl.6-Cluster-HA-Breakout.txt running-config
echo-commands
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csl# show banner motd
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* NetApp Reference Configuration File (RCF)

*

* Switch : Nexus NI9K-C9336C-FX2

* Filename : Nexus 9336C RCF vl.6-Cluster-HA-Breakout.txt
* Date : 10-23-2020

* Version : vl1.6

* Port Usage:

* Ports 1- 3: Breakout mode (4x10G) Intra-Cluster Ports, int
el/1/1-4, el/2/1-4

, €1/3/1-4

* Ports 4- 6: Breakout mode (4x25G) Intra-Cluster/HA Ports, int
el/4/1-4, el/5/

1-4, el/6/1-4

* Ports 7-34: 40/100GbE Intra-Cluster/HA Ports, int el/7-34
* Ports 35-36: Intra-Cluster ISL Ports, int el/35-36

*

* Dynamic breakout commands:

* 10G: interface breakout module 1 port <range> map 10g-4x

* 25G: interface breakout module 1 port <range> map 25g-4x

*

* Undo breakout commands and return interfaces to 40/100G
configuration in confi

g mode:

* no interface breakout module 1 port <range> map 10g-4x

* no interface breakout module 1 port <range> map 25g-4x

* interface Ethernet <interfaces taken out of breakout mode>
* inherit port-profile 40-100G

* priority-flow-control mode auto

* service-policy input HA

* exit

*

R R i e b b 2b b b b b I 2b I e dh b e Sh b SR S b b S dh b 4R b db b 2R Sb b db b b db b b b db b 2b db b db Ib I Ib b b db b A b dh db b 4

kX kX kk kKK

o. MESERCFIEEA EMRERMARZA

M8 TERE S
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TR H UGS ERAIRCFR « B E T5 & ERER
° RCF1#&IE
o ENEEFNEIEIRG
° B3]
HH SRS ERME o SAIREEIFERTE « WRRhRAEREA « UB R ZENRCFIE S EEE

6. ;R ERTZ RMERIEETHRM running-config' SX4EFNEFE A RCF XX o
7. 750 RCF HRZAFBHRAE E IEFER > R “running-config X4 %! “startup-config' X1 o

csl# copy running-config startup-config

[##H#H A A S AR AR A A H R H A HH S HE R HH4#] 1003 Copy complete

8. EAABEHMEA4FE write_erase.cfg bootflash EHIFEZE o

BREENATRA :
° (ERERENEN

@ o EIE |P itk
° FEZAERA
o XizsatE

csl# show run | i "username admin password" > bootflash:write erase.cfg

csl# show run | section "vrf context management" >> bootflash:write erase.cfg
csl# show run | section "interface mgmtO" >> bootflash:write erase.cfg

csl# show run | section "switchname" >> bootflash:write erase.cfg

9. 2% RCF 1.12 RREERAR » FHAITUTH L ¢

csl# echo "hardware access-list tcam region ing-racl 1024" >>
bootflash:write erase.cfg

csl# echo "hardware access-list tcam region egr-racl 1024" >>
bootflash:write erase.cfg

csl# echo "hardware access-list tcam region ing-12-gos 1280" >>
bootflash:write erase.cfg

A2 R EE TR E R B R InEARR R AR Cisco BER ST FRVAERR " THREZHIE o
10. B&3% “write_erase.cfg’ IR TEHRIETE ¢

show file bootflash:write erase.cfg
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1. 2 “write erase s7 < 2RMIPR BRI EREFRIECE :
csl# write erase
Warning: This command will erase the startup-configuration.
Do you wish to proceed anyway? (y/n) [n] y
12. R FNEAERBRNEIRENAERE -
csl# copy bootflash:write_ erase.cfg startup-config.
13. EMFAEHRINERCST o
csl# reload

This command will reboot the system. (y/n)? [n] y

14, 7¥33#a88 cs2 L EESEE 1 E 130
15. #& ONTAP #E&EFRA MR EEFIBEETEHE CS1/ CS2 -

TR 2 | BRERIAEAR
1 R R R R ERRN IR ERIERT A  up* °
show interface brief

&

csl# show interface brief | grep up

Ethl/1/1 1 eth access up none

10G (D) --

Ethl/1/2 1 eth access up none
10G (D) --

Ethl/7 1 eth trunk up none
100G (D) --

Ethl/8 1 eth trunk up none
100G (D) --

2. EATYE S « FEDER MBI IEMAYEEEE VLAN A !

show vlan brief
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show interface trunk



&

csl# show vlan brief

VLAN Name Status
1 default active
Ethl/3

Ethl/6, Ethl/7

Ethl/36

Ethl/9/3

Ethl/10/2

17 VLANOO17 active
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl/10/2

18 VLANQOO18 active
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl1/10/2

31 VLANOO31 active
Ethl/13

Ethl/16

Ethl/19

Ethl/22
32 VLANOO32 active

Ports

Pol, Ethl/1, Ethl/2,

Ethl/4, Ethl/5,

Ethl/8, Ethl/35,

Ethl/9/1, Ethl/9/2,

Ethl1/9/4, Ethl1/10/1,

Ethl1/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl/10/1,

Ethl/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl1/10/1,

Ethl/10/3, Ethl/10/4
Ethl/11, Ethl/12,

Ethl/14, Ethl/15,

Ethl/17, Ethl/18,

Ethl/20, Ethl/21,

Ethl/23, Ethl/24,
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Ethl/25

Ethl/28

Ethl/31

Ethl/34

33 VLANOO33

Ethl/13

Ethl/16

Ethl/19

Ethl/22

34 VLANOO34

Ethl/25

Ethl/28

Ethl/31

Ethl/34

csl# show interface trunk

active

active

Ethl/26,

Ethl/29,

Ethl/32,

Ethl/11,

Ethl/14,

Ethl/17,

Ethl/20,

Ethl/23,

Ethl/26,

Ethl/29,

Ethl/32,

Native
Vlan

Port
Channel

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl1/9/1
Ethl1/9/2
Eth1/9/3
Ethl1/9/4
Ethl1/10/1
Ethl1/10/2
Eth1/10/3
Ethl1/10/4

O T T Y S e e e S S S O = W = W =

trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking

Ethl/27,

Ethl/30,

Ethl/33,

Ethl/12,

Ethl/15,

Ethl1/18,

Ethl/21,

Ethl/24,

Ethl/27,

Ethl/30,

Ethl/33,



Ethl/11 33 trunking ==

Ethl/12 33 trunking ==
Ethl/13 33 trunking ==
Ethl/14 33 trunking -—
Ethl/15 33 trunking ==
Ethl/16 33 trunking ==
Ethl/17 33 trunking -—
Ethl/18 33 trunking ==
Ethl1/19 33 trunking ==
Ethl1/20 33 trunking -—
Ethl/21 33 trunking ==
Ethl/22 33 trunking ==
Ethl/23 34 trunking -—
Ethl/24 34 trunking ==
Ethl/25 34 trunking ==
Ethl/26 34 trunking -—
Ethl/27 34 trunking ==
Ethl/28 34 trunking ==
Ethl/29 34 trunking -—
Eth1/30 34 trunking ==
Ethl/31 34 trunking ==
Ethl/32 34 trunking -—
Ethl1/33 34 trunking ==
Ethl/34 34 trunking ==
Ethl/35 1 trnk-bndl Pol
Ethl/36 1 trnk-bndl Pol
Pol 1 trunking ==
Port Vlans Allowed on Trunk
Ethl/1 1,17-18

Ethl/2 1,17-18

Ethl/3 1,17-18

Ethl/4 1,17-18

Ethl/5 1,17-18

Ethl/6 1,17-18

Ethl/7 1,17-18

Ethl/8 1,17-18

Ethl/9/1 1,17-18

Ethl/9/2 1,17-18

Eth1/9/3 1,17-18

Ethl1/9/4 1,17-18

Ethl1/10/1 1,17-18

Eth1/10/2 1,17-18

Ethl1/10/3 1,17-18



Ethl1/10/4 1,17-18

Ethl/11 31,33
Ethl/12 31,33
Ethl1/13 31,33
Ethl/14 31,33
Ethl/15 31,33
Ethl/16 31,33
Ethl/17 31,33
Ethl/18 31,33
Ethl1/19 31,33
Ethl/20 31,33
Ethl/21 31,33
Ethl/22 31,33
Ethl/23 32,34
Ethl/24 32,34
Ethl1/25 32,34
Ethl/26 32,34
Ethl/27 32,34
Ethl1/28 32,34
Ethl/29 32,34
Ethl1/30 32,34
Ethl/31 32,34
Ethl/32 32,34
Ethl/33 32,34
Ethl/34 32,34
Ethl/35 1

Ethl/36 1

Pol 1

() mmsEmEem VAN ERAEEE 26 RCF shagIEMEE N T — -
3. FERBCS1ECS2 2 FHMISLIEBESF

lHow port-channel Summary |
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csl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s — Suspended r - Module-removed

b - BFD Session Wait

S - Switched R - Routed

U - Up (port-channel)

p - Up in delay-lacp mode (member)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports Channel
1 Pol (SU) Eth LACP Ethl1/35 (P) Ethl1/36(
csl#

HER 3 | RE ONTAP &5
NetApp ZZTEARMERE SRR EMEE

P)

System Manager A& %R EMAAREMEEES AN ITIERE « SI1F5REEEIE IP (it ~ ¥a{bESE ~ BiL

KR  REBNBEMEEVIAHEERE ©
Ik ERRGEIEEEHESE LERTE ONTAP" UIESREIET ©

ETRIE?
4t RCF % » {&AJLA... "G5 SSHECE" o

)

Fik2Z1EREEZE (RCF)
EERERERINES LB RE RCF EXRMNIRAMASE « BIRIA 4Rk RCF hitds

%G Z Al
ELHEAETYIER

W\

© RRBBRBERIER ©
* ERIEREFNRE GMETRAHRRFEURE) o
* BARIM RCF o
* INRICEEH RCF his ~ BIEZE RCF HRIBIHEARRS  URBRFREAIFIHEBRE o

MREFEEZEFRMABURRBE ARG « RILBATEEMERRCFZATAITILENE « UEERKEN
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Rt R B2 E IEFEBYRRZS o

FEILIZREARS - AREE(ERIIRBINERE (SU) - BRRARCFRASE UL
() misLEs - AREEEEERRY « TIRFRERERS FTSRE  BAAREL R
BHE BRI -

@ EREB IR RIS RAMRCFs Z Al ~ M RBIFIARRE M MITE AR o TEERR S
REZA ~ B AERFIEIESBEEINES - FRBESHEEEN -

TERA1 L EHEAR

1.
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RTMERERERMEGZ SEM LSRR
MER K ERRS

g

clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 NOK-
C9336C

eOd cs?2 Ethernetl/7 NOK-
C9336C
clusterl-02/cdp

ela csl Ethernetl/8 NOK-
C9336C

eOd cs?2 Ethernetl/8 NOK-
C9336C
clusterl-03/cdp

ela csl Ethernetl/1/1 NOK-
C9336C

e0b cs2 Ethernetl/1/1 NO9K-
C9336C
clusterl-04/cdp

ela csl Ethernetl/1/2 NOK-
C9336C

eOb cs?2 Ethernetl/1/2 NOK-
C9336C

clusterl::*>



2. B EREERENERMIEEIRAE -

a. BRREFrAMVREEIRRES S IER) AR Tupy *:

T4 R& & 1B show -role cluster
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clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false



Node: clusterl-04

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

clusterl::*>

Cluster

Cluster

b. HIFTAERENE (L) EBAIATERE :

r482& 7T mshow -role cluster]

up

up

9000

9000

auto/10000

auto/10000
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clusterl::*> network interface show -role cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 e0d true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

8 entries were displayed.

clusterl::*>

C B RERTRTMERERSENEN

TR E R Mddshow -isBaHE ~ AIEERtrue



&

clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch Type Address
Model
csl cluster-network 10.233.205.90 NO9K-
C9336C
Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP
cs?2 cluster-network 10.233.205.91 NOK-
C9336C
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP

clusterl::*>

3. FREELMELNEHER -

clusterl::*> network interface modify -vserver Cluster -1lif * -auto-revert

false
TER2 | REERIR

1. TEEREINECS1 £ « RS EMEEERIRAERR o
csl> enable
csl# configure
csl (config)# interface ethl/1/1-2,ethl/7-8

csl (config-if-range) # shutdown
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csl (config-if-range) # exit

csl# exit

(D AW BR * PR * BIRMEEERE « DU REAIRERERRE - (1 TR EER AT
ARAARITS RS LIF B « BNEEEB HP R E R AEN - F2RNBEXE -

2 BRRREL NIRRT CAEREEREEIASS CS1 LAATIERYEIZIE o SRR B 4TI EEAIRERT o
r482& 7T mshow -role cluster]

e

clusterl::*> network interface show -role cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.3.4/23
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 ela false

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 ela false

clusterl-03 clusl up/up 169.254.1.3/23
clusterl1-03 ela true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 ela false

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 ela false

8 entries were displayed.
clusterl::*>

3 BREERAIER !

TR
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&

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

4. MNRITEARBEM ~ FHiF TS HRHERTIXFE « LUHFBAISIRSEBRES

M8 TERE S

a. )%Eﬁ%ﬁﬁZFaﬁE’\]EﬁEET%ﬂJD ‘running-config W IETEfEARY RCF 1828 (HIaN{T4E4%A7 SNMP B2 &

b. #¢ NX-OS 10.2 F%4 » {8 “show diff running-config 5% £2 Bootflash F{#7ZHY RCF fEZEH#EITLEE ©
B BERE=AER/ILEBTA -

5. BEAREH#METHEEE write_erase.cfg'bootflash EAIFEEE o

BREENATRA !

®

csl# show
csl# show
csl# show

csl# show

° ERERTBNERS
o HIR P (it

° FE4ERA

° RInRATE

run | 1 "username admin password" > bootflash:write erase.cfg

run | section "vrf context management" >> bootflash:write erase.cfg
run | section "interface mgmtO" >> bootflash:write erase.cfg

run | section "switchname" >> bootflash:write erase.cfg

6. F4k%EI RCF s 1.12 RESHRAER » sFHITUATHS !

csl# echo

bootflash:

csl# echo

bootflash:

"hardware access-list tcam region ing-racl 1024" >>
write erase.cfg

"hardware access-list tcam region egr-racl 1024" >>
write erase.cfg
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10.

1.

12.

13.
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csl# echo "hardware access-list tcam region ing-12-gos 1280" >>
bootflash:write erase.cfg

A2 RMBENE AT REEHERNFERBR Cisco BERME LRER"TRESHIE -
E2:8 “write_erase.cfg' X% TERAIETT !

show file bootflash:write_erase.cfg

HHBABRS < LUBRBAI#EFRIAERS

csl# write erase

Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway? (y/n) [n] y

- AR E AR EREIRE R -

csl# copy bootflash:write_ erase.cfg startup-config

BT ENSTHALS ¢

switch# reload

This command will reboot the system. (y/n)? [n] y

BRIEERE IP 2% 5588 SSH EARMES °

TrIAE R E M SSH £RERMN TMEREE -

ERTYEEHEZ— ~ 1§ RCF 25 F|3#8% CS1 BY bootflash : FTP ~ TFTP -~ SFTP 5 SCP o
B RiCiscomn SMES(ER » $58R0'Cisco Nexus 9000RFINX-OSE S 2% 157 ©

IEEEFIFEREER TFTP & RCF #853¢E32#ads CS1 ERY bootflash

csl# copy tftp: bootflash: vrf management

Enter source filename: Nexus 9336C_RCF vl.6-Cluster-HA-Breakout. txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server Established.
TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

1B AR T ERCFER EbootFlash ©
ERCiscom THEZE R » 52 ["Cisco Nexus 9000%FINX-OSFFES R E" o

b6 58 TRRCFAE2E Nexus 9336C RCF vl.6-Cluster-HA-Breakout.txt ZEEERIAEF CST1 L ¢
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csl# copy Nexus 9336C_RCF_vl.6-Cluster-HA-Breakout.txt running-config
echo-commands

@ AW MFARBYEE RCF BY RECEREA ~ EERPA M 1818 2050 o IS AREN B 1A S R L
RIHARI BV IEFEECE AR -

14. FERRCFIEZEAIEAEMARA

15.

16.

17.

18.

MM TERRE |
BEGEE MR EES ERINRCFE « (AMHE T 7/ ENERRS .
° RCF&iE
° ENRLAERIRERE
=K
LGRS SHERME - FIREERERE - W2RIRARA « UBRRIELKIRCFIEAFELE -

%%ﬁﬁﬁﬁ&ﬁ?ﬁ%ﬁﬂ’\] BETRE EMEER o (M@ RERMENERS 2" BE—DEFRFEER 72

§558 RCF hikas ~ BEI#MEIEENMBRERSTER 2R « AR ITHBIEFE RSN HERRES -
BFRfCiscomTHEZE R » LM "Cisco Nexus 90007 FINX-OSFr<2E" o
csl# copy running-config startup-config

[] 100% Copy complete

EMFMAIAERCS o A UTERIMIR BT BEREIR LR ER TREX RSB RER NGRS
M TEREERBREM S

3
=l

csl# reload

This command will reboot the system. (y/n)? [n] y
RRrE e F RS ERIRIVERNN

a. RERENMTANMNEEERBERTIEREF

T 48 & & 1B show -role cluster
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clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Health
Port
Status

ela
healthy
eOb
healthy

Health
IPspace
Status

Cluster
false

Cluster
false

Node: clusterl-02

Ignore

Health
Port
Status

ela
healthy
eOb
healthy

Health
IPspace
Status

Cluster
false

Cluster
false

Node: clusterl-03

Ignore

Health
Port
Status

ela

Health
IPspace
Status

Cluster

healthy false

e0d

Cluster

healthy false

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

9000 auto/10000

9000 auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

9000 auto/10000

9000 auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

up

9000 auto/100000

9000 auto/100000



Node: clusterl-04

Ignore

Health Health

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela Cluster Cluster
healthy false
e0d Cluster Cluster

healthy false
8 entries were displayed.

b. BRsE R ERIHARBEAMN

Inetwork device-dDiscovery show -protocol cup ]

up

up

9000

9000

auto/100000

auto/100000
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clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 NOK-
C9336C

eOd cs?2 Ethernetl/7 NOK-
C9336C
cluster01-2/cdp

ela csl Ethernetl/8 NOK-
C9336C

e0d cs?2 Ethernetl/8 NOK-
C9336C
cluster01-3/cdp

ela csl Ethernetl/1/1 NOK-
C9336C

e0b cs2 Ethernetl/1/1 NO9K-
C9336C
clusterl-04/cdp

ela csl Ethernetl/1/2 NOK-
C9336C

e0b cs?2 Ethernetl/1/2 N9K-
C9336C

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address

Model

csl cluster—-network 10.233.205.90 NX9-
C9336C

Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP

cs2 cluster—-network 10.233.205.91 NX9-



C9336C
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP

2 entries were displayed.

CRIREETECS1 MBS BRI TIEL « fRAH A REBHIRCFIRATE -

2020 Nov 17 16:07:18 csl %$ VDC-1 %S $STP-2-UNBLOCK CONSIST PORT:
Unblocking port port-channell on VLANO092. Port consistency
restored.

2020 Nov 17 16:07:23 csl %$ VDC-1 %S $STP-2-BLOCK PVID PEER:
Blocking port-channell on VLANOOOl. Inconsistent peer vlan.

2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-BLOCK PVID LOCAL:
Blocking port-channell on VLANOO092. Inconsistent local vlan.

19. BRRERERTIES
TR

FETEEH

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

20. 7E33HadR cs2 LEIRPBR 1 £ 190
21. ERELRRE LRAERER

clusterl::*> network interface modify -vserver Cluster -1lif * -auto-revert
True



T3 | REREERATNEERENR

1. R TR SRR IRSREIRER T A" up* °

show interface brief

s

csl# show interface brief

Ethl/1/1 1 eth

10G (D) --
Ethl/1/2 1 eth
10G (D) --
Ethl/7 1 eth
100G (D) --
Ethl/8 1 eth
100G (D) --

2. FESTTRERRVERRL B AR ¢
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How cup neighbor ]

grep up

access

access

trunk

trunk

up

up

up

none

none

none

none
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csl# show cdp neighbors

Capability Codes: R
Bridge

0p]

Device-1ID
Port ID
nodel

ela

node?2

ela

csl
Ethl/35
csl
Ethl/36

Total entries displ

- Router,

Local Intrfce

Ethl/1

Ethl/2

Ethl/35

Ethl/36

ayed: 4

T - Trans-Bridge,

Switch, H - Host,
VoIP-Phone,
Supports-STP-Dispute

133

133

175

175

3. EATAS « TR ERAEE VLAN 1 !

show vlan brief

show interface trunk

B - Source-Route-

I - IGMP, r - Repeater,

H

RS I s

R S I s

D - Remotely-Managed-Device,

Hldtme Capability Platform

FAS2980

FAS2980

NI9K-C9336C

N9K-C9336C
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csl# show vlan brief

VLAN Name Status
1 default active
Ethl/3

Ethl/6, Ethl/7

Ethl/36

Ethl/9/3

Ethl/10/2

17 VLANOO17 active
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl/10/2

18 VLANQOO18 active
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl1/10/2

31 VLANOO31 active
Ethl/13

Ethl/16

Ethl/19

Ethl/22
32 VLANOO32 active

Ports

Pol, Ethl/1, Ethl/2,

Ethl/4, Ethl/5,

Ethl/8, Ethl/35,

Ethl/9/1, Ethl/9/2,

Ethl1/9/4, Ethl1/10/1,

Ethl1/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl/10/1,

Ethl/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl1/10/1,

Ethl/10/3, Ethl/10/4
Ethl/11, Ethl/12,

Ethl/14, Ethl/15,

Ethl/17, Ethl/18,

Ethl/20, Ethl/21,

Ethl/23, Ethl/24,



Ethl/25

Ethl/28

Ethl/31

Ethl/34

33 VLANOO33

Ethl/13

Ethl/16

Ethl/19

Ethl/22

34 VLANOO34

Ethl/25

Ethl/28

Ethl/31

Ethl/34

csl# show interface trunk

active

active

Ethl/26,

Ethl/29,

Ethl/32,

Ethl/11,

Ethl/14,

Ethl/17,

Ethl/20,

Ethl/23,

Ethl/26,

Ethl/29,

Ethl/32,

Native
Vlan

Port
Channel

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl1/9/1
Ethl1/9/2
Eth1/9/3
Ethl1/9/4
Ethl1/10/1
Ethl1/10/2
Eth1/10/3
Ethl1/10/4

O T T Y S e e e S S S O = W = W =

trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking

Ethl/27,

Ethl/30,

Ethl/33,

Ethl/12,

Ethl/15,

Ethl1/18,

Ethl/21,

Ethl/24,

Ethl/27,

Ethl/30,

Ethl/33,
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Ethl/11 33 trunking ==

Ethl/12 33 trunking ==
Ethl/13 33 trunking ==
Ethl/14 33 trunking -—
Ethl/15 33 trunking ==
Ethl/16 33 trunking ==
Ethl/17 33 trunking -—
Ethl/18 33 trunking ==
Ethl1/19 33 trunking ==
Ethl1/20 33 trunking -—
Ethl/21 33 trunking ==
Ethl/22 33 trunking ==
Ethl/23 34 trunking -—
Ethl/24 34 trunking ==
Ethl/25 34 trunking ==
Ethl/26 34 trunking -—
Ethl/27 34 trunking ==
Ethl/28 34 trunking ==
Ethl/29 34 trunking -—
Eth1/30 34 trunking ==
Ethl/31 34 trunking ==
Ethl/32 34 trunking -—
Ethl1/33 34 trunking ==
Ethl/34 34 trunking ==
Ethl/35 1 trnk-bndl Pol
Ethl/36 1 trnk-bndl Pol
Pol 1 trunking ==
Port Vlans Allowed on Trunk
Ethl/1 1,17-18

Ethl/2 1,17-18

Ethl/3 1,17-18

Ethl/4 1,17-18

Ethl/5 1,17-18

Ethl/6 1,17-18

Ethl/7 1,17-18

Ethl/8 1,17-18

Ethl/9/1 1,17-18

Ethl/9/2 1,17-18

Eth1/9/3 1,17-18

Ethl1/9/4 1,17-18

Ethl1/10/1 1,17-18

Eth1/10/2 1,17-18

Ethl1/10/3 1,17-18



Ethl1/10/4 1,17-18

Ethl/11 31,33
Ethl/12 31,33
Ethl1/13 31,33
Ethl/14 31,33
Ethl/15 31,33
Ethl/16 31,33
Ethl/17 31,33
Ethl/18 31,33
Ethl1/19 31,33
Ethl/20 31,33
Ethl/21 31,33
Ethl/22 31,33
Ethl/23 32,34
Ethl/24 32,34
Ethl1/25 32,34
Ethl/26 32,34
Ethl/27 32,34
Ethl1/28 32,34
Ethl/29 32,34
Ethl1/30 32,34
Ethl/31 32,34
Ethl/32 32,34
Ethl/33 32,34
Ethl/34 32,34
Ethl/35 1

Ethl/36 1

Pol 1

() mmsEmEem VAN ERAEEE 26 RCF shagIEMEE N T — -
4. FEERCS18CS2Z IBVISLIERELE

lHow port-channel Summary |



5.
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csl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s — Suspended r - Module-removed

b - BFD Session Wait

S - Switched R - Routed

U - Up (port-channel)

p - Up in delay-lacp mode (member)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports Channel
1 Pol (SU) Eth LACP Ethl1/35 (P) Ethl/36 (P)
csl#

REmEEnEEGEEREETERER

r482& 7T mshow -role cluster]
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clusterl::*> network interface show -role cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 e0d true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eld true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0d true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOb true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOb true

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true

8 entries were displayed.

clusterl::*>

MRBEAREESARREEE TERE « FUARORFEER
network interface revert -vserver vserver name -1lif 1if name
6. B RERTIES -

EBERT
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clusterl::*> cluster show

Eligibility

Node Health
clusterl-01 true
clusterl-02 true
clusterl-03 true
clusterl-04 true

4 entries were displayed.
clusterl::*>

true
true
true

true



FHhRA<ONTAP

B LAERE network interface check cluster-connectivity p< ARBIEEELFHZEUS
& REEETFEEERN

network interface check cluster-connectivity start #l network interface check
cluster-connectivity show

clusterl::*> network interface check cluster-connectivity start

* R AEHEMNERBWIT show sn P LUBEREHAE R

clusterl::*> network interface check cluster-connectivity show

Source Destination

Packet
Node Date LIF LIF
Loss
nodel

3/5/2022 19:21:18 -06:00 clusterl-01 clus2 clusterl-02-
clusl none

3/5/2022 19:21:20 -06:00 clusterl-01 clus2 clusterl-
02 clus2 none
node?2

3/5/2022 19:21:18 -06:00 clusterl-02 clus?2 clusterl-
01 clusl none

3/5/2022 19:21:20 -06:00 clusterl-02 clus2 clusterl-
01 clus2 none

Ffi5 ONTAP hias

HH A ONTAP HZs ~ AT LR cluster ping-cluster -node <name> HSEEBAIFFEINGS

cluster ping-cluster -node <name>
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clusterl::*> cluster ping-cluster -node local

Host is clusterl1-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0Oa

Cluster clusterl-03 clusZ2 169.254.1.1 clusterl-03 eOb
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0Ob
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 eOa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 e0d
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0a
Cluster clusterl-02 clus2 169.254.3.9 clusterl-02 e0Od

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)

ETRIE ?
4Kk RCF 1& » 8B A "§35E SSH ECE" ©
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configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html

EB-5SSHARRE

MBEFERNEZ AP TRBR RTINS (CSHM) FITRRUEETNEE « &
251298 F EEKA SSH A1 SSH 238 ©

1. FEERSSHEERA :

(switch) show ssh server
ssh version 2 is enabled

2. WEEY SSH 82 RUB -

show ssh key

FIS]

S som e

69
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(switch) # show ssh key

rsa Keys generated:Fri Jun 28 02:16:00 2024

ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAAAGQDiINrD52Q586wTGJIJjFALJBl1FaA23EpDrZ2sDCew
17nwlioC6HBe jx1ulObAH8hrW8kR+gjO0ZAfPPNeLGTg3AP])/yiPTBOIZZXxbWRShywAMS5
PayxWwRb7kp9Zt1YHzVuHYpSO82KUDowKrL6lox/YtpKoZUDZjrZjAp8hTv3JZsPgQ==

bitcount:1024
fingerprint:
SHA256:aHwhpzo7+YCDSrp3isdv2uVGz+mjMMokgdMeXVVXfdo

could not retrieve dsa key information

ecdsa Keys generated:Fri Jun 28 02:30:56 2024

ecdsa-shaz2-nistpb521

AAAAE2VIZHNhLXNoYTItbmlzdHAIMJEAAAATbm] zdHAIMJEAAACFBABJ+ZX5SFKhS57e
vkE273e0Voqgzid/32dt+£14fBuKv80MjMsmLfJKtCWylwgVt1Zi+C5TIBbugpzez529z
kFSFOADb8JaGCoaAYe2HVWR/ f6QLbKbgVIewCdgWgxzrIY5BPP5GBAxQJIMBiOwWEdnHgl
u/9Pzh/Vz9cHDcCWIGGE780QHA==

bitcount:521
fingerprint:
SHA256:TFGe2hXn6QIpcs/vyHzftHI7Dceg0vQaULYRAL ZeHwQ

(switch) # show feature include scpServer

|
scpServer 1 enabled
(switch) # show feature | include ssh
sshServer 1 enabled
(switch) #

EZF FIPS B ~ G BERA M SR8 ERITTEE E A 256 ssh key ecdsa 256 force
o MFHHME « sF2R "L AFIPSHEARLEM"

TR ?
BB SSH BB - AL "B EEE o
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1% 9336C-FX2 1 9336C-FX2-T £ B B R A HRTERE

EE% 9336C-FX2 # 9336C-FX2-T 2 ER IR B R AR MTERRE » A7H/AkR 9336C-
FX2 1 9336C-FX2-T RHABELTE

) SN
* W RERFY EESEREIME
* T FEEXRERMERAVAER o

1. BRIRBEE !

write erase
(cs2)# write erase

Warning: This command will erase the startup-configuration.
Do you wish to proceed anyway? (y/n) [n] y

2. BMEFAIAR[ETEE :
u%%u
(cs2)# reload

This command will reboot the system. (y/n)? [n] y

RAMEMEBIEARTIEE - EREAREF » MRKERR P BEEENEEIEFERTE 2 (yes/no)n]”
» IS FERZEIZ *yes* 7 BEAEAE o

2
EERMMA®E > SR EMEEE RIBEREER -
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