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&

clusterl::*> network device-discovery show -protocol cdp

Node/
Protocol
Platform

Local
Port

clusterl-02/cdp

C9336C

C9336C

ela

eOb

clusterl-01/cdp

C9336C

C9336C

ela

e0b

Discovered
Device (LLDP: ChassisID)

csl

cs?2

csl

cs2

4 entries were displayed.

4. BEEERENEHNEEIE(ERRE
a. FEETAEIRERIREE

network port show -ipspace Cluster

Interface

Ethl/2

Ethl/2

Ethl/1

Ethl/1

N9K-

NO9K-

NO9K-

N9K-



&

clusterl::*> network port show -ipspace Cluster

Node: clusterl-02

Health
Port
Status

Broadcast Domain

Speed (Mbps)

Link MTU Admin/Oper

ela Cluster
healthy
eOb Cluster
healthy

Node: clusterl-01
Health

Port
Status

Cluster

Cluster

Broadcast Domain

up 9000 auto/10000

up 9000 auto/10000

Speed (Mbps)

Link MTU Admin/Oper

ela Cluster
healthy
eOb Cluster
healthy

Cluster

Cluster

4 entries were displayed.

b. EERAER LIF BB :

network interface show -vserver Cluster

up 9000 auto/10000

up 9000 auto/10000



&

clusterl::*> network interface show -vserver Cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.209.69/16
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.49.125/16
clusterl-01 eOb true

clusterl-02 clusl wup/up 169.254.47.194/16
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.19.183/16
clusterl-02 elb true

4 entries were displayed.



ONTAP 9.9.1 RES R4S

{RAILUEF “network interface check cluster-connectivity MI{Ten < ARBKBNE EEIZMIGE - JABEERFA

HH

network interface check cluster-connectivity start '# ‘network interface check
cluster-connectivity show

clusterl::*> network interface check cluster-connectivity start

VER ETREARRSEENE show BREFEEARG S

clusterl::*> network interface check cluster-connectivity show

Packet
Node Date
Loss

3/5/2022 19:21:

clusl none

3/5/2022 19:21:

02 clus2 none
node2

3/5/2022 19:21:

01 clusl none

3/5/2022 19:21:

01 clus2 none

FTEONTAPKRZS
W FFAONTAPRRZS » &

18 -06:00
20 -06:00
18 -06:00
20 -06:00

Source

LIF

clusterl-01 clus2

clusterl-01 clus2

clusterl-02 clus2

clusterl-02 clus2

Destination

LIF

clusterl-02-

clusterl-

clusterl-

clusterl-

AT LAER “cluster ping-cluster -node <name> @ &TEIZEMGH S !

cluster ping-cluster -node <name>



1.

clusterl::*> cluster ping-cluster -node local
Host is clusterl1-02
Getting addresses from network interface table...
Cluster clusterl-01 clusl 169.254.
Cluster clusterl-01 clus2 169.254.

Cluster clusterl-02 clusl 169.254

Cluster clusterl-02 clus2 169.254.
Local = 169.254.47.194 169.254.19.

Remote =

Ping status:

4294967293

Basic connectivity succeeds

Basic connectivity fails on

Detected 9000

Local
Local
Local

Local

169.
169.
169.
169.

byte MTU on 4

254.
254.
254.
254.

19.
19.
47.
47 .

183
183
194
194

to
to
to
to

209.69 clusterl-01
49.125 clusterl-01

.47.194 clusterl-02

19.183 clusterl-02
183

169.254.209.69 169.254.49.125
Cluster Vserver Id

on 4 path(s)

0 path(s)

path(s) :

Remote 169.254.209.69
Remote 169.254.49.125
Remote 169.254.209.69
Remote 169.254.49.125

Larger than PMTU communication succeeds on 4 path(s)
RPC status:

2 paths up,
2 paths up,

0 paths down
0 paths down

(tcp check)
(udp check)

fRsEFMARE LIF LRESERABEHERIES !

ela
e0b
ela
eOb

network interface show -vserver Cluster -fields auto-revert
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clusterl::*> network interface show -vserver Cluster -fields auto-

revert

Logical
Vserver Interface Auto-revert
Cluster

clusterl-01 clusl true

clusterl-01 clus2 true

clusterl-02 clusl true

clusterl-02 clus2 true
4 entries were displayed.
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LR AR NX-OS BREEMERINFE o ILIESERFEMGRE Y - BEERTRTESMES « FHEIEREE
AHMFEREE ST B o

* B A B1R NX-OS HESRAHIRITRR » UMIRERSAEMHREEXK -
* RSB H B RIBISIARSAERS
* HESCHNREEFER (BFFRAHERIELRESE) -

AR
* "Ciscod AR ss HE"

AERRRIIER RS » U7 #EZIEFIONTAPH] NX-OS k7S ©
* "BREEFHAR BAPRARIS R
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B RACiscoI gz A ARMPEARIZ BT EEAE » 552 RICiscoiBih IR (HEBRERREM A AR 5 -

* "Cisco Nexus 9000 #1 3000 F4kF0 ISSU #B[E"
RIFE BRI BAZRRES » F2EERA Nexus 9000 %7325 ECisco NX-OS ERESHYFRET TN 4R/FEAR IV E

o

FEEL - BEEREAR AR T B R EEERRAM B Rk -

RS EE A
AR PRV ERHIER LU T R e AL s AR

* Em{ECiscox 2zt BTEDHIZ cs1 # cs2 ©
* ERBLZ B Acluster1-01 ~ cluster1-02 ~ cluster1-03#cluster1-04 o

* BHEE LIF 5478%82 cluster1-01_clus1 ~ cluster1-01_clus2 ~ cluster1-02_clus1 ~ cluster1-02_clus2
s cluster1-03_clus1 ~ cluster1-03_clus2 ~ cluster1-04_clus1 #1 cluster1-04_clus2 °

* 3& “cluster1::*>"prompt }SREEELTE o

Z AL
IR ERFEAONTAPIES MCisco Nexus 9000 R5ZTHBSES ; BRIEBARAA » F[RIEFRONTAPIES °

HER
1. BERIRIIERTEIEHER o
2. {$H ping IS EEELE NX-0S #efl RCF FyEARSSAYERE Y -
BETR &G
ISR B EREE RIS AT LA ER IP it 172.19.2.1 B9fAIARES :

cs2# ping 172.19.2.1 VRF management
Pinging 172.19.2.1 with 0 bytes of data:

= 0. time= 5910 usec.

Reply From 172.19.2.1: icmp seqg

3. B AR DERERE IR IR ¢

network device-discovery show
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&

clusterl::*> network device-discovery show

Node/ Local
Protocol Port
Platform

clusterl-01/cdp

ela
C9336C-FX2

eOb
C9336C-FX2
clusterl-02/cdp

ela
C9336C-FX2

eOb
C9336C-FX2
clusterl-03/cdp

ela
C9336C-FX2

elb
C9336C-FX2
clusterl-04/cdp

ela
C9336C-FX2

eOb
C9336C-FX2

clusterl::*>

Discovered
Device (LLDP: ChassisID)

csl

cs2

csl

cs2

csl

cs?2

csl

cs2

4. BESEREERENEENEFRRE
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a. MREREMAERBIERSEMRREES !

network port show -ipspace Cluster

Interface

Ethernetl/7

Ethernetl/7

Ethernetl/8

Ethernetl/8

Ethernetl/1/1

Ethernetl/1/1

Ethernetl/1/2

Ethernetl/1/2

N9K-

N9K-

N9K-

N9K-

N9K-

NO9K-

NO9K-

N9K-
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clusterl::*> network port show -ipspace Cluster

Node: clusterl-01

Ignore

Health Health
Port IPspace
Status Status
ela Cluster
healthy false

elOb Cluster

healthy false

Node: clusterl-02

Ignore

Health Health
Port IPspace
Status Status
ela Cluster
healthy false

eOb Cluster

healthy false

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up

Cluster up

9000 auto/100000

9000 auto/100000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up

Cluster up

8 entries were displayed.

Node: clusterl-03

Ignore
Health Health
Port IPspace
Status Status
ela Cluster
healthy false
e0b Cluster

healthy false

9000 auto/100000

9000 auto/100000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up

Cluster up

9000 auto/10000

9000 auto/10000

13
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Node: clusterl-04

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

clusterl::*>

Cluster

Cluster

b. IPFAARENE (LIF) MAMNETEFEL :

network interface show -vserver Cluster

up 9000 auto/10000

up 9000 auto/10000
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clusterl::*> network interface show -vserver Cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0Ob true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

8 entries were displayed.

clusterl::*>

C. FESDERRET MBS AR EN

system cluster-switch show -is-monitoring-enabled-operational true
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clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch Type Address
Model
csl cluster-network 10.233.205.90 NO9K-
C9336C-FX2
Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None

Software Version:

Cisco Nexus Operating System (NX-0S) Software,

Version
9.3(5)
Version Source: CDP
cs?2 cluster—-network 10.233.205.91 NI9K-
C9336C-FX2
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None

Software Version:

Version

Version Source:

clusterl::*>

Cisco Nexus Operating System (NX-0S) Software,

9.3(5)
CDP

S. {ZFHB¥EE LIF NBEBIEIRINGE - 5 LIF SHEEB B HEENMN » TECHBRTMBITHRER
RIfREEAR L -

network interface modify -vserver Cluster -1if * -—-auto-revert false

6. 1% NX-OS Erf&40 EPLD BR{&#E5IE] Nexus 9336C-FX2 32 o
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cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxo0s.9.3.5.bin
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/nxo0s.9.3.5.bin /bootflash/nx0s.9.3.5.bin
/code/nxo0s.9.3.5.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/n9000-epld.9.3.5.img
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@l172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.1img

/code/n9000-epld.9.3.5.img 100% 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

- FAMESONX-OSERRSRYE(ERRZS

show version
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 08.38
NXOS: version 9.3 (4)
BIOS compile time: 05/29/2020
NXOS image file is: bootflash:///nxo0s.9.3.4.bin
NXOS compile time: 4/28/2020 21:00:00 [04/29/2020 02:28:31]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: cs?2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 157524 usecs after Mon Nov 2 18:32:06

Reason:

Reset Requested by CLI command reload

System version: 9.3 (4)

Service

plugin

Core Plugin, Ethernet Plugin

Active Package(s) :

cs2#

. Z28E NX-0S 8%

o

REBGERR > BRMSBETRBIFFERGHAZIESE

2020
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cs2# install all nxos bootflash:nxos.9.3.5.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.5.bin for boot variable "nxos".
[] 100% -- SUCCESS

Verifying image type.
[] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.9.3.5.bin.
[] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos.9.3.5.bin.
[] 100% -- SUCCESS

Performing module support checks.
[] 100% -- SUCCESS

Notifying services about system upgrade.
[] 100% -- SUCCESS

Compatibility check is done:
Module Bootable Impact Install-type Reason

1 yes Disruptive Reset Default upgrade is
not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-
Version Upg-Required

1 nxos 9.3(4) 9.3(5)
yes

1 bios v08.37(01/28/2020) :v08.23(09/23/2015)

v08.38(05/29/2020) yes



Switch will be reloaded for disruptive upgrade.

Do you want to continue with the installation (y/n)? [n] y

Install is in progress, please wait.

Performing runtime checks.
[] 100% -- SUCCESS

Setting boot variables.
[] 100% -- SUCCESS

Performing configuration copy.
[] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.

[] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

9. HAREMNRIBNE - SHTERENX-OSERRSRVRTARZ

show version
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 05.33
NXOS: wversion 9.3 (5)
BIOS compile time: 09/08/2018
NXOS image file is: bootflash:///nxos.9.3.5.bin
NXOS compile time: 11/4/2018 21:00:00 [11/05/2018 06:11:006]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: cs?2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 277524 usecs after Mon Nov 2 22
Reason: Reset due to upgrade
System version: 9.3 (4)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

10. FAREPLDERRIL EHTRIBNITHASS o

:45:12 2020
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cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x7

I0 FPGA 0x17
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2

cs2# install epld bootflash:n9000-epld.9.3.5.img module all
Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07 No
1 SUP IO FPGA 0x17 0x19 Yes
1 SuUP MI FPGA2 0x02 0x02 No

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] y

Proceeding to upgrade Modules.

Starting Module 1 EPLD Upgrade

Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 04
sectors)

Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result

1 SUP Success

EPLDs upgraded.

Module 1 EPLD upgrade is successful.

25



M. B EMEBNE > BREALEREMIRAE EPLD BEEEMINEA °

e

GEM
GEM
GEM
GEM

show version module 1 epld

Device Version
FPGA 0x7
FPGA 0x19
FPGA2 0x2
FPGA 0x2
FPGA 0x2
FPGA 0x2
FPGA 0x2

12. BEERE FREBIHBIERRR

26

a. RERETANMSNEEERRIERSEEFRIRT ¢

network port show -ipspace Cluster
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clusterl::*> network port show -ipspace Cluster

Node: clusterl-01

Ignore

Health
Port
Status

ela
healthy
eOb
healthy

Health
IPspace
Status

Cluster
false

Cluster
false

Node: clusterl-02

Ignore

Health
Port
Status

ela
healthy
eOb
healthy

Health
IPspace
Status

Cluster
false

Cluster
false

Node: clusterl-03

Ignore

Health
Port
Status

ela

Health
IPspace
Status

Cluster

healthy false

eOb

Cluster

healthy false

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up

Cluster up

9000 auto/10000

9000 auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up

Cluster up

9000 auto/10000

9000 auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up

Cluster up

9000 auto/100000

9000 auto/100000
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Node: clusterl-04

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper

ela Cluster Cluster up 9000 auto/100000
healthy false
elb Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

b. {it HERERE TR BIEFIR o

network device-discovery show -protocol cdp
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clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 NOK-
C9336C-FX2

e0b cs?2 Ethernetl/7 NOK-
C9336C-FX2
cluster01-2/cdp

ela csl Ethernetl/8 NOK-
C9336C-FX2

e0b cs?2 Ethernetl/8 NOK-
C9336C-FX2
cluster01-3/cdp

ela csl Ethernetl/1/1 NOK-
C9336C-FX2

e0b cs2 Ethernetl/1/1 NO9K-
C9336C-FX2
clusterl-04/cdp

ela csl Ethernetl/1/2 NOK-
C9336C-FX2

e0b cs?2 Ethernetl/1/2 N9K-
C9336C-FX2

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address

Model

csl cluster—-network 10.233.205.90 NOK-
C9336C-FX2

Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP

cs2 cluster—-network 10.233.205.91 NOK-



C9336C-FX2

Serial Number:

Is Monitored:
Reason:

Software Version:

Version

Version Source:

FOCXXXXXXGS

true
None

Cisco Nexus Operating System (NX-0S) Software,

9.3(5)
CDP

2 entries were displayed.

RIFA SR LA EARY RCF FR7s » ERIBESTE cs1 3CHASSIER & LRRILTH#ML :

2020 Nov 17 16:07:18 csl %$ VDC-1 %S $STP-2-UNBLOCK CONSIST PORT:
Unblocking port port-channell on VLANO0092.

restored.

Port consistency

2020 Nov 17 16:07:23 csl %$ VDC-1 %S %STP-2-BLOCK PVID PEER:

Blocking port-channell on VLANOOOL.

Inconsistent peer vlan.

2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-BLOCK PVID LOCAL:

Blocking port-channell on VLANO0O09S2.

13. BRiE R ERTEFER !
cluster show

mETEf

clusterl::*> cluster show

Node

clusterl-01
clusterl-02
clusterl-03
clusterl-04

Health

true

4 entries were displayed.

clusterl::*>

Eligibility
true
true
true

true

14. FETEF 6 E 13 > 1EXH28 cs1 %8 NX-OS #ifg o

15. F#£ %&£ LIF LRVBEEEEREZA]

30

==l

AT AREE R I

RENMEBERNE

Inconsistent local vlan.



ONTAP 9.9.1 RES R4S

{RAILUEF “network interface check cluster-connectivity MI{Ten < ARBKBNE EEIZMIGE - JABEERFA

HH

network interface check cluster-connectivity start '# ‘network interface check
cluster-connectivity show

clusterl::*> network interface check cluster-connectivity start

VER ETREARRSEENE show BREFEEARG S

clusterl::*> network interface check cluster-connectivity show

Packet
Node Date
Loss

clusterl-01

3/5/2022 19:21:

clusl none

3/5/2022 19:21:

02 clus2 none
clusterl-02

3/5/2022 19:21:

01 clusl none

3/5/2022 19:21:

01 clus2 none

FTEONTAPKRZS
W FFAONTAPRRZS » &

18 -06:00
20 -06:00
18 -06:00
20 -06:00

Source

LIF

clusterl-01 clus2

clusterl-01 clus2

clusterl-02 clus2

clusterl-02 clus2

Destination

LIF

clusterl-02-

clusterl-

clusterl-

clusterl-

AT LAER “cluster ping-cluster -node <name> @ &TEIZEMGH S !

cluster ping-cluster -node <name>
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clusterl::*> cluster ping-cluster -node local
Host is clusterl-02

Getting addresses from network interface table...

Cluster clusterl-01 clusl 169.254.209.69 clusterl-01 ela
Cluster clusterl-01 clusZ2 169.254.49.125 clusterl-01 e0b
Cluster clusterl-02 clusl 169.254.47.194 clusterl-02 ela
Cluster clusterl-02 clus2 169.254.19.183 clusterl-02 eOb

Local = 169.254.47.194 169.254.19.183
Remote = 169.254.209.69 169.254.49.125
Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 4 path(s)
Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 4 path(s):
Local 169.254.19.183 to Remote 169.254.209.69
Local 169.254.19.183 to Remote 169.254.49.125
Local 169.254.47.194 to Remote 169.254.209.69
Local 169.254.47.194 to Remote 169.254.49.125

Larger than PMTU communication succeeds on 4 path(s)

RPC status:

2 paths up, 0 paths down (tcp check)

2 paths up, 0 paths down (udp check)

1. EUREE LIF WEENERINAE o

network interface modify -vserver Cluster -1lif * -auto-revert true
2. FERRE LIF EMERHIRIGERE :

network interface show -vserver Cluster
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&

clusterl:

Current Is

Vserver

Port

Logical

Interface

:*> network interface show

-vserver Cluster
Status

Network

Admin/Oper Address/Mask

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-01

e0b

clusterl-01

e0b

clusterl-02

elOb

clusterl-02

e0b

clusterl-03

e0b

clusterl-03

eOb

clusterl-04

e0b

clusterl-04

e0b

clusl up/up
true
up/up
true
up/up
true

clus?2
clusl
clus2 up/up
true
up/up
true

up/up
true

clusl
clus?
clusl wup/up
true

up/up
true

clus?2

8 entries were displayed.

clusterl::*

MRERFEE LIF FREEEKRRO

network interface revert

T RHE?

169.254.3.

169.254.3

169.254.3.

169.254.3.

169.254.1.

169.254.1.

169.254.1.

169.254.1.

IR F IR HIER !

-vserver Cluster -1if <1if name>

LEHFR NX-0S BREETR » IEPILL.. "R FARSERENRE (RCF) " o

t

szlq:

b W
g

|

s

k2

=

Z2aE oy F4k RCF
#3788 (RCF) it

R=EE Nexus 9336C-FX2 F1 9336C-FX2-T XX#a251% »
Sipgs EZE T IRARRAEY RCF 226 » Er] UAARER RCF IRA ©

5B 2 BRI S E YA T (R & U

HAFHYE R T BFRCiscoE &

Xinds LM E RE

4/23

.5/23

8/23

9/23

3/23

1/23

6/23

7/23

LZRDERTERE (RCF) - BERY

E 4R RCF B > BRAES
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1. {EF SSH TFF#EH| & F A switch cs1 o
2. FATYEHBEZ—i% RCF 5 FIZ53#288 cs1 B bootflash : FTP ~ TFTP ~ SFTP & SCP °

BERfCiscoft THEZ(E R > ;A2 RBIMBMEMFERES  "Cisco Nexus 9000 %% NX-OS 155 2E 58

e

IEEE IR RINEfER TFTP & RCF 2B REII RS cs1 BRI RAICITEET ¢

csl# copy tftp: bootflash: vrf management

Enter source filename: Nexus 9336C_RCF vl.6-Cluster-HA-Breakout. txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server
Established.

TETP get operation was successful

Copy complete, now saving to disk (please wait)...

3. 4RI TR RCF HEEE A EIRENREICIERS o
BRfCiscofr SHEZ(E R > ;A2 RIMEMEMFSRES  "Cisco Nexus 9000 %% NX-OS 155 2E 58

& HIRT T RCF X4 "Nexus_9336C_RCF_v1.6-Cluster-HA-Breakout.txt’ IFE7E 331228 cs1 %4

csl# copy Nexus 9336C_RCF vl.6-Cluster-HA-Breakout.txt running-config
echo-commands

4. IBBREIEH L “show banner motd 85 % © A HRI RN BEE LRI IR AT A EFFCEMIR(E -
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&

csl# show banner motd

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

kAhkKkkkhkhkKh KKk %k

* NetApp Reference Configuration File (RCF)

*

* Switch : Nexus NI9K-C9336C-FX2

* Filename : Nexus 9336C RCF vl.6-Cluster-HA-Breakout.txt
* Date : 10-23-2020

* Version : vl1.6

* Port Usage:

* Ports 1- 3: Breakout mode (4x10G) Intra-Cluster Ports, int
el/1/1-4, el/2/1-4

, €1/3/1-4

* Ports 4- 6: Breakout mode (4x25G) Intra-Cluster/HA Ports, int
el/4/1-4, el/5/

1-4, el/6/1-4

* Ports 7-34: 40/100GbE Intra-Cluster/HA Ports, int el/7-34
* Ports 35-36: Intra-Cluster ISL Ports, int el/35-36

*

* Dynamic breakout commands:

* 10G: interface breakout module 1 port <range> map 10g-4x

* 25G: interface breakout module 1 port <range> map 25g-4x

*

* Undo breakout commands and return interfaces to 40/100G
configuration in confi

g mode:

* no interface breakout module 1 port <range> map 10g-4x

* no interface breakout module 1 port <range> map 25g-4x

* interface Ethernet <interfaces taken out of breakout mode>
* inherit port-profile 40-100G

* priority-flow-control mode auto

* service-policy input HA

* exit

*

R R i e b b 2b b b b b I 2b I e dh b e Sh b SR S b b S dh b 4R b db b 2R Sb b db b b db b b b db b 2b db b db Ib I Ib b b db b A b dh db b 4

kX kX kk kKK

. §5HESD RCF R T AR :

show running-config



BEHLERUSE ST A EMRER RCF B > SBREMRU TN EHIERE :

> RCF#&IE
o ENEEFNE IR
o ZaE

EmHj%ﬁiﬁﬂ?&auE’Jﬁﬂiﬁﬁﬂﬁﬁ'ﬁﬁﬁﬁT N[E] - IREERIBRE - WBERITHIA » UTHELERERN RCF fR
rELAEAREEE

6. ik B AThRA<E B FiRRds 2 B RERI B THIEARZA © running-config S FIIETE(EAREY RCF XX ©
7. 5% RCF RRAEFRZ IR ELERERE » BELITAZR | “running-config' X4 E “startup-config" X4 ©

csl# copy running-config startup-config
(A AR AR AR AR AR A H AR EHHHHHHHHHE] 100% Copy complete

8. HFE AR EFMEE "write_erase.cfg EXBIPI7F _LAIEZE o

REEUTRA !
° (ERELTBIEN

@ o BIR P itk
FE%4ARA
o IAFILTE

csl# show run | i "username admin password" > bootflash:write erase.cfg

csl# show run | section "vrf context management" >> bootflash:write erase.cfg
csl# show run | section "interface mgmt0" >> bootflash:write erase.cfg

csl# show run | section "switchname" >> bootflash:write erase.cfg

9. 224k RCF 1.12 RESHRAR » BHTUTH S

csl# echo "hardware access-list tcam region ing-racl 1024" >>
bootflash:write erase.cfg

csl# echo "hardware access-list tcam region egr-racl 1024" >>
bootflash:write erase.cfg

csl# echo "hardware access-list tcam region ing-12-gos 1280" >>
bootflash:write erase.cfg

BB E X E A R R imE AR A5 AR Cisco B A #1283 FIVEL B B2 EER TX °
10. F&E22 “write_erase.cfg X4 EMNTELAEA :
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show file bootflash:write_erase.cfg

M. E3c#agd cs2 LEHRITE1 E 100

12. JONTAPEEEHFIA B AR SR IE BB RT3 8] cs1 M cs2 o

TER 2 | BRI ER
1. ERERIEEERRNRR I ERIEERA -
show interface brief

e

csl# show interface brief | grep up

Ethl/1/1 1 eth access

10G (D) --
Ethl/1/2 1 eth access
10G (D) --
Ethl/7 1 eth trunk
100G (D) --
Ethl/8 1 eth trunk
100G (D) --

2. EATIS SRR R EMNRE SN IERAESE VLAN F ¢

show vlan brief

show interface trunk

up

up

none

none

none

none
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csl# show vlan brief

VLAN Name Status
1 default active
Ethl/3

Ethl/6, Ethl/7

Ethl/36

Ethl/9/3

Ethl/10/2

17 VLANOO17 active
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl/10/2

18 VLANQOO18 active
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl1/10/2

31 VLANOO31 active
Ethl/13

Ethl/16

Ethl/19

Ethl/22
32 VLANOO32 active

Ports

Pol, Ethl/1, Ethl/2,

Ethl/4, Ethl/5,

Ethl/8, Ethl/35,

Ethl/9/1, Ethl/9/2,

Ethl1/9/4, Ethl1/10/1,

Ethl1/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl/10/1,

Ethl/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl1/10/1,

Ethl/10/3, Ethl/10/4
Ethl/11, Ethl/12,

Ethl/14, Ethl/15,

Ethl/17, Ethl/18,

Ethl/20, Ethl/21,

Ethl/23, Ethl/24,



Ethl/25

Ethl/28

Ethl/31

Ethl/34

33 VLANOO33

Ethl/13

Ethl/16

Ethl/19

Ethl/22

34 VLANOO34

Ethl/25

Ethl/28

Ethl/31

Ethl/34

csl# show interface trunk

active

active

Ethl/26,

Ethl/29,

Ethl/32,

Ethl/11,

Ethl/14,

Ethl/17,

Ethl/20,

Ethl/23,

Ethl/26,

Ethl/29,

Ethl/32,

Native
Vlan

Port
Channel

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl1/9/1
Ethl1/9/2
Eth1/9/3
Ethl1/9/4
Ethl1/10/1
Ethl1/10/2
Eth1/10/3
Ethl1/10/4

O T T Y S e e e S S S O = W = W =

trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking

Ethl/27,

Ethl/30,

Ethl/33,

Ethl/12,

Ethl/15,

Ethl1/18,

Ethl/21,

Ethl/24,

Ethl/27,

Ethl/30,

Ethl/33,
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Ethl/11 33 trunking ==

Ethl/12 33 trunking ==
Ethl/13 33 trunking ==
Ethl/14 33 trunking -—
Ethl/15 33 trunking ==
Ethl/16 33 trunking ==
Ethl/17 33 trunking -—
Ethl/18 33 trunking ==
Ethl1/19 33 trunking ==
Ethl1/20 33 trunking -—
Ethl/21 33 trunking ==
Ethl/22 33 trunking ==
Ethl/23 34 trunking -—
Ethl/24 34 trunking ==
Ethl/25 34 trunking ==
Ethl/26 34 trunking -—
Ethl/27 34 trunking ==
Ethl/28 34 trunking ==
Ethl/29 34 trunking -—
Eth1/30 34 trunking ==
Ethl/31 34 trunking ==
Ethl/32 34 trunking -—
Ethl1/33 34 trunking ==
Ethl/34 34 trunking ==
Ethl/35 1 trnk-bndl Pol
Ethl/36 1 trnk-bndl Pol
Pol 1 trunking ==
Port Vlans Allowed on Trunk
Ethl/1 1,17-18

Ethl/2 1,17-18

Ethl/3 1,17-18

Ethl/4 1,17-18

Ethl/5 1,17-18

Ethl/6 1,17-18

Ethl/7 1,17-18

Ethl/8 1,17-18

Ethl/9/1 1,17-18

Ethl/9/2 1,17-18

Eth1/9/3 1,17-18

Ethl1/9/4 1,17-18

Ethl1/10/1 1,17-18

Eth1/10/2 1,17-18

Ethl1/10/3 1,17-18



Ethl1/10/4 1,17-18

Ethl/11 31,33
Ethl/12 31,33
Ethl1/13 31,33
Ethl/14 31,33
Ethl/15 31,33
Ethl/16 31,33
Ethl/17 31,33
Ethl/18 31,33
Ethl1/19 31,33
Ethl/20 31,33
Ethl/21 31,33
Ethl/22 31,33
Ethl/23 32,34
Ethl/24 32,34
Ethl1/25 32,34
Ethl/26 32,34
Ethl/27 32,34
Ethl1/28 32,34
Ethl/29 32,34
Ethl1/30 32,34
Ethl/31 32,34
Ethl/32 32,34
Ethl/33 32,34
Ethl/34 32,34
Ethl/35 1

Ethl/36 1

Pol 1

()  mmamEEemn VAN SRS - 25 ROF RIVRIBMESRALNS -

3. E&:% cs1 # cs2 2 ISL EAZEBIER .

show port-channel summary



&

csl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s — Suspended r - Module-removed

b - BFD Session Wait

S - Switched R - Routed

U - Up (port-channel)

p - Up in delay-lacp mode (member)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports Channel
1 Pol (SU) Eth LACP Ethl1/35 (P) Ethl/36 (P)
csl#

TBR 3 | SREONTAPEEF
NetAppiZZ T fERARMEE SRR EMIRE

AMEERSEERENLERM THEZANIERME » SFDKERIEE IP A - #ERE « BirAcw
B« REBEMEEVILHT

gi{E "{#F System Manager 155 L5 EONTAP " BRARERAE » sA2RMERAX M o

TS E2HE?

Z4E RCF & > f&AJLA... "BEsE SSH ELE" o

HRIEH2E R TELE (RCF)

BEITRIRS LEZE TIRARAH RCF 18ZEF » I8EEH 4K RCF R ©

FAYaZ Al
B THEEUTYIS |
* RigREEMN B FIER
« —EMAEERMEE (AP LEHRTELUNE) -
* ERIMIRCF °
* MNREETFF RCF Hr4s > BIFREE RCF HETRENIRCE » URIRFTFERIRENBRIR ©

MREFEENRIEECE U R IR ERTRIRREN IR G > BIATEERER RCF ZRIEITEN » UEENUERRIER
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R E AN EIERRARZ

7B P AR EE AR IS AR (SL) o BEMRHER » B ROF RRANBEA
()  oumye sLEs - ARGEEEERGRE - LTS MSHARE LF BEIBEBAH
1% > FIRSTE BRSHAS E I TS TR o

C) EREM IR RESR A RCF Z /1 » MAEBMRIABRREL R TEARTE LU AERFT
PER SRR - SRRSO REZAIFREERRESM °

BT | EEFHR
1. BT EEER LB R R EIARNREERE

network device-discovery show

T

clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 NOK-
C9336C

eOd cs?2 Ethernetl/7 NOK-
C9336C
clusterl-02/cdp

ela csl Ethernetl/8 NOK-
C9336C

e0d cs2 Ethernetl/8 NI9K-
C9336C
clusterl-03/cdp

ela csl Ethernetl/1/1 NO9K-
C9336C

e0b cs2 Ethernetl/1/1 NOK-
C9336C
clusterl-04/cdp

ela csl Ethernetl/1/2 NOK-
C9336C

e0b cs?2 Ethernetl/1/2 NOK-
C9336C

clusterl::*>
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network port show -ipspace cluster



&

clusterl::*> network port show -ipspace cluster

Node: clusterl-01

Ignore

Health Health
Port IPspace
Status Status
ela Cluster
healthy false

e0d Cluster

healthy false

Node: clusterl-02

Ignore

Health Health
Port IPspace
Status Status
ela Cluster
healthy false

e0d Cluster

healthy false

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up

Cluster up

9000 auto/100000

9000 auto/100000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up

Cluster up

8 entries were displayed.

Node: clusterl-03

Ignore
Health Health
Port IPspace
Status Status
ela Cluster
healthy false
e0b Cluster

healthy false

9000 auto/100000

9000 auto/100000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up

Cluster up

9000 auto/10000

9000 auto/10000
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Node: clusterl-04

Ignore

Health
Port
Status

Health
IPspace
Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela
healthy
eOb
healthy

Cluster
false

Cluster
false

clusterl::*>

Cluster

Cluster

b. IPFAARENE (LIF) MAMNETEFEL :

network interface show -vserver cluster

up 9000 auto/10000

up 9000 auto/10000



&

clusterl::*> network interface show -vserver cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 e0d true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

8 entries were displayed.

clusterl::*>

C. FESDERRET MBS AR EN

system cluster-switch show -is-monitoring-enabled-operational true



&

clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch Type Address
Model
csl cluster-network 10.233.205.90 NO9K-
C9336C
Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None

Software Version:

Cisco Nexus Operating System (NX-0S) Software,

Version
9.3(5)
Version Source: CDP
cs?2 cluster-network 10.233.205.91 NI9K-
C9336C
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None

Software Version: Cisco Nexus Operating System (NX-0S) Software,

Version
9.3(5)
Version Source: CDP
clusterl::*>

3. (ZHEE LIF WEEEIRINEE °

clusterl::*> network interface modify -vserver Cluster -1lif * -auto-revert

false

SER 2 RER

1. 7RISR cs1 L > BARAEREI SRR EEHERERE o
csl> enable
csl# configure
csl (config)# interface ethl/1/1-2,ethl/7-8

csl (config-if-range) # shutdown
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csl (config-if-range) # exit

csl# exit

(::) AW RIRARR A BEENEEIRO - LB R RRERERRE

2!

BE o =25

sp 2RISR "TEUIAE

%%ﬁﬁ REREIBZEEE LIF By - ENREARBE(PE - "BEFIERR TX o

2. R A LIF EREEHEERIE

S cs1 LEEERERRIR © B

network interface show -vserver cluster

FETEER

clusterl:

Current Is
Vserver

Port Home

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

Logical
Interface
clusterl-01 clusl
ela true
clusterl-01 clus2
ela false
clusterl-02 clusl
ela true
clusterl-02 clus2
ela false
clusterl-03 clusl
ela true
clusterl-03 clus2
ela false
clusterl-04 clusl
ela true
clusterl-04 clus2
ela false

8 entries were displayed.

clusterl::*>

3 BREERTEFLER

cluster show

:*> network interface show
Status

ak 5
Hem

BHIEE o

-vserver cluster
Network

Admin/Oper Address/Mask

up/up

up/up

up/up

up/up

up/up

up/up

up/up

up/up

169.

169.

169.

169.

169.

169.

169.

169.

254.

254

254

254.

254.

254.

254.

254

3.4/23

.3.5/23

.3.8/23

3.9/23

1.3/23

1.1/23

1.6/23

.1.7/23
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4. MREHKRFFEARIRSBELE » 7
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&

clusterl::*> cluster

Node

clusterl-01
clusterl-02
clusterl-03
clusterl-04
4 entries were displayed.

clusterl::*>

show running-config

a. iE’I"ﬁ"E Ak 2B RIRA Z R BETHIEASR o

SR8 SNMP BLE) o
b. ¢ NX-OS 10.2 Bi44 > 8 “show diff running-config" FAF? £ bootflash F{z7FHY RCF &2 ETLER M

T oFBR AERAE=AER/ERTA -
S. HFRAFREFAESE "write_erase.cfg EXEIPI1F_EAIIEZE

FERECEUATREA :

®

csl# show
csl# show
csl# show

csl# show

6. A4RZ) RCF HRZs 1.12 RE SRS » &

csl# echo

bootflash:

csl# echo

bootflash:

° ERERENENS
° BIE IP {itk

° TR A8k

° AR RTE

show
Health

true

Eligibility Epsilon

true
true
true
true

AT S R R B FHERF ¢

“running-config U IEFEfEFAARY RCF 828 (5N

run | 1 "username admin password" > bootflash:write erase.cfg

run | section

"vrf context management" >> bootflash:write erase.cfg

run | section "interface mgmtO" >> bootflash:write erase.cfg

run | section "switchname" >> bootflash:write erase.cfg

EHITUTES !

"hardware access-list tcam region ing-racl 1024" >>

write erase.cfg

"hardware access-list tcam region egr-racl 1024" >>

write erase.cfg



10.

1.

12.

13.

csl# echo "hardware access-list tcam region ing-12-gos 1280" >>
bootflash:write erase.cfg

A2 RMBENE AT R EHERNIER FAMRCiscoB B s FNRE" BEHIFFERTX
FESR “write_erase.cfg' XFBEUNTERAIEA :

show file bootflash:write_erase.cfg

ZEH write erase F8 T LURIFBERIBEREFNRE :

csl# write erase

Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway? (y/n) [n] y

- A RN ENCEEREIRBEET -

csl# copy bootflash:write_ erase.cfg startup-config
BRI ¢
switch# reload
This command will reboot the system. (y/n)? [n] y
B IP (IURIEIEE®R > FiB SSH EARMES -
TR AR EZ AT SSH E4RAERANY hosts #EZRIEH
EATIEERHE 2 —1F RCF 85 EIZZ#123 cs1 Y bootflash : FTP ~ TFTP ~ SFTP 8 SCP
ERACiscoff THNE SR » FHSRIMBRERYIER o "Cisco Nexus 9000 %51 NX-OS $5< 2% 157/ o
IEEEBIRRINAfER TFTP 1§ RCF EREREII RS cs1 BREIRAICITEET ¢
csl# copy tftp: bootflash: vrf management
Enter source filename: Nexus 9336C_RCF_vl.6-Cluster-HA-Breakout. txt
Enter hostname for the tftp server: 172.22.201.50
Trying to connect to tftp server...... Connection to Server Established.

TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

el &Y RCF 122 E IR REIECIRES ©
ERCiscomTHEZE R » B2 R"Cisco Nexus 9000 %% NX-OS 55 2E" o

IEEEFIET T RCF X4 "Nexus_9336C_RCF_v1.6-Cluster-HA-Breakout.txt IETE3X 228 cs1 L2t ©
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csl# copy Nexus 9336C_RCF_vl.6-Cluster-HA-Breakout.txt running-config
echo-commands

@ AW MFARBYEE RCF BY RECEREA ~ EERPA M 1818 2050 o IS AREN B 1A S R L
RIHARI BV IEFEECE AR -

14. nﬁ |:V|_, RCF *w‘—k %EE'?%EH&ZK
show running-config
BEHHERUEE TS A ERR RCF K > BRI T EHIERE :

° RCFHiE
°© EEEAEIRIRRE
° BEYE

BHAARGIRFECHRISECEMAPITE  REEBERE > WBEHITHA - UTAREZER RCF ik
EREREMARELE -

15 KR H B EFMINERBIREENER - F2R'SE2MGNLE I EF R AREAREEEN
sHAEE -

16. 52 RCF HiZs ~ BETHTIBIEE MR DT EHE - FETREERNIIRERERE
BRfCiscommSMEZ(E R » 552R0"Cisco Nexus 9000 %% NX-OS 55 £%&" o
csl# copy running-config startup-config

[] 100% Copy complete

17. ERETHAARCs 1 - FERINERERTRNENARR » I LUBBRERE LIRER TREIMSRBREE RS TR &
SERIBRM) o

csl# reload

This command will reboot the system. (y/n)? [n] y

18. B EHRE FREBIHBIERRR
a. R RETAANMNESEERBNEREEFNIRT -

network port show -ipspace cluster
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&

clusterl::*> network port show -ipspace cluster

Node: clusterl-01

Ignore

Health
Port
Status

ela
healthy
eOb
healthy

Health
IPspace
Status

Cluster
false

Cluster
false

Node: clusterl-02

Ignore

Health
Port
Status

ela
healthy
eOb
healthy

Health
IPspace
Status

Cluster
false

Cluster
false

Node: clusterl-03

Ignore

Health
Port
Status

ela

Health
IPspace
Status

Cluster

healthy false

e0d

Cluster

healthy false

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up

Cluster up

9000 auto/10000

9000 auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up

Cluster up

9000 auto/10000

9000 auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up

Cluster up

9000 auto/100000

9000 auto/100000
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Node: clusterl-04

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

b. {it HERERE TR BIEFIR o

network device-discovery show -protocol cdp



&

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 NOK-
C9336C

eOd cs?2 Ethernetl/7 NOK-
C9336C
cluster01-2/cdp

ela csl Ethernetl/8 NOK-
C9336C

e0d cs?2 Ethernetl/8 NOK-
C9336C
cluster01-3/cdp

ela csl Ethernetl/1/1 NOK-
C9336C

e0b cs2 Ethernetl/1/1 NO9K-
C9336C
clusterl-04/cdp

ela csl Ethernetl/1/2 NOK-
C9336C

e0b cs?2 Ethernetl/1/2 N9K-
C9336C

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address

Model

csl cluster—-network 10.233.205.90 NX9-
C9336C

Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP

cs2 cluster—-network 10.233.205.91 NX9-



C9336C
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP

2 entries were displayed.

RIFA SR LA EARY RCF FR7s » ERIBESTE cs1 3CHASSIER & LRRILTH#ML :

2020 Nov 17 16:07:18 csl %$ VDC-1 %S $STP-2-UNBLOCK CONSIST PORT:
Unblocking port port-channell on VLANO092. Port consistency
restored.

2020 Nov 17 16:07:23 csl %$ VDC-1 %S $STP-2-BLOCK PVID PEER:
Blocking port-channell on VLANOOOl. Inconsistent peer vlan.

2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-BLOCK PVID LOCAL:
Blocking port-channell on VLANOO092. Inconsistent local vlan.

19. BRiE R ERTEFER -
cluster show

mETEf

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

20. 334 cs2 LEELEFE 1 E 190
21. B FA#E LIF WEBIEIRINAE -

clusterl::*> network interface modify -vserver Cluster -1lif * -auto-revert
True
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22. BRIRHAZR cs2 ©

cs2# reload

This command will reboot the system. (y/n)?

T 3 R ENRERERNR
1. eI R IR RS ERIEE R o
show interface brief

s

csl# show interface brief | grep up

Ethl/1/1 1 eth access

10G (D) --

Ethl/1/2 1 eth access
10G (D) --

Ethl/7 1 eth trunk
100G (D) --

Ethl/8 1 eth trunk
100G (D) --

2. HESDTRHRENRANIRELE |

show cdp neighbors

up

up

up

[n]

y

none

none

none

none
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3. EA TSR REMMESUNIERAREE VLAN # :

60

&

csl# show cdp neighbors

Capability Codes: R
Bridge

0p]

Device-1ID
Port ID
nodel

ela

node?2

ela

csl
Ethl/35
csl
Ethl/36

Total entries displ

show vlan brief

show interface trunk

- Router,

Local Intrfce

Ethl/1

Ethl/2

Ethl/35

Ethl/36

ayed: 4

T - Trans-Bridge,

Switch, H - Host,
VoIP-Phone,
Supports-STP-Dispute

133

133

175

175

B - Source-Route-

I - IGMP, r - Repeater,

H

RS I s

R S I s

D - Remotely-Managed-Device,

Hldtme Capability Platform

FAS2980

FAS2980

NI9K-C9336C

N9K-C9336C



&

csl# show vlan brief

VLAN Name Status
1 default active
Ethl/3

Ethl/6, Ethl/7

Ethl/36

Ethl/9/3

Ethl/10/2

17 VLANOO17 active
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl/10/2

18 VLANQOO18 active
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl1/10/2

31 VLANOO31 active
Ethl/13

Ethl/16

Ethl/19

Ethl/22
32 VLANOO32 active

Ports

Pol, Ethl/1, Ethl/2,

Ethl/4, Ethl/5,

Ethl/8, Ethl/35,

Ethl/9/1, Ethl/9/2,

Ethl1/9/4, Ethl1/10/1,

Ethl1/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl/10/1,

Ethl/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl1/10/1,

Ethl/10/3, Ethl/10/4
Ethl/11, Ethl/12,

Ethl/14, Ethl/15,

Ethl/17, Ethl/18,

Ethl/20, Ethl/21,

Ethl/23, Ethl/24,

61



62

Ethl/25

Ethl/28

Ethl/31

Ethl/34

33 VLANOO33

Ethl/13

Ethl/16

Ethl/19

Ethl/22

34 VLANOO34

Ethl/25

Ethl/28

Ethl/31

Ethl/34

csl# show interface trunk

active

active

Ethl/26,

Ethl/29,

Ethl/32,

Ethl/11,

Ethl/14,

Ethl/17,

Ethl/20,

Ethl/23,

Ethl/26,

Ethl/29,

Ethl/32,

Native
Vlan

Port
Channel

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl1/9/1
Ethl1/9/2
Eth1/9/3
Ethl1/9/4
Ethl1/10/1
Ethl1/10/2
Eth1/10/3
Ethl1/10/4

O T T Y S e e e S S S O = W = W =

trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking

Ethl/27,

Ethl/30,

Ethl/33,

Ethl/12,

Ethl/15,

Ethl1/18,

Ethl/21,

Ethl/24,

Ethl/27,

Ethl/30,

Ethl/33,



Ethl/11 33 trunking ==

Ethl/12 33 trunking ==
Ethl/13 33 trunking ==
Ethl/14 33 trunking -—
Ethl/15 33 trunking ==
Ethl/16 33 trunking ==
Ethl/17 33 trunking -—
Ethl/18 33 trunking ==
Ethl1/19 33 trunking ==
Ethl1/20 33 trunking -—
Ethl/21 33 trunking ==
Ethl/22 33 trunking ==
Ethl/23 34 trunking -—
Ethl/24 34 trunking ==
Ethl/25 34 trunking ==
Ethl/26 34 trunking -—
Ethl/27 34 trunking ==
Ethl/28 34 trunking ==
Ethl/29 34 trunking -—
Eth1/30 34 trunking ==
Ethl/31 34 trunking ==
Ethl/32 34 trunking -—
Ethl1/33 34 trunking ==
Ethl/34 34 trunking ==
Ethl/35 1 trnk-bndl Pol
Ethl/36 1 trnk-bndl Pol
Pol 1 trunking ==
Port Vlans Allowed on Trunk
Ethl/1 1,17-18

Ethl/2 1,17-18

Ethl/3 1,17-18

Ethl/4 1,17-18

Ethl/5 1,17-18

Ethl/6 1,17-18

Ethl/7 1,17-18

Ethl/8 1,17-18

Ethl/9/1 1,17-18

Ethl/9/2 1,17-18

Eth1/9/3 1,17-18

Ethl1/9/4 1,17-18

Ethl1/10/1 1,17-18

Eth1/10/2 1,17-18

Ethl1/10/3 1,17-18



Ethl1/10/4 1,17-18

Ethl/11 31,33
Ethl/12 31,33
Ethl1/13 31,33
Ethl/14 31,33
Ethl/15 31,33
Ethl/16 31,33
Ethl/17 31,33
Ethl/18 31,33
Ethl1/19 31,33
Ethl/20 31,33
Ethl/21 31,33
Ethl/22 31,33
Ethl/23 32,34
Ethl/24 32,34
Ethl1/25 32,34
Ethl/26 32,34
Ethl/27 32,34
Ethl1/28 32,34
Ethl/29 32,34
Ethl1/30 32,34
Ethl/31 32,34
Ethl/32 32,34
Ethl/33 32,34
Ethl/34 32,34
Ethl/35 1

Ethl/36 1

Pol 1

()  mmamEEemn VAN SRS - 25 ROF RIVRIBMESRALNS -

4. B&3% cs1 M cs2 2RI ISL BARRTIEE ©

show port-channel summary
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csl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s — Suspended r - Module-removed

b - BFD Session Wait

S - Switched R - Routed

U - Up (port-channel)

p - Up in delay-lacp mode (member)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports Channel
1 Pol (SU) Eth LACP Ethl1/35 (P) Ethl/36 (P)
csl#

5. FRsR#E LIF DAREEIERIAEIEE :

network interface show -vserver cluster



&

clusterl::*> network interface show -vserver cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 e0d true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eld true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0d true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOb true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOb true

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true

8 entries were displayed.

clusterl::*>

YNSRI LIF BARRBERFRD - FEAEERFEREER :
network interface revert -vserver vserver name -1lif 1if name
6. B REETEFLER

cluster show
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clusterl::*> cluster show

Eligibility

Node Health
clusterl-01 true
clusterl-02 true
clusterl-03 true
clusterl-04 true

4 entries were displayed.
clusterl::*>

7. EREE RIS AT E AR

true
true
true

true
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ONTAP 9.9.1 RES R4S

{RAILUEF “network interface check cluster-connectivity MI{Ten < ARBKBNE EEIZMIGE - JABEERFA

HH

network interface check cluster-connectivity start '# ‘network interface check
cluster-connectivity show

clusterl::*> network interface check cluster-connectivity start

VER ETREARRSEENE show BREFEEARG S

clusterl::*> network interface check cluster-connectivity show

Packet
Node Date
Loss

3/5/2022 19:21:

clusl none

3/5/2022 19:21:

02 clus2 none
node2

3/5/2022 19:21:

01 clusl none

3/5/2022 19:21:

01 clus2 none

FTEONTAPKRZS
W FFAONTAPRRZS » &

18 -06:00
20 -06:00
18 -06:00
20 -06:00

Source

LIF

clusterl-01 clus2

clusterl-01 clus2

clusterl-02 clus2

clusterl-02 clus2

Destination

LIF

clusterl-02-

clusterl-

clusterl-

clusterl-

AT LAER “cluster ping-cluster -node <name> @ &TEIZEMGH S !

cluster ping-cluster -node <name>



clusterl::*> cluster ping-cluster -node local

Host is clusterl1-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0Oa

Cluster clusterl-03 clusZ2 169.254.1.1 clusterl-03 eOb
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0Ob
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 eOa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 e0d
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0a
Cluster clusterl-02 clus2 169.254.3.9 clusterl-02 e0Od

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)

T—PRHE?
FH4R RCF % > f&RILL"EE SSH FicE"


configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html
configure-ssh-keys.html

AR SSH i &

NRETIEE R O AR AR R ERER 1788 (CSHM) F HEEUREETHAE > AT
FERIA SSH 1 SSH £i#& °

1. #E8% SSH BEBA -

(switch) show ssh server
ssh version 2 is enabled

2.3 Dﬁ |:vu SSH ffegﬁﬁﬁ

show ssh key
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(switch) # show ssh key

rsa Keys generated:Fri Jun 28 02:16:00 2024

ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAAAGQDiINrD52Q586wTGJIJjFALJBl1FaA23EpDrZ2sDCew
17nwlioC6HBe jx1ulObAH8hrW8kR+gjO0ZAfPPNeLGTg3AP])/yiPTBOIZZXxbWRShywAMS5
PayxWwRb7kp9Zt1YHzVuHYpSO82KUDowKrL6lox/YtpKoZUDZjrZjAp8hTv3JZsPgQ==

bitcount:1024
fingerprint:
SHA256:aHwhpzo7+YCDSrp3isdv2uVGz+mjMMokgdMeXVVXfdo

could not retrieve dsa key information

ecdsa Keys generated:Fri Jun 28 02:30:56 2024

ecdsa-shaz2-nistpb521

AAAAE2VIZHNhLXNoYTItbmlzdHAIMJEAAAATbm] zdHAIMJEAAACFBABJ+ZX5SFKhS57e
vkE273e0Voqgzid/32dt+£14fBuKv80MjMsmLfJKtCWylwgVt1Zi+C5TIBbugpzez529z
kFSFOADb8JaGCoaAYe2HVWR/ f6QLbKbgVIewCdgWgxzrIY5BPP5GBAxQJIMBiOwWEdnHgl
u/9Pzh/Vz9cHDcCWIGGE780QHA==

bitcount:521
fingerprint:
SHA256:TFGe2hXn6QIpcs/vyHzftHI7Dceg0vQaULYRAL ZeHwQ

(switch) # show feature include scpServer

|
scpServer 1 enabled
(switch) # show feature | include ssh
sshServer 1 enabled
(switch) #

@ BUE FIPS B » 7B TIIE <R3 HA23 LRIt 8UEB E % 256 © ssh key ecdsa 256
force ° & "FH FIPS REHBELE"BEZFFHERTX °

T—HRAHE?
E3iB% SSH BB » AL "B RS RELE o
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1. BRIRBEE !

write erase
(cs2)# write erase

Warning: This command will erase the startup-configuration.
Do you wish to proceed anyway? (y/n) [n] y

2. ERTEASTHARE !

reload

(cs2)# reload

This command will reboot the system. (y/n)? [n] y

RMEMBRETEARTERE - TREBIETR > NMRWEIR T PILEEFEETEBEEERTE ? " (yes/no)n]”
» (AR IBIE *yes* 7 BEMEAR o

T—%
FEHEE  CAN SRS REREE o
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