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EERBERM EFOS IREAZERE FIPS {22 ATA FIPS 1Z# « :5(FH show fips
status 8% ° £ FAIEFIF « IP_switch_A1 £/ FIPS #HAH EFOS - i IP_switch_A2 8]
fEFAJE FIPS tHARY EFOS ©

* 1E3H423 IP_switch_ A1 L :

IP switch al # *show fips status*

(:) System running in FIPS mode

* TEXTHaZS IP_switch A2 L :

IP switch a2 # *show fips status*

A

S A N

% Invalid input detected at marker.
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L& H Al s E A R R B E Pt 5172.19.2. 189 (AR ES :

(cs2)# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.
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(cs2)# show bootvar
Image Descriptions

active

backup

Images currently available on Flash

(cs2) # copy active backup
Copying active to backup
Management access will be blocked for the duration of the operation

Copy operation successful
(cs2)# show bootvar

Image Descriptions

active

backup
Images currently available on Flash
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(cs2)# show version

Switch: 1

System DesCription. ...t ittt eeeeeeeeens BES-53248A1,
3.4.3.3, Linux 4.4.117-ceeeb9%9d, 2016.05.00.05

MaChINE Ty . e vttt ettt ee e et eeeeeeneeeeaneeneans BES-53248A1
Machine Model. ... ..ttt ittt eeeeeeeeeanenn BES-53248
Serial NUMDET . .. ittt ittt ettt eeeeeeennnnns QTFCU38260014
Maintenance Level.. ... ettt eeeeeneeeeneeneans A
ManUfaCtUrer . v ittt ittt it e et e ettt ee e O0xbc00

Burned In MAC AddreSS .« .t et eeeneeeeeeeeennns D8:C4:97:71:12:3D
SOftwWare VerSion. o e et e et eeeeeeeneeneoneenns 3.4.3.3
Operating System. ...ttt ittt teeeeeeeeeenns Linux 4.4.117-
ceeeb99d

Network Processing DevicCe..........ciiviuenenn.. BCM56873 A0
CPLD VerSI0M e v vt ittt ettt eeeeeeeeeeeeeeaeennns O0xff040c03
Additional PackagesS. ... .eueieeeeeteneeeennenenns BGP-4
............................................... Q0S
............................................... Multicast
............................................... IPvV6
............................................... Routing
............................................... Data Center
............................................... OpEN API
............................................... Prototype Open API
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(cs2)# copy sftp://root@l72.19.2.1//tmp/EF0S-3.4.4.6.stk active
Remote Password:**

L L SEFTP

Set ServVer IP. ..t iiiiiteeeeeeeeeeeeeaeeeeonaenns 172.19.2.1

=Sl o //tmp/

Filename. @ v vttt et ittt et eteeeeeseneeeeaneeneans EFOS-3.4.4.6.stk
DAt T P e v e et e et e et ee e eeeeeeeeeeeeeeeeeaeenans Code

Destination Filename........cuouitinenennnennnn active

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y
SFTP Code transfer starting...

File transfer operation completed successfully.

6. EERERPMEDAERRAIBIIEAR AR -
MN{aIEENbootvar
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(cs2) # show bootvar
Image Descriptions

active

backup

Images currently available on Flash

7. ERTRIENSHARS
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(cs2)# reload

The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully
Configuration Saved!

System will now restart!
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(cs2)# show version

Switch: 1

System DesCription. ...t ittt eeeeeeeeens
3.4.4.6, Linux 4.4.211-28a6fe76, 2016.05.00.04
MaChINE Ty . e vttt ettt ee e et eeeeeeneeeeaneeneans
Machine Model. ... ..ttt ittt eeeeeeeeeanenn
Serial NUMDET . .. ittt ittt ettt eeeeeeennnnns
Maintenance Level.. ... ettt eeeeeneeeeneeneans
ManUfaCtUrer . v ittt ittt it e et e ettt ee e
Burned In MAC AddresSS. . ei ittt eteneeeeeneenns
SOftwWare VerSion. o e et e et eeeeeeeneeneoneenns
Operating System. ...ttt ittt teeeeeeeeeenns
28a6fe’6

Network Processing DevicCe.....ueueeeeeeeeeennnnnn
CPLD VerSI0M e v vt ittt ettt eeeeeeeeeeeeeeaeennns
Additional PackagesS. ... .eueieeeeeteneeeennenenns
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| *ONIE: Install OS
ONIE: Rescue
ONIE: Uninstall OS
ONIE: Update ONIE
ONIE: Embed ONIE
DIAG: Diagnostic Mode

|
|
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|
|
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| DIAG: Burn-In Mode
|
|
|
|
|
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|
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|
|

IR ERIEEAONIERERL -
2. {ZILONIERRIRE L ANHERE S HE ©

HIRU TS ~ 32 Enter *L Y AONIEEIZS

Please press Enter to activate this console. Info: ethO: Checking
link... up.
ONIE:/ #

(D  onNEmSiFE  LHASIIENELEA -



Stop the ONIE discovery

ONIE:/ # onie-discovery-stop
discover: installer mode detected.
Stopping: discover... done.

ONIE:/ #

3. {#H TifconfigethO <ipaddress> netmask> upJ #1 lroute add Default GW <gatewayAddress>] HRe&RE
AHEEE T E L FTIG R

ONIE:/ # ifconfig eth0 10.10.10.10 netmask 255.255.255.0 up
ONIE:/ # route add default gw 10.10.10.1

4. FEUEEEONIEREEMEZERY(AIAREs A LR
ping

FETEEH

ONIE:/ # ping 50.50.50.50

PING 50.50.50.50 (50.50.50.50): 56 data bytes

64 bytes from 50.50.50.50: seg=0 ttl=255 time=0.429 ms

64 bytes from 50.50.50.50: seg=1 ttl=255 time=0.595 ms

64 bytes from 50.50.50.50: seg=2 ttl=255 time=0.369 ms

~C

--- 50.50.50.50 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.369/0.464/0.595 ms

ONIE:/ #

O. REHHISTHAZRREE !

ONIE:/ # onie-nos-install http://50.50.50.50/Software/onie-installer-x86 64
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ONIE:/ # onie-nos-install http://50.50.50.50/Software/onie-
installer-x86 64

discover: installer mode detected.

Stopping: discover... done.

Info: Fetching http://50.50.50.50/Software/onie-installer-3.7.0.4

Connecting to 50.50.50.50 (50.50.50.50:80)

installer 100% |*******************************| 48841k

0:00:00 ETA

ONIE: Executing installer: http://50.50.50.50/Software/onie-
installer-3.7.0.4

Verifying image checksum ... OK.

Preparing image archive ... OK.

ERREPERNZEE « REBEMEFNIIIALS o BRI E BB EIRIEFOSRRZA ©
6. ERrE B R TE T AV IAZZENEE ¢
MN{a B &bootvar

e

(cs2)# show bootvar

Image Descriptions

active

backup

Images currently available on Flash

unit active backup current-active next-active

1 3.7.0.4 3.7.0.4 3.7.0.4 3.7.0.4
(cs2) #
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ZREARB3FE R REGSHIRE
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=iEsany BN S ERRRNRRRRZAS

SW-BS- Broadcom 8Pt - 10G25G + 2pt- EFOS 3.4.4.6 R E#hr4As

53248A2-8P-2P 40G100G =148 « X190005/R

SW-BS- Broadcom 8 #&#E1%18 10G25G %1 EFOS 3.4.4.6 & EHhrZs
53248A2-8P- %£$8 + X190005/R

1025G

SW- Broadcom 6 E}#18 40G100G #E# EFOS 3.4.4.6 R EHhRZs
BES53248A2-  £4& « X190005/R

6P-40-100g

ERRISHE

RS EIE BS-53248 &R L EARERRIXE

wiEsany EREsEAE R M RERR A

SW-BE- Broadcom 8P 10-25 ~ 2P40E100 EFOS 3.4.3.3 % EHkr 2
53248A1-G1-8P- #Z#E&48 ~ X190005/R

LIC

SW-BE- Broadcom 16P 10-25 ~ 4P40-100%% EFOS 3.4.3.3%E#H kR4
53248A1-G1- S48 ~ X190005/R

16P-LIC

SW-BE- Broadcom 24P 10-256P40-100¥21# EFOS 3.4.3.3%Eifhk7s
53248A1-G1- £4$%& ~ X190005/R

24P-LIC

SW-BES54248-  Broadcom 6port 40G100G##%  EFOS 3.4.4.6 % B#ihR4s
40-100G#% 1 & ~ X190005/R

SW-BES53248-  Broadcom 8Port 10G25GHE# EFOS 3.4.4.6 X EH#hRAs
8P-10G25G#ZH#E $& « X190005/R
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RiEmn RiEFEER < IEBIEDRSRR 2

SW-BES53248- Broadcom 16Port 10G25GiS#%  EFOS 3.4.4.6 X E#ikkas
16P-1025G-LIC & « X190005/R

SW-BES53248- Broadcom 24Port 10G25Gi%t#% EFOS 3.4.4. 6 R E iR
24P-1025G-LIC  $& ~ X190005/R
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1. BRETIMBERT TR o
2. {5 Tpingl #r<3REGEELSEEEFOS ~ IFHEMRCFIZZRAFEIARES Z AVELS -

e

IEEE A A Basa s gs B R IR EIP(UNEA3172.19.2. 1R EARES !

(cs2)# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. WEIMBCS2EAIAIRIEFERHE !
TNl

mETEf

(cs2) # show license

Reboot needed. . ..ottt ittt ittt ettt e eeeeeeenn No
Number of active licenses........uueiiteeeenenn.. 0
License Index License Type Status

No license file found.
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4. SRR -
BHISEURABSEM - LEATRNSBRGIER -

g

THIEEAIEASFTPIFHZIEEFREREITIRERGI1 o

(cs2)# copy sftp://root@l72.19.2.1/var/lib/tftpboot/license.dat
nvram:license-key 1
Remote Password:**

MO e i it i et e e et e e e e ettt SFTP

SEL SerVETY TP . it ittt it ittt eeeeesoeaeeeaneeess 172.19.2.1

= i o /var/lib/tftpboot/
FilleName . v v it i ittt et et e et eeeeeeeeeeaeaeaeenans license.dat

L= ot A 7 1 license

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the

duration of the transfer. Please wait...

License Key transfer operation completed successfully. System reboot
is required.

o. FEMFRA BRIAIREEN « WX ERMRENRIRERCS2Z AlGC MRMEIRAS
TN %

g

(cs2)# show license

Reboot needed...... ... i, Yes

Number of active licensesS.......oieeeeeeeennnn. 0

License Index License Type Status

1 Port License valid but not applied
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6. EEMFIAIEERIR
How port all | exclude Detach]

IR ENRER « A GRETHMREENEIRE
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(cs2)# show port all | exclude Detach

Actor
Intf
Timeout

Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/55
Enable
0/56
Enable

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

LACP

Mode
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7. EATRRENAHARS ¢
"EESE

g

(cs2)# reload

The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully

Configuration Saved!
Are you sure you would like to reset the system? (y/n) y

8. FHMEMEEELERA  IWIECEREE
TNl

mEREf

(cs2)# show license

Reboot needed. . ...ttt ittt ittt ettt teneean No
Number of installed licenses..........eeeeeeo.. 1

Total Downlink Ports enabled..........oueieen.. 16

Total Uplink Ports enabled............ccoov.... 8
License Index License Type Status

1 Port License applied

. BEFAMEREESEAIA !

How port all | exclude Detach ]
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(cs2)# show port all | exclude Detach

Actor
Intf
Timeout

0/1
Enable
0/2
Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/49
Enable
0/50

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

100G Full

100G Full

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

LACP

Mode
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Enable long

0/51 Disable 100G Full Down Enable
Enable long
0/52 Disable 100G Full Down Enable
Enable long
0/53 Disable 100G Full Down Enable
Enable long
0/54 Disable 100G Full Down Enable
Enable long
0/55 Disable 100G Full Down Enable
Enable long
0/56 Disable 100G Full Down Enable

Enable long

(D %%%ES’H%E‘EE% ~RAFERENNE o SARRCFEMERERBEFPHNERFERIR

)

SRR RS
INRLZEITERZELRRE « FEANTZAIMIT FINRHES< copy 8% ©
EFEAMRIESS ¢ TDebuger transfer; #1 debugs license
FETEE

(cs?2) # debug transfer

Debug transfer output is enabled.

(cs2)# debug license
Enabled capability licensing debugging.

BIEHITHF copy A% debug transfer #l debug license BEIEEEA - EEEIEEEREH ©
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transfer.c(3083) :Transfer process key or certificate file type = 43
transfer.c (3229) :Transfer process key/certificate cmd = cp
/mnt/download//license.dat.l /mnt/fastpath/ >/dev/null 2>&1CAPABILITY
LICENSING

Fri Sep 11 13:41:32 2020: License file with index 1 added.

CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: Validating hash value
29de5e%a8af3e510f1£f16764a13e8273922d3537d3£13c9¢c3d445¢c72al180a2e6.
CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: Parsing JSON buffer {

"license": {
"header": {
"version": "1.0",
"license-key": "964B-2D37-4E52-BAl14",
"serial-number": "QTFCU38290012",

"model": "BES-53248"

b

"description": "",

"ports": "O+6"

}
b e
CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: License data does not
contain 'features' field.
CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: Serial number
QTFCU38290012 matched.
CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: Model BES-53248

matched.

CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: Feature not found in
license file with index = 1.

CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: Applying license file
1.

iR b PIRE AR ¢

s EEERREAMS - [FIRQTFC3829001248%F
s MBEHRBEEZERTES Tmodel Bes - 53248 matched
 BEZAIRERFERIECHNEERS| c IREBFEHIRERS| ~ AIEEL 582 . License file

/mnt/download//license - dat.1 already exists (¥Z#EFEZE/mnt/download//license * dat.1E1F7E)

* EIRIRRENIFTNAERE o FIL ~ TRHAE A TR © TERS|= 10RERERPHAZITIEE <
fEF copy RIERIBIRIERMDEIMAMREMNG S -



(cs2)# copy nvram:license-key 1
scp://<UserName>Q<IP_address>/saved license 1l.dat

(D) DRCEBEIRSRIES 4.4 TR  BIETIRGHE - BEBBOTA o

TR AR ZEBENVERIZE « A REBRELERNR

o

FolE

EXENF IR TRV EIRIE
EEREBMRERNERE « SO RRERTIRIIRCE « AREUHEERRERIRF AR -

TERIS I BN E R 0/120/16F010/552)0/56 ~ MATIRHERNEIZRR 2 1EERIR0/172/0/54 2 [ ~ RAI S
REERFISETE © FIH ~ BERBISW-BES54248-40-100g-LICIEZH# « S BBCHEERCFHM TFIE=E ¢
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|

! 2-port or 6-port 40/100GbE node port license block
|

interface 0/49

no shutdown

description "40/100GbE Node Port"
!'speed 100G full-duplex

speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/50

no shutdown

description "40/100GbE Node Port"
!'speed 100G full-duplex

speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/51

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216
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switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/52

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!'speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/53

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!'speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/54

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk



datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!
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° W& BS-53248 sz iEDRIE CS1 1 CS2 ©
* ERELZFBAcluster1-01 ~ cluster1-02 ~ cluster1-03Fcluster1-04 o

* 5 LIF $4787% cluster1-01_clus1 ~ cluster1-01_clus2 - cluster1-02_clus1 ~ cluster1-02_clus2 »
cluster1-03_clus1 ~ cluster1-03_clus2 ~ cluster1-04_clus1 # cluster1-04_clus2 °

lcluster1 : * @ >] IEMEIEHEENRTE o
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1. MR AutoSupport LLESEER T TS5 I8 ~ HMUMAUtoSupport TS RELE SBRITHRA) |
T B4R EIZEAutoSupport RSEEE M AL FE B 25 *-type all -Message MAn=xh
Hen x RUERRIBERE GUNEAB)
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clusterl::*> system node autosupport invoke -node \* -type all -message
MAINT=2h

2. BIEMRFREERER  TERRRTEEERFEA v !
"R TER"
HIFERTRR (>) o
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3. FEAMERERER RS SEMM EHEEFEIFIR | network device-discovery show

mEEE

clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl 0/2 BES-
53248

e0b cs2 0/2 BES-
53248
clusterl-02/cdp

ela csl 0/1 BES-
53248

e0b cs2 0/1 BES-
53248
clusterl-03/cdp

ela csl 0/4 BES-
53248

e0b cs2 0/4 BES-
53248
clusterl-04/cdp

ela csl 0/3 BES-
53248

e0b cs?2 0/3 BES-
53248

clusterl::*>

o

=mm

4. HESEREERENEIEMEZEIRAS
a. WESPFhA = EEIFIRESIE B8 /E | network port show -role cluster



&

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0b Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
eOb Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false



Node: clusterl-04

Ignore

Health
Port
Status

ela
healthy
elb
healthy
clusterl:

Health
IPspace
Status

Cluster
false

Cluster
false
3W>

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

b. HERDFIARENE (I£8n) EANEEIZIE | network

up 9000 auto/10000

up 9000 auto/10000

interface show -role cluster
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clusterl::*> network interface show -role cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0Ob true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

o B mER DT MERERIRIHEMN
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FHhRA<ONTAP

%t ONTAP 9.8 F%A ~ sAfEFA®<S | system switch ethernet show -is-monitoring-enabled

-operational true

clusterl::*> system switch ethernet show -is-monitoring-enabled

-operational true

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs?2
53248

Serial Number:

Is Monitored:
Reason:

Software Version:

Version Source:

clusterl::*>

EFRRZSONTAP

7 ONTAP 9.7 RER AR ~ 5E A

-enabled-operational true

AN
el

Type Address Model

cluster—-network 10.228.143.200 BES-

QTWCU22510008
true

None

3.10.0.3
CDP/ISDP

cluster—-network 10.228.143.202 BES-

QTWCU22510009
true

None

3.10.0.3
CDP/ISDP

. system cluster-switch show -is-monitoring
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clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address Model
csl cluster—-network 10.228.143.200 BES-
53248

Serial Number: QTWCU22510008
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP

cs2 cluster-network 10.228.143.202 BES-
53248
Serial Number: QTWCU22510009
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
clusterl::*>

1. (=RFEEEHE LNERRINEE

clusterl::*> network interface modify -vserver Cluster -1if * -auto
-revert false

T2 | REERE

1. EREIARCS2 L - RFEREMREEERBAVEIRE o

(cs2) (Config)# interface 0/1-0/16
(cs2) (Interface 0/1-0/16)# shutdown

2. BARELIFREDOBEEREINRCS HERMNERR - ErEE TR BRI o

48& 1) Eshow -role cluster
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clusterl::*> network interface show

Current Is
Vserver
Port

Logical

Interface

Status

-role cluster
Network

Admin/Oper Address/Mask

Current

Node

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl::*>

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

01 clusl
true

01 clus2
false

02 clusl
true

02 clus2
false

03 clusl
true

03 clus2
false

04 clusl
true

04 clus2
false

3. ERiBEERTIER | cluster show

s

4. g%

clusterl::*> cluster show

Node

clusterl-01
clusterl-02
clusterl1l-03
clusterl-04

RTINS © 56 T OIS MM U B AIRScIRE

config

Health

up/up

up/up

up/up

up/up

up/up

up/up

up/up

up/up

Eligibility

true
true
true

true

169.

169.

169.

169.

169.

1609.

169.

169.

254.

254.

254.

254.

254.

254.

254.

254.

*ERE

n

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23

. show running-

35



36

BPRAIARICS2 ERVARRE ~ ABHITEARE °

@ EHERMBIRCFE « S RER SR E LI TEAER - G RERFIIEERE
MERIER © 7 REARRITIAESERE o

a. SSH #EAMES ©
OEERTHBNEZIBBRIRFIASEES M - BB CERBITARERE « A REBEET -

b. 3 ARERRIET :

(cs2)> enable

(cs2)#

C. RILAL_ETFan L LIBFRITATRY RCF 4BR& (fR5TAIEMAR) RCF ARATE « MIFRRBHERTE « FLE
YA REEELHER) ¢



&

clear config interface 0/1-0/56

y
clear config interface lag 1

y

configure

deleteport 1/1 all

no policy-map CLUSTER
no policy-map WRED 25G
no policy-map WRED 100G
no class-map CLUSTER

no class-map HA

no class-map RDMA

no classofservice dotlp-mapping
no random-detect queue-parms 0
no random-detect queue-parms
no random-detect gueue-parms
no random-detect gqueue-parms
no random-detect queue-parms
no random-detect gqueue-parms
no random-detect gqueue-parms

~ o O b w N

no random-detect queue-parms
no cos—-queue min-bandwidth
no cos—-queue random-detect
no cos—-queue random-detect
no cos—queue random-detect
no cos—-queue random-detect
no cos—-queue random-detect
no cos—-queue random-detect

no cos-queue random-detect

~ o U b w N PO

no cos—queue random-detect
exit

vlan database

no vlan 17

no vlan 18

exit

d. BRITERET SREAR
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&

(cs2) # write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully .

Configuration Saved!

e. ERTRARENATIALS

T

(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

f. {5/ SSH BRE A LISER RCF &4

6. IR B LEERRIMNVEIZIRIZE « (M BIEN RCF LIS EREIMVIRIEEIZIE o (A2 "BEiniziEn
IR DIESHEER o

7. ERTIEREEIBEZ— » IWRCFEREIZEFCS2Mbootflash : FTP ~ TFTP » SFTPscp °

laofehbl ot

3 SFTP ARE RCF #54F35#228 CS2 /Y bootflash :



&

(cs2)# copy sftp://172.19.2.1/tmp/BES-53248 RCF_vl.9-Cluster-HA.txt
nvram:script BES-53248 RCF vl1.9-Cluster-HA.scr
Remote Password:**

WoXel56 0 0 0 0 0 000000 EDA0B00000000000000803000000000 SETP

SEeL ServVer IP. .. ittt ittt ittt tteneennnnns 172.19.2.1

== ol o 1 //tmp/

FLIEMEMB 0 0 0 0 00 000000000000000000000000000000600C BES-53248 RCF v1.9-
Cluster-HA.txt

= ot 7 Config Script
Degtilinatlonm FlleREME o coo0o0000000000000000000000¢ BES-53248 RCF v1.9-

Cluster-HA.scr

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

SFTP Code transfer starting...

File transfer operation completed successfully.

8. HRE THIECEL A ELISERERRTE
(FeEBED

g

(cs2)# script list

Configuration Script Name Size (Bytes) Date of
Modification

BES-53248 RCF v1.9-Cluster-HA.scr 2241 2020 09 30
05:41:00

1 configuration script(s) found.

0. BIETHERERAS !

B RECER



&

(cs2) # script apply BES-53248 RCF_vl.9-Cluster-HA.scr

Are you sure you want to apply the configuration script? (y/n) y

The system has unsaved changes.

Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved!

Configuration script 'BES-53248 RCF v1.9-Cluster-HA.scr' applied.

10. BERIIEIFEL show clibanner 8% o LUARBINERELENST « UHRIABRIVARIRFERE
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(cs2) # show clibanner

Banner Message configured

BES-53248 Reference Configuration File v1.9 for Cluster/HA/RDMA

Switch : BES-53248

Filename : BES-53248-RCF-v1.9-Cluster.txt
Date : 10-26-2022

Version : v1.9

Port Usage:

Ports 01 - 16: 10/25GbE Cluster Node Ports, base config

Ports 17 - 48: 10/25GbE Cluster Node Ports, with licenses

Ports 49 - 54: 40/100GbE Cluster Node Ports, with licenses, added
right to left

Ports 55 - 56: 100GbE Cluster ISL Ports, base config

NOTE :

- The 48 SFP28/SFP+ ports are organized into 4-port groups in terms
of port

speed:

Ports 1-4, 5-8, 9-12, 13-16, 17-20, 21-24, 25-28, 29-32, 33-36, 37-
40, 41-44,

45-48

The port speed should be the same (10GbE or 25GbE) across all ports
in a 4-port

group

- If additional licenses are purchased, follow the 'Additional Node
Ports

activated with Licenses' section for instructions

- If SSH is active, it will have to be re-enabled manually after
'erase

startup-config'

command has been executed and the switch rebooted

M. 7E3308s | ~ HESDMINIREEIRIR/E B RCF 2R HIR ¢

How port all | exclude Detach ]
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&

(cs2) #

0/1
Enable
0/2
Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/49
Enable
0/50

show port all |

Actor

Type
Timeout

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

exclude Detach

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

40G Full

40G Full

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable



Enable long

0/51 Enable 100G Full Down Enable
Enable long
0/52 Enable 100G Full Down Enable
Enable long
0/53 Enable 100G Full Down Enable
Enable long
0/54 Enable 100G Full Down Enable
Enable long
0/55 Enable 100G Full Down Enable
Enable long
0/56 Enable 100G Full Down Enable

Enable long

12. FEXRER LRSS IS EEITEE ¢

MNE A TERE S

(cs2)# show running-config

13. FEFRITHAVER « UEEEEMBEN AR RS H i RREN4ERE ¢
BAERE

e

(cs2)# write memory

This operation may take a few minutes.

Management interfaces will not be available during this time.
Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully.

Configuration Saved!

14. EMEENRINES « WA THAVERRE L IER :
||§§1§u



&

(cs2)# reload
Are you sure you would like to reset the system? (y/n) y

System will now restart!

15, FERMEIME CS2 L~ MRUEEEMRERERBAEIE o

(cs2) (Config)# interface 0/1-0/16
(cs2) (Interface 0/1-0/16)# no shutdown

16. E@z530HARS CS2 FHYEEIE | show interfaces status all | exclude Detach
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(csl)# show interfaces status all |

exclude Detach

Link Physical Physical
Media Flow
Port Name State Mode Status Type
Control VLAN
0/16 10/25GbE Node Port Down Auto
Inactive Trunk
0/17 10/25GbE Node Port Down Auto
Inactive Trunk
0/18 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/19 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/50 40/100GbE Node Port Down Auto
Inactive Trunk
0/51 40/100GbE Node Port Down Auto
Inactive Trunk
0/52 40/100GbE Node Port Down Auto
Inactive Trunk
0/53 40/100GbE Node Port Down Auto
Inactive Trunk
0/54 40/100GbE Node Port Down Auto
Inactive Trunk
0/55 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk
0/56 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk

17. Bpii iR P REEIRIRIE SN -
a. ERsE SR AEIRARY eOb EIFER T IEEE(F | network port show -role cluster
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&

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Health Health

Port IPspace
Status Status

ela Cluster
healthy false
elOb Cluster

healthy false

Node: clusterl-02

Ignore

Health Health
Port IPspace
Status Status

ela Cluster
healthy false
e0b Cluster

healthy false
Node: clusterl-03
Ignore

Health Health

Port IPspace
Status Status

ela Cluster
healthy false
e0b Cluster

healthy false

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/10000
Cluster up 9000 auto/10000
Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/10000
Cluster up 9000 auto/10000
Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/100000

Cluster up 9000 auto/100000



Node: clusterl-04
Ignore
Health Health

Port IPspace
Status Status

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela Cluster
healthy false
eOb Cluster

healthy false

b. BRI BRI o

Cluster

Cluster

up

up

9000

9000

auto/100000

auto/100000
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clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl 0/2
BES-53248

e0b cs?2 0/2
BES-53248
cluster01-2/cdp

ela csl 0/1
BES-53248

e0b cs?2 0/1
BES-53248
cluster01-3/cdp

ela csl 0/4
BES-53248

e0b cs2 0/4
BES-53248
clusterl-04/cdp

ela csl 0/3
BES-53248

e0b cs?2 0/2

BES-53248



FHhRA<ONTAP

%t ONTAP 9.8 F%A ~ sAfEFA®<S | system switch ethernet show -is-monitoring-enabled

-operational true

clusterl::*> system switch ethernet show -is-monitoring-enabled

-operational true

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs?2
53248

Serial Number:

Is Monitored:
Reason:

Software Version:

Version Source:

clusterl::*>

EFRRZSONTAP

7 ONTAP 9.7 RER AR ~ 5E A

-enabled-operational true

AN
el

Type Address Model

cluster—-network 10.228.143.200 BES-

QTWCU22510008
true

None

3.10.0.3
CDP/ISDP

cluster—-network 10.228.143.202 BES-

QTWCU22510009
true

None

3.10.0.3
CDP/ISDP

. system cluster-switch show -is-monitoring
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1.

clusterl:
-operational true

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs2
53248

Serial Number:

Is Monitored:
Reason:

Software Version:

Version Source:

clusterl::*>

TR EATHEE CS1 |~ FARAEIREE

LT sEAIERTEsEAE#m L

(csl) # configure

cluster-network

QTWCU22510008
true

None

3.10.0.3
CDP/ISDP

cluster—-network

QTWCU22510009
true

None

3.10.0.3
CDP/ISDP

(csl) (Config)# interface 0/1-0/16
(csl) (Interface 0/1-0/16)# shutdown

2. BARELIFRREBEERIARCS2 HEH IR - SrI5E

50

show -role cluster

RS EEIRAVERR o

:*> system cluster-switch show -is-monitoring-enabled

Address

10.228.143.200

10.228.143.202

BAFIEMIBFRT © network interface

BES-

BES-
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clusterl::*> network interface show -role cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 ela false

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela false

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 eOb true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 ela false

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela false

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true

clusterl::*>

3. ERiBEERTIER | cluster show

s

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4. 7E3THABT CS1 LEETPE4FE 14 o

S IrEEL e LRV BHIEIR | clusterl::*> network interface modify -vserver Cluster
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-1if * —-auto-revert true

6. ERTFAITIARCST o [MAILUSHRM « B ERE L IILIRIE R HEEIRE o T MIESAREMRRER
BRENFS DIRERY TREERBERN) St -

g

(csl)# reload

The system has unsaved changes.

Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved! System will now restart!

SER3 | BRsEA4HRR
1. 7E3Ha88 CS1 | -~ WS E R B IRBN ISR IR S * FRL - o
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2. B%

=
5]

(csl)# show interfaces status all |

Media
Port
Control

0/16
Inactive
0/17
Inactive
0/18

25GBase-SR

0/19

25GBase-SR

0/50
Inactive
0/51
Inactive
0/52
Inactive
0/53
Inactive
0/54
Inactive
0/55
Copper
0/56
Copper

10/25GbE Node Port

Trunk

10/25GbE Node Port

Trunk

10/25GbE Node Port

Inactive

Trunk

10/25GbE Node Port

Inactive

40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
Cluster
Inactive
Cluster

Inactive

Trunk

Node Port

Node Port

Node Port

Node Port

Node Port

ISL Port
Trunk

ISL Port

Trunk

Link

State

Down

Down

Up

Up

Down

Down

Down

Down

Down

Up

Up

exclude Detach

Physical

Mode

Auto

Auto

25G Full

25G Full

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Physical

Status

25G Full

25G Full

100G Full

100G Full

EAiAzs CS1 #1 CS2 Z MM ISL @B IEEE(E | show port-channel 1/1

Type
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54

&

(csl)# show port-channel 1/1

Local Interface. ...ttt teeeaennn. 1/1
Channel Name. ...ttt ititeeeeeeeeeeeeeeeeeenens Cluster-ISL
Link State.. ...ttt ittt ettt Up
AdmMin MOdE . v v i it ittt ettt ettt enneeeeneeneans Enabled
D e o e e e et e et e e e aeeeeeeeeeeeeeeeeeeeaneennns Dynamic
Port-channel Min-1inks.......ccoiiieeeeennnnn. 1
Load Balance Option. ..ot eeeeeeeeneeeennenenns 7
(Enhanced hashing mode)
Mbr Device/ Port Port
Ports Timeout Speed Active
0/55 actor/long Auto True

partner/long
0/56 actor/long Auto True

partner/long

i aEr T EeR i EREHEFEIEIE | network interface show -role cluster



&

clusterl::*> network interface show -role cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.3.4/23
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 eOb true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 ela true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela true

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true

4. BB ERTIERE | cluster show

e

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

S. Pingizimm /T EUEREEHEARAES] | cluster ping-cluster -node local



&

clusterl::*> cluster ping-cluster -node local

Host is clusterl1-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0a

Cluster clusterl-03 clusZ2 169.254.1.1 clusterl-03 eOb
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0b
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 eOa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 eOb
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0a
Cluster clusterl-02 clus2 169.254.3.9 clusterl-02 eOb

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)

6. BWHEREREEREIE !
let -priv. admin]

7. INREER I BEEIEZRE « 550U FAutoSupport FHIFRERERELA !
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AR ENEAAutoSupport ASEEE ML FE & EE*-type all -most MAn=end

ETRIE ?
"ZEECSHMAHRRAEZE" ©

1£BS-53248= £ 3523 FRIFASSH

MNREFERAREINBEDNERE (CSHM) MEEERREDNRE ~ BIXAEEESSHE
W~ ABREREME LRIASSH -

SER
1. 8% SSH B/ .

show ip ssh

FETEEH

(switch)# show ip ssh

SSH Configuration

Administrative Mode: ........ciiiiitiinnnnn Disabled

S 5 o s - 22

Protocol Level: ...ttt teeeeeeeeeannns Version 2

SSH Sessions Currently Active: ................ 0

Max SSH Sessions Allowed: .........cceeeeeeenen. 5

SSH TimeoUL (MINS) I & vttt vt et neeeeeeeeeeeneenes 5

Keys Present: ... ..ttt teeneteenneeennns DSA (1024) RSA(1024)

ECDSA (521)

Key Generation In ProgresSS: ..ot eeneeeennnn None

SSH Public Key Authentication Mode: ........... Disabled

SCP server Administrative Mode: ............... Disabled
2. EESSHER

crypto key generate
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&

(switch)# config
(switch) (Config)# crypto key generate rsa

Do you want to overwrite the existing RSA keys? (y/n): y

(switch) (Config)# crypto key generate dsa

Do you want to overwrite the existing DSA keys? (y/n): y

(switch) (Config)# crypto key generate ecdsa 521

Do you want to overwrite the existing ECDSA keys? (y/n): y

switch) (Config)# aaa authorization commands "noCmdAuthList" none
switch) (Config)# exit
switch) # ip ssh server enable

( )
( )
( )
(switch)# ip scp server enable
(switch)# ip ssh pubkey-auth

( )

switch) # write mem

This operation may take a few minutes.

Management interfaces will not be available during this time.
Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully.

Configuration Saved!

(D Xemzs - #HLEER SSH « THIRHRES FERESE o
3. EHTAEIRIAG
||§§1§u
4. FERSSHERIA :

show ip ssh
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(switch)# show ip ssh

SSH Configuration

Administrative Mode: ......iiiiii it ennennnn. Enabled

SOH POT Lt ittt ittt et e e et e e 22

Protocol Level: ...ttt n et eeeeeeeneeneaneenns Version 2

SSH Sessions Currently Active: ................ 0

Max SSH Sessions Allowed: .....i.itineeeennnennns 5

SSH TimeoUL (MINS) & v vttt it e oeeeeeneeneeneenes 5

Keys Present: ...ttt ittt enenenenenenenens DSA (1024) RSA(1024)

ECDSA (521)

Key Generation In ProgresSS: ... eeeeeeeeennnn None

SSH Public Key Authentication Mode: ........... Enabled

SCP server Administrative Mode: ............... Enabled
ETRIE ?

"X FASCERUNEE" ©

CRABER R Has B 2 AR B ST BRI ER

Ztﬁlﬂﬂ%?&?ﬁlﬁ%@‘%ﬁﬁﬁ%ﬁ% (CSHM) %ﬁﬁg%%%ﬁ1§%ﬁ%ﬁﬁ%?&?&%§E’\WF%T@%%
A~ WIRER R es it A HEIE 2 F o RIZRE 5| BI85E R E MBIt 3R as I Es+40
* & ¢ SeERAVIERE ~ WRHYEE/NEFUEE AutoSupport FUKEERY * TEHA * Bkl o
BHIGZ Al
s EERAGHRUNETIAE « S4BT ONTAP 9.12.1 AR EFhRZS « MK EFOS 3.8.0.2 S EHhRZAS o
* HIBAIIAZREN AR IASSE R AN ESTE o B AHESY Is Monitored: WMUEREHIH RS * BH * systen
switch ethernet show AR% ©
1. BEERTEICHRBE « BAHESERIRFIAIT G S c RAZTIRTEH A RN IRNERNRIRERLTE - 8
BB o

TRMEINES L KRR EC B E 2B
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clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: esl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

2. BEREEHIE « FIIT E < « WtRia < P EANTIMSBIAEE - B8 EREECEUERNMW

60

FEARA | SFAARY * SR ¢ SCEMEAD * EHR  BERNE\RES o

system switch ethernet log modify -device <switch-name> -log-request true



&

clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {y|n}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

FRF 10 g~ ARBRECHBERT TN

system switch ethernet log show

(D mREesshEEE—EMERES  RHEaRTH - HHHE NetApp B -

SEREDEAR

W RICEE RN ETIRE IR S T MEITERARRE (AIENEEFEE] system switch ethernet log
show) ~AERHERPRIESER

* SCERUREE SR SRARRE * fRRFTE
* RF1E RSA &% * EHESE ONTAP SSH &8 o :5Hi4% NetApp X536
P9 o
© ATHASTRIESASR * ERz5s0:8  BIsd SSH 4% ~ M EHES ONTAP SSH

T8 © 2RI HBAM ~ SHAR NetApp SIRER
FIAERISABRATET o

* FIPS ~777f ECDSA %i& * SNRELA FIPS 1\ ~ B AFRERIRES EEE
ECDSA £i# « ABRBEME -

* BEIZAFERYECE: BRI s L AIBYEEERE S EEE o

* RINARAENGCEREAR FEMRIIAAS LA EVER ORI EEEIR - 55 2R Lt
RIGHE o
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% E SNMPv3
SEEE IR R R E T IEZ AMER IR R ONESE (CSHM) B9 SNMPV3 o

RAREIETE
LU ep4€ RI7E Broadcom BS-53248 333488 FE8E SNMPv3 EHE RS -

c 54 EESTE * | snmp-server user SNMPv3UserNoAuth NETWORK-OPERATOR noauth

* %50 *MD5/SHA B&5% * . snmp-server user SNMPv3UserAuth NETWORK-OPERATOR [auth-
md5 | auth-sha]

* {7 AES/DES INZHY * MD5/SHA B8:8 * | snmp-server user SNMPv3UserAuthEncrypt
NETWORK-OPERATOR [auth-md5|auth-sha] [priv-aesl28|priv-des]

58S BIfEONTAP Sfeside LR E—EV3fEAE ST © lcluster! © : *>% 2% Acreate -user-or group name
MPv2_user-applicationSNMP -imize-method USM -reme-switch-ipaddress_address_ |

Ter<LE A CSHM &L SNMPv3 &% | clusterl::*> system switch ethernet modify
—-device DEVICE -snmp-version SNMPv3 -community-or-username SNMPv3 USER

1. REMEE EROVIEREERRENMNE

show snmp status

RETEEH

(swl) (Config)# snmp-server user <username> network-admin auth-md5
<password> priv-aesl28 <password>

(csl) (Config)# show snmp user snmp

Name Group Name Auth Priv
Meth Meth Remote Engine ID
<username> network-admin MD5 AES128

8000113d403d8c497710bee

2. BEMIFEELHIVIERAZEONTAP

security login create -user-or-group-name <username> -application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212
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clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EngineID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. 387 CSHM LA ES1ZERAY SNMPV3 fEAE -

system switch ethernet show-all -device "swl" -instance



&

clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7¢c:22)" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:

Model Number:

Switch Network:

Software Version:

Reason For Not Monitoring:

display this if SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

swl
10.228.136.24
SNMPv2c

true

cshml!
BES-53248
cluster—-network
3.9.0.2

None <---- should
CDP/ISDP

true

QTFCU3826001C
v1.8X2 for

clusterl::*> system switch ethernet modify -device "swl" -snmp

-version SNMPv3 -community-or-username <username>

4. BRR RBARTIEIIA SNMPV3 A EEHRIF « S5 HE CSHM EHiRERE L —DFrdiERE -

64

system switch ethernet polling-interval show
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clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance
Device Name:

IP Address:

SNMP Version:

Is Discovered:

DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:

Model Number:

Switch Network:

Software Version:

Reason For Not Monitoring:

display this if SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

swl
10.228.136.24
SNMPv 3

true

<username>
BES-53248
cluster—-network
3.9.0.2

None <---- should
CDP/ISDP

true

QTFCU3826001C
v1.8X2 for
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