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* NetAppRI2sHIRFEBR cs1 M “cs2 o AHRIEE _E3IAZT cs2 YA -

* £8F LIF 4787 ‘node1_clus1'#1 ‘node1_clus2 ¥ 50 &A%G1 » LUK “node2_clus1'# node2_clus2' H72 &f
Bk2 o

* IPZER%TE A Cluster o
* 32 “cluster1::>"prompt {5 ELTE o

* SEENE FHNREFEIZBEGRS c0a M “e0b o 2R "NetAppHardware Universe"# T B BRSZ
IR EEIRER o
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1. s O EREE e RTIR -
2. BEREREE (GUARLAIN RJ-45 IRFER) EEE TFTP [RARBFATZAIERIAEE
3. FEIEHIA L > REFHIRHRIIERTE :

° 115200 X4+

° 8 ITTHIE

° 1 {1

© BN E

c MEREER R

4. PBEEGNEARE © adnin BRI TRAZIEER > 1% Enter #f - ERMAB[ILES
routing o HIFIEREF » BIA “enable o EHREFAIUFEEF#E EXEC B LEEITRIAZIRIE ©

User: admin
Password:
(Routing) > enable
Password:
(Routing) #

o R EEER cs2 -

(Routing) # hostname cs2
(cs2) #

6. BERIMIBHIRFEIRIERTEFFAE IPv4 B IPve BRI


https://hwu.netapp.com/Home/Index

IPv4
ARFS IR FARR A8 DHCP o Pl ~ FAERRIESM AR B I BEEIK o

(cs2) # serviceport protocol none
(cs2)# network protocol none
(cs2) # serviceport ip <ip-address> <netmask> <gateway>

IPv6
ARFS ISR TARR AL DHCP o Pt ~ FAERRIESMFARREBE I BBEK o

(cs2) # serviceport protocol none
(cs?2) # network protocol none
(cs2) # serviceport ipv6é <address>
(cs2) # serviceport ipv6 <gateway>

1. ERATIHESEESR -

show serviceport

(cs2) # show serviceport

Interface Status....... ittt Up

TP AdAre S S et it ettt te e et eeeeeeneeeeeneeeeanaeens 172.19.2.2
SUDNEL MasK. . v it ittt ittt ettt ittt et 255.255.255.0
Default Gateway. oo oo ettt een et eeeeeeeeeeenens 172.19.2.254
IPv6 Administrative Mode.......ooii e ennnnn. Enabled

IPVO Prefix 1S vttt ittt et ettt et eeeeeeennn
fe80::dac4:97ff:fe71:123c/64

IPv6 Default ROULET . ...ttt it ieeeenennnnns fe80::20b:45ff:feaf:5dcO
Configured IPv4 ProtoCOl.....iiiiineeeennenenn. DHCP

Configured IPv6 Protocol........cuuiiiinnnnn.. None

IPv6 AutoConfig Mode. ...ttt ieeeeeennnnnn Disabled

Burned In MAC AddreSS ...t oot eeenetennneeennns D8:C4:97:71:12:3C

2. BEEMRERBARIBMAMRSS

ip domain name <domain name>

lp name server <Server_r1ame>



( ) # configure
(cs2) (Config)# ip domain name company.com

(cs2) (Config) # ip name server 10.10.99.1 10.10.99.2
( ) (Config) # exit

( ) #

cs2
3. FREBENTP{EIARES ©

EFOS 3.10.0.3 ESHrZA
feEREMERRES (NTP)

Sl’ltp server <server_name>

clock
(cs2)# configure
(cs2) (Config) # ntp server 10.99.99.5
(cs2) (Config) # clock timezone -7
(cs2) (Config) # exit
(cs2) #

EFOS 3.9.0.2 BB Ehk7A

REREMNEFHERST (SNTP)

sntp client mode <client mode>

sntp server <server name>

clock

(cs2)# configure

(cs2) (Config) # sntp client mode unicast
(cs2) (Config) # sntp server 10.99.99.5
(cs2) (Config) # clock timezone -7

(cs2) (Config) # exit

(cs2) #

MREELE—EPRFLERE NTP [EAR:S > SFFERERE °



EFOS 3.10.0.3 BESHrZA
FERERR ©

clock

(cs2) # configure
(cs2) (Config)# clock summer-time recurring 1 sun mar 02:00 1 sun nov

02:00 offset 60 zone EST

(cs2) (Config) # clock timezone -5 zone EST
(cs2) (Config) # clock set 07:00:00

(cs2) (Config)# clock set 10/20/2023

(cs2) (Config) # show clock

07:00:11 EST(UTC-5:00) Oct 20 2023

No time source

( Config)# exit

(

cs?2) (
cs2) #
EFOS 3.9.0.2 XEEhR4
FENG R o

clock

# configure
(cs2) (Config) # no sntp client mode
(cs2) (Config)# clock summer-time recurring 1 sun mar 02:00 1 sun nov

02:00 offset 60 zone EST

(cs?2

)
)

(cs2) (Config) # clock timezone -5 zone EST
(cs2) (Config) # clock set 07:00:00

(cs2) (Config)# clock set 10/20/2023

(cs2) (Config) # show clock

07:00:11 EST(UTC-5:00) Oct 20 2023
No time source

( ) (Config)# exit

cs2) (
(cs2) #

1. RETEREFFIRIEKE :

write memory



(cs2) # write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y
Config file 'startup-config' created successfully.

Configuration Saved!
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1. BARIERRTEH S EIHIRSIEE SSH ER ©
2. &8 “ping AR EEEEELEEE EFOS ~ ¥ HJ:8/] RCF 1EZAEARSSAVERMMGS o
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&

LEERFIER R RIASRE R B EED P iltA 172.19.2.1 FYEARES :

(cs2)# ping 172.19.2.1

Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1:

3. RIRGIE T B

EA MR TRSTERINERBEEN

THE
B EIEREWIHBE (TFTP)

SSH HEZEE&#HHE (SFTP)

FTP

XMODEM
YMODEM
ZMODEM

LEBERWE (SCP)

HTTP

HTTPS

IR EIERENEESRGRRE

SR EIRER -

icmp seq

e

= {/l

SEMREIE - ZIRGRIZIIETEEITH EFOS RAS o ZAINERGIE

== RIAVY

0. time= 5910 usec.

FoRIEMF
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TR EUATERZEEIE
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REEM

RAEER

TSR EU AR ERE
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RIS EE o
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SR EESELTR



&

(cs2)# copy sftp://root@l172.19.2.1//tmp/EF0S-3.10.0.3.stk active
Remote Password:**

L L SEFTP

Set ServVer IP. ..t iiiiiteeeeeeeeeeeeeaeeeeonaenns 172.19.2.1

=Sl o //tmp/

Filename. @ v vttt et ittt et eteeeeeseneeeeaneeneans EF0S-3.10.0.3.stk
DAt T P e v e et e et e et ee e eeeeeeeeeeeeeeeeeaeenans Code

Destination Filename........cuouitinenennnennnn active

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y
SFTP Code transfer starting...

File transfer operation completed successfully.

4. BTORBECENHORENRERE

show bootvar

e

(cs2)# show bootvar
Image Descriptions

active
backup

Images currently available on Flash

O. ERIAHALE

reload



&

(cs2)# reload

The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully

Configuration Saved!

System will now restart!

- FREME AL EREEFOSERASRYFTARZS

show version



&

(cs2)# show version

Switch: 1

System DesCription. ...t ittt eeeeeeeeens BES-53248A1,
3.10.0.3, Linux 4.4.211-28a6fe76, 2016.05.00.04

MaChINE Ty . e vttt ettt ee e et eeeeeeneeeeaneeneans BES-53248A1,
Machine Model. ... ..ttt ittt eeeeeeeeeanenn BES-53248
Serial NUMDET . .. ittt ittt ettt eeeeeeennnnns QTFCU38260023
Maintenance Level.. ... ettt eeeeeneeeeneeneans A
ManUfaCtUrer . v ittt ittt it e et e ettt ee e O0xbc00

Burned In MAC AddreSS .« .t et eeeneeeeeeeeennns D8:C4:97:71:0F:40
SOftwWare VerSion. o e et e et eeeeeeeneeneoneenns 3.10.0.3
Operating System. ...ttt ittt teeeeeeeeeenns Linux 4.4.211-
28a6fe’6

Network Processing DevicCe..........ciiviuenenn.. BCM56873 A0
CPLD VerSI0M e v vt ittt ettt eeeeeeeeeeeeeeaeennns O0xff040c03
Additional PackagesS. .. ...t iit it eeneeeeanenn BGP-4
............................................... Q0S
............................................... Multicast
............................................... IPvV6
............................................... Routing
............................................... Data Center
............................................... OpEN API
............................................... Prototype Open API
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| *ONIE: Install OS
ONIE: Rescue
ONIE: Uninstall OS
ONIE: Update ONIE
ONIE: Embed ONIE
DIAG: Diagnostic Mode

|
|
|
|
|
|
|
|
|
|
|
| DIAG: Burn-In Mode
|
|
|
|
|
|
|
|
|
|
|

THAREBIE A ONIE ZEEiER o
. {21k ONIE ZIRN G TE J ARAER S TE ©

HHIRU TSR > 3% Enter $2F3RT ONIE =414 -

Please press Enter to activate this console. Info: ethO: Checking
link... up.
ONIE:/ #

() ONIE famI7ER4E > EBTIENEIESIS o



Stop the ONIE discovery

ONIE:/ # onie-discovery-stop
discover: installer mode detected.
Stopping: discover... done.

ONIE:/ #

4. LB EIREBIEN O KRN ELFIERAE ifconfig eth0 <ipAddress> netmask
<netmask> up '#M ‘route add default gw <gatewayAddress>

ONIE:/ # ifconfig eth0 10.10.10.10 netmask 255.255.255.0 up
ONIE:/ # route add default gw 10.10.10.1

5. :HEEYEEE ONIE ZEEREZEA BRSSPI LATFER ¢
ping

g

ONIE:/ # ping 50.50.50.50

PING 50.50.50.50 (50.50.50.50): 56 data bytes

64 bytes from 50.50.50.50: seg=0 ttl=255 time=0.429 ms

64 bytes from 50.50.50.50: seg=1 ttl=255 time=0.595 ms

64 bytes from 50.50.50.50: seg=2 ttl=255 time=0.369 ms

~C

-—-- 50.50.50.50 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.369/0.464/0.595 ms

ONIE:/ #

6. LEHHISTIAREE !

ONIE:/ # onie-nos-install http://50.50.50.50/Software/onie-installer-x86 64
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&

ONIE:/ # onie-nos-install http://50.50.50.50/Software/onie-
installer-x86 64

discover: installer mode detected.

Stopping: discover... done.

Info: Fetching http://50.50.50.50/Software/onie-installer-3.7.0.4

Connecting to 50.50.50.50 (50.50.50.50:80)

installer 100% I*******************************I 48841k
0:00:00 ETA

ONIE: Executing installer: http://50.50.50.50/Software/onie-
installer-3.7.0.4

Verifying image checksum ... OK.

Preparing image archive ... OK.

MBS R ITTR 0 TSR G ERRNE) o SBRXIESR EE EMRAEIE AT EFOS hR7s ©

7. AR RRE RS

8.
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show bootvar

e

(cs2) # show bootvar

Image Descriptions

active

backup

Images currently available on Flash

unit active backup current-active next-active
1 3.7.0.4 3.7.0.4 3.7.0.4 3.10.0.3
(cs2) #
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&

clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl 0/2 BES-
53248

e0b cs2 0/2 BES-
53248
clusterl-02/cdp

ela csl 0/1 BES-
53248

e0b cs2 0/1 BES-
53248
clusterl-03/cdp

ela csl 0/4 BES-
53248

e0b cs2 0/4 BES-
53248
clusterl-04/cdp

ela csl 0/3 BES-
53248

e0b cs2 0/3 BES-
53248

clusterl::*>

4. BESEREERENEENEFRRE
a. MREREMAERBIERSEMRREES !

network port show -ipspace Cluster



&

clusterl::*> network port show -ipspace Cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0b Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
eOb Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false



Node: clusterl-04

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false
clusterl::*>

b. IPFAARENE (LIF) MAMNETEFEL :

network interface show -vserver Cluster



&

clusterl::*> network interface show -vserver Cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0Ob true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

O. MRS MBS SIRARAVE o
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ONTAP 9.8 RE S hRZs
REONTAP 9.8 %5 » AU TFIES .

system switch ethernet show -is-monitoring-enabled-operational true

clusterl::*> system switch ethernet show -is-monitoring-enabled

-operational true

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs2
53248

Serial Number:

Is Monitored:
Reason:

Software Version:
Version Source:

clusterl::*>

ONTAP 9.7 RE R R
HPONTAP 9.7 REEhRAS »

cluster—-network 10.228.143.200

QTWCU22510008
true

None

3.10.0.3
CDP/ISDP

cluster-network 10.228.143.202

QTWCU22510009
true

None

3.10.0.3
CDP/ISDP

BEAUTES :

system cluster-switch show -is-monitoring-enabled-operational

BES-

BES-

true

21



1.

clusterl:
-operational true

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs2
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
clusterl::*>
FHEE LIF WEBIEIRINGE °

:*> system cluster-switch show -is-monitoring-enabled

Address

cluster-network 10.228.143.200

QTWCU22510008

true

None

3.10.0.3

CDP/ISDP
cluster—-network 10.228.143.202

QTWCU22510009

true

None

3.10.0.3
CDP/ISDP

BES-

BES-

network interface modify -vserver Cluster -1if * -auto-revert false

TER2 I REIR

1. 7E33H488 cs2 | > FESTEIED

2. TEREMER cs2 b o FARAERE

22

show isdp neighbor

DR IR AVEIRIR o I - NRE

IS EREREIIRBE o

%18 0/1 3] 0/16 &

BfRS
(cs2)> enable
(cs2) # configure
(cs2) (Config)# interface 0/1-0/16
(cs2) (Interface 0/1-0/16)# shutdown
(cs2) (Interface 0/1-0/16)# exit
(cs2) (Config) #

ZZ|ONTAP



3. BB EEE LIF BEEBBRIEEINER cs1 LEEMNEIRE - BRI E%E

network interface show -vserver Cluster

mETEE

clusterl::*> network interface show

Current Is
Vserver
Port

Logical

Interface

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04
clusterl::*>

clusterl-01 clusl up/up

ela

clusterl-01 clus2 up/up

ela

clusterl-02 clusl up/up

ela

clusterl-02 clus2 up/up

ela

clusterl-03 clusl up/up

ela

clusterl-03 clus2 up/up

ela

clusterl-04 clusl up/up

ela

clusterl-04 clus2 up/up

ela

4. BERERTEFLER !

cluster show

true

false

true

false

true

false

true

false

-vserver Cluster

Status Network

Admin/Oper Address/Mask

169.254.3.4/23

169.254.3.5/23

169.254.3.8/23

169.254.3.9/23

169.254.1.3/23

169.254.1.1/23

169.254.1.6/23

169.254.1.7/23

Current

Node

23



o MREHKEF BRI E

&

clusterl::*> cluster show

Node Health
clusterl-01 true
clusterl-02 true
clusterl-03 true
clusterl-04 true

show running-config

6. JBIRITHARR cs2 EMFCE M HITEARTE o

24

Eligibility

true
true
true

true

A A T an @ BB EREIB

EHLEF RCF B » MABRRBRELHTERRE o WA ST 28
(O msssitARnseE - MRCCEMMEE | ALERAME - WEERSS

BIERHIETR TARISELES
()  EmEETemiRETE -

a. FEIBSSHEZF3T SR ©

s FRECE B RIRECE o

RAEETIMRERIE FNFTARE LIF SR 0 B3RS ERTBRECER - 1 EEERITILIRE

b. FEALFRERT :

(cs2)> enable
(cs2)#

C. |BLRL E LT ap < UMIFRSTATEY RCF BCE (HRIBSTAIEMARY RCF FRZS » MNRHFIMFERE » FLES

LAIBEG tHEE)

clear config interface 0/1-0/56

y
clear config interface lag 1

y

configure

deleteport 1/1 all

no policy-map CLUSTER
no policy-map WRED 25G

o

B
(=[x}
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no
no
no
no
no
no
no
no
no
no
no
no
no
no
no

no

policy-map
policy-map
policy-map
policy-map
policy-map
class-map
class-map
class-map
class-map
class-map
class-map
class-map
class-map
class-map
class-map
class-map

WRED_ 100G
InShared
InMetroCluster
InCluster
InClusterRdma
CLUSTER
HA
RDMA
ch
c4
CLUSTER
CLUSTER_RDMA
StorageSrc
StorageDst
RdmaSrc
RdmaDst

no classofservice dotlp-mapping
no random-detect queue-parms 0

no random-detect gqueue-parms
no random-detect queue-parms
no random-detect gqueue-parms
no random-detect gqueue-parms
no random-detect queue-parms
no random-detect gqueue-parms

~ o O w N

no random-detect gqueue-parms
no cos—-queue min-bandwidth
no cos—-queue random-detect

no cos-queue random-detect

0
1
no cos—-queue random-detect 2
no cos—-queue random-detect 3
no cos—-gqueue random-detect 4
no cos—-queue random-detect 5
no cos—-queue random-detect 6
7

no cos—-gqueue random-detect
exit

vlan database

no vlan 17

no vlan 18

exit

d. HETRE#HFIIRBEE :
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(cs2) # write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y
Config file 'startup-config' created successfully.

Configuration Saved!

e BRI ¢

(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

f. £ SSH BRE AT RCF &k o

- SCERSTAT RCF RFTREMBEIRE » U ELEREEMEIFEY RCF A o fIUN » REERIBRE NERNG

FEC &%
ER T EEIFE Z2—1& RCF #8335 #1838 cs2 B9 bootflash : FTP « HTTP ~ TFTP ~ SFTP 8 SCP °

IEEEAIRTINAIER HTTP #§ RCF 1E5ERE3H#HEs cs2 FIRENREICIRRE T -



&

(cs2)# copy http://<ip-to-webserver>/path/to/BES-53248-RCF-v1.12-
Cluster-HA. txt nvram:reference-config

Y HTTP

SEL SEIVETY TP . it ittt it ittt eeeeeeenaeneaneenns 172.19.2.1

ol o <ip-to-
webserver>/path/to/

Filename. @ v i ettt et it ettt eeeeeeeneeeeaneeneaas BES-53248-RCF-v1.12-
Cluster-HA.txt

Data Ty P e e et et ettt et ettt et e eeeeseeeeanoneeans Unknown

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress.

Management access will be blocked for the duration of the transfer.
Please wait...

HTTP Unknown file type transfer starting...

Validating configuration script.....

Configuration script validated.

File transfer operation completed successfully.

9. FREDMAE FEI TS ERERRRBRHT

script list

(cs2) # script list

Configuration Script Name Size (Bytes) Date of
Modification

Reference-config.scr 2680 2024 05 31
21:54:22

1 configuration script(s) found.
2045 Kbytes free.

10. AR EIATHARS ¢

script apply



&

(cs2) # script apply reference-config.scr

Are you sure you want to apply the configuration script?

The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved!

Configuration script 'reference-config.scr' applied.

1. REESFEIEYH o

28

(y/n)

y



&

(cs2)# copy http://<ip-to-webserver>/path/to/BES-53248-LIC.dat
nvram:license-key 1

MO e ¢t it i et e et e e e e ettt HTTP

SeL SerVEeY TP . . i ittt ittt onenesonenesannaness 172.19.2.1

Path. i i e e e e e e e <ip-to-
webserver>/path/to/

Filename. @ v vttt it ittt et et e eeee s eeeeesoeaaaseas BES-53248-LIC.dat
= it A 7 1O license

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the
duration of the transfer.

Please wait...
License Key transfer operation completed successfully.

System reboot is required.
(cs2) # write memory

This operation may take a few minutes.

Management interfaces will not be available during this time.
Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved!

(cs2)# reload
Are you sure you would like to reset the system? (y/n) y

12. tEEIEEIL "show clibanner 85 © G ARIREINEIRE LRPA - LIRS SIARNEREMNEFR T ER



&

(cs2) # show clibanner

Banner Message configured

BES-53248 Reference Configuration File v1.12 for Cluster/HA/RDMA

Switch : BES-53248

Filename : BES-53248-RCF-v1.12-Cluster.txt
Date : 11-04-2024

Version : v1.12

Port Usage:

Ports 01 - 16: 10/25GbE Cluster Node Ports, base config
Ports 17 - 48: 10/25GbE Cluster Node Ports, with licenses
Ports 49 - 54: 40/100GbE Cluster Node Ports, with licenses, added
right to left
Ports 55 - 56: 100GbE Cluster ISL Ports, base config
NOTE :
- The 48 SFP28/SFP+ ports are organized into 4-port groups in terms
of port speed:

Ports 1-4, 5-8, 9-12, 13-16, 17-20, 21-24, 25-28, 29-32, 33-36,
37-40, 41-44, 45-48

The port speed should be the same (10GbE or 25GbE) across all
ports in a 4-port group
- If additional licenses are purchased, follow the 'Additional Node
Ports

activated with Licenses' section for instructions
- If SSH is active, it will have to be re-enabled manually after
'erase startup-config'

command has been executed and the switch rebooted"

13. 723288 & > BEsEMEFA RCF BB HIR TG AR ERHR

30

show port all | exclude Detach



&

(cs2) #

0/1
Enable
0/2
Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/49
Enable
0/50

show port all |

Actor

Type
Timeout

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

exclude Detach

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

40G Full

40G Full

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

31



Enable
0/51
Enable
0/52
Enable
0/53
Enable
0/54
Enable
0/55
Enable
0/56
Enable

long

long

long

long

long

long

long

Enable

Enable

Enable

Enable

Enable

Enable

14. EXMER > RENEEEEN -

15. BFEIFRCE » WESMABIRBRREERRIEKE

16. ENRBN IR ERBEFRERTER :
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show running-config

(cs2)# show running-config

write memory

(cs2) # write memory

100G

100G

100G

100G

100G

100G

Full

Full

Full

Full

Full

Full

This operation may take a few minutes.

Down

Down

Down

Down

Down

Down

Enable

Enable

Enable

Enable

Enable

Enable

Management interfaces will not be available during this time.

Are you sure you want to save?

Config file

'startup-config'

Configuration Saved!

reload

created successfully.

(y/n) y



(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

System will now restart!

17. FEREEERTMARS cs2 | > RAENEIRR BRI SRR ENRAYERIR o FIUN > YISIERHE 0/1 B 0/16 FIZZIONTAP

B
(cs2)> enable
(cs2)# configure
(cs2) (Config)# interface 0/1-0/16
(cs2) (Interface 0/1-0/16)+# no shutdown
(cs2) (Interface 0/1-0/16)# exit
(cs2) (Confiqg) #

18. SBRE MRS cs2 LRVEINE !

show interfaces status all | exclude Detach

33
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(csl)# show interfaces status all |

exclude Detach

Link Physical Physical
Media Flow
Port Name State Mode Status Type
Control VLAN
0/16 10/25GbE Node Port Down Auto
Inactive Trunk
0/17 10/25GbE Node Port Down Auto
Inactive Trunk
0/18 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/19 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/50 40/100GbE Node Port Down Auto
Inactive Trunk
0/51 40/100GbE Node Port Down Auto
Inactive Trunk
0/52 40/100GbE Node Port Down Auto
Inactive Trunk
0/53 40/100GbE Node Port Down Auto
Inactive Trunk
0/54 40/100GbE Node Port Down Auto
Inactive Trunk
0/55 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk
0/56 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk

19. ERE FTREERIBHEFIR o
a. ERsE R EPFTAEIRRY eOb EIHBR R EREB BEFRRARYTF !

network port show -ipspace Cluster

34
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clusterl::*> network port show -ipspace Cluster
Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
elb Cluster Cluster up 9000 auto/10000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false

Node: clusterl-03

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
elb Cluster Cluster up 9000 auto/100000

healthy false
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Node: clusterl-04

Ignore

Health Health

ela Cluster
healthy false
e0b Cluster

healthy false

b. {EFEEEERESTIAREFNN :

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/100000

Cluster up 9000 auto/100000

network device-discovery show -protocol cdp



&

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl 0/2
BES-53248

e0b cs?2 0/2
BES-53248
cluster01-2/cdp

ela csl 0/1
BES-53248

e0b cs?2 0/1
BES-53248
cluster01-3/cdp

ela csl 0/4
BES-53248

e0b cs2 0/4
BES-53248
clusterl-04/cdp

ela csl 0/3
BES-53248

e0b cs?2 0/2
BES-53248

20. FERRER R MEERTHBRNEN



ONTAP 9.8 RE S hRZs
REONTAP 9.8 %5 » AU TFIES .

system switch ethernet show -is-monitoring-enabled-operational true

clusterl::*> system switch ethernet show -is-monitoring-enabled
-operational true

Switch Type Address Model
csl cluster—-network 10.228.143.200 BES-
53248

Serial Number: QTWCU22510008
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP

cs2 cluster-network 10.228.143.202 BES-
53248
Serial Number: QTWCU22510009
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
clusterl::*>

ONTAP 9.7 RE R k7
HITONTAP 9.7 RRERIRA > AEAMUTIES

system cluster-switch show -is-monitoring-enabled-operational true
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clusterl::*> system cluster-switch show -is-monitoring-enabled

Address Model
10.228.143.200 BES-
10.228.143.202 BES-

-operational true
Switch Type
csl cluster—-network
53248
Serial Number: QTWCU22510008
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
cs2 cluster-network
53248
Serial Number: QTWCU22510009
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
clusterl::*>

1. TESREAS cs1 L > RAREIER MRS EINRAYERR o

LT EEAIERTEsEAE#S L

csl

enable

( ) >

(csl)# configure

(csl) (Config)# interface 0/1-0/16
(csl) (Interface 0/1-0/16)+# shutdown

2 M LIF EESEISTNGE cs2 LIEIERE < BT

network interface show -vserver Cluster

E
=1

==
™

oh
=

4erbss o
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clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 ela false

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela false

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 eOb true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 ela false

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela false

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true
clusterl::*>

3 BEEERTEFES
cluster show
R

clusterl::*> cluster show
Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl1-03 true true true
clusterl-04 true true false
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4. F3Ha88 cs1 LEESE 4 FE 190
5. BYFAEE LIF WEEIEIEINAE

network interface modify -vserver Cluster -1if * -auto-revert true

6. BRI MBRcs o BRI RE LIF BRI HRIAEIFE - ISR SRR » eI BBRER LIRS
By TEREERIBRAR) FF -

(csl)# reload

The system has unsaved changes.

Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved! System will now restart!

SR 3 B E
1. B3RS os1 b > WD BB EE BRI AREER BB/ ¢

show interfaces status all | exclude Detach
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(csl)# show interfaces status all | exclude Detach

show port-channel 1/1

Link Physical Physical
Media Flow
Port Name State Mode Status Type
Control VLAN
0/16 10/25GbE Node Port Down Auto
Inactive Trunk
0/17 10/25GbE Node Port Down Auto
Inactive Trunk
0/18 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/19 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/50 40/100GbE Node Port Down Auto
Inactive Trunk
0/51 40/100GbE Node Port Down Auto
Inactive Trunk
0/52 40/100GbE Node Port Down Auto
Inactive Trunk
0/53 40/100GbE Node Port Down Auto
Inactive Trunk
0/54 40/100GbE Node Port Down Auto
Inactive Trunk
0/55 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk
0/56 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk
72 318 cs1 Hl cs2 Z[EH ISL BB EREE !



&

(csl)# show port-channel 1/1
Local InterfacCe. ..ttt ittt ettt eeeeeeenns
Channel NameE . v v v i e ittt eeeeeeeeeeeeeeeneeeenens

LinK State. i v it ittt et e e e e e et e e e
AdMIN MO . ¢ it it ittt ettt ettt e e e
L0206 0 0 000000000000000000000000000000000000000O0a

Load Balance Option. ..ot eeeeeeeeneeeennenenns
(Enhanced hashing mode)

Mbr Device/ Port Port

Ports Timeout Speed Active

0/55 actor/long Auto True
partner/long

0/56 actor/long Auto True
partner/long

3. PR LIF DARERIERIAEIEE :

network interface show -vserver Cluster

1/1
Cluster-ISL
Up

Enabled
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clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.3.4/23
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 eOb true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 ela true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela true

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true

4. BB EERTENFER !
cluster show

&

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false
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ONTAP 9.9.1 REShRZA
{RAILUEF “network interface check cluster-connectivity MI{ TR < ARBKBNE EHIZMIGE » AR EERFA

HH

network interface check cluster-connectivity start '# ‘network interface check
cluster-connectivity show

clusterl::*> network interface check cluster-connectivity start

VER ETREARRSEENE show BREFEEARG S

clusterl::*> network interface check cluster-connectivity show

Packet
Node Date
Loss

clusterl-01
3/5/2022

02 clusl none
3/5/2022

02 clus2 none

clusterl-02
3/5/2022
none
3/5/2022

none

FTEONTAPRRZS
I FRBONTAPKRZS »

19521 ¢

19:21:

:18 -06:00
:20 -06:00
18 -06:00
20 -06:00

Source

LIF

clusterl-01 clus2

clusterl-01 clus2

clusterl-02 clus2

clusterl-02 clus2

Destination

LIF

cluster0l1-

cluster01-

clusterl-02 clusl

clusterl-02 clus2

&t B LAER “cluster ping-cluster -node <name>" & & EF NG ©

cluster ping-cluster -node <name>
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clusterl::*> cluster ping-cluster -node local

Host is clusterl1-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0Oa

Cluster clusterl-03 clusZ2 169.254.1.1 clusterl-03 eOb
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0Ob
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 eOa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 eOb
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0a
Cluster clusterl-02 clusZ2 169.254.3.9 clusterl-02 eOb

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8

169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):
Local 169.254.1.3 to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254.1.1 to Remote 169.254.

Larger than PMTU communication succeeds on 12 path(s)

RPC status:

6 paths up, 0 paths down (tcp check)

N = N e R e = T = T = =

H R R R R WWwWwWwWwWw
W W W wkE P WwwwwkRE -
© O U o) O 0 U oy

6 paths up, 0 paths down (udp check)

1. RERERAOEES !

set -privilege admin

2. INRIEEIFFRBBNEILFGITHEE > HEEWIAutoSupportzfl /S E RN AZINEE
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system node autosupport invoke -node * -type all -message MAINT=END

TSR ?
R4t RCF ASFATRSCAFE » (EAIML.. "B SSH” o

Z it BES-53248 =5 ZsNET Rl 5E

BES 53248 s EEATHASRE ARSI HERCH 16 18 10GbE 3¢ 25GbE 4R 2 & 100GbE

BIRIE o (GAILUB BB E B S Fr Al sa 2R G &R -

@ % EFOS 3.12 REShRZ » FRBRU T REDFEITIRE | "2E2ZREE (RCF) M

B oo
BEEORFAE
LU eFr]s5 0] AR BES-53248 SIS ©
Frelsasany SRR EEIE TIEHERE AR S
SW-BES- 1828 8PT-10G25G + 2PT-40G100G EFOS 3.4.4.6 RE=ShRZ

53248A2-8P-2P  FFR]FEEHE » X190005/R

SW-BES- 1BiBE8IB10G25GEF 5 &% EFOS 3.4.4.6 REShRZ
53248A2-8P- » X190005/R

1025G

SW- {838 6 18 40G/100G FHJEEH  EFOS 3.4.4.6 RESHRZA
BES53248A2- > X190005/R

6P-40-100G

AREARGRIRIMERIBST A BRB XM - AR 1RESEN O AR s RIEPT R

() B s 04198 BES 53248 SRS FOEIHISH T BEHERR

[e]

EhRETAI 58

TRFH T AITE BES-53248 #5£ss HERRIERRITE |

FFRIREEERY FFRREEEIS S BRIENRSRR A
SW-BES- Broadcom 8P 10-25,2P40-100 5FR] EFOS 3.4.3.3 KBSk

53248A1-G1-8P- &% > X190005/R
LIC
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sTR]REAERY sFAIREEFIB < IEBIEDRSRR 2

SW-BES- Broadcom 16P 10-25,4P40-100 £ EFOS 3.4.3.3 RESHRAS
53248A1-G1-  T[HE£48 » X190005/R

16P-LIC

SW-BES- Broadcom 24P 10-25,6P40-100 &F EFOS 3.4.3.3 RESHRZA
53248A1-G1- A]E8448 > X190005/R

24P-LIC

SW-BES54248- 1{#3& 6 12 40G/100G HFrAlE4£is EFOS 3.4.4.6 RESHRZA
40-100G-LIC » X190005/R

SW-BES53248-  1#3iB81810G25GH A[E S EFOS 3.4.4.6 RESHRA
8P-10G25G-LIC s X190005/R

SW-BES53248-  {#5@ 16 12 10G25G sFr]sEEis  EFOS 3.4.4.6 REBRE
16P-1025G-LIC > X190005/R

SW-BES53248- {#:& 24 18 10G/25G FHo]:5£i8 EFOS 3.4.4.6 RESHRA
24P-1025G-LIC 5 X190005/R

() msmERESHTE-

AT
FRIIR T TP ER L4t BES-53248 HEIMALRAVIZHE o

1. REREUARERRIEIEER
2. &8 “ping AR EEEEEEEE EFOS ~ )38 RCF 1ERAAARSSAERMMNGS o

T

LB BIER R R IARE R B EED P iiitA 172.19.2.1 MEARSES :

(cs2)# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. mEAHaEE CS2 WBRIFFRIEEEM :

show license
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(cs2)# show license

Reboot needed. .. ...ttt ittt e teeeeeeenns No
Number of active licenses........iuiiiiiieeneen.. 0
License Index License Type Status

No license file found.

4. RESFAIFEXMH
BREILTBUHAE SR L ERFRINEZRERGIR

g

W EAIER SFTP iREREREREIZRERS1 -

(cs2)# copy sftp://root@l72.19.2.1/var/lib/tftpboot/license.dat
nvram:license-key 1

Remote Password:**

L L SFTP

SeL SerVEeTr TP . .ttt it it ittt eeenesonenesananess 172.19.2.1

= ol o /var/lib/tftpboot/
Filename. @ vttt e ittt ee et eeeeeeneeeeaneenean license.dat

L= ot A 7 1 license

Management access will be blocked for the duration of the transfer

Are you sure you want to start? (y/n) y
File transfer in progress. Management access will be blocked for the

duration of the transfer. Please wait...

License Key transfer operation completed successfully. System reboot
is required.

o. BEFRA BRIFFAIRIER » MIERI cs2 BRTRENAISCERET AIREAARS ¢

show license



&

(cs2)# show license

Reboot needed...... ..., Yes

Number of active licensesS.......eieeeeeeennnenn. 0

License Index License Type Status

1 Port License valid but not applied

6. BRRFIA EIREERE ¢

50

show port all | exclude Detach

B BRREN R SRRMIINET A S8 R BYERIE o



&
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52

(cs2)# show port all | exclude Detach

Actor
Intf
Timeout

Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/55
Enable
0/56
Enable

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

LACP

Mode



(O 156% -

reload

T

(cs2)# reload

The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully

Configuration Saved!
Are you sure you would like to reset the system? (y/n) y

8. FBIREMFAEETERE » MR EERER !
show license

s

(cs2) # show license

Reboot needed. .. ...ttt ittt ittt eeeneneenns No
Number of installed licenses..........eeeeeenen.. 1

Total Downlink Ports enabled................... 16

Total Uplink Ports enabled...........cicioo... 8
License Index License Type Status

1 Port License applied

. MEFMAEMERERS IR !

show port all | exclude Detach
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(cs2)# show port all | exclude Detach

Actor
Intf
Timeout

0/1
Enable
0/2
Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/49
Enable
0/50

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

100G Full

100G Full

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

LACP

Mode



Enable long

0/51 Disable 100G Full Down Enable
Enable long
0/52 Disable 100G Full Down Enable
Enable long
0/53 Disable 100G Full Down Enable
Enable long
0/54 Disable 100G Full Down Enable
Enable long
0/55 Disable 100G Full Down Enable
Enable long
0/56 Disable 100G Full Down Enable

Enable long

(D LRHEMFFAER > KW AFIREMNE - FERRBEEEFNEEZIRBENRER RCF ©

HFEREME

NRELEFAERLIRMEE > FEFITUTH S ZARITUTRESS | copy BRELHML ©

Fi

AEANEET S | debug transfer # “debug license

ZE ]
(cs2) # debug transfer
Debug transfer output is enabled.

(cs2)# debug license
Enabled capability licensing debugging.

E{RIB1T "copy fEE% "debug transfer' Al "debug license' EYFAiE L5181 - i EMIAFE@L o
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transfer.c(3083) :Transfer process key or certificate file type
transfer.c(3229) :Transfer process key/certificate cmd cp
/mnt/download//license.dat.l /mnt/fastpath/ >/dev/null 2>&1CAPABILITY
LICENSING

Fri Sep 11 13:41:32 2020: License file with index 1 added.

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: Validating hash value
29de5e%a8af3e510f1£f16764a13e8273922d3537d3£13c9¢c3d445¢c72al180a2e6.

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: Parsing JSON buffer {

"license": {
"header": {
"version": "1.0",

"964B-2D37-4E52-BA14",

"license-key":
"serial-number": "QTFCU38290012",
"model": "BES-53248"
by
"description":
"O+o6"

mn
14

"ports":
}
b

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: License data does not
contain 'features' field.

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: Serial number
QTFCU38290012 matched.

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: Model BES-53248
matched.

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: Feature not found in
license file with index = 1.

CAPABILITY LICENSING Fri Sep 11 13:41:32 2020: Applying license file

1.

AR BB PIUTAR -

c B EFEHEEAUCAS - Serial number QTFCU38290012 matched.

s BRI EBUCE | Model BES-53248 matched.

* BERENFFAIRRSIRE ZAIRKERE - MRFAIERS I BRMER » RIEER TIHER -

License

file /mnt/download//license.dat.l already exists.

* BIIRFTAIERNIFINAERTAJ o o BIIE » FREAE IR TR :

with index = 1.

fEF “copy RHERIBFTAIEE A El AR AR <

56

Feature not found in license file



(cs2)# copy nvram:license-key 1
scp://<UserName>Q<IP_address>/saved license 1l.dat

(D DREEscmssmt 3.4.4.6 BRAWRS » AISTEGIIEI « BRIBERTA -
TERREIRI R 2 AT > (A AR A S A3 o
BB R R O
BEEIHEROSE > CRBEERFAN RCF X BESSIEERNROHEEN -

FELFF el R ENENEIEIE 0/1 & 0/16 ] 0/55 = 0/56 @ MBS EIZIRSIRIE ] BEr o BB S 1T ERE
1B 0/17 & 0/54 71 o 40 » EEREH SW-BES54248-40-100G-LIC A58 » SAZBECH T2 RCF R TERS
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! 2-port or 6-port 40/100GbE node port license block
|

interface 0/49

no shutdown

description "40/100GbE Node Port"
!'speed 100G full-duplex

speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/50

no shutdown

description "40/100GbE Node Port"
!'speed 100G full-duplex

speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/51

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216
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switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/52

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!'speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/53

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!'speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/54

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk

59



datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

12 0/49 B 0/54 ZEMEERO (5 0/49 #1 0/54) > BUHIEBSAERO - E&EROM RCF

@ FR{EEUHEE—1T speed » AILLE | speed 100G 2 T of speed 40G 2% T » tIEI/TWUFﬁ/T °
$H 0/17 B 0/48 Z RIMEREIZIE (& 0/17 #0 0/48) > EEENHFERFFAIEE » SHEERR
B 8 1BE o

T-HRME?
RYEHFATIE > WAL "RESERER (RCF) "HE "1 RCF" -

TRBELTENE (RCF)
TE BES-53248 &R NMERFIZHER > B0 LELBERTEN (RCF) °

}

%

(D) I EFOS 312 REEH » IERMTRBSWETIRE | RES SRR (RCP) MR
o

BEK
FtEZ Al
DE.I UzJL/(—F%IEZEE §IJ1_L

R ENBRIER
* —ESEE MR E (AFETRAHRIIELREE)
* B8 RCF IEHRAEUTUENS | "PREHIHER -

* RCF FRBYRSENACE R AR T FR R VRN ENIR(R » NRIGER K EFOS L1RE BRIFIRCF k4 > RIFRILEE -
RBEENRIBECE URPRERIBRENIR R - RIABEENRER RCF ZANEITER » UEEURNERN
RRE P EFMCIERRIARES o

* EHBRTARAAE 24 RCF B » REBEIBITH 5 RT3 - MREESERMBMENE > AlILERAH
& o "N RFHEREGIER NAREBEEERRESE LHNECE "SR BRECE -

BEAYSE

ABRAIASER MR » LT #EZIRAIONTAPH] RCF higZds - 2 & "EFOSEEE T E"H ° 55 R » RCF HHRvHS
’%E’E,ﬂﬁi EFOS HRASFRRVIE < 587A Z ] SEfF RIS < IRRERA1A o
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RS EE A
ARG ER LU T RRM e AL s AR

* EEM A BES-53248 333a23HILTE D AIE cs1 M cs2 ©
* ERELZFBAcluster1-01 ~ cluster1-02 ~ cluster1-03Fcluster1-04 o

* BHE LIF 787824 cluster1-01_clus1 » cluster1-01_clus2 ~ cluster1-02_clus1 ~ cluster1-02_clus2
» cluster1-03_clus1 ~ cluster1-03_clus2 ~ cluster1-04_clus1 #1 cluster1-04_clus2 °

* §& “cluster1::*> prompt 5 EELFE o

s AR AERHIER T EENEY o SLEENEEEAME 10GbE FEREIKO c0a M “e0b c 2R "Hardware
Universe"B8s8F & TR EEIZFBEEHIERE o

()  SoBHAEFEONTAPHARETARES -

R IEAERS
ZEAEEFRFEAONTAPE S Broadcom 323 % ; FRIER AR » THRIEAONTAPES ©

TEUER PR TR AR FRYSIRRIELS (ISL) o IBRaksHEA > K% RCF ARAHEBE e R R ISL
IR o BEAEEEAGHRE > UTPRERMAEE LIF BRIEFERHIME > RRERRIRS LT
HIEDER o

FEREHT SIS UIBAAT RCF 241 » SARRMIMENE o A/ RIEmE G
(D EpmEmEcns LORE - IRNERESRHRERE » AREEMETESRE - 0
WEERFIIES S BB - AARARRE S EREBERRTE o

B8 EBERE

1. YNSRI E R T AutoSupport > BIFZEEME MY AutoSupportsfl 2 2N B s 24

system node autosupport invoke -node * -type all -message MAINT=xh

Heh x BUREHSERE () o
(D AutoSupporth &8 EBAIS T BILAEE(ET - LUBEAERE RIS DR 20 -

LUT ap < eI B Eh R I Z /By

clusterl::*> system node autosupport invoke -node \* -type all -message
MAINT=2h

2. BHERRBSERSER > WERTEEREA Y :
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HIREERTAT () o

3. BB DEEREER

4. BB EEREERBNEENEREK
a. MREEMAERBEIERSEMRRELES !
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g

set -privilege advanced

HREBNREERE !

network device-discovery show

clusterl::*> network device-discovery show

Node/
Protocol
Platform

clusterl-

53248

53248

clusterl-

53248

53248

clusterl-

53248

53248

clusterl-

53248

53248

clusterl:

Local
Port

01/cdp
ela

e0b

02/cdp
ela

e0b

03/cdp
ela

eOb

04/cdp
ela

e0b

>

Discovered

Device

csl

cs2

csl

cs2

csl

cs?2

csl

cs2

as
BE o
o0

(LLDP:

ChassisID)

Interface

0/2

0/2

0/1

0/1

0/4

0/4

0/3

0/3

BES-

BES-

BES-

BES-

BES-

BES-

BES-

BES-



network port show -ipspace Cluster
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clusterl::*> network port show -ipspace Cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0b Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
eOb Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false



Node: clusterl-04

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false
clusterl::*>

b. IPFAARENE (LIF) MAMNETEFEL :

network interface show -vserver Cluster



&

clusterl::*> network interface show -vserver Cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0Ob true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

O. MRS MBS SIRARAVE o
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ONTAP 9.8 RE S hRZs
REONTAP 9.8 %5 » AU TFIES .

system switch ethernet show -is-monitoring-enabled-operational true

clusterl::*> system switch ethernet show -is-monitoring-enabled

-operational true

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs2
53248

Serial Number:

Is Monitored:
Reason:

Software Version:
Version Source:

clusterl::*>

ONTAP 9.7 RE R R
HPONTAP 9.7 REEhRAS »

cluster—-network 10.228.143.200

QTWCU22510008
true

None

3.10.0.3
CDP/ISDP

cluster-network 10.228.143.202

QTWCU22510009
true

None

3.10.0.3
CDP/ISDP

BEAUTES :

system cluster-switch show -is-monitoring-enabled-operational

BES-

BES-

true

67



1.

clusterl:
-operational true

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs2
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
clusterl::*>
FHEE LIF WEBIEIRINGE °

:*> system cluster-switch show -is-monitoring-enabled

Address

cluster-network 10.228.143.200

QTWCU22510008

true

None

3.10.0.3

CDP/ISDP
cluster—-network 10.228.143.202

QTWCU22510009

true

None

3.10.0.3
CDP/ISDP

BES-

BES-

network interface modify -vserver Cluster -1if * -auto-revert false

TER2 I REIR

1. 7E33H488 cs2 | > FESTEIED

2. TEREMER cs2 b o FARAERE

68

show isdp neighbor

DR IR AVEIRIR o I - NRE

IS EREREIIRBE o

%18 0/1 3] 0/16 &

BfRS
(cs2)> enable
(cs2) # configure
(cs2) (Config)# interface 0/1-0/16
(cs2) (Interface 0/1-0/16)# shutdown
(cs2) (Interface 0/1-0/16)# exit
(cs2) (Config) #

ZZ|ONTAP



3. BB EEE LIF BEEBBRIEEINER cs1 LEEMNEIRE - BRI E%E

network interface show -vserver Cluster

mETEE

clusterl::*> network interface show

Current Is
Vserver
Port

Logical

Interface

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04
clusterl::*>

clusterl-01 clusl up/up

ela

clusterl-01 clus2 up/up

ela

clusterl-02 clusl up/up

ela

clusterl-02 clus2 up/up

ela

clusterl-03 clusl up/up

ela

clusterl-03 clus2 up/up

ela

clusterl-04 clusl up/up

ela

clusterl-04 clus2 up/up

ela

4. BERERTEFLER !

cluster show

true

false

true

false

true

false

true

false

-vserver Cluster

Status Network

Admin/Oper Address/Mask

169.254.3.4/23

169.254.3.5/23

169.254.3.8/23

169.254.3.9/23

169.254.1.3/23

169.254.1.1/23

169.254.1.6/23

169.254.1.7/23

Current

Node

69
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clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

o MREHKEFERIRISBIE @ FRU T <HBEERE BERED -

6.

70

show running-config

BPRAHARS cs2 EMECE M MITRAARRE °

FEMERMNN RCF B » SABMRRIMEBRELHITESEE - UACERARTIRERGEE
@ BB BETRFRITIARIRE o MRICEERMEE > BIILERBANE o "IIAEFRREER
InEAREY BN NARSE R ER RS LRECE BB E -

() EwEEREmRETE -
a. JEIBSSHIEFISHIS -
REEHIEE FNFTERE LF B85 Bt G ARIEER - A AT IR o

b. FEALFRERT :

(cs2)> enable
(cs2)#

C. HERILAL_ E LT an < LAMIBRTATEY RCF BCE  (IRIFFCAIGEARY RCF A » MR VFERE » FLEan
LABEGHEE)
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clear config interface 0/1-0/56

Yy
clear config interface lag 1

Yy

configure

deleteport 1/1 all

no policy-map CLUSTER
no policy-map WRED 25G
no policy-map WRED 100G
no class-map CLUSTER

no class-map HA

no class-map RDMA

no classofservice dotlp-mapping
no random-detect queue-parms 0
no random-detect gqueue-parms
no random-detect queue-parms
no random-detect gqueue-parms
no random-detect gqueue-parms
no random-detect gqueue-parms
no random-detect gqueue-parms

~ o O b w N

no random-detect queue-parms
no cos—-queue min-bandwidth
no cos—-queue random-detect
no cos—-queue random-detect
no cos—-queue random-detect
no cos—-queue random-detect
no cos—-queue random-detect
no cos—-queue random-detect
no cos-queue random-detect

~ o U b W NP O

no cos—-queue random-detect
exit

vlan database

no vlan 17

no vlan 18

exit

d. HETRE#HFDIRBEE :
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(cs2) # write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y
Config file 'startup-config' created successfully.

Configuration Saved!

e BRI ¢

(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

f. £ SSH BRE AT RCF &k o

- BARMUTEIE:

a. UNRITHAES E LR T ERIMNVERSRETAIEE 0 BIXRIEDY RCF LIRRERRIMNFT AT R B IRIR B RENHT
FERVIR " T AREFIE o

b. s2#%5CAT RCF FEAAEMBETRE @ WA ELEREERZIFA RCF & o FliN » REEIZIBEE N
4218 FEC 183 o


configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports
configure-licenses.html#activate-newly-licensed-ports

EFOS K7k 3.12.x BESHRZA
1. ERTHEETE 2 —i8 RCF 3 FZZH#128 cs2 B9 bootflash : HTTP ~ HTTPS « FTP « TFTP * SFTP
g SCP o

IEEEFIERANAER SFTP & RCF 18RERE|3X123 cs2 NREIRBIGEIEREF -
(cs2)# copy tftp://172.19.2.1/BES-53248-RCF-vl1.9-Cluster-HA.txt

nvram:reference-config
Remote Password:**

1 Y L TEFTP

SeL SerVer TP . .ttt ittt ittt eeenesenanesananens 172.19.2.1

= o o /

HLILEMEMS 0 0 0 0 00000000000000000000000000600000000 ¢ BES-53248 RCF vl1.9-
Cluster-HA.txt

L= it A 7 1 Config Script
Destination Filename. ... ..o eteeeeeeeneneeenns reference-config.scr

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

TFTP Code transfer starting...

File transfer operation completed successfully.

1. SERERNAE TR E NIRRT

script list

(cs2)# script list

Configuration Script Name Size (Bytes) Date of
Modification

reference-config.scr 2680 2024 05 31
21:54:22

2 configuration script(s) found.
2042 Kbytes free.

2. RAREREIARS -

script apply
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(cs2) # script apply reference-config.scr
Are you sure you want to apply the configuration script? (y/n) y

The system has unsaved changes.

Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved!

Configuration script 'reference-config.scr' applied.

FrE Eth EFOS HrZs
1. FEE T EETE 2—18 RCF 833z #122 cs2 B9 bootflash : HTTP ~ HTTPS » FTP ~ TFTP * SFTP
& SCP o

IEEEAIETINAIER SFTP i§ RCF ERER RIS cs2 RIRIENIRPISCIREETF !
(cs2)# copy sftp://172.19.2.1/tmp/BES-53248 RCF_vl.9-Cluster-HA.txt

nvram:script BES-53248 RCF _vl.9-Cluster-HA.scr
Remote Password:**

1 Y L SETP

Set Server IP. ... .ttt ittt ittt 172.19.2.1

=5l o //tmp/

FLILEMEME 6 0 0 0 00 0000000000000600000000006000000000 ¢ BES-53248 RCF v1.9-
Cluster-HA.txt

[ it A 7 1O Config Script
Destinatlien FilleReiSocooocococoocooonoccocooooanooc BES-53248 RCF v1.9-

Cluster-HA.scr

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

SFTP Code transfer starting...

File transfer operation completed successfully.

1. HRRAE TR BT ER RS ¢

script list



(cs2)# script list

Configuration Script Name Size (Bytes) Date of
Modification

BES-53248 RCF v1.9-Cluster-HA.scr 2241 2020 09 30
05:41:00

1 configuration script(s) found.

2. BRI -

script apply

(cs2) # script apply BES-53248 RCF _vl.9-Cluster-HA.scr

Are you sure you want to apply the configuration script? (y/n) y
The system has unsaved changes.

Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.

Configuration Saved!

Configuration script 'BES-53248 RCF v1.9-Cluster-HA.scr' applied.

1. 1 ERRIEH L “show clibanner' 3% o S AR EIEE LR - MBE X MSBHNAEMEFESIERE

75



&

(cs2) # show clibanner

Banner Message configured

BES-53248 Reference Configuration File v1.9 for Cluster/HA/RDMA

Switch : BES-53248

Filename : BES-53248-RCF-v1.9-Cluster.txt
Date : 10-26-2022

Version : v1.9

Port Usage:

Ports 01 - 16: 10/25GbE Cluster Node Ports, base config
Ports 17 - 48: 10/25GbE Cluster Node Ports, with licenses
Ports 49 - 54: 40/100GbE Cluster Node Ports, with licenses,
right to left

Ports 55 - 56: 100GbE Cluster ISL Ports, base config

added

NOTE :

- The 48 SFP28/SFP+ ports are organized into 4-port groups in terms
of port

speed:

Ports 1-4, 5-8, 9-12, 13-16, 17-20, 21-24, 25-28, 29-32, 33-36, 37-
40, 41-44,

45-48

The port speed should be the same (10GbE or 25GbE) across all ports

in a 4-port
group

- If additional licenses are purchased, follow the 'Additional Node

Ports

activated with Licenses' section for instructions

- If SSH is active, it will have to be re-enabled manually after

'erase
startup-config'
command has been executed and the switch rebooted

2. (EXXHER | > BRsEEA RCF R R HIR 7 MMERRAEERE ¢

show port all | exclude Detach
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(cs2) #

0/1
Enable
0/2
Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/49
Enable
0/50

show port all |

Actor

Type
Timeout

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

exclude Detach

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

40G Full

40G Full

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable
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Enable
0/51
Enable
0/52
Enable
0/53
Enable
0/54
Enable
0/55
Enable
0/56
Enable

long

long

long

long

long

long

long

Enable

Enable

Enable

Enable

Enable

Enable

3. FBIENIMMR LHEDECNEEFEERN -

4. RHFEFLE  UWESHRERSRFEFAREKE -

. BB M EE B FRE ST IERE :

78

show running-config

(cs2)# show running-config

write memory

(cs2) # write memory

100G

100G

100G

100G

100G

100G

Full

Full

Full

Full

Full

Full

This operation may take a few minutes.

Down

Down

Down

Down

Down

Down

Enable

Enable

Enable

Enable

Enable

Enable

Management interfaces will not be available during this time.

Are you sure you want to save?

Config file

'startup-config'

Configuration Saved!

reload

created successfully.

(y/n) y



(cs2)# reload

Are you sure you would like to reset the system?

System will now restart!

(y/n)

y

6. FEREIER cs2 | - RENEIRDIENRE SR R IERRAVERIE - HIUN > YISUERHE 0/1 B 0/16 EIZZIONTAP

RS
(cs2)> enable
(cs2)# configure
(cs2) (Config)# interface 0/1-0/16
(cs2) (Interface 0/1-0/16) # no shutdown
(cs2) (Interface 0/1-0/16)# exit
(cs2) (Config) #

7. SERERIES cs2 FAYEIZIE ¢

show interfaces status all | exclude Detach
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(csl)# show interfaces status all |

exclude Detach

Link Physical Physical
Media Flow
Port Name State Mode Status Type
Control VLAN
0/16 10/25GbE Node Port Down Auto
Inactive Trunk
0/17 10/25GbE Node Port Down Auto
Inactive Trunk
0/18 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/19 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/50 40/100GbE Node Port Down Auto
Inactive Trunk
0/51 40/100GbE Node Port Down Auto
Inactive Trunk
0/52 40/100GbE Node Port Down Auto
Inactive Trunk
0/53 40/100GbE Node Port Down Auto
Inactive Trunk
0/54 40/100GbE Node Port Down Auto
Inactive Trunk
0/55 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk
0/56 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk

8. MERE LREERRIERINR
a. ERsE R EPFTAEIRRY eOb EIHBR R EREB BEFRRARYTF !

network port show -ipspace Cluster
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clusterl::*> network port show -ipspace Cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
elb Cluster Cluster up 9000 auto/10000

healthy false

Node: clusterl-03

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0b Cluster Cluster up 9000 auto/100000

healthy false
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Node: clusterl-04
Ignore
Health Health

Port IPspace
Status Status

ela Cluster
healthy false
eOb Cluster

healthy false

= B AR E AR

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/100000

Cluster up 9000 auto/100000

network device-discovery show -protocol cdp



&

clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl 0/2
BES-53248

e0b cs?2 0/2
BES-53248
cluster01-2/cdp

ela csl 0/1
BES-53248

e0b cs?2 0/1
BES-53248
cluster01-3/cdp

ela csl 0/4
BES-53248

e0b cs2 0/4
BES-53248
clusterl-04/cdp

ela csl 0/3
BES-53248

e0b cs?2 0/2
BES-53248

9. HESDEERF R M EEERYSTHARRAVE o



ONTAP 9.8 RE S hRZs
REONTAP 9.8 %5 » AU TFIES .

system switch ethernet show -is-monitoring-enabled-operational true

clusterl::*> system switch ethernet show -is-monitoring-enabled
-operational true

Switch Type Address Model
csl cluster—-network 10.228.143.200 BES-
53248

Serial Number: QTWCU22510008
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP

cs2 cluster-network 10.228.143.202 BES-
53248
Serial Number: QTWCU22510009
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
clusterl::*>

ONTAP 9.7 RE R k7
HITONTAP 9.7 RRERIRA > AEAMUTIES

system cluster-switch show -is-monitoring-enabled-operational true
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clusterl::*> system cluster-switch show -is-monitoring-enabled

Address Model
10.228.143.200 BES-
10.228.143.202 BES-

-operational true
Switch Type
csl cluster—-network
53248
Serial Number: QTWCU22510008
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
cs2 cluster-network
53248
Serial Number: QTWCU22510009
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
clusterl::*>

1. TEHERERMAE cs1 L > PRSI SR EERIRERAERE o

LT EEAIERTEsEAE#S L

csl

enable

( ) >

(csl)# configure

(csl) (Config)# interface 0/1-0/16
(csl) (Interface 0/1-0/16)+# shutdown

2 M LIF EESEISTNGE cs2 LIEIERE < BT

network interface show -vserver Cluster

E
=1

==
™

oh
=

4erbss o
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clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 ela false

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela false

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 eOb true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 ela false

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela false

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true
clusterl::*>

3 BEEERTEFES
cluster show
R

clusterl::*> cluster show
Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl1-03 true true true
clusterl-04 true true false
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4. F3Ha88 cs1 LEESE 4 FE 190
5. BYFAEE LIF WEEIEIEINAE

network interface modify -vserver Cluster -1if * -auto-revert true

6. BRI MBRcs o BRI RE LIF BRI HRIAEIFE - ISR SRR » eI BBRER LIRS
By TEREERIBRAR) FF -

(csl)# reload

The system has unsaved changes.

Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved! System will now restart!

SR 3 B E
1. B3RS os1 b > WD BB EE BRI AREER BB/ ¢

show interfaces status all | exclude Detach

87



&

(csl)# show interfaces status all | exclude Detach

show port-channel 1/1

Link Physical Physical
Media Flow
Port Name State Mode Status Type
Control VLAN
0/16 10/25GbE Node Port Down Auto
Inactive Trunk
0/17 10/25GbE Node Port Down Auto
Inactive Trunk
0/18 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/19 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/50 40/100GbE Node Port Down Auto
Inactive Trunk
0/51 40/100GbE Node Port Down Auto
Inactive Trunk
0/52 40/100GbE Node Port Down Auto
Inactive Trunk
0/53 40/100GbE Node Port Down Auto
Inactive Trunk
0/54 40/100GbE Node Port Down Auto
Inactive Trunk
0/55 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk
0/56 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk
72 318 cs1 Hl cs2 Z[EH ISL BB EREE !
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(csl)# show port-channel 1/1
Local InterfacCe. ..ttt ittt ettt eeeeeeenns
Channel NameE . v v v i e ittt eeeeeeeeeeeeeeeneeeenens

LinK State. i v it ittt et e e e e e et e e e
AdMIN MO . ¢ it it ittt ettt ettt e e e
L0206 0 0 000000000000000000000000000000000000000O0a

Load Balance Option. ..ot eeeeeeeeneeeennenenns
(Enhanced hashing mode)

Mbr Device/ Port Port

Ports Timeout Speed Active

0/55 actor/long Auto True
partner/long

0/56 actor/long Auto True
partner/long

3. PR LIF DARERIERIAEIEE :

network interface show -vserver Cluster

1/1
Cluster-ISL
Up

Enabled
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clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.3.4/23
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 eOb true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 ela true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela true

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true

4. BB EERTENFER !
cluster show

&

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false
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ONTAP 9.9.1 REShRZA
{RAILUEF “network interface check cluster-connectivity MI{ TR < ARBKBNE EHIZMIGE » AR EERFA

HH

network interface check cluster-connectivity start '# ‘network interface check
cluster-connectivity show

clusterl::*> network interface check cluster-connectivity start

VER ETREARRSEENE show BREFEEARG S

clusterl::*> network interface check cluster-connectivity show

Packet
Node Date
Loss

clusterl-01
3/5/2022

02 clusl none
3/5/2022

02 clus2 none

clusterl-02
3/5/2022
none
3/5/2022

none

FTEONTAPRRZS
I FRBONTAPKRZS »

19521 ¢

19:21:

:18 -06:00
:20 -06:00
18 -06:00
20 -06:00

Source

LIF

clusterl-01 clus2

clusterl-01 clus2

clusterl-02 clus2

clusterl-02 clus2

Destination

LIF

cluster0l1-

cluster01-

clusterl-02 clusl

clusterl-02 clus2

&t B LAER “cluster ping-cluster -node <name>" & & EF NG ©

cluster ping-cluster -node <name>
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clusterl::*> cluster ping-cluster -node local

Host is clusterl1-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0Oa

Cluster clusterl-03 clusZ2 169.254.1.1 clusterl-03 eOb
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0Ob
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 eOa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 eOb
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0a
Cluster clusterl-02 clusZ2 169.254.3.9 clusterl-02 eOb

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8

169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):
Local 169.254.1.3 to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254. to Remote 169.254.
Local 169.254.1.1 to Remote 169.254.

Larger than PMTU communication succeeds on 12 path(s)

RPC status:

6 paths up, 0 paths down (tcp check)

N = N e R e = T = T = =

H R R R R WWwWwWwWwWw
W W W wkE P WwwwwkRE -
© O U o) O 0 U oy

6 paths up, 0 paths down (udp check)

1. RERERAOEES !

set -privilege admin

2. INRIEEIFFRBBNEILFGITHEE > HEEWIAutoSupportzfl /S E RN AZINEE
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system node autosupport invoke -node * -type all -message MAINT=END

T—HRHE?
224 RCF 1% » #GABL... "B SSH" o

1 BES-53248 =530 #23 FEYA SSH

MRS IEE LR KRR AR 2 FRER 1R 83 (CSHM) M HEEUREETHAE » B EEE SSH
iR AREREIRSS LA SSH -

1. #E52 SSH Bf=H

show ip ssh

Fama

(switch) # show ip ssh

SSH Configuration

Administrative Mode: ......iiiiittiteneeennnnnnnn Disabled
S = S = s 22
Protocol Level: ...t iiin et eeeeeeeneeeeonneens Version 2
SSH Sessions Currently Active: ........ieeee... 0

Max SSH Sessions Allowed: .....i.iiinietennnnnnn. 5

SSH TimeoUL (MINS) & & v vt v vt vt eeeeeeneeneeneenes 5

Keys Present: ...t iitiiteeteeeeeeeeeeenaneeans DSA (1024) RSA(1024)
ECDSA (521)

Key Generation INn ProgresSS: . .....e.ieeeeeeeeennn None

SSH Public Key Authentication Mode: ........... Disabled
SCP server Administrative Mode: ............... Disabled

° YN3R SSH K12 > FK TIPSR
no ip ssh server enable

no ip scp server enable

iﬁ" EFOS 3.12 kEshizs - BEEZERI G > K75 SSH FpE#RY SSH 55878

° ¥5 EFOS 3.11 RERhR7s > 1A SSH 1aEiR2s1%E BRI SSH TEMSER M IRIFRIER o
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(D HemmmmaEm ssH > BRI FERHEs o

2. ERERNT > B4 SSH £48
crypto key generate

e

(switch) # config
(switch) (Config)# crypto key generate rsa

Do you want to overwrite the existing RSA keys? (y/n): y

(switch) (Config)# crypto key generate dsa

Do you want to overwrite the existing DSA keys? (y/n): y

(switch) (Config)# crypto key generate ecdsa 521

Do you want to overwrite the existing ECDSA keys? (y/n): y

3. EREEAT > FREONTAPHFEURER AAA 151 !
aaa authorization commands "noCmdAuthList" none

s

(switch) (Config)# aaa authorization commands "noCmdAuthList" none

(switch) (Config)# exit

4. EFREA SSH/SCP »

mETEER

(switch)# ip ssh server enable
(switch) # ip scp server enable
(switch)# ip ssh pubkey-auth
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o RELEBREIMIEE :
write memory

T

(switch)# write memory

This operation may take a few minutes.

Management interfaces will not be available during this time.
Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully.

Configuration Saved!

6. % SSH &iBEITNE (2R FIPS ()

@ EFIPSEREAT > BTLEER » TRFECATIFTEETNE - MRLBENEER > A
BRIV EARE - AU THSRIMMEE
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(switch) configure

(switch) (Config)# crypto key encrypt write rsa passphrase
<passphase>

The key will be encrypted and saved on NVRAM.

This will result in saving all existing configuration also.
Do you want to continue? (y/n): y

Config file 'startup-config' created successfully.

(switch) (Config)# crypto key encrypt write dsa passphrase
<passphase>

The key will be encrypted and saved on NVRAM.
This will result in saving all existing configuration also.
Do you want to continue? (y/n): y

Config file 'startup-config' created successfully.

(switch) (Config)# crypto key encrypt write ecdsa passphrase
<passphase>

The key will be encrypted and saved on NVRAM.
This will result in saving all existing configuration also.
Do you want to continue? (y/n): y

Config file 'startup-config' created successfully.

(switch) (Config)# end
(switch) # write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.
Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully.

Configuration Saved!

7. BRI

reload
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8. &% SSH BRNA :
show ip ssh

T

(switch)# show ip ssh

SSH Configuration

Administrative Mode: ...ttt ennenennns
SOl POEELS 000000000000000000000000000000000 0
Protocol Level: ...ttt i teneenennenn
SSH Sessions Currently Active: .............
Max SSH Sessions Allowed: .........cveeeee..
SSH TimeoUt (MINS) & &ttt e vt e eeneeneeneeeennes
Keys Present: ... ... ittt ennennnnns.

ECDSA (521)

Key Generation In ProgressS: ..........eee...
SSH Public Key Authentication Mode: ........
SCP server Administrative Mode: ............

T2 HE 2
FiF SSH 18 » fERTLL BB AT A Ss EREL i o

... Enabled
ve. 22

... Version 2

... DSA(1024) RSA(1024)

... None
... Enabled
... Enabled

15 BES-53248 £ Xz Bk A HMTERE

GBS BES-53248 2ER MR ERAFRBTERKE

BAASLLIERS
* SRR R IREER] IR R STHALS o
* WEBESEEERRERNEER

TR
1. R B E#RNSHLIRRETT ©

2. BRREECE ©

erase startup-config

WAIBEERR BES-53248 1RSSR TE
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(cs2)# erase startup-config

Are you sure you want to clear the configuration? (y/n) y

3. BRI -

(cs2)# reload
Are you sure you would like to reset the system? (y/n) y
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