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&) 1. PR

Cumulus Linux 4.4.3

1. AR ©
BREAIMEEN « FRERBEBYAR RET/RE sudo #IR :

cumulus login: cumulus

Password: cumulus

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password: cumulus

New password: <new_password>

Retype new password: <new_password>

2. GFBEHCummuls LinuxhR4s © net show system

cumulus@cumulus:mgmt:~$ net show system

Hostname......... cumulus

Build............ Cumulus Linux 4.4.3
Uptime........... 0:08:20.860000
Model............ Mlnx X86

CPU. ... x86 64 Intel Atom C2558 2.40GHz
MeEmoOry...oeeuen.. 8GB

Disk............. 14.7GB

ASIC. it e i eennnn Mellanox Spectrum MT52132
Ports............ 16 x 100G-QSFP28

Part Number...... MSN2100-CB2FC

Serial Number.... MT2105T05177

Platform Name.... x86 64-mlnx x86-r0
Product Name..... MSN2100

ONIE Version..... 2019.11-5.2.0020-115200
Base MAC Address. 04:3F:72:43:92:80
Manufacturer..... Mellanox

3. REEHRTE - IP( - FRERIESMTARRFE - SAENMENTZES/SSHIERRZE « MBER
BEAEER -

@ Cummuls Linux3Z#ags £/ MR E—ETEZ Teth0) NERZKHEREERERE o IAE
SHIEINEEMERA - RIFTER - EENE G EADHCP vAEITEL -

(D)  snmzwemEreREs O - B30% () SFASCIFSR o



cumulus@cumulus:mgmt:~$ net add hostname swl
cumulus@cumulus:mgmt:~$ net add interface ethO ip address
10.233.204.71

cumulus@cumulus:mgmt:~$ net add interface eth0 ip gateway
10.233.204.1

cumulus@cumulus:mgmt:~$ net pending

cumulus@cumulus:mgmt:~$ net commit

tEr S EEEEM Tetc/hostname's 1 [etc/hosts) HEZE o

4. FESRDEHRME - P - FRRESNERRESERN -

cumulus@swl:mgmt:~$ hostname swl

cumulus@swl:mgmt:~$ ifconfig ethO

eth0: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500

inet 10.233.204.71 netmask 255.255.254.0 Dbroadcast 10.233.205.255
inet6 fe80::bace:f6ff:fel9:1df6 prefixlen 64 scopeid 0x20<link>
ether b8:ce:f6:19:1d:f6 txqueuelen 1000 (Ethernet)

RX packets 75364 bytes 23013528 (21.9 MiB)

RX errors 0O dropped 7 overruns 0 frame 0

TX packets 4053 Dbytes 827280 (807.8 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0 device
memory 0Oxdfc00000-dfclffff

cumulus@swl: :mgmt:~$ ip route show vrf mgmt

default via 10.233.204.1 dev ethO

unreachable default metric 4278198272

10.233.204.0/23 dev eth0 proto kernel scope link src 10.233.204.71
127.0.0.0/8 dev mgmt proto kernel scope link src 127.0.0.1

S. EANTPEFRARERE °
a. TERImE LTI e L

cumulus@swl:~$ sudo dpkg-reconfigure tzdata

b. {kEREME _EMITHAEREEIR « ERUHIRE M & o

C. EEREMBERGNBENKE - FEMRENIALS
HEsE A RS LY HEARI PSR IEFE SRR ~ WARTRE TR ©

CummuUS Linux4.4.3 :

K3

/|

d.
6. Zedt



cumulus@swl:mgmt:~$ sudo onie-install -a -i http://<web-
server>/<path>/cumulus-linux-4.4.3-mlx-amd64.bin

LRZTMERIFGE T o HIREREEA y* o

7. EEHEAEINVIDIA SN210033 %S .

cumulus@swl :mgmt:~$ sudo reboot

8. ZiEEHBEE) « LRETR FFIGrubEBEELIE o S/ R B EITIEAEEE o
o Cummule-Linux GNU/Linux
° Onie : REEERLR
o Cummule-install
o Cummule-Linux GNU/Linux
9. BEPEIFALIEA

10. Eaz5 25 2534.4.30RAICummulis Linux : net show version

cumulus@swl:mgmt:~$ net show version
NCLU_VERSION=1.0—C14.4.3u0

DISTRIB ID="Cumulus Linux"

DISTRIB RELEASE=4.4.3
DISTRIB_DESCRIPTION="Cumulus Linux 4.4.3"

M. BIERE « WAHLFEREMEE sudo 48 | ILEAERBETIEE/SSHIEMERERRBES
gE¥ -

sudo adduser --ingroup netedit admin



cumulus@swl :mgmt:~$ sudo adduser --ingroup netedit admin
[sudo] password for cumulus:

Adding user 'admin'

Adding new user 'admin' (1001) with group "netedit'
Creating home directory '/home/admin'

Copying files from '/etc/skel'

New password:

Retype new password:

passwd: password updated successfully

Changing the user information for admin

Enter the new value, or press ENTER for the default
Full Name []:

Room Number []:

Work Phone []:

Home Phone []:

Other []:

Is the information correct? [Y/n] y

cumulus@swl:mgmt:~$ sudo adduser admin sudo
[sudo] password for cumulus:

Adding user “admin' to group " sudo'

Adding user admin to group sudo

Done.

cumulus@swl :mgmt:~$ exit

logout

Connection to 10.233.204.71 closed.

[admin@cycrh6sv101l ~]$ ssh admin@10.233.204.71
admin@10.233.204.71's password:

Linux swl 4.19.0-cl-1-amd64 #1 SMP Cumulus 4.19.206-1+cl4.4.1ul
(2021-09-09) x86 64

Welcome to NVIDIA Cumulus (R) Linux (R)

For support and online technical documentation, visit
http://www.cumulusnetworks.com/support

The registered trademark Linux (R) is used pursuant to a sublicense
from LMI, the exclusive licensee of Linus Torvalds, owner of the
mark on a world-wide basis.

admin@swl:mgmt:~$

Cumulus Linux 5.x

1. AR o

BREAI MR « FREREEBYAR RET/RE sudo #IR :



cumulus login: cumulus

Password: cumulus

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password: cumulus

New password: <new_password>

Retype new password: <new_password>

2. FEHCummuls LinuxhRZs © nv show system

cumulus@cumulus:mgmt:~$ nv show system

operational applied description

hostname cumulus cumulus

build Cumulus Linux 5.3.0 system build version
uptime 6 days, 8:37:36 system uptime
timezone Etc/UTC system time zone

REEATE © P « FRERESMNERFEE - REEMBENEEG/SSHIFRERRZE ~ MBIER
BEAEER -

@ Cummuls Lmuxsc?ﬁﬂ%%“"\?ﬂ# fEF823 TethOl E’J%}%Z&&“ﬂﬁ% BHIE o BT
HHSEINEIREEMA o IRIBETER « EENE G EADHCP v4E /EiJJ:°

(D)  snmzwemEreREs O -~ B305% () SFASCIFSR -

cumulus@cumulus:mgmt:~$ nv set system hostname swl
cumulus@cumulus:mgmt:~$ nv set interface ethO ip address
10.233.204.71/24

cumulus@cumulus:mgmt:~$ nv set interface ethO ip gateway
10.233.204.1

cumulus@cumulus:mgmt:~$ nv config apply
cumulus@cumulus:mgmt:~$ nv config save

It #r S EREEESR T/etc/hostname')l F1 letc/hosts) HEZE o

4. FESRDEHREE - P - FRRESNERRESERN -



cumulus@swl :mgmt:~$ hostname swl

cumulus@swl:mgmt:~$ ifconfig ethO

ethO: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500

inet 10.233.204.71 netmask 255.255.254.0 Dbroadcast 10.233.205.255
inet6 fe80::bace:f6ff:fel9:1df6 prefixlen 64 scopeid 0x20<link>
ether b8:ce:f6:19:1d:f6 txgqueuelen 1000 (Ethernet)

RX packets 75364 bytes 23013528 (21.9 MiB)

RX errors 0 dropped 7 overruns 0 frame O

TX packets 4053 Dbytes 827280 (807.8 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0 device
memory 0Oxdfc00000-dfclffff

cumulus@swl: :mgmt:~$ ip route show vrf mgmt

default via 10.233.204.1 dev ethO

unreachable default metric 4278198272

10.233.204.0/23 dev eth0 proto kernel scope link src 10.233.204.71
127.0.0.0/8 dev mgmt proto kernel scope link src 127.0.0.1

S. FRANTPEHEX R ERE o
a. MERIEE ERIT TS S !

cumulus@swl:~$ sudo dpkg-reconfigure tzdata

b. {kEREME FMTHAERER « EEUtIEEIFNE o
C. BERTAAERBNEENRE « SEEMRENIIHES
d. FESRAZ IR ERY B ERFNBFRT (EFEMER « WAREEEH o
6. Z# Cumulus Linux 5.4 :

cumulus@swl:mgmt:~$ sudo onie-install -a -i http://<web-
server>/<path>/cumulus-linux-5.4-mlx-amdé64.bin

ZHEERMEEIRIE T & o HIRIRRERHEAS y* o
7. EFEEINVIDIA SN2100333£28 .

cumulus@swl :mgmt:~$ sudo reboot

8. TG EEEE « LEET FHIMGUbEEIEIE o B RE &I TEEE o
o Cummule-Linux GNU/Linux

° Onie | EFXERSA



o Cummule-install

o Cummule-Linux GNU/Linux
9. EELEF1RALUEA

10. FEE® Cumulus Linux FRZ&% 5.4 : nv show system

cumulus@cumulus:mgmt:~$ nv show system

operational applied description

hostname cumulus cumulus

build Cumulus Linux 5.4.0 system build version
uptime 6 days, 13:37:36 system uptime
timezone Etc/UTC system time zone

. ERSEHRHAERESETIAR

cumulus@swl:mgmt:~$ net show 1lldp

LocalbPort Speed Mode RemoteHost
RemotePort

ethO 100M Mgmt mgmt-swl
Eth110/1/29

swp2sl 25G Trunk/L2 nodel

ela

swplb5 100G BondMember sw2

swplb

swpl6 100G BondMember sw2

swpl6

12. BIUFFERE ~ LRLLEREMEE sudo B4 | WERAERBETIES/SSHIEMSEEME BT
gEM -

sudo adduser --ingroup netedit admin



10

cumulus@swl :mgmt:~$ sudo adduser --
[sudo] password for cumulus:

Adding user 'admin'

Adding new user 'admin' (1001) with
Creating home directory '/home/admi
Copying files from '/etc/skel'

New password:

Retype new password:

passwd: password updated successful
Changing the user information for a
Enter the new value, or press ENTER
Full Name []:

Room Number []:

Work Phone []:

Home Phone []:

Other []:

Is the information correct? [Y/n] y

ingroup netedit admin

group netedit'

n v

ly
dmin
for the default

cumulus@swl:mgmt:~$ sudo adduser admin sudo

[sudo] password for cumulus:
Adding user “admin' to group " sudo'
Adding user admin to group sudo
Done.

cumulus@swl :mgmt:~$ exit

logout

Connection to 10.233.204.71 closed.

[admin@cycrh6sv101l ~]$ ssh admin@10
admin@10.233.204.71's password:

.233.204.71

Linux swl 4.19.0-cl-1-amd64 #1 SMP Cumulus 4.19.206-1+4+cl4.4.1ul

(2021-09-09) x86 64
Welcome to NVIDIA Cumulus (R) Linux

For support and online technical do
http://www.cumulusnetworks.com/supp

The registered trademark Linux (R)
from LMI, the exclusive licensee of
mark on a world-wide basis.

admin@swl:mgmt:~$

13 MEHMEREHANEESFEREEN nv % !

(R)

cumentation, visit

ort

is used pursuant to a sublicense
Linus Torvalds, owner of the



cumulus@swl :mgmt:~$ sudo adduser admin nvshow
[sudo] password for cumulus:
Adding user 'admin' to group 'nvshow'
Adding user admin to group nvshow
Done.

A28 "NVIDIA EREIRF" UEBREZHH °

LLONIEE, Z4ECummulUS Linux
B2 LONIEREN I TH  SABELLEFE K ZECummulos Linux (CL) OS o

@ TERHABIBITONIES, Cummulos LinuxBF ~ AIIXZ4ECummulos Linux (CL) E¥EZR#GE (GE2E "
MCummuistEZEE") o

RIRER T
eI AE AR LEIRIE (ONIE) REFHECummUS Linux ~ UEBESHFRRERZRERIRE - EEBIN

L RMEE (Flf1Cummulas Linux) RFRERBRIIHARSRIEL o FHONIEZEECummulis LinuxBREE 7
E S MR ERAEHTTPIRER o

@ MREHNEKERAIPYG ~ sFHEE E EEMITWeb@ARES - MIREMNERERLAIPVS ~ sFFEERR
T WebfalfRes « EIEBTEMITDHCP o

R RESIAERAEIESFONIEF B E A Cummuls Linux °
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2. 75

Cumulus Linux 4.4.3

#ECummuls LinuxZEEERZ TEH EWeb@R2SHIRBER o iSILIEZREH %% | onie-installer o

1.
2.
3.

9.

ER R ERR AR T ER TR ER O FRERIE
PRSI BT

RIZRE N EHONIEBRR LRI F - ZETTME « SER BT ERERTRCummUS LinuxZE AR

/—[_—\o
(D) sxzECUMMUS Linux « BERRAGSHSE AR ERRE -

EHRIENISN2100732#423 -

cumulus@cumulus:mgmt:~$ sudo reboot

7£"GNU Grub (GNU Grub) "FRE_E#* Esc*sELFEIIEF 5| EIBT2 » ==Z"ONIE (*ONIE) ">

% Enteri o

FET—EEmE « #EH ™ ONIE : install OS* (* ONIE : %#£0S*) | o
ONELERXRREF TNITHES BEILE o 12 Enter *AI BRHELLIEER o
ERRERELR

ONIE:/ # onie-stop

discover: installer mode detected.

Stopping: discover...start-stop-daemon: warning: killing process
427 :

No such process done.

YNRECHYAEER L IETEMITDHCPARTS ~ sRHESD B IEFEFSIRKIPiNE ~ FHARRIESHTERREE

ifconfig ethO



ONIE:/ # ifconfig ethO
ethO Link encap:Ethernet HWaddr B8:CE:F6:19:1D:F6
inet addr:10.233.204.71 Bcast:10.233.205.255
Mask:255.255.254.0
inet6 addr: fe80::bace:f6ff:fel9:1df6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:21344 errors:0 dropped:2135 overruns:0 frame:0
TX packets:3500 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6119398 (5.8 MiB) TX bytes:472975 (461.8 KiB)
Memory:dfc00000-dfclffff

ONIE:/ # route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref

Use Iface

default 10.233.204.1 0.0.0.0 UG 0 0
0 ethO
10.233.204.0 % 255.255.254.0 U 0 0
0 ethO

10. IRFHERIPEUTSE ~ FHITFFIPEHR :

ONIE:/ # ifconfig ethO 10.233.204.71 netmask 255.255.254.0
ONIE:/ # route add default gw 10.233.204.1

M. BETER « BN C ERAAFES -
12. Z2#CummuUS Linux :

# onie-nos-install http://<web-server>/<path>/cumulus-linux-4.4.3-
mlx-amd64.bin



14

13.

14.

ONIE:/ # route
Kernel IP routing table

ONIE:/ # onie-nos-install http://<web-server>/<path>/cumulus-
linux-4.4.3-mlx-amd64 .bin

Stopping: discover... done.

Info: Attempting
http://10.60.132.97/x/eng/testbedN, svl/nic/files/cumulus—-linux-
4.4.3-mlx-amd64.bin

Connecting to 10.60.132.97 (10.60.132.97:80)

installer 100% | *| 552M 0:00:00 ETA

RRTTHE ~ SAEARES ©

cumulus login: cumulus

Password: cumulus

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password: cumulus

New password: <new_password>

Retype new password: <new_password>

E@z%Cummuls LinuxhRZs : net show version

cumulus@cumulus:mgmt:~$ net show version
NCLU_VERSION=1.0—C14.4.3u4

DISTRIB ID="Cumulus Linux"
DISTRIB_RELEASE=4.4.3
DISTRIB_DESCRIPTION="Cumulus Linux 4.4.3”

Cumulus Linux 5.x

1.
2.
3.

A Cummuls LinuxZEEEZ T EH EWeb @fR2FHIIR BER © iFILIEREH %2 | onie-installer e
fEF R BARES T HEIR E X IMBHNE IR KR ERIER o
R EREIR ©

IS E THONIERGRREZ LA FA o FERE ~ SERIREEE PRETRCummUS LinuxE AR
/—I_\



(D) SxzECUMMUS Linux « BERRAGSHSE AR ERRE -

4. EFFENENSN21003THa58 :

cumulus@cumulus:mgmt:~$ sudo reboot

GNU GRUB version 2.06-3

5. £ GNU GRUB Z®E _L3#%F Esc $# - BIeIRENE ErIRIEE - ZEEY ONIE ~ JA183#% Enter £

15



Loading ONIE

GNU GRUB version 2.02

ONIE: Install OS
ONIE: Rescue

ONIE: Uninstall OS
ONIE: Update ONIE

ONIE: Embed ONIE

EEEY ONIE : * ZH{E¥ R4

6. ONIEZERARREF TN TIES EELE - %" Enter "AJHRHFLLILIZRF ©
7. BREEFELLR

ONIE:/ # onie-stop

discover: installer mode detected.

Stopping: discover...start-stop-daemon: warning: killing process
427 :

No such process done.

8. RIE IP fidlk ~ FHEIRRIESHITARFE

ifconfig ethO



ONIE:/ # ifconfig ethO
ethO Link encap:Ethernet HWaddr B8:CE:F6:19:1D:F6
inet addr:10.233.204.71 Bcast:10.233.205.255
Mask:255.255.254.0
inet6 addr: fe80::bace:f6ff:fel9:1df6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:21344 errors:0 dropped:2135 overruns:0 frame:0
TX packets:3500 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6119398 (5.8 MiB) TX bytes:472975 (461.8 KiB)
Memory:dfc00000-dfclffff
ONIE:/ #
ONIE:/ # ifconfig eth0 10.228.140.27 netmask 255.255.248.0
ONIE:/ # ifconfig ethO
ethO Link encap:Ethernet HWaddr B8:CE:F6:5E:05:E6
inet addr:10.228.140.27 Bcast:10.228.143.255
Mask:255.255.248.0
inet6 addr: £d20:8ble:b255:822b:bace:f6ff:feS5e:5e6/64
Scope:Global
inet6 addr: fe80::bace:f6ff:febe:5e6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:18813 errors:0 dropped:1418 overruns:0 frame:0
TX packets:491 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:1339596 (1.2 MiB) TX bytes:49379 (48.2 KiB)
Memory:dfc00000-dfclffff
ONIE:/ # route add default gw 10.228.136.1
ONIE:/ # route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref
Use Iface

default 10.228.136.1 0.0.0.0 UG 0 0
0 etho
10.228.136.1 % 255.255.248.0 U 0 0
0 ethO

9. Z24E Cumulus Linux 5.4 :

# onie-nos-install http://<web-server>/<path>/cumulus-linux-5.4-mlx-
amd64 .bin
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ONIE:/ # route
Kernel IP routing table

ONIE:/ # onie-nos-install http://<web-server>/<path>/cumulus-
linux-5.4-mlx-amd64 .bin

Stopping: discover... done.

Info: Attempting
http://10.60.132.97/x/eng/testbedN, svl/nic/files/cumulus-linux-5.4-
mlx-amd64.bin

Connecting to 10.60.132.97 (10.60.132.97:80)

installer 100% | *| 552M 0:00:00 ETA

10. ZETEME  FBEAIIRES ©

cumulus login: cumulus

Password: cumulus

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password: cumulus

New password: <new_password>

Retype new password: <new_password>

1. E#s8Cummuls LinuxhR4s © nv show system

cumulus@cumulus:mgmt:~$ nv show system

operational applied description

hostname cumulus cumulus

build Cumulus Linux 5.4.0 system build version
uptime 6 days, 13:37:36 system uptime
timezone Etc/UTC system time zone

12. BIfifeE ~ Wi EREIEE sudo B84 | WEMAE R BT T IES/SSHIFRRENMEES
LM -

sudo adduser --ingroup netedit admin



cumulus@swl :mgmt:~$ sudo adduser --ingroup netedit admin
[sudo] password for cumulus:

Adding user 'admin'

Adding new user 'admin' (1001) with group "netedit'
Creating home directory '/home/admin'

Copying files from '/etc/skel'

New password:

Retype new password:

passwd: password updated successfully

Changing the user information for admin

Enter the new value, or press ENTER for the default
Full Name []:

Room Number []:

Work Phone []:

Home Phone []:

Other []:

Is the information correct? [Y/n] y

cumulus@swl:mgmt:~$ sudo adduser admin sudo
[sudo] password for cumulus:

Adding user “admin' to group " sudo'

Adding user admin to group sudo

Done.

cumulus@swl :mgmt:~$ exit

logout

Connection to 10.233.204.71 closed.

[admin@cycrh6sv101l ~]$ ssh admin@10.233.204.71
admin@10.233.204.71's password:

Linux swl 4.19.0-cl-1-amd64 #1 SMP Cumulus 4.19.206-1+cl4.4.1ul
(2021-09-09) x86 64

Welcome to NVIDIA Cumulus (R) Linux (R)

For support and online technical documentation, visit
http://www.cumulusnetworks.com/support

The registered trademark Linux (R) is used pursuant to a sublicense
from LMI, the exclusive licensee of Linus Torvalds, owner of the

mark on a world-wide basis.

admin@swl:mgmt:~$

13 MEHMEREHANEESFEREEN nv % !
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cumulus@cumulus:mgmt:~$ sudo adduser admin nvshow
[sudo] password for cumulus:
Adding user “admin' to group "nvshow'
Adding user admin to group nvshow
Done.

A28 "NVIDIA EREIRF" UEBREZHH °

RS ZHEE (RCF) 1595
BB IR R RERCFISSHE °

TRBNER

ZHRCFIESIEZ A -« FAEEIIA LA TYER :
* BZ£4E Cumulus Linux ° 352/ "Hardware Universe" SRR ZIBARRE o
* IP{udt « FARRESHTERREE - B BDHCPEZHFHRTERN °

() (@Bl RCF RisE—(BERE (BREMERN) - LUBPIRAREIRE -

BAIARCFH5 < IERRZS
=ENFFRAREAEMIE RCF #5SMEA A o St T RCFs "551%iE2" - SENEFEHER -

* #&E& | * MSN2100-RCF-v1. x #£ - HA-BreakOut-LLDP*
* f#7F © * MSN2100-RCF-v1. x {#7F *

EalNei
THIRFEAERBRINE FE R EREEXMEEHIRCFIESH ©

ip L HIH B HIE A AR BIRIP{i[1E10.233.204.71 ~ AHEKIEE255 - 255 - 255 - OFTEEREHE10 - 233.204.1 ©
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&) 3. TR

Cumulus Linux 4.4.3

1. BB/RSN210030#2238 ERYRT AT :

admin@swl:mgmt:~$ net show interface all

ADMDN
ADMDN
ADMDN
ADMDN
ADMDN
ADMDN
ADMDN
ADMDN
ADMDN
ADMDN
ADMDN
ADMDN
ADMDN
ADMDN
ADMDN
ADMDN

swpl
SWp2
swp3
swp4
swp5
SWp6
swp'/
swp8
swp9
swplO
swpll
swpl2
swpl3
swpléd
swplb
swpl6

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

9216
9216
9216
9216
9216
9216
9216
9216
9216
9216
9216
9216
9216
9216
9216
9216

2. #¥RCF pythonig <S8R FI X HA2s o

admin@swl:mgmt:~$ pwd

/home/cumulus

NotConfigured
NotConfigured
NotConfigured
NotConfigured
NotConfigured
NotConfigured
NotConfigured
NotConfigured
NotConfigured
NotConfigured
NotConfigured
NotConfigured
NotConfigured
NotConfigured
NotConfigured
NotConfigured

Summary

cumulus@cumulus:mgmt: /tmp$ scp <user>@<host:/<path>/MSN2100-RCF-
vl.x-Cluster-HA-Breakout-LLDP ./
ss5010gin@10.233.204.71's password:

MSN2100-RCF-vl.x-Cluster-HA-Breakout-LLDP 100% 8607

111.2KB/s

®

00:00

M scp EEHIPERE « KRIUERRFIIEREHSE

3. £ RCF python $§<H5 * MSN2100-RCF-v1.x-Cluster-HA-BreakOut-LLDP* ©
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cumulus@cumulus:mgmt:/tmp$ sudo python3 MSN2100-RCF-vl.x-Cluster-HA-
Breakout-LLDP
[sudo]

Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step

O J o U b w N

N e e
W N PO e

password for cumulus:

Creating the banner file
Registering banner message
Updating the MOTD file
Ensuring passwordless use of cl-support command by admin
Disabling apt-get
Creating the interfaces
Adding the interface config
Disabling cdp
Adding the 1ldp config
Adding the RoCE base config
Modifying RoCE Config
Configure SNMP
Reboot the switch

RCFiE< g oM Lt s hIRFRFIRI T BR o

®
®

PR 3 * TR Lt MOTD 185 * 1 ~ 88 cat /etc/motd ¥fT o E AR IERE
RCF 1855418 « RCF hr7s « 2EANERIE « LKk RCF REFHEMEES -

EBREAEEIEIENRCF pythontE S ISRIRE  sBE#4% "NetAppsZ1&" LUERIS138) ©

4. EXFAKEERTEAERS ¢

admin@swl:mgmt:~$ net show interface all

State Name Spd MTU Mode LLDP Summary
DN swplsO N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swplsl N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swpls?2 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swpls3 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swp2s0 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swp2sl N/A 9216 Trunk/L2 Master:


https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/

bridge (UP)
DN SWpP2s2
bridge (UP)
DN swp2s3
bridge (UP)
UP swp3
bridge (UP)
UPp swp4
bridge (UP)
DN swp5
bridge (UP)
DN sSwpb
bridge (UP)
DN swp'/
bridge (UP)
DN swp8
bridge (UP)
DN swp9
bridge (UP)
DN swpl0
bridge (UP)
DN swpll
bridge (UP)
DN swpl2
bridge (UP)
DN swpl3
bridge (UP)
DN swpléd
bridge (UP)
UP swplb

bond 15 16 (UP)

UP swpl6

bond 15 16 (UP)

N/A

N/A

100G

100G

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

9216

9216

9216

9216

9216

9216

9216

9216

9216

9216

9216

9216

9216

9216

9216

9216

Trunk/L2

Trunk/L2

Trunk/L2

Trunk/L2

Trunk/L2

Trunk/L2

Trunk/L2

Trunk/L2

Trunk/L2

Trunk/L2

Trunk/L2

Trunk/L2

Trunk/L2

Trunk/L2

BondMember

BondMember

admin@swl:mgmt:~$ net show roce config

RoCE mode......

Congestion Control:

Enabled SPs..

Min Threshold..
Max Threshold..

PFC:

Status.......
Enabled SPs....

0 25

ECN

lossless

150 KB
1500 KB

enabled

25

Master:

Master:

Master:

Master:

Master:

Master:

Master:

Master:

Master:

Master:

Master:

Master:

Master:

Master:

Master:

Master:
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012345¢67

8 9 10 11 12 13 14 15
16 17 18 19 20 21 22 23
24 25 26 27 28 29 30 31
32 33 34 35 36 37 38 39
40 41 42 43 44 45 46 47
48 49 50 51 52 53 54 55
56 57 58 59 60 61 62 63

~ o U b W DN B O
~ o O b W DN PO

switch-priority TC ETS

01 3467 0 DWRR 28%
2 2 DWRR 28%
5 5 DWRR 43%

o. ERsEME UL RMEN

admin@swl:mgmt:~$ net show interface pluggables
Interface Identifier Vendor Name Vendor PN Vendor SN
Vendor Rev

swp3 Ox11 (QSFP28) Amphenol 112-00574

APF20379253516 BO

swp4 0x11 (QSFP28) AVAGO 332-00440 AF1815GUQ05%Z
AQ

swplb 0x11 (QSFP28) Amphenol 112-00573

APF21109348001 BO

swpl6 Ox11 (QSFP28) Amphenol 112-00573

APF21109347895 BO

/|

6. WS EMREAERESEIIARS



admin@swl:mgmt:~$ net show 1lldp

LocalPort Speed Mode RemoteHost RemotePort
swp3 100G Trunk/L2 swl e3a

swp4 100G Trunk/L2 SwW2 e3b

swplb 100G BondMember swl3 swplb
swpl6 100G BondMember swl4 swpl6

/. EnTE R FREEEIBIE RN o
a. SR EPNA AR Re0dEER T IEREF

clusterl::*> network port show -role cluster
Node: nodel

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper

e3a Cluster Cluster up 9000 auto/10000
healthy false
e3b Cluster Cluster up 9000 auto/10000

healthy false

Node: node2

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper

e3a Cluster Cluster up 9000 auto/10000
healthy false
e3b Cluster Cluster up 9000 auto/10000

healthy false

b. ERsE R ERIARRENN (SR GRRIIAB[SW2 « ARILd B ATTe0dt)
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clusterl::*> network device-discovery show -protocol 1lldp

Node/ Local
Protocol Port
nodel/11dp
e3a
e3b
node2/11dp
e3a
e3b

Discovered

Device (LLDP: ChassisID) Interface Platform

swl (b8:ce:f6:19:1a:7e) swp3 —
sw2 (b8:ce:f6:19:1b:96) swp3 =
swl (b8:ce:f6:19:1a:7e) swpé -
sw2 (b8:ce:f6:19:1b:96) swp4 =

clusterl::*> system switch ethernet show -is-monitoring-enabled

-operational true
Switch
Model

swl
MSN2100-CB2RC
Serial Number:
Is Monitored:
Reason:
Software Version:
Mellanox

Version Source:

SW2
MSN2100-CB2RC
Serial Number:
Is Monitored:
Reason:
Software Version:
Mellanox

Version Source:

Type Address

cluster—-network 10.233.205.90

MNXXXXXXGD
true
None

Cumulus Linux version 4.4.3 running on

Technologies Ltd. MSN2100

LLDP
cluster—-network 10.233.205.91
MNCXXXXXXGS
true
None

Cumulus Linux version 4.4.3 running on

Technologies Ltd. MSN2100
LLDP

Cumulus Linux 5.x

1. BE/RSN210030#2238 ERY RIS ©



admin@swl:mgmt:~$ nv show interface
Interface MTU Speed State Remote Host
Type Summary

+ cluster isl 9216 200G wup

bond

+ eth0 1500 100M wup mgmt-swl

eth IP Address: 10.231.80 206/22
ethO

IP Address: fd20:8ble:f6ff:fe31:4a0e/64

+ 1o 65536 up

loopback IP Address: 127.0.0.1/8
lo

IP Address: ::1/128

+ swplsO 9216 10G up clusterOl
SWp

+ swplb 9216 100G up sw2

SWp

+ swpl6 9216 100G up sw2

SWp

2. J&RCF pythonig < HEE R Iz Ha2S ©

admin@swl:mgmt:~$ pwd
/home/cumulus

Remote Port-

Ethl105/1/14

e0b

swplb

swpl6

cumulus@cumulus:mgmt: /tmp$ scp <user>@<host:/<path>/MSN2100-RCF-

v1l.x-Cluster-HA-Breakout-LLDP ./
s5010gin@10.233.204.71's password:

MSN2100-RCF-v1l.x-Cluster—-HA-Breakout-LLDP 100% 8607
111.2KB/s 00:00

() 1 scp EMANERE  EEUERREFOERERSE o

3. £ RCF python 5% 85 * MSN2100-RCF-v1.x-Cluster-HA-BreakOut-LLDP* ©



cumulus@cumulus:mgmt:/tmp$ sudo python3 MSN2100-RCF-vl.x-Cluster-HA-
Breakout-LLDP
[sudo] password for cumulus:

Step

1: Creating the banner file
Step 2: Registering banner message
Step 3: Updating the MOTD file
Step 4: Ensuring passwordless use of cl-support command by admin
Step 5: Disabling apt-get
Step 6: Creating the interfaces
Step 7: Adding the interface config
Step 8: Disabling cdp
Step 9: Adding the 1lldp config
Step 10: Adding the RoCE base config
Step 11: Modifying RoCE Config
Step 12: Configure SNMP
Step 13: Reboot the switch

RCFE<IE & 5o L& AR FRFIRY P BR

@ ELER 3 * EF LI MOTD 122 * P ~ @< cat /etc/issue AT o BRI ERERE
RCF 18X % - RCF Hr#& ~ EFHRVEIZR « UK RCF fEEFHNEMEEE °

fuan



admin@swl:mgmt:~$ cat /etc/issue
R b b b b (b b (b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b Ib b b b b Sb b b b b b S Ib b Ib b b Sb b Sb ab I b db b Ib b b b b g

kX hkkkkkKkk

*

* NetApp Reference Configuration File (RCF)

* Switch : Mellanox MSN2100

* Filename : MSN2100-RCF-1.x-Cluster-HA-Breakout-LLDP
* Release Date : 13-02-2023

* Version : 1.x-Cluster-HA-Breakout-LLDP

* Port Usage:

* Port 1 : 4x10G Breakout mode for Cluster+HA Ports, swpls0-3
* Port 2 : 4x25G Breakout mode for Cluster+HA Ports, swp2s0-3
* Ports 3-14 : 40/100G for Cluster+HA Ports, swp3-14

* Ports 15-16 : 100G Cluster ISL Ports, swplb5-16

* NOTE:

w RCF manually sets swpls0-3 link speed to 10000 and
W auto-negotiation to off for Intel 10G

2 RCF manually sets swp2s0-3 link speed to 25000 and
2 auto-negotiation to off for Chelsio 25G

* IMPORTANT: Perform the following steps to ensure proper RCF

installation:
* - Copy the RCF file to /tmp
* - Ensure the file has execute permission

* — From /tmp run the file as sudo python3 <filename>
*

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

kAhkKkkkkkk k%K

()  EBEMEEIEENRCE pythonts SERIE « #5HH4E "NetAppsz 1" LIS HHEN o

4. B EEREE

admin@swl:mgmt:~$ nv show interface
Interface MTU Speed State Remote Host Remote Port Type Summary

+ cluster isl 9216 200G up bond

+ eth0 1500 100M up RTP-LF01-410G38.rtp.eng.netapp.com Ethl05/1/14
eth IP Address: 10.231.80.206/22

ethO0 IP Address: fd20:8ble:b255:85a0:bace:f6ff:fe3l:4al0e/64


https://mysupport.netapp.com/
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https://mysupport.netapp.com/

+ lo 65536 up loopback IP Address: 127.0.0.1/8
lo IP Address: ::1/128
+ swplsO 9216 10G up cumulusl eOb swp

+ swplb 9216 100G up cumulus swplb swp

admin@swl:mgmt:~$ nv show interface
Interface MTU Speed State Remote Host Remote Port-
Type Summary

+ cluster isl 9216 200G up

bond
+ eth0 1500 100M up mgmt-swl Ethl105/1/14
eth IP Address: 10.231.80 206/22

ethO
IP Address: fd20:8ble:f6ff:fe3l:4al0e/64
+ 1o 65536 up
loopback IP Address: 127.0.0.1/8

lo
IP Address: ::1/128
+ swplsO 9216 10G up clusterO1 eOb
SWP
+ swplb 9216 100G up sw2 swplb5
SWP
+ swpl6 9216 100G up sw2 swpl6
SWP

admin@swl:mgmt:~$ nv show gos roce
operational applied description

enable on Turn feature 'on' or
'off'. This feature is disabled by default.
mode lossless lossless Roce Mode

congestion-control

congestion-mode ECN, RED Congestion config mode

enabled-tc 0,2,5 Congestion config enabled
Traffic Class

max-threshold 195.31 KB Congestion config max-
threshold



min-threshold
threshold
probability
lldp-app-tlv
priority
protocol-id
selector
pfc
pfc-priority
is enabled
rx—enabled
tx-enabled
trust
trust-mode

39.06 KB

100

4791

UDP

2, 5

enabled
enabled

pcp, dscp

for packet classification

Congestion config min-

switch-priority of roce
L4 port number
L4 protocol

switch-prio on which PFC

PFC Rx Enabled status
PFC Tx Enabled status

Trust Setting on the port

RoCE PCP/DSCP->SP mapping configurations

~ o U1 b W DD B O
~ o U1 b W DN B O

0,1,2,3,4,5,6,7

8,9,10,11,12,13,14,15
16,17,18,19,20,21,22,23
24,25,26,27,28,29,30,31
32,33,34,35,36,37,38,39
40,41,42,43,44,45,46,47
48,49,50,51,52,53,54,55
56,57,58,59,60,61,62,63

~ o U1 b W DN B O

RoCE SP->TC mapping and ETS configurations

switch-prio

~N o O b W N P O
~N o O b W N P O

RoCE pool config

name

traffic-class

traffic-class

O O U1 O O N O O

mode

DWRR-28%
DWRR-28%
DWRR-28%
DWRR-28%
DWRR-28%
DWRR-43%
DWRR-28%
DWRR-28%

size

switch-priorities
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lossy-default-ingress Dynamic 50%

roce-reserved-ingress Dynamic 50%

lossy-default-egress

roce—reserved—egress

Exception List

Dynamic 50%

Dynamic inf

0,1,3,4,6,7

2,5

N O

w N e

ECN.
4

5
threshold:
1500000.
6 Scheduler config mismatch
switch-prio0.
Expected scheduler-weight:
7 Scheduler config mismatch
switch-priol.
Expected scheduler-weight:
8 Scheduler config mismatch
switch-prio2.
Expected scheduler-weight:
9 Scheduler config mismatch
switch-prio3.
Expected scheduler-weight:
10 Scheduler config mismatch
switch-prio4.
Expected scheduler-weight:
11 Scheduler config mismatch
switch-prio5.
Expected scheduler-weight:
12 Scheduler config mismatch
switch-prio6.
Expected scheduler-weight:
13 Scheduler config mismatch
switch-prio7.

RoCE PFC Priority Mismatch.Expected pfc-priority:

Congestion Config TC Mismatch.Expected enabled-tc:

Congestion Config mode Mismatch.Expected congestion-mode:

3.

0;3-

Congestion Config min-threshold Mismatch.Expected min-
threshold: 150000.

Congestion Config max-threshold Mismatch.Expected max-

Expected scheduler-weight:

for traffic-class

DWRR-50%.

for traffic-class

DWRR-50%.

for traffic-class

DWRR-50%.

for traffic-class

DWRR-50%.

for traffic-class

DWRR-50%.

for traffic-class

DWRR-50%.

for traffic-class

strict-priority.
for traffic-class

DWRR-50%.

mapped

mapped

mapped

mapped

mapped

mapped

mapped

mapped

to

to

to

to

to

to

to

to



5 oo
som

14 Invalid reserved
15 1Invalid reserved

config for ePort.TC[2] .Expected 0 Got 1024
config for ePort.TC[5].Expected 0 Got 1024

16 Invalid traffic-class mapping for switch-priority 2.Expected

0 Got 2

17 1Invalid traffic-class mapping for switch-priority 3.Expected

3 Got O

18 1Invalid traffic-class mapping for switch-priority 5.Expected

0 Got 5

19 1Invalid traffic-class mapping for switch-priority 6.Expected

6 Got O

Incomplete Command: set interface swp3-16 link fast-linkupp3-16 link

fast-linkup

Incomplete Command: set interface swp3-16 link fast-linkupp3-16 link

fast-linkup

Incomplete Command: set interface swp3-16 link fast-linkupp3-16 link

fast-linkup

() wmpsrERTeRE

sE T E UL SRR E R

RUHE ~ FUERTARZ 2 2B o
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admin@swl:mgmt:~$ nv show interface --view=pluggables

Interface Identifier Vendor Name Vendor PN Vendor
SN Vendor Rev

swplsO 0x00 None

swplsl 0x00 None

swpls?2 0x00 None

swpls3 0x00 None

swp2s0 Ox11 (QSEFP28) CISCO-LEONI L45593-D278-D20
LCC2321GTTJ 00

swp2sl 0x11 (QSFP28) CISCO-LEONI 1L45593-D278-D20
LCC2321GTTJ 00

SWp2s2 Ox11 (QSFP28) CISCO-LEONI L45593-D278-D20
LCC2321GTTJ 00

swp2s3 O0x11 (QSEFP28) CISCO-LEONI L45593-D278-D20
LCC2321GTTJ 00

swp3 0x00 None

swp4 0x00 None

swpb5 0x00 None

SWp6 0x00 None

swplb 0x11 (QSEFP28) Amphenol 112-00595
APF20279210117 BO

swpl6 Ox11 (QSFP28) Amphenol 112-00595

APF20279210166 BO

/|

6. NS EMMEAERESEIIANRS

admin@swl:mgmt:~$ nv show interface --view=lldp

LocalPort Speed Mode RemoteHost RemotePort
eth0 100M  Mgmt mgmt-swl Eth110/1/29
swp2sl 25G Trunk/L2 nodel ela

swplb 100G BondMember sw2 swplb5

swpl6 100G BondMember sw2 swplb6

/. EnTE R FREEEBIE RN o
a. SR E P A ERRe0dEER T IEREF



clusterl::*> network port show -role cluster

Node: nodel

Ignore

Health

Health

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

e3a
healthy
e3b
healthy

Cluster
false

Cluster
false

Node: node?2

Ignore

Health
Port
Status

Health
IPspace
Status

Cluster up 9000 auto/10000
Cluster up 9000 auto/10000
Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

e3a
healthy
e3b
healthy

false
Cluster

false

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

b. RSB R ERIIARBREIN (BT FRERIARSW2 « ARILd B#AEe0dt)
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ETRIE ?

clusterl::*> network device-discovery show -protocol 1lldp

Node/ Local
Protocol Port
nodel/11dp
e3a
e3b
node2/11dp
e3a
e3b

clusterl::*> system switch

-operational true
Switch
Model

swl
MSN2100-CB2RC

Serial Number:

Is Monitored:
Reason:

Software Version:

Mellanox

Version Source:

SW2
MSN2100-CB2RC

Serial Number:

Is Monitored:
Reason:

Software Version:

Mellanox

Version Source:

"IRIE RIRRTSCERUNEE" o
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Discovered

Device (LLDP: ChassisID) Interface Platform

swl (b8:ce:f6:19:1a:7e) swp3 —

sw2 (b8:ce:f6:19:1b:96) swp3 =

swl (b8:ce:f6:19:1a:7e) swpé -

sw2 (b8:ce:f6:19:1b:96) swp4 =
ethernet show -is-monitoring-enabled

Type Address

cluster—-network 10.233.205.90

MNXXXXXXGD
true
None

Cumulus Linux version 5.4.0 running on

Technologies Ltd. MSN2100

LLDP
cluster—-network 10.233.205.91
MNCXXXXXXGS
true
None

Cumulus Linux version 5.4.0 running on

Technologies Ltd. MSN2100
LLDP
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ORI AR (R B AR B ERC BRI EE

KRR EENNERSE (CSHM ) BRRAREERFHTFERIMBIVEEREAR
s WWER RS MEIEZ A - REFR5 | BTk E KRRt ks s+
* ¥R * sCERRVARRE ~ MRS/ \BFUREE AutoSupport FRUSEERY * TEHA * B o

FIsEZ Al

* ER2E4HEER (RCF) B~ WBIEECHESHNERSE (k8% ~ ItEAERS admin | o NRE
HEFERARAENERE  EHBFE RCF B * # SHM User* BEERISEILIER o

* [FHEENEESTFEI nv show 5% © A LUEBHITHRHIMNE sudo adduser USER nv show WA FHEZE
A ERIRENFERE -

* WA R EMNEIE - SAIFHUFESY Is Monitored: MTEMELHAERS * B * system

switch ethernet show @& o

1. BERTELHNE « FHHSEKMBRIT TGS - RRERTCHARNGCERERNIIARSRE « £
EREMES o

TR ITIRES O KBRS R E H B
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&

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: esl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

2. BEREEHIE  FIIT TGS ~ WUERIs L PEANTIMRSBMAEE - EEERREMEREARK
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&S | 54l support SCERME/N\RRIES Periodic Bl o

system switch ethernet log modify -device <switch-name> -log-request true



&

clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {y|n}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

FRF 10 g~ ARBRECHBERT TN

system switch ethernet log show

(D mREesshEEE—EMERES  RHEaRTH - HHHE NetApp B -

SEREDEAR

W RICEE RN ETIRE IR S T MEITERARRE (AIENEEFEE] system switch ethernet log
show) ~AERHERPRIESER

* SCERUREE SR SRARRE * fRRFTE
* RF1E RSA &% * EHESE ONTAP SSH &8 o :5Hi4% NetApp X536
P9 o
© ATHASTRIESASR * ERz5s0:8  BIsd SSH 4% ~ M EHES ONTAP SSH

T8 © 2RI HBAM ~ SHAR NetApp SIRER
FIAERISABRATET o

* FIPS ~777f ECDSA %i& * SNRELA FIPS 1\ ~ B AFRERIRES EEE
ECDSA £i# « ABRBEME -

* EZ AT ERYECER #bx E—EsC sk S BERANAIHY tar #EE
/tmp/shm_log A8 L o
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* RIAFRIRENGCERIEER * MR IR ERERATRNERER - F2R Lk
PRI o

EQE SNMPv3
BB R TS IEZ KPR TIRRERMONERE (CSHM) B9 SNMPV3 o

RAMEIET
T3 gr 4 BIZENVIDIA SN21003%5 #2288 L8 EV3fEAE LTS !

© HEEREE* ¢ Tnet add SNMP{RIARESER & %8 _SNMPvV3 user auth-none"

74" MD5/SHAEREE* © Tnet add SNMPEIAR23 A E % #E_SNMPV3fERE_[auth-md5 | auth-SHalauth-
password 1

A EFAAES-D5/SHANNZR* MD5/SHAEREE* © Tnet add SNMP{EIARSMEAE T8 SNMPV3fERE EE
-md5 | auth-SHA. auth-password[INZ-AES-|/IN%- des]PRIV-password

T5d LRI fEONTAP Sfeside L& E—EV3fERAERTE ¢ lclustert : : *>Z 2 & Acreate -user-or group name
MPv2_user-applicationSNMP -imize-method USM -reme-switch-ipaddress_address_ |

T Ga<LEFEA CSHM 1L SNMPv3 &% | clusterl::*> system switch ethernet modify
—-device DEVICE -snmp-version SNMPv3 -community-or-username SNMPv3 USER

1. RERIER AV E ERREMMNE -

net show snmp status

40



&

cumulus@swl:~$ net show snmp status
Simple Network Management Protocol (SNMP) Daemon.

Current Status active (running)
Reload Status enabled
Listening IP Addresses all vrf mgmt
Main snmpd PID 4318

Version 1 and 2c¢ Community String Configured
Version 3 Usernames Not Configured
cumulus@swl:~$
cumulus@swl:~$ net add snmp-server username SNMPv3User auth-md5
<password> encrypt-aes <password>
cumulus@swl:~$ net commit
-—— /etc/snmp/snmpd.conf 2020-08-02 21:09:34.686949282 +0000
+++ /run/nclu/snmp/snmpd.conf 2020-08-11 00:13:51.826126655 +0000
@@ -1,26 +1,28 @@
# Auto-generated config file: do not edit. #
agentaddress udp:@mgmt:161
agentxperms 777 777 snmp snmp
agentxsocket /var/agentx/master
createuser snmptrapusernameX
+createuser SNMPv3User MD5 <password> AES <password>
ifmib max num ifaces 500
iquerysecname snmptrapusernameX
master agentx
monitor -r 60 -o laNames -o laErrMessage "laTable" laErrorFlag != 0
pass -p 10 1.3.6.1.2.1.1.1 /usr/share/snmp/sysDescr pass.py
pass persist 1.2.840.10006.300.43
/usr/share/snmp/ieee8023 lag pp.py
pass persist 1.3.6.1.2.1.17 /usr/share/snmp/bridge pp.py
pass persist 1.3.6.1.2.1.31.1.1.1.18
/usr/share/snmp/snmpifAlias pp.py
pass persist 1.3.6.1.2.1.47 /usr/share/snmp/entity pp.py
pass persist 1.3.6.1.2.1.99 /usr/share/snmp/entity sensor pp.py
pass persist 1.3.6.1.4.1.40310.1 /usr/share/snmp/resq pp.py
pass persist 1.3.6.1.4.1.40310.2
/usr/share/snmp/cl drop cntrs pp.py

pass persist 1.3.6.1.4.1.40310.3 /usr/share/snmp/cl poe pp.py

pass persist 1.3.6.1.4.1.40310.4 /usr/share/snmp/bgpun pp.py

pass persist 1.3.6.1.4.1.40310.5 /usr/share/snmp/cumulus-status.py
pass persist 1.3.6.1.4.1.40310.6 /usr/share/snmp/cumulus-sensor.py
pass persist 1.3.6.1.4.1.40310.7 /usr/share/snmp/vrf bgpun pp.py



+rocommunity cshml! default
rouser snmptrapusernameX

+rouser SNMPv3User priv
sysobjectid 1.3.6.1.4.1.40310
sysservices 72

—-rocommunity cshml! default

net add/del commands since the last "net commit"

SNMPv3User 2020-08-11 00:13:51.826987 net add snmp-server username
SNMPv3User auth-md5 <password> encrypt-aes <password>

cumulus@swl:~$
cumulus@swl:~$ net show snmp status
Simple Network Management Protocol (SNMP) Daemon.

Current Status active (running)

Reload Status enabled

Listening IP Addresses all vrf mgmt

Main snmpd PID 24253

Version 1 and 2c Community String Configured

Version 3 Usernames Configured <---- Configured
here

cumulus@swl:~$

. BRENEE FRIV3ERZONTAP

security login create -user-or-group-name SNMPv3User -application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212



&

clusterl::*> security login create -user-or-group-name SNMPv3User
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EngineID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)
[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. 387 CSHM LA ES1ZERAY SNMPV3 fEAE -

system switch ethernet show-all -device "swl (b8:59:9£:09:7c:22)" -instance



&

clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7¢c:22)" -instance
Device Name:
(b8:59:9f:09:7c:22)
IP Address:
SNMP Version:
Is Discovered:
DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:
Model Number:
Switch Network:
Software Version:
version 4.4.3 running on Mellanox Technologies
Reason For Not Monitoring:
Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
serial number to check
RCF Version:
Cluster-LLDP Aug-18-2022

clusterl::*>

swl

10.231.80.212
SNMPv2c

true

cshml!
MSN2100-CB2FC
cluster—-network

Cumulus Linux

Ltd. MSN2100

None
LLDP
true
MT2110X06399 <-=---

MSN2100-RCF-v1.9X6-

clusterl::*> system switch ethernet modify -device "swl

(b8:59:9£:09:7c:22)" -snmp-version SNMPv3 -community-or-username

SNMPv3User

4. BRRERTIZIIRY SNMPV3 EAEFTEMARIFSE - 54 CSHM G RE L — P AtsIFSREE ©

44

system switch ethernet polling-interval show



&

clusterl::*> system switch ethernet polling-interval show
Polling Interval (in minutes): 5
clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7c:22)" -instance

Device Name:

(b8:59:9f£:09:7c:22)

IP Address:

SNMP Version:

Is Discovered:

DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:

Model Number:

Switch Network:

Software Version:

version 4.4.3 running on Mellanox Technologies

Reason For Not Monitoring:
Source Of Switch Version:
Is Monitored ?:

Serial Number of the Device:

serial number to check

RCF Version:

swl

10.231.80.212
SNMPv 3

true

SNMPv3User
MSN2100-CB2FC
cluster-network

Cumulus Linux

Ltd. MSN2100

None
LLDP
true
MT2110X06399 <-=---

MSN2100-RCF-v1.9X6-

Cluster-LLDP Aug-18-2022

F+#& Cumulus Linux hRZ<

AT YRR ~ (REEAHREA Cumulus Linux ARZS o
ERENES
o AR Linux N o
* AREARXFHRE - UNIXIERZER RIZEFEE - BETALZEZIBXNFREESS » 24 vi M nano °

* ZEILinuxZ{UNIX Shell o {1 R &E#H1THIZWindows  s5fEALinuxIRIZEMAH < TA « EECummulas Linux
BHo

* $FANVIDIA SN21003#83 FE S 77EY
° 115200/F &=
° 8{EERMILIT
° Z LT
° FMTTIRE | &

s FHEEE RIS EREEREERFKES115200 ~ WWTFFR -
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&) 4. TR

¢ Cumulus Linux 4.4.x Z| Cumulus Linux 5.x
1. 2 BAT8Y Cumulus Linux HRZSHIEAREISIE :

admin@swl:mgmt:~$ net show system

Hostname......... cumulus

Build............ Cumulus Linux 4.4.3
Uptime........... 0:08:20.860000
Model............ Mlnx X86
CPU...iteeeeenn.. x86 64 Intel Atom C2558 2.40GHz
MEMOTYY e v e v oo e 8GB

Disk............. 14.7GB

ASIC. i i i Mellanox Spectrum MT52132
Ports............ 16 x 100G-QSFP28

Part Number...... MSN2100-CB2FC

Serial Number.... MT2105T05177

Platform Name.... x86 64-mlnx x86-r0
Product Name..... MSN2100

ONIE Version..... 2019.11-5.2.0020-115200
Base MAC Address. 04:3F:72:43:92:80
Manufacturer..... Mellanox

admin@swl:mgmt:~$ net show interface

State Name Spd MTU Mode LLDP

Summary

UPpP swpl 100G 9216 Trunk/L2 nodel (ebb)

Master: bridge (UP)

UP SWp2 100G 9216 Trunk/L2 node?2 (eb5b)

Master: bridge (UP)

UP swp3 100G 9216 Trunk/L2 SHFFG1826000112 (e0b)
Master: bridge (UP)

UP swp4 100G 9216 Trunk/L2 SHFFG1826000112 (elOb)
Master: bridge (UP)

UP sSwp5 100G 9216 Trunk/L2 SHFFG1826000102 (e0b)
Master: bridge (UP)

UP SWp6 100G 9216 Trunk/L2 SHFFG1826000102 (e0b)

Master: bridge (UP))



2. "F&{ Cumulux Linux 5.x BR{& :

admin@swl :mgmt:~$ sudo onie-install -a -i
http://10.60.132.97/x/eng/testbedN, svl/nic/files/NVIDIA/cumulus-
linux-5.4.0-mlx-amdé64.bin/

[sudo] password for cumulus:

Fetching installer:

http://10.60.132.97/x/eng/testbedN, svl/nic/files/NVIDIA/cumulus-
linux-5.4.0-mlx-amd64.bin

Downloading URL:
http://10.60.132.97/x/eng/testbedN,svl/nic/files/NVIDIA/cumulus-
linux-5.4.0-mlx-amd64.bin

# 100.0%

Success: HTTP download complete.

EFI variables are not supported on this system

Warning: SecureBoot is not available.

Image is signed.

Staging installer image...done.

WARNING:

WARNING: Activating staged installer requested.
WARNING: This action will wipe out all system data.
WARNING: Make sure to back up your data.

WARNING:

Are you sure (y/N)? y

Activating staged installer...done.

Reboot required to take effect.

3. EMRNENATIAL

admin@swl:mgmt:~$ sudo onie-install -a -i
http://10.60.132.97/x/eng/testbedN,svl/nic/files/NVIDIA/cumulus-
linux-5.4.0-mlx-amdé64 .bin/

sudo reboot

4. GEES



cumulus login: cumulus

Password:

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password: cumulus

New password: <new_password>

Retype new password: <new_password>

Linux cumulus 5.10.0-cl-1-amd64 #1 SMP Debian 5.10.162-1+cl5.4.0ul
(2023-01-20) x86_ 64

Welcome to NVIDIA Cumulus (R) Linux (R)

ZTP in progress. To disable, do 'ztp -d'

3. :AEACuUmmuls LinuxhkZs : nv show system

cumulus@cumulus:mgmt:~$S nv show system

operational applied
hostname cumulus cumulus
build Cumulus Linux 5.4.0
uptime 14:07:08

timezone Etc/UTC

6. BEFHRTE

cumulus@cumulus:mgmt:~$ nv set system hostname swl
cumulus@cumulus:mgmt:~$ nv config apply

Warning: The following files have been changed since the last save,
and they WILL be overwritten.

- /etc/nsswitch.conf

- /etc/synced/synced.conf

7. BHIBERBARSRS « DA BB EE

49



cumulus@cumulus:mgmt:~$ exit

logout
Debian GNU/Linux 10 cumulus ttySO

cumulus login: cumulus

Password:

Last login: Tue Dec 15 21:43:13 UTC 2020 on ttySO

Linux cumulus 5.10.0-cl-1-amd64 #1 SMP Debian 5.10.162-1+cl5.4.0ul
(2023-01-20) x86 64

Welcome to NVIDIA Cumulus (R) Linux (R)

ZTP in progress. To disable, do 'ztp -4d'

cumulus@swl :mgmt : ~$

8. |7 IP firdt :

cumulus@swl:mgmt:~$ nv set interface ethO ip address 10.231.80.206
cumulus@swl:mgmt:~$ nv set interface eth0 ip gateway 10.231.80.1
cumulus@swl:mgmt:~$ nv config apply

applied [rev id: 2]

cumulus@swl:mgmt:~$ ip route show vrf mgmt

default via 10.231.80.1 dev eth0O proto kernel

unreachable default metric 4278198272

10.231.80.0/22 dev eth0 proto kernel scope link src 10.231.80.206
127.0.0.0/8 dev mgmt proto kernel scope link src 127.0.0.1

. BIMEAE « WASIEREMEE sudo #¥4 | ILEAERBETITS/SSHIFEEREMMENEA

G o

sudo adduser --ingroup netedit admin



cumulus@swl :mgmt:~$ sudo adduser --ingroup netedit admin
[sudo] password for cumulus:

Adding user 'admin'

Adding new user 'admin' (1001) with group "netedit'
Creating home directory '/home/admin'

Copying files from '/etc/skel'

New password:

Retype new password:

passwd: password updated successfully

Changing the user information for admin

Enter the new value, or press ENTER for the default
Full Name []:

Room Number []:

Work Phone []:

Home Phone []:

Other []:

Is the information correct? [Y/n] y

cumulus@swl:mgmt:~$ sudo adduser admin sudo
[sudo] password for cumulus:

Adding user “admin' to group " sudo'

Adding user admin to group sudo

Done.

cumulus@swl :mgmt:~$ exit

logout

Connection to 10.233.204.71 closed.

[admin@cycrh6sv101l ~]$ ssh admin@10.233.204.71
admin@10.233.204.71's password:

Linux swl 4.19.0-cl-1-amd64 #1 SMP Cumulus 4.19.206-1+cl4.4.1ul
(2021-09-09) x86 64

Welcome to NVIDIA Cumulus (R) Linux (R)

For support and online technical documentation, visit
http://www.cumulusnetworks.com/support

The registered trademark Linux (R) is used pursuant to a sublicense
from LMI, the exclusive licensee of Linus Torvalds, owner of the

mark on a world-wide basis.

admin@swl:mgmt:~$

10. IMEHMEREFHANEESFEREEN nv % !
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cumulus@swl:
[sudo]
Adding
Adding
Done.

mgmt : ~$ sudo adduser admin nvshow
password for cumulus:
“admin' ‘nvshow'

user to group

user admin to group nvshow

A20H "NVIDIA EAERF" UBISESEH °

¢ Cumulus Linux 5.x Z| Cumulus Linux 5.x

1. #Z BATHY Cumulus Linux KR ZAsFNE4RE ISR .

admin@swl:mgmt:~$ nv show system

operational applied
hostname cumulus cumulus
build Cumulus Linux 5.3.0
uptime 6 days, 8:37:36
timezone Etc/UTC

admin@swl:mgmt:~$ nv show interface

Interface
Type

MTU Speed State Remote Host

Summary

Remote Port-

+ cluster isl 9216 200G up
bond
+ ethO 1500 100M wup mgmt-swl
eth IP Address: 10.231.80 206/22
ethO
IP Address: fd20:8ble:f6ff:fe31:4a0e/64
+ 1o 65536 up
loopback IP Address: 127.0.0.1/8
lo
IP Address: ::1/128
+ swplsO 9216 10G up clusterO1
SWP
+ swplb 9216 100G up sw2
SWP
+ swpl6 9216 100G up sw2
SWP

Ethl105/1/14

elOb

swplb

swpl6
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2. "F#{ Cumulux Linux 5.4.0 AR5 :

admin@swl :mgmt:~$ sudo onie-install -a -i
http://10.60.132.97/x/eng/testbedN, svl/nic/files/NVIDIA/cumulus-
linux-5.4.0-mlx-amdé64.bin/

[sudo] password for cumulus:

Fetching installer:

http://10.60.132.97/x/eng/testbedN, svl/nic/files/NVIDIA/cumulus-
linux-5.4.0-mlx-amd64.bin

Downloading URL:
http://10.60.132.97/x/eng/testbedN,svl/nic/files/NVIDIA/cumulus-
linux-5.4.0-mlx-amd64.bin

# 100.0%

Success: HTTP download complete.

EFI variables are not supported on this system

Warning: SecureBoot is not available.

Image is signed.

Staging installer image...done.

WARNING:

WARNING: Activating staged installer requested.
WARNING: This action will wipe out all system data.
WARNING: Make sure to back up your data.

WARNING:

Are you sure (y/N)? y

Activating staged installer...done.

Reboot required to take effect.

3. EMRNENATIAL

admin@swl:mgmt:~$ sudo reboot

4. BEES
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cumulus login: cumulus

Password:

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password: cumulus

New password: <new_password>

Retype new password: <new_password>

Linux cumulus 5.10.0-cl-1-amd64 #1 SMP Debian 5.10.162-1+cl5.4.0ul
(2023-01-20) x86_ 64

Welcome to NVIDIA Cumulus (R) Linux (R)

ZTP in progress. To disable, do 'ztp -d'

3. :AEACuUmmuls LinuxhkZs : nv show system

cumulus@cumulus:mgmt:~$S nv show system

operational applied

hostname cumulus cumulus
build Cumulus Linux 5.4.0
uptime 14:07:08

timezone Etc/UTC

6. BEFHRTE

cumulus@cumulus:mgmt:~$ nv set system hostname swl
cumulus@cumulus:mgmt:~$ nv config apply

Warning: The following files have been changed since the last save,
and they WILL be overwritten.

- /etc/nsswitch.conf

- /etc/synced/synced.conf

7. BHIBERBARSRS « DA BB EE



cumulus@cumulus:mgmt:~$ exit

logout
Debian GNU/Linux 10 cumulus ttySO

cumulus login: cumulus

Password:

Last login: Tue Dec 15 21:43:13 UTC 2020 on ttySO

Linux cumulus 5.10.0-cl-1-amd64 #1 SMP Debian 5.10.162-1+cl5.4.0ul
(2023-01-20) x86 64

Welcome to NVIDIA Cumulus (R) Linux (R)

ZTP in progress. To disable, do 'ztp -4d'

cumulus@swl :mgmt : ~$

8. |7 IP firdt :

cumulus@swl:mgmt:~$ nv set interface ethO ip address 10.231.80.206
cumulus@swl:mgmt:~$ nv set interface eth0 ip gateway 10.231.80.1
cumulus@swl:mgmt:~$ nv config apply

applied [rev id: 2]

cumulus@swl:mgmt:~$ ip route show vrf mgmt

default via 10.231.80.1 dev eth0O proto kernel

unreachable default metric 4278198272

10.231.80.0/22 dev eth0 proto kernel scope link src 10.231.80.206
127.0.0.0/8 dev mgmt proto kernel scope link src 127.0.0.1

. BIMEAE « WASIEREMEE sudo #¥4 | ILEAERBETITS/SSHIFEEREMMENEA

G o

sudo adduser --ingroup netedit admin
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cumulus@swl :mgmt:~$ sudo adduser --
[sudo] password for cumulus:

Adding user 'admin'

Adding new user 'admin' (1001) with
Creating home directory '/home/admi
Copying files from '/etc/skel'

New password:

Retype new password:

passwd: password updated successful
Changing the user information for a
Enter the new value, or press ENTER
Full Name []:

Room Number []:

Work Phone []:

Home Phone []:

Other []:

Is the information correct? [Y/n] y

ingroup netedit admin

group netedit'

n v

ly
dmin
for the default

cumulus@swl:mgmt:~$ sudo adduser admin sudo

[sudo] password for cumulus:
Adding user “admin' to group " sudo'
Adding user admin to group sudo
Done.

cumulus@swl :mgmt:~$ exit

logout

Connection to 10.233.204.71 closed.

[admin@cycrh6sv101l ~]$ ssh admin@10
admin@10.233.204.71's password:

.233.204.71

Linux swl 4.19.0-cl-1-amd64 #1 SMP Cumulus 4.19.206-1+4+cl4.4.1ul

(2021-09-09) x86 64
Welcome to NVIDIA Cumulus (R) Linux

For support and online technical do
http://www.cumulusnetworks.com/supp

The registered trademark Linux (R)
from LMI, the exclusive licensee of
mark on a world-wide basis.

admin@swl:mgmt:~$

10. IMEHMEREFHANEESFEREEN nv % !

(R)

cumentation, visit

ort

is used pursuant to a sublicense
Linus Torvalds, owner of the



cumulus@swl :mgmt:~$ sudo adduser admin nvshow
[sudo] password for cumulus:
Adding user “admin' to group "nvshow'
Adding user admin to group nvshow
Done.
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