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1. MNSRERF AutoSupport » 5538 A AutoSupport S ZRBEE BENEILZRS . system node
autosupport invoke -node * -type all -message MAINT=xh
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set -privilege advanced

SRS > I o
3. ERS AT ASERSRTNNERE :

network device-discovery show -protocol 1ldp
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clusterl::*> network device-discovery show -protocol 1lldp

Node/ Local
Protocol Port
Platform

clusterl-02/11dp

eba
C9336C

e3b
C9336C
clusterl-01/11dp

eba
C9336C

e3b
C9336C

Discovered
Device (LLDP: ChassisID)

sl

s2

sl

s2

4. BB EEMMAFERENFFERERRNERNE IR o

a. BmENRLRETFIERIRE

storage port show

Interface

Ethl/2

Ethl/2

Ethl/1

Ethl/1

N9K-

NO9K-

NO9K-

N9K-



&

clusterl:

Speed
Node

clusterl-

clusterl-

:*> storage port show

Status

online

online

online

VLAN

Port Type Mode (Gb/s) State
01

eba ENET storage 100 enabled

e3b ENET storage 100 enabled
02

eba ENET storage 100 enabled

e3b ENET storage 100 enabled

b. ERRFEERERIL

storage shelf port show

mETEE

clusterl

Shelf ID

w N B O

C. HEIRIMIRERAMSRRERREE (CSHM) > UEHITMSREITERE -

::*> storage shelf port show

Module State Internal?
A connected false
A connected false
B connected false
B connected false

system switch ethernet show

online
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clusterl::> system switch ethernet show

Switch Type Address Model
sl storage-network 1.2.3.4 NOK-
C9336C-FX2
Serial Number: FFFXXXXXXX1
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP
s2 storage-network 2.3.4.5 NOK-
C9336C-FX2
Serial Number: FEEXXXXXXX2
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP
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LEEE SRR AT HABR AT LATFER IP iE% 172.19.2.1 AUEIARSS

s2# ping 172.19.2.1 VRF management
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3 MREBFE—RRERME > BREL R 5 - MRICEARIINER > FEBHITT—F -
4. BB EEMMAFERENFFINERRNERSNE IR o
a. FETER R ERREE

storage port show
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clusterl::*> storage port show

Speed
Node Port Type

Status

clusterl-01

eba ENET

e3b ENET
clusterl-02

eba ENET

e3b ENET

b. EERRFEERREE

storage shelf port show

g

clusterl::*> storage shelf port show

Shelf ID Module State

VLAN

Mode Gb/s)

storage 100

storage 100

storage 100

storage 100
Internal?

1.4
0 A connected
1 A connected
2 B connected
3B connected

C. RIS ERAIBE 2R REE (CSHM)

system switch ethernet show

false
false
false
false

enabled
enabled

enabled
enabled

s B AR TR R ¢

online

online

online

online
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clusterl::> system switch ethernet show

Switch Type Address Model
sl storage-network 1.2.3.4 NOK-
C9336C-FX2
Serial Number: FFFXXXXXXX1
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP
s2 storage-network 2.3.4.5 NOK-
C9336C-FX2

Serial Number:

Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

FEFXXXXXXX2

true

None

Cisco Nexus Operating System (NX-0S)

10.3 (4a)
CDP/ISDP

5. f£M SSH HBBFEFFIZEAFTARMLS o
6. 1% NX-OS Erf&F0 EPLD BR{&#EEIE] Nexus 9336C-FX2 3Xiags o

10
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s2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxo0s.9.3.5.bin
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/nxo0s.9.3.5.bin /bootflash/nx0s.9.3.5.bin
/code/nxo0s.9.3.5.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

s2# copy sftp: bootflash: vrf management
Enter source filename: /code/n9000-epld.9.3.5.img
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@l172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.1img

/code/n9000-epld.9.3.5.img 100% 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

- FAMESONX-OSERRSRYE(ERRZS

show version
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s2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 08.38
NXOS: version 9.3 (4)
BIOS compile time: 05/29/2020
NXOS image file is: bootflash:///nxo0s.9.3.4.bin
NXOS compile time: 4/28/2020 21:00:00 [04/29/2020 02:28:31]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: s2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 157524 usecs after Mon Nov 2 18:32:06

Reason:

Reset Requested by CLI command reload

System version: 9.3 (4)

Service:

plugin

Core Plugin, Ethernet Plugin

Active Package(s) :
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s2# install all nxos bootflash:nxo0s.9.3.5.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.5.bin for boot variable "nxos".
[] 100% -- SUCCESS

Verifying image type.
[] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.9.3.5.bin.
[] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos.9.3.5.bin.
[] 100% -- SUCCESS

Performing module support checks.
[] 100% -- SUCCESS

Notifying services about system upgrade.
[] 100% -- SUCCESS

Compatibility check is done:
Module Bootable Impact Install-type Reason

1 yes Disruptive Reset Default upgrade is
not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-
Version Upg-Required

1 nxos 9.3(4) 9.3(5)
yes

1 bios v08.37(01/28/2020) :v08.23(09/23/2015)

v08.38(05/29/2020) yes



Switch will be reloaded for disruptive upgrade.

Do you want to continue with the installation (y/n)? [n] y

Install is in progress, please wait.

Performing runtime checks.
[] 100% -- SUCCESS

Setting boot variables.
[] 100% -- SUCCESS

Performing configuration copy.
[] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.

[] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
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s2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 05.33
NXOS: wversion 9.3 (5)
BIOS compile time: 09/08/2018
NXOS image file is: bootflash:///nxos.9.3.5.bin
NXOS compile time: 11/4/2018 21:00:00 [11/05/2018 06:11:006]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: s2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 277524 usecs after Mon Nov 2 22
Reason: Reset due to upgrade
System version: 9.3 (4)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :
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s2# show version module 1 epld

EPLD Device Version
MI FPGA 0x7

I0 FPGA 0x17
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2

s2# install epld bootflash:n9000-epld.9.3.5.img module all
Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07 No
1 SUP IO FPGA 0x17 0x19 Yes
1 SuUP MI FPGA2 0x02 0x02 No

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] y

Proceeding to upgrade Modules.

Starting Module 1 EPLD Upgrade

Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 04
sectors)

Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result

1 SUP Success

EPLDs upgraded.

Module 1 EPLD upgrade is successful.
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s2# show version module 1 epld

EPLD Device

Version

MI FPGA
I0 FPGA
MI FPGAZ2
GEM FPGA
GEM FPGA
GEM FPGA
GEM FPGA
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storage port show

e

clusterl::*> storage port show

Speed
Node

VLAN

Mode (

Status

clusterl-01

clusterl-02

b. ERRFEERREE
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Port Type
eba ENET
e3b ENET
eba ENET
e3b ENET

storage
storage

storage
storage

100
100

enabled
enabled

enabled
enabled

online

online

online

online



storage shelf port show

g

clusterl::*> storage shelf port show

Shelf ID Module State Internal?
1.4

0 A connected false

1 A connected false

2 B connected false

3B connected false

C. MU ERAIMBREANEE (CSHM) Ihik » UEHHEITEE

system switch ethernet show
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clusterl::> system switch ethernet show

Switch Type Address Model
sl storage-network 1.2.3.4 NOK-
C9336C-FX2
Serial Number: FFFXXXXXXX1
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP
s2 storage-network 2.3.4.5 NOK-
C9336C-FX2
Serial Number: FFFXXXXXXX2
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP
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&

LEEHIBTRAEER TFTP #§ RCF #E3335#28 s2 B bootflash £ :

s2# copy tftp: bootflash: vrf management

Enter source filename: NX9336C-FX2-RCF-vl.13-1-Storage. txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server

Established.
TETP get operation was successful
Copy complete, now saving to disk (please wait)...

3. &R TER RCF EZERTEEREICIERE -
ERCiscomrSHEZER » 352/ "Cisco Nexus 9000 %%l NX-0S 155 2%E" o
FERELf)

BB R RTERTHARS s2 %8 RCF NX9336C-FX2-RCF-v1.13-1-Storage.txt FBTL :

s2# copy NX9336C-FX2-RCF-v1.13-1-Storage.txt running-config echo-

commands

4. 1EREIEEL “show banner motd 87 < o M ARIRIEIEE LR - R IASSAVIERIEMEE o
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&

s2# show banner motd

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 4

* NetApp Reference Configuration File (RCF)
*

* Switch : NX9336C-FX2

* Filename : NX9336C-FX2-RCF-vl.1l3-1-Storage.txt
* Date : 05-22-2025

* Version : v1.13

*

* Port Usage : Storage configuration

* Ports 1-36: 100GbE Controller and Shelf Storage Ports

* IMPORTANT NOTES

*

* Interface port-channel999 is reserved to identify the version of
this file.

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A AR A A AR A A A A A AN KKK KKK

. FRbEss RCF B E A EFERRThRES
show running-config
BERHAARUEE EEHES RN RCF K » AEMARU T EMIER :

© RCFHilg
- BRI EE R
- BERL

A R G IRIZISAY Hiﬁﬁﬂ%ﬁ'ﬁﬁﬁ)ﬂ(ﬂ WMEBIRIBRE > WBEHITHE > UTEERER RCF R
rEREREAREEE

. seEkE AR EL E AR A 2 BIRMERI B ETATIE AR © “running-config’ XXHFIIEFEE AR RCF X o
. f#58 RCF HRAFAIIAZZ R EEFER » BEILITAR © “running-config X4 “startup-config X4 ©

s2# copy running-config startup-config
[HfHfHAHEHEHEH A A AR HEH A E S HH 44 HHHHE] 100% Copy complete

- EEE)ACHRES s2 ©

s2# reload
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This command will reboot the system. (y/n)? [n] y

0. EXMR 1 LEERIRW1E80
10. % ONTAP BERFIA SR E R AT RN R R E R E M s1 M s2

TER 2 | BRERIRARIER
1. FESEIABR IR up KK ©

show interface brief

26



&

sl# show interface brief | grep up

mgmt0 -- up <mgmt ip address>
1000 1500

Ethl/11 1 eth trunk up none
100G (D) --

Ethl/12 1 eth trunk up none
100G (D) --

Ethl1/13 1 eth trunk up none
100G (D) --

Ethl/14 1 eth trunk up none
100G (D) --

Ethl/15 1 eth trunk up none
100G (D) --

Ethl/16 1 eth trunk up none
100G (D) --

Ethl/17 1 eth trunk up none
100G (D) --

Ethl/18 1 eth trunk up none
100G (D) --

Ethl/23 1 eth trunk up none
100G (D) --

Ethl/24 1 eth trunk up none
100G (D) --

Ethl/25 1 eth trunk up none
100G (D) --

Ethl/26 1 eth trunk up none
100G (D) --

Ethl/27 1 eth trunk up none
100G (D) --

Ethl/28 1 eth trunk up none
100G (D) --

Ethl1/29 1 eth trunk up none
100G (D) --

Ethl1/30 1 eth trunk up none
100G (D) --

2. EATY G <R MR EERENRERERERT(UNIERR VLAN  :
show vlan brief

show interface trunk



28

&

sl# show vlan brief

VLAN Name

1 default

30 VLANOO30

Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/11

Ethl/14

Ethl/17

Ethl/20

Ethl/23

Ethl/26

Ethl/29

Ethl/32

Ethl/35

sl# show interface trunk

Status

active

active

Ports

Po999

Ethl/1,

Ethl/5,

Ethl/9,

Ethl/12,

Ethl/15,

Ethl/18,

Ethl/21,

Ethl/24,

Ethl/27,

Ethl/30,

Ethl/33,

Ethl/36

Port Native
Vlan

Port
Channel

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8

O e S =T = W S

trunking
trunking
trunking
trunking
trunking
trunking
trunking

trunking

Ethl/2,

Ethl/6,

Ethl/10,

Ethl/13,

Ethl/16,

Ethl/19,

Eth1/22,

Ethl/25,

Ethl/28,

Ethl/31,

Ethl/34,



Ethl/9 1 trunking
Ethl/10 1 trunking
Ethl/11 1 trunking
Ethl/12 1 trunking
Ethl/13 1 trunking
Ethl/14 1 trunking
Ethl1/15 1 trunking
Ethl/16 1 trunking
Ethl/17 1 trunking
Ethl1/18 1 trunking
Ethl1/19 1 trunking
Ethl/20 1 trunking
Ethl/21 1 trunking
Ethl/22 1 trunking
Ethl/23 1 trunking
Ethl/24 1 trunking
Ethl/25 1 trunking
Ethl/26 1 trunking
Ethl/27 1 trunking
Ethl/28 1 trunking
Ethl/29 1 trunking
Ethl1/30 1 trunking
Ethl/31 1 trunking
Ethl/32 1 trunking
Ethl1/33 1 trunking
Ethl/34 1 trunking
Eth1/35 1 trunking
Ethl/36 1 trunking
Port Vlans Allowed on Trunk
Ethl/1 30

Ethl/2 30

Ethl/3 30

Ethl/4 30

Ethl/5 30

Ethl/6 30

Ethl/7 30

Ethl/8 30

Ethl/9 30

Ethl/10 30

Ethl/11 30

Ethl/12 30



Ethl/13 30

Ethl/14 30
Ethl1/15 30
Ethl/16 30
Ethl/17 30
Ethl1/18 30
Ethl/19 30
Ethl1/20 30
Ethl/21 30
Ethl/22 30
Ethl/23 30
Ethl/24 30
Ethl/25 30
Ethl/26 30
Ethl/27 30
Ethl/28 30
Ethl/29 30
Ethl/30 30
Ethl/31 30
Ethl/32 30
Ethl/33 30
Ethl/34 30
Ethl/35 30
Ethl/36 30
Port Vlans Err-disabled on Trunk
Ethl/1 none
Ethl/2 none
Ethl/3 none
Ethl/4 none
Ethl/5 none
Ethl/6 none
Ethl/7 none
Ethl/8 none
Ethl/9 none
Ethl/10 none
Ethl/11 none
Ethl/12 none
Ethl/13 none
Ethl/14 none
Ethl/15 none

Ethl/16 none



Ethl/17
Ethl/18
Ethl1/19
Ethl1/20
Ethl/21
Ethl/22
Ethl1/23
Ethl/24
Ethl/25
Ethl/26
Ethl/27
Ethl/28
Ethl1/29
Ethl1/30
Ethl/31
Ethl/32
Ethl/33
Ethl/34
Eth1/35
Ethl/36

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl/9
Eth1/10
Ethl/11
Ethl/12
Ethl1/13
Ethl/14
Ethl/15
Ethl/16
Ethl/17
Ethl/18
Ethl1/19
Ethl1/20

none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none

none

none
none
none
none
none
none
none
none
none
none
30
30
30
30
30
30
30
30
none

none
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Ethl/21 none

Ethl/22 none

Ethl1/23 30

Ethl/24 30

Ethl/25 30

Ethl/26 30

Ethl/27 30

Ethl/28 30

Ethl1/29 30

Ethl/30 30

Ethl/31 none

Ethl/32 none

Ethl1/33 none

Ethl/34 none

Ethl/35 none

Ethl/36 none

Port Vlans in spanning tree forwarding state and not pruned
Ethl/1 Feature VTP is not enabled
none

Ethl/2 Feature VTP is not enabled
none

Ethl/3 Feature VTP is not enabled
none

Ethl/4 Feature VTP is not enabled
none

Ethl/5 Feature VTP is not enabled
none

Ethl/6 Feature VTP is not enabled
none

Ethl/7 Feature VTP is not enabled
none

Ethl/8 Feature VTP is not enabled
none

Ethl/9 Feature VTP is not enabled
none

Ethl/10 Feature VTP is not enabled
none

Ethl/11 Feature VTP is not enabled
30

Ethl/12 Feature VTP is not enabled

30



Ethl/13
30
Ethl/14
30
Ethl/15
30
Ethl/16
30
Ethl/17
30
Ethl1/18
30
Ethl1/19
none
Ethl/20
none
Ethl/21
none
Ethl/22
none
Ethl/23
30
Ethl/24
30
Ethl/25
30
Ethl/26
30
Ethl/27
30
Ethl/28
30
Ethl/29
30
Ethl1/30
30
Ethl/31
none
Ethl/32
none
Ethl/33
none
Ethl/34
none
Ethl/35

none

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

Feature

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

VTP

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

is

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

not

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled

enabled
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Ethl/36 Feature VTP is not enabled
none

() BMAmEESH VLAN SRS - 209 RCF RIVRIENEZRIENS -

LB 3 | SREONTAPEEF
NetAppiZiZ (HER R M EESRREMBIEE

AMEESAERERENEERMTHESBNITIERE » SEDCHRER P I « ¥iabE5E « BUAH
B~ REBEMEENGRR#E

BifE “@FA System Manager 7ES#E FERTFEONTAP BRI IR » ESRMERX L -

T—H 2?2

228 RCF 18 » XEILL. . "ERsE SSH fiE"

FHR IR R E R ERE (RCF)

SEETRIAR FELZETIRERDN RCF 122 » (KEEH LR RCF IRZN ©

ez Al
AERICHEA LI TY)m

* RRBRHENBRIER ©

* —EREERMEIE (HARSaHRELEE) -

* EAIMRCF °

* INRICEFEH RCF heds » BIFEE RCF RETRENRE » URBEFTERIBENRE ©

YIRBEENRIBNECE U BRERIBRENIR R - RIAREENER RCF ZAEITER » UEEURNERN
RRE P EFMCIERERIARES

@ FEZEMBSHABRURATARAMN RCF 2/ » R ABMRIRGRRELHITEARRTE  HAMRKIRER
EZH > SARERFTNER QEZRIRE - NREERKESNM

B—F | EHEAR
1. SR IEEEE R T AutoSupport 2 BISEE I AutoSupportsfl 2 AN B &R L 2
system node autosupport invoke -node * -type all -message MAINT=xh
Hrp x ZAEERERRERRE (&) o
2. BIERRANEEAER > LERTEERFRA Y !

set -privilege advanced
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HIRSERTAT () o

3. B AR DIEREISTHARRAVEIRE ¢

network device-discovery show

g

clusterl::*> network device-discovery show
Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface Platform

clusterl-01/cdp

eba sl Ethernetl/7 NO9K-
C9336C

e3b s2 Ethernetl/7 NO9K-
C9336C
clusterl-02/cdp

eba sl Ethernetl/8 NO9K-
C9336C

e3b s2 Ethernetl/8 NOK-
C9336C

4. BESEMMAFERENFFREREN EESEFRAE
a. S A R RFERBEIERBEMRREIER *

storage port show -port-type ENET



&

clusterl::*> storage port show -port-type ENET

Node Port Type
clusterl-01
ebSa ENET
e3b ENET
clusterl-02
eSa ENET
e3b ENET

b. ERsEFNA RFREER T RN ESMRAE

storage shelf port show

mETEE

clusterl::> storage shelf port show

Shelf ID Module State

1.4
0 A connected
1 A connected
2 B connected
3 B connected

C. MBS B DN ERIEARE o

system switch ethernet show

36

Mode

Internal?

false
false
false
false

Speed
(Gb/s)

100
100

100
100

enabled
enabled

enabled
enabled

online

online

online

online



&

clusterl::*> system switch ethernet show

Switch Type Address Model
sl storage-network 1.2.3.4 NOK-
C9336C-FX2

Serial Number: FEFEFXXXXXXX1
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP
s2 storage-network 2.3.4.5 NOK-
C9336C-FX2
Serial Number: FEEXXXXXXX2
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
10.3 (4a)
Version Source: CDP/ISDP

D8 2 . 74k RCF

1. M SSH SIEBFIIEIZELBEARMER s2
2. FRRAEREFTAEMRERIBAVERIR o

s2> enable

s2# configure

s2 (config)# interface el/1-36
2 (config-if-range) # shutdown
2 (config-if-range)# exit

2 (config) # exit

@ FERRARAPT A E RV ERIR LU AR EREE - F2RNBEXE "EIEERRT
IREARBS R LIF B » EIREMRBE(REL - "BEFIBERR TX o

3. MIREHKHEFERIPIAREE » FRAUATHTHELERIIXFIERT !

show running-config
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a. so&k B AThRZSE2 B aihR4s 2 FBVERI B THIE AR © “running-config AR IEFEEAAEY RCF 182 (0
BAAMAY SNMP BCE) o

b. ¥5* NX-0S 10.2 BREEHARZs > 551 “show diff running-config" FAFY £ bootflash F{7FHY RCF &2
TGS - TR > BFERAFE=AEZRETH -

4. FIEEAEREFMESE write_erase.cfg BYEIPIFE_ LAIIEEE o

BAREREUTRA !

° ERERBNES
@ o BIE IP {itk

° TR 48R

° R E

s2# show run | 1 "username admin password" > bootflash:write erase.cfg

s2# show run | section "vrf context management" >> bootflash:write erase.cfg
s2# show run | section "interface mgmtO" >> bootflash:write erase.cfg

s2# show run | section "switchname" >> bootflash:write erase.cfg

R 2N HEXE AR R RERRER TERRCiscoB 3 iz LR E B FIERR X

(93]

. FEs% “write_erase.cfg X EMTERREA -
show file bootflash:write_ erase.cfg
6. & "write erase /AR BERIERFRENH S !
s2# write erase
Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway? (y/n) [n] y

~

- RERFEFNERECEEREIRFEES -

s2# copy bootflash:write_ erase.cfg startup-config

8. BRI -
s2# reload

This command will reboot the system. (y/n)? [n] y

[(e]

- B IP I RIEIEE R > BB SSH BAIMES ©

TRIAE R B E A SSH TIR1ERARY hosts 1EZEIER ©
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10. EATIHEEIRTE Z—iF RCF $854335#485 s2 B9 bootflash : FTP ~ TFTP ~ SFTP 8 SCP
ERfCiscorp SHIEZEE » 552R "Cisco Nexus 9000 %%l NX-0S 5% "Y5Rg ©
A&

IEEEFIRRINAER TFTP 8 RCF 8545351228 s2 #Y bootflash £ :

s2# copy tftp: bootflash: vrf management

Enter source filename: NX9336C-FX2-RCF-vl.13-1-Storage. txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server

Established.
TETP get operation was successful
Copy complete, now saving to disk (please wait)...

M. B 5cai TEHH RCF ERERZIRENRMACIREE o
BRACiscomTHEZIER » 552/ "Cisco Nexus 9000 %7/ NX-OS 152 2% 15/ °
I EEHBEERTER 23S s2 %8 RCF #8% NX9336C-FX2-RCF-v1.13-1-Storage.txt :

s2# copy NX9336C-FX2-RCF-vl.13-1-Storage.txt running-config echo-

commands

@ FE(RIFAARIE RCF B 2%5RPA « EERA M iR 589 - CU/RREIIE1EE LERPAIUFER
SRR IEFEECEAR(E

12. 3 nE_l |:u|_, RCF *W'WIE \%H'%%EH&ZK

show running-config
BERHAERUEE TS A ERR RCF K > BRI T EHERE :

° RCF1&Ig
o ENELFNEIRIRRE
o BHEUL

$m|':|j,.n%ﬁmﬂ%uﬂ’ﬂmﬁﬁﬂ%ﬁ'ﬁﬁﬁ?’ N[F] o IREERIBRE » WREITHRA » UTHRERERN RCF iR
LAEENREEE

13. R ea SRR BN AR ETREEHER o

14. 58 RCF HiZs ~ BETHMIBIE R MRS R EIERER » R TAZA ¢ running-config’ XX E| “startup-
config' X4 ©
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BRECiscomSHEZSE » 2R "Cisco Nexus 9000 %% NX-0S 155 2E "5/ °
s2# copy running-config startup-config

[] 100% Copy complete

15. EHENENAIINES s2 © TERIRSSEAERENHAR ~ (SO A RBSEARE E3RER cluster switch health
monitor] ERHM lcluster ports downl Hf o

s2# reload

This command will reboot the system. (y/n)? [n] y

16. BB SEMMHEFERENFEFRERRNEREIERRE -
a. BRRRFh A R ERIRIIRIC IER RS ¢

storage port show -port-type ENET

g

clusterl::*> storage port show -port-type ENET

Speed

Node Port Type Mode (Gb/s) State Status
clusterl-01

eb5a ENET - 100 enabled online

e3b ENET - 100 enabled online
clusterl-02

eb5a ENET - 100 enabled online

e3b ENET - 100 enabled online

b. BRBFR A RTFRERIER TR ERNRA

storage shelf port show
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&

clusterl::> storage shelf port show

Shelf ID Module State Internal?
1.4

0 A connected false

1 A connected false

2 B connected false

3B connected false

C. SRS B R IETEMRERIE

system switch ethernet show



&

clusterl:
Switch

:> system

sl
C9336C-FX2

Serial Number:

Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

s2
C9336C-FX2

Serial Number:

Is Monitored:
Reason:

Software Version:

Software, Version

Version Source:

17. EXHR s1 LEERPR1E 160

switch ethernet show
Type Address

storage-network NI9K-
FFEXXXXXXX1

true

None

Cisco Nexus Operating System (NX-0S)
10.3 (4a)
CDP/ISDP

storage-network 2.3.4.5 NI9K-
FEEXXXXXXX2

true

None

Cisco Nexus Operating System (NX-0S)
10.3 (4a)

CDP/ISDP

TER 3 | BRsE#F g
EEERFERINSE LU TSR - IUEgSE RCF AHREBHFHERESEREE -
1. FEER R D R A E R N A B IR ISR IR D up ©

show interface brief
2. %

SOTRHARVERRL T

show cdp neighbors

ERIB(ERENE

o .
Re .

oy

‘7?

3. HERTRHAN B EIHER B NREER !

show 1lldp neighbors
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4. fEATY e < BE AR R E R AR ERER TN IERR VLAN ¢

show vlan brief

show interface trunk

TP RHE?
FH4R RCF & > f&RILL"ERE SSH FcE"

BN SSH BicE

MNRITIEEFER I X MERR R EERER1HES (CSHM) MBI » BRI L2

BRIFAT SSH 1 SSH &8 o

1. 738 SSH BB -

(switch) show ssh server
ssh version 2 1is enabled

2.3 Dﬁ |:VL. SSH ffoegﬁﬁﬁ

show ssh key
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®

(switch) # show ssh key

rsa Keys generated:Fri Jun 28 02:16:00 2024

ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAAAGQDiINrD52Q586wTGJIJjFALJBl1FaA23EpDrZ2sDCew
17nwlioC6HBe jx1ulObAH8hrW8kR+gjO0ZAfPPNeLGTg3AP])/yiPTBOIZZXxbWRShywAMS5
PayxWwRb7kp9Zt1YHzVuHYpSO82KUDowKrL6lox/YtpKoZUDZjrZjAp8hTv3JZsPgQ==

bitcount:1024
fingerprint:
SHA256:aHwhpzo7+YCDSrp3isdv2uVGz+mjMMokgdMeXVVXfdo

could not retrieve dsa key information

ecdsa Keys generated:Fri Jun 28 02:30:56 2024

ecdsa-shaz2-nistpb521

AAAAE2VIZHNhLXNoYTItbmlzdHAIMJEAAAATbm] zdHAIMJEAAACFBABJ+ZX5SFKhS57e
vkE273e0Voqgzid/32dt+£14fBuKv80MjMsmLfJKtCWylwgVt1Zi+C5TIBbugpzez529z
kFSFOADb8JaGCoaAYe2HVWR/ f6QLbKbgVIewCdgWgxzrIY5BPP5GBAxQJIMBiOwWEdnHgl
u/9Pzh/Vz9cHDcCWIGGE780QHA==

bitcount:521
fingerprint:
SHA256:TFGe2hXn6QIpcs/vyHzftHI7Dceg0vQaULYRAL ZeHwQ

(switch) # show feature include scpServer

|
scpServer 1 enabled
(switch) # show feature | include ssh
sshServer 1 enabled
(switch) #

EXA FIPS B » AZBER TSRS LRI TEt B ES 256 © ssh key ecdsa 256
force °F "#f FIPS R EHKREZE"BLFBRARTX ©

TSR ?
BRSSE SSH IR - 10 TR A A S AR o
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1% 9336C-FX2 1 9336C-FX2-T #7173 ass B A K TERE

FEE1 9336C-FX2 #1 9336C-FX2-T #FR IR ERAEMTERRE » WA /ERRR 9336C-
FX2 1 9336C-FX2-T RHABELTE

RAASLLIERS
* AR R R IREER] IR R SRS o
* WEBESEEERRERNEE

1. BRIRBEE !

write erase
(s2)# write erase

Warning: This command will erase the startup-configuration.
Do you wish to proceed anyway? (y/n) [n] y

2. ERTEASTHARE !

reload

(s2)# reload

This command will reboot the system. (y/n)? [n] y

RIREEBIEAR FE@ o IERRENBIEF » MMRWEIRT L BEFCE N EEIEDHRTE ? "(yes/no)[n]”
) [RFERZ[CIZ yes* A SEAELE

T—%
FEHEE  CAN SRS REREE o
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