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system controller replace start -nodes <node names>
() CREEEREREBRNTAREHSERRBHS | set privilege advanced

TCEEDELITIEFNEL - HHERTREE EMITH ONTAP fiZs



Warning: 1. Current ONTAP version is 9.15.1

2. Verify that NVMEM or NVRAM batteries of the new nodes are charged,
and charge them if they are not. You need to physically check the new
nodes to see if the NVMEM or NVRAM batteries are charged. You can check
the battery status either by connecting to a serial console or using
SSH, logging into the Service Processor (SP) or Baseboard Management

Controller (BMC) for your system, and use the system sensors to see if

the battery has a sufficient charge.

Attention: Do not try to clear the NVRAM contents. If there is a need to
clear the contents of NVRAM, contact NetApp technical support.

3. If a controller was previously part of a different cluster, run
wipeconfig before using it as the replacement controller.

4. Note: This is not a MetroCluster configuration. Controller
replacement supports only ARL based procedure.

Do you want to continue? {yln}: vy

2. #% Ty, ~ GBI TIEL

Controller replacement operation: Prechecks in progress.

Controller replacement operation has been paused for user intervention.
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Aggregate Reconstruction Check
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4. REBRMTIECIIEFIREREFIET - PITTIISHTE -

WERESEMANFYERR « DRIMITILRHT Ter <9

N'VserverfRFE A fBARTSDNSHIE |

° network interface show -curr-node <local> -role <cluster,intercluster,node-

mgmt, cluster-mgmt, data>

° network port show -node <local> -type physical

° service-processor show -node <local> -instance
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° network fcp adapter show -node <local>
° network port ifgrp show -node <local>
° system node show -instance -node <local>
° run -node <local> sysconfig

° storage aggregate show -r

° storage aggregate show -node <local>

° volume show -node <local>

° system license show -owner <local>

° TtorageNZEHAFERET

o 22 FREEEAEshow Backupl

° IZERREIRINGES

° 22 REEENIMNBETRARE]

° network port reachability show -detail -node <local>

MBFEARESESIERL (OKM) B NetApp Volume Encryption (NVE ) { NetApp
() Aggregate Encryption (NAE) IEFEEFT - S{ERENRFS « HEREREXEBERE
BEMSBERRR BN o

S MREMAMER BRMZHIF - FSEIMBMEE "N F B RS E T EEB FIPS 505" UHETE
FHRBIHAECH PREEA B B NN EHIREARE o STIRWE B INEHERERISZIZEONTAP

° FIPSEUEEHINetAppETEINE (NSE) SASIZHNVMelErR
> JEFIPSEEMZBNVMelZitt% (SED)

"R S IR B B BN HEERA o

WERARLFELRERM « s51E1EAggregateFT B #E

WNRAggregate Status CheckRB ~ BRI SEB A EIR BN AggregateBEI FHB ENEL ~ AR BXEE
FERmERR °

TER
1. BEEBEEBATEAAggregate@ R HEH S EL :

ltorage Aggregate regate orif #F1AE[%L_source_node_-destination-node_-aggregation-list *J
2. E@z¥node1fnode2@EMER ERIERSE (BFRE2EXHEEH) MAggregate :
ltorage Aggregate show -nodes norme_name-isF Bk ia:2E S E LT - TEHIRRME - KRR

AR ERERIEAggregate N BATHEA EM TR ER « s <RI :
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cluster::> storage aggregate show -nodes nodel -is-home true -fields
owner—-name, home-name, state

aggregate home-name owner-name state

aggrl nodel nodel online
aggr?2 nodel nodel online
aggr3 nodel nodel online
aggr4 nodel nodel online

4 entries were displayed.

SERE
S BB MR EN T H 2R B IRERF -

FSystem Controller replace start -nodes _norme_names] (Z&#tiZHI28ENCstartEiZs _node _names)
=i

Y7 ONTAP RERVSHEE ~ 55 "HIEEE"SH -

() 7sis LERRERENNLE « TRSEEELETRRAY -

£/ Onboard Key Manager B2 {£7Z11%%

fE&A LAEEA Onboard Key Manager ( OKM ) REIENNZE £ o MMRIEERTE OKM ~ 8l
WBTERBHRZ AIsCE B R IENENER o

1. e SR AR EDS o

iE2fFEM CLI 3 REST API 52 E S EHT OKM BFFrim A BUIEFHZRES o

2. FITUENIEEIERENEN security key-manager onboard show-backup B3 ©

#¥LESnapMirrorfi{% (3EF)

EREBHITILRER Z A ~ G BERRFRA SnapMirrorBA{A I EFFLE © ESnapMirrorBAAFF LR « ©EEEHFE
MAERE BRFFLLE -

ﬁ%g%
. ERsE B pUth & FAISnapMirrorBA{AARES -

Tnapmirror show |
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@ MRMEES Transferring (IE7EEE) 1 ~ 7B 1EEE 0 Tnapmirror abort-destination-

vserver vserver_name |

R SnapMirrorBA1R KRR TMEsa) ARRE ~ BIRIEE R o
2. (FIFEEZRINFRERIE !

snapmirror quiesce -destination-vserver *

$H2P5EE | EREbENAIREIRG1

% 2 [FRAE

TEE2PMSEREAR ~ e S EREL1IEIRAggregate INASERHifs EFEE EHIEL2 o MR F AP
DB ; ILEXTEE - LUEEISEEIREE o BN EFEFINEEE - NREE -«
A EHIBERES IR T RNESEE o ST LEZEMNER node1 &l ~ &K nodel
RBEHENIERPEEER netboot node3 # noded o

SER

1. "B EEE1 B B IERAggregate FINAS E 1l lifs E#T 20 E F B BL2"

2. "B B E NS R E SRR

3. A"

4. "#{netboot"

B ENEL19E B RYIEIRAggregate FINAS E i lifs EHTZRE FI HiEL2

7Einode1 B #pknode3 Z Al ~ i’ idIFIRAggregate INASE #HIFEnode 178
ZEnode?2 A B#&node 1 ERIE Enode3 ©

a2 Al
BRI IIEER - ZFRBREEE R ; U AFHMIEZIFE -

FAREETLF
TEREESIEMIfsZ % « ILFESEEUMHEREZA - IR - EURERR RS A IFRAggregateF1IESAN

R P READ M ETBAS
() FeemEammishImEs  RSEREHNEES o

TER
1. 18 Aggregate EFE(UAMINASE KILIFFSEN B :

MR B3 E RIS
PR IEIRAggregate INASE R lifsER G IEENRL 1 B R EEARG2 ©
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LEEEEEE - WEEHEDEE B A &Rk 17EiRAggregatefIIESANE RHIF IR B Z EIRE2 ©
2. B ESREERACENNASERILIFSENFEAIRAS :
rSystem Controller replace show-details)  (R#EIZEHIBSENAEETEAE K
3. EMEEMEEFNBERT - HoIEE2 FHFTA JERAggregate AR RS BRR AR HHRAS
ltorage Aggregate show -node2_-state online -rootfiJ

W T AR R ENRL2 ERYIFIRAggregate BRI 4R _EARRE

cluster::> storage aggregate show -node node2 state online -root false

Aggregate Size Available Used% State #Vols Nodes RAID Status
aggr 1 744.9GB 744.8GB 0% online 5 node2

raid dp,normal

aggr_2 825.0GB 825.0GB 0% online 1 node2

raid dp,normal
2 entries were displayed.

1RAggregate EREAR TR AS BIRE2 LHISMARENRS ~ SRTEEIRG2 LR T AU @ RE LR » SfHAggregate—R

43 _E{#7FAggregate -Agggr_name_'
4. FEE2 EERATY ;LU ERE L « U2 EHNFEHEEEE L4R
MVolume show -node2_-state offline |

SNRENEE2_ E B EAHIREREAR « FESR2 LER TSR E LR « BEHIEE—

"Volume online -vserver vserver_name-volume volume _name"
Bt ap @ —EfE RV "vserver_name"R]TE5ERIEY"volume show"ap L &It k! o
S WRBEAaEIAFE « BER TG TREMBIHNEERERS Tupy (L) ~SELF—R

M@ N EIE K -vserver vserver_name-lif_lif_name_-home-nodeame_-stue-admin up.

BB RN T RIESEE

MRBEFNESREEIENEUNEIDR  CHNEFHENEMUESE  HAREER
*ﬁﬁmﬂ %_‘Z E E,Jimﬁﬁ ©

FARERTF
R EER « ENECEFERTEIF -

u]

i
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pg
1. FHRERHEERR (EMS) 28k « MHERRMBEENNENES RAZESHE -
2. EMEEEAHIESRE RIESES

ltorage Aggregate regate regate regulationstart -node_node1_-destate node2-aggregate-list aggr_name

-ne-$ 4l 85F 4Rktrue

3. HIRIRTE « BEA ly) o
4. (SR LUER T HP—E 7 AR H ERECE

pEdrE] #HEA
BRE—INEREE EATHE< © Torage Aggregate regate regulationstart -Node
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3. UIAEMIRFINE &% « WHEDEPIERRIERRTA ©
THBEEEERES TIIESE :

<ontap version> image.tgz
()  @FBEMM <ONTAP_VERON>_image.tgz) HRHINE o

(R B R BB TR PEES. o
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% 3 BREHEE
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ONTAP © 2A% > (eI EFHECENES 1 BT AIE RS « Bt IREEIE&E AV EaIrant - LU
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R netboot node3;2BONTAP Zit7Enode1 EAIHEEIRAEISZIEINEE ~ EFLFEEnetboot node3 © ZZEnode3 2
% - AILONTAP H1ZETEWeb @ARES EAYImage OM R BN ENELS o & AT LUKRIBHMIIET « IS ERNIEET
IR REAE T  DIHBERFBIE "EfEnetboot" o

1. [ AEECAERLRMARZERM o

HENRAR =M S E R RASEERANRAE o REFHHREFIIZERFTX
2. [ MRERENRGMEIVLREREIS T« TEMIRPREHELS o
3. MEIRENELS « REARILEIRI1 TS EHRES o

i€ ONTAP 9.15.1 f4a « MRVIERIZSSHE R E—EAR THIREEEHS (BMC) MERERH HrF
BIEIE o HREMRBIMAREE o

° S (EREIEERE)
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° BREEEER
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° F5IiE#ERE SCSI (SAS) MZAMERRHEEFER

° SAN #HfE : iSCSI ZA#EEE « FC 1 NVMe / FC RiaZ3EIFIE

TR AR B F IR 283 2 B B EER ~ AT ARIERIZEMFE 2 ErY
i@t - B2« "RRZEER" MBRLERRN I X ERFEFERRE -

@ T ONTAP 9.15.1 RSB AfThiRAshite h pYHERIES ~ &M HA BB ERERVEIZE o ¥
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4. PARKEDBESBVEIR - PAGTE T AKIBEC CEISIBIHE R « LIRS o
() soRmmss - TEYENTILENS :

WARNING: The battery is unfit to retain data during a power outage. This

is likely because the battery is discharged but could be due to other
temporary conditions.

When the battery is ready, the boot process will complete and services
will be engaged.

To override this delay, press 'c' followed by 'Enter'

S WREHEPBINESNE i, « HREUFIIITE ¢

a. WA A EFFHNVRAMEMEER ELUMIENEAEZEGAE « LRFZRBUEFBEZAEETE -
b. EEMTEL TERAEER o
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(D #E: #oBENDE; STEEHRE - TESREMES -
(D) e EEnetboot o
6. BT E R — BB EARE EnetbootiEAR o

@ T A R EIRE RN IP A netbootiE AR o SH7NEAERILIF IP ~ [RITEHRITHRETAIAE
GREFHE -

RSB ERERERFE (D AR...

HCP) =E...
#MiTH ERIRIBIR N T TR ER TGS BBREELR . lifconfigeOM -auto]
REIT ERRIRIBIENF TR ER T m S FHRTER !

ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addr REGFRAIPAML (KIEH) o
netmask S#EGFRAVERIES (WH) o
gateway%ﬁ%ﬁ%%ﬁﬁ'\]ﬁﬁﬁ (WE) ©

dns_addr 7388 LR ERARSVIPAEE GER) -
dns_domain #HiHTEARTS (DNS) 4t (FEA) -

@ EHNEAERZE MBS - ERIRERTFITHRAA THelp
ifconfigl LAEISsFAEERL o

7. 7EEAEL3_E#iTnetboot :

“netboot http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz’

l<path_to_the web-Zi FEMIB#>) EZE3|EETHZETH '<ONTAP_VERSION >_image.tgz]
" fFnetboot" °

ONE LT

8. [[step8JIt R TINAERPEEENIEIA [ (7) Install new software first (ScZ22EHEkRE) | o
LETHRERIEIE G TEFTONTAP MITHAERME WG H L4 ERKIEE o
AR THIE
This procedure is not supported for Non-Disruptive Upgrade on an HA pair

ZAMIFEEAIONTAP AHENSENERMINGE « FEANERISZFAR
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12.

13.

14.

18

A WME A netboot T EIRAE AT RIMER o MNREFEHEM S ATERIESIZ3 - 2884 -

@ TIRE S REENIFFEATIRR o LERIREFE A ONTAP FRERIRRZS © netbootiE e EAIEIALE & EFT
(7) Install new software ;BFRBIIEIERS  MIEONTAP MER &9 & LR EHERERN
RRZS o

- [[stepOl I RAMIRTEHEBEULEZT ~ FBA Tyl ~ LERFRTECHAEHR  BHAURL :

http:/<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz’
[[step10]5eh% ™7 FF SRIA BB HI 2SS4 !
a. BICEITINETRE « F#A n1 BEBHEHMIE !
MEIRAEREERERARIE? {y|n}
b. EXERI TR ~ sFEA Tyl EHFHEK
NN AERRIENENRS ~ 7 SEFAIA R Z RN - SR EUENEMEE 2 {y|n}
EHIZMRAA G EMEN - EFTERAKIIEREL - AARREEEENEINE - MEXEERARER -

[[step11|7EFASIHAER PIERAEEETL 151 ~ ABRERGFRIRTCEERMSEREIA Ty o
[[step12]58:5 = H2sFli%FE B T % & Aha:

{ha-config show)

M TEEHIZET Mha-config show) < HIEIE :

Chassis HA configuration: ha
Controller HA configuration: ha

@ ﬁg@igfg%g;ﬁ%ﬂ?ﬁﬁﬂﬁﬂﬁﬁqﬂ  EEREREPROMA  BII R ARHHAECHARIFRE 7T
SNRAEHIBRAFERRTES ha ~ BEA TS TRISEARE !
ha-config modify$Z%2sha.
ha-config modifyt&#gha.l
HESERANERE O KEREIERFTE C XA EIFEIIRE A RHEFRE -
storage port show

RTBE LEUR RAFHERS o TOMHBOIEARE slot!1 RARE—FHF RIVERS - RRHELRIETR


http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz`
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16.
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18.

19.

20.

21.

22.

23.

*> storage port show

Port Type Mode Speed (Gb/s) State Status VLAN ID
ella ENET storage 100 Gb/s enabled online 30
ellb ENET storage 100 Gb/s enabled online 30

R AR R BEVERIE

storage port modify -p <port> -m storage

\

FRrBEERERFEN I NRERERIBEH N AR E SREFRE © 7 AP IEEREAE

AERAEEIRT ¢
(fF1E)

ERRIRIRIRTF KT Ctrl-Cy 2RAErB EhEEH o

EEiRG2 E « MERGAE - BENKE !

‘B

£ node3 t » TE5|EIRIGIRRAT MEAU TaH<I@EHE
Mnfel B AL

MABERE ~ 551E node3 LEREHHR :

set date <mm/dd/yyyy>

£ node3 L > TESIEIRIBIRTRAT MERAMNU T e LB R :
s %25k

MBEKE ~ 3B7E node3 LB TERM !

set time <hh:mm:ss>

R ATZEINF » 7£ node3 ERESIERBH R ID !

setenv partner-sysid <node2 sysid>

¥htnode3 » partner-sysid @4ZEEnode2h o

laveenv]

[[[auto_install3_step21]8&:& partner-sysid HHEIEAS :
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{prontenvE E&ffsysid)

24. IIRICE LS NetApp FETFINEE (NSE) HEEREE « BHIT RIS ER o

@ NREEARERRFPIHRTTAMULLESE « SF2RMBEXE "X B2 S EEiE FIPS
sona " MAFIERE A FRRY B RN HEERE LR -

a. 8% bootarg.storageencryption.support 2 true f false :

MR THEIRE EEEA... A&

& FIPS 140-2 5 2 kB INE setenv bootarg.storageencryption.support true
ZKHY NSE HEREHE

NetAppIEFIPS SED setenv bootarg.storageencryption.support false

b. FifE4S TR INAER W ISEBVEIE (10) Set Onboard Key Manager recovery secrets ©
A HI G ERRVE R ZIERE N BN o 528 "#H Onboard Key Manager EIREFINE"
25. REEERRLIE A RATEINAE
Boot. ONTAPIHAE

26. 7f node3 L » BES|GRENFH 22/7 » BEHEEEEEE boot _after controller replacement °7E
1R AT R Anode1iinode 1 BYBEER EFriEIkAGNode3 ~ TN FHIFAT o
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R EESHLEEA

LOADER-A> boot ontap menu
<output truncated>

All rights reserved.

R R I e A b b I b S S b 2 I e db b b S b b I S S S 2 S i I
* *
* Press Ctrl-C for Boot Menu. *
* *

KAKRKkANRA AR Ak AN A I AR I A XA XAk A XAk Xk %

<output truncated>

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)2? 22/7

22/7) Print this secret List

25/6) Force boot with multiple filesystem disks missing.

25/7) Boot w/ disk labels forced to clean.

29/7) Bypass media errors.

44/4a) Zero disks i1f needed and create new flexible root volume.
44/7) Assign all disks, Initialize all disks as SPARE, write DDR
labels

(
(
(
(
(
(

<output truncated>

(wipeconfiqg) Clean all configuration on boot
device

(boot _after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition

(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and

21



22

initialize node with partitioned disks.

(9¢) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.
The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.
Normal Boot is prohibited.

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup

to disks. Are you sure you want to continue?: yes
<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs



27.

28.
29.

30.
31.

32.

Terminated
<node reboots>
System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade

Successfully restored env file from boot media...

Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!

Override system ID? {y|n} y

Login:

@ LA ImHEAF - ONTAP MR AREREMHIEDE] (ADP) MR « BIERREH

AGTEBHERELTE
MR RREAEHFRG ORI EETE « RRHAREFT "no disks found 15k E B8 o 5520 "se 2R L
FRRIE R RE o
EEEFRMEBRIET ctr1-c ~ BIRJ{EIR RS EEF2E LOADER> ©

EHARLRETT « EAMERT
Boot ONTAP maint

FESDRARRIEARRE /] ~ FEHISRALSRF AR « HAABRE « LUREMIERS SRR B K o
AERAEEIRT ©

(=)
FEHARERIR T TR :
Boot_ ONTAPIhHEE

RE ~ ERET  BIRRT LU RIS RAG CRIPRARAER ~ M eI RFRHARIM -

ELRENANEREMFERREZIEENMNZER « ONTAP B NHRENHIREEH o BFRBHIEEN TR

()  mBEERRERRESR NetApp MG -

a. IR[O457RBYFIEINRE

LOADER> boot ontap menu
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Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Reboot node.
Configure Advanced Drive Partitioning.

)

)

)

)

)

) Install new software first.

)

)

0) Set Onboard Key Manager recovery secrets.
1

) Configure node for external key management.

Selection (1-11)2? 10

b. #EEY* (10) Set Onboard Key ManageriE14%%*
C. MA vy HIETIHRT

This option must be used only in disaster recovery procedures. Are you sure?
(y or n): y

d FHRRFT - BASREERRIERETS -
o WIRTBMARHER o

()  cuARIERERIEENERER RS ARFN—E -
. AABHBHSESHERINERE  BWTEE (1) EXBE

@ CAIRE SRS ERSEBEEEER c MNRBEER « FEETNFIE - T8 32 HEIRHILE
=R o

EszEnode3 &t

T AR RN 1 VB ISERIRE R EEE%EEE:.:E@EBJ:E’JEE% EIRIE o YNIE—2K ~ BiFA3
FURETEFHAR 18 A SRRV Lt ERRA AN A RRE 1T 28N o

RANEETIIE

BB 25K n##1%% SURE_ Hardware Universe LUEEVE RAFTENEE FiROME R » S S ERAEH
BEVEH ©

BEEIRBECERISEAFARE  (RMAHEME - EMERFEONTAP ~ &7 BEEAMME - SE GE=
FIEPLE IR R R R i o

YNREIRG1 EMERERIRREIRHE MM LN ERERE - F2RRERH ERER3 LAVERER) © A
FRFME1EHEERELR
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R FIHEIR3Z & « G REEARE S B IERRE

=<

FULBIED ~ EERSMAMPEE « (FEERERF o

TER
1. BR:8node3@ B EMAME :

Fcluster show -node3 -Fields health.
REBREEHNELRZEER
2. Bps¥node3BE Enode2 Bt F—E%EE « MAE
TR

3. [[VERIFY_node3_STEP _5]] Vi E#EERER !

(EPERTE)

Bk

P2

=

.

’:l:
=1fFE

ARGSINAfRE, ~ AREESHECEF

4. *“@}“%U%%E@ﬂfﬁﬂﬁﬁkﬁﬁ ~ MR DERREERR « BiRRRRER1Z1EZ RIAUAAEAER] ~ AT ZRESHT

System Controller replace show] (Z#HEEHIZSEIREET)

'System Controller replace show-details] (RAIEHIZZENREEREMAER

o. MHIEHERISIEHIEE
TR IEH B E IR
6. ZHBREIREELETNA « XETRTHAE ¢
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Cluster::*> system controller replace show
Node Status Error-Action

Nodel (now node3) Paused-for-intervention Follow the instructions
given in

Step Details
Node?2 None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

(D TEUMERRRFS ~ _EIRILVLAN ~ ifgrps 1 EREAE_—EEEHanhA_TTEiR3_HERMEIRE

7. FEERISS BRI E SRR  SBEERITAXAR T 6] « LUSIRENRS LAOMERRARAS -

EIRENRE3_ ERVAERRAERR

E%mode&fﬁ"@*k#lkﬁm iA]EAnode2i@sN 2 1% ~ sanode1BYVLAN ~ 7T EEH AN ERE @R S FmEnode3
£ o IESh « SERESOFRA BRGSMERR IR AT Bk Z”F_T' IERERYE IR AR -

FAREELE
MBREITKREHREIVLAN ~ NTEBFEKRERAEHNFEESN 2R 2250 ZEE_EREE -

1. BEARERE 1 (F8% node3 ) LHIFMABRREERE :

I 48 E& 3E %8 show -node3 ]

LERF & BRI BN LR A BRSARRRERHE « VLANERHEN /T EAFAEEIR - (LSt « WAIE
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ZIONTAP {ZfAIERSERIE - ?i*b‘LEiEE%&EJVEE@?: M| [EHEAEE o fEe] UREF I E BRI BN R

EMPLEEEIR MR A T ERH AN S EEE « VLANERE

2. FIHEE EREEESE
MEER i IRIR B IR B
3. BIHENRE 3 _EPRAEIRIREIRERIRE
MRS I IR AR AE IR
TG BRI T EAIFRBIEL -

ER -

IR ER I BRSEIRIE ~ DUEHILIF -

ClusterA::*> network port reachability show

Node Port Expected Reachability Reachability

Status

nodel node3

eOM Default
elOa Default:
elOb =
elOc Default:
el0d =
ela Cluster:
elb =
e’la Cluster:
e7b =
node2 node4
eOM Default
eda Default:
edb =
edc Default:
edd =
e3a Cluster:
e3b Cluster:

18 entries were displayed.

T L&A « Bi%41_node3 BT EIRIEHIS 2 B A Btk o

RIEE -

:Mgmt

Default

Default

Cluster

Cluster

:Mgmt

Default

Default

Cluster
Cluster

ok
ok
no-reachability
ok
no-reachability
ok
no-reachability
ok
no-reachability

ok
ok
no-reachability
ok
no-reachability
ok
ok

FEE IR AR F RNV E RS « Eiba

4. [[auto_Verify (EEhER:E) 3_stepAE1EEIRLS LB EERHRAVEI AR - HIEGIKERE TOK (FE
) 1 o SAEEAEESEE FHIT RIS S « REEEAVIANERES F#iT—R—@ :

network port reachability repair -node <node name> -port <port name>

CEZE BRI THEAIFIRRIEL
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Cluster ::> reachability repair -node nodel node3 -port eda

Warning: Repairing port "nodel node3: e4a" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

SNRIFRR ~ BREGIRAE R SER B B AR RIS 2 B AR RS RV RIR ~ TREIG IR —RIEEAE o &
RIEZIBRVERAES ~ WRFEMEZF Ty) 30 Tny o

REEFTABRREREN I ERMEE TSR

MR IR AR AE DR

HUTRIERMEERRONTAP ~ SIS ERIBRTT EMBEREERT - B2 « MREEFENERBRERE
71~ MERBIREAIRARIEEFESE « ONTAP RIECA ARG LE IR AR I A EREEE -

o MRN EEHEAREMBZERI S BREIHBEERT « SAER TIZEMLENR

a. TR HERAE N S BRI REZE N EE AR EERENERERIE - TOUERTIIGS
PITUEESE ©

network port broadcast-domain remove-ports -broadcast-domain <broadcast-
domain name> -ports <node name:port name>

b. & BEIHEME E M EAHAE

network port ifgrp add-port -node <node name> -ifgrp <ifgrp> -port
<port name>

C. NEEAGEMEF —ENEBRBN—DER BBME EERA
d. BT EAEEME EEERERESE

network port reachability show -node <node name> -port <ifgrp>
MRNEEFENEGRERZ TER  FREEMEERNERE

network port broadcast-domain add-ports -broadcast-domain
<broadcast domain name> -ports <node:port>

6. FHE TP B EENEIREIZIBIEIR Cluster BB :
a. MEWLEIZIBNEGE 8 EEAEE

MEREER T R MR- EREERREESE | 85
b. yNR MEE ERMAENEGRERR ER) - FEETAREFRERE

network port reachability repair -node <node name> -port <port name>
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7 ERATYHEP—RGS  RERNERERBR EIEHAVERAL
network port reachability repair -node <node name> -port <port name>
MRS 1R B R A A PR E R
MRS I 418 B R A I P AR

Eﬁaﬁl’iﬁﬂ/ﬂ_ﬁ&#ﬁﬁﬁﬂ’] BIZIE o FRA TGS REFE SREBIBIEGREE « TiIETE IR
A TOK) (E®) -

MRS EIRE R A DR -5F A E L
8. A TS REREMTEEREUTAIVLAN !
a. 7| HEBBEAIVLAN :
AT TR SR ERERR EHAVLAN
FERERIN T ¢

Cluster::*> displaced-vlans show
(cluster controller-replacement network displaced-vlans show)

Original
Node Base Port VLANS
Nodel ala 822, 823
eda 822, 823

2 entries were displayed.

b. BRI ATERERHETS HAIVLAN !
e 128 E AR BHVLANER |
T ERERNESEE la0a) BHAVLANEZEREIERETEEFHEAIEEE)

Cluster::*> displaced-vlans restore -node nodel node3 -port ala
-destination-port ala

LR EiRERIE Te9a) FRIERBEVLANERZe9drIEE A :

Cluster::*> displaced-vlans restore -node nodel node3 -port e%a
-destination-port e9d

EVLANZZRRLINE « STEEER BAUMIERHE FEZTBHAIVLAN o IR B MERRE /T EEHAERIAL
8« S EMEREER « BIVLANZER SR °
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FFN—0HE  FIERINVLANBIA B SR EREARE o

a. YNERVLANEZIBARIE MEEEFISSEAERAIVIR FBVLAN show) EiHih ~ (BETEHMEBREERIE
BT BAREERIUNVLANEIEE o

9. SERRFRA ERIRIEERE « BRI ERIZE B ERERSE
network port broadcast-domain delete -broadcast-domain <broadcast domain name>
10. [[step10]5RREHHE P ELR S :
MR RS AR AE IR
EPTEEEIRYCIEFERR E IS £ ERER BB « Tnetwork port refZ3& 4show) s EitHFAE
BAVERER - REGRERRES Tokl ~ HRNRABREGINERER « KEEETRS TRA2ESE) - MR
g @gﬁi%ﬁiﬁﬁﬁﬁﬁﬂﬁuﬁﬂ’ﬂﬁk%  SABUTEARAENEIE ~ WIKERAPAVIET « W EREAEIIME A PRERE
. FEBFRAEFEIE B AEEBAN
MR ERR R
12. R EREE TN A ERREE R EERNRAE@HET (MTU)
MR 1R R AR ER B

13. BRELIFEEZE « IEEREEFEMVserverfILIFEERR (NRA) ~ FHIT IR -
a. J|HEAER LRI ESD :

ME8 R HE
b. $BERLIFEENEEA FEIEIS ©

cluster controller-replacement network displaced-interface restore-home-node
-node <node name> -vserver <vserver name> -lif-name <LIF name>

14. BB A LR ESHATERE - ARGUEEAS !

MERE T E B MR L ERE ~ IRREEIE

ZIREAS LR EEIETVER

R & {FEFENetApp Volume Encryption (NVE) FINetApp Aggregate Encryption (NAE)
RINBF R R R LAVEEE « BINNZABRS N BRL EREIR - MREARL SIREIERR
o~ BERARLG R 1 E SN 2E M E AU EZ AR « AIEF R EWE - A
AIRAVENNE TR - BARNENHMIEEMNESAE LR

FAREETLF
AT TP ER « iSIIZABRER S EHERS
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1. REERESHIT FAIG ¢
22 HREERANERS )
2. TEWHEERESRZA « SASTHEDEE3 LANSVM-KEKERERZRA Ttruel
::> security key-manager key query -node node3 -fields restored -key
-type SVM-KEK
eRtl]

::> security key-manager key query -node node3 -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

node3 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

R EER1BE A BIEIE Aggregate FINASE 1 ifsTE B RG22 EEIEL3

TEERSRENEE3 EAVABIRARRE 2 18 ~ TEHEAggregate R ENEL2 B E M EENZL3 Z AT ~ BB
BB EEE1HINASERHifs BRI EIE2 L « EEEREE2EMEMNEEEES o [KIENA
Ee B ENEL3 E 2B F1ESAN lifs ©

RIRERI(E

EFARBRRT « BIFLIFGERIESAN LUNBYHRE o EFH4REART ~ FBESAN LIFE R B E S ARFEE 2 AR R4
E o [RIEEERSAN LIFHEZHEEER « TR GBEISAN LIF o #Enode3Biidi® » EREEBLEGHRTIESR
WA EERROL ©

1. iSCSI & miE g FAEGRNEESSINIERNETEFER c FC 1 NVMe / FC SAN £ & Z A g BE#EH) - 117+
Rz Al ~ IS EEETPIERN IR o

122 node3 LAY SAN LEapf
a EREMREIR MEh) RIFARRGITERIERIRAY iISCSI SAN £ !
network interface modify -vserver <vserver> -1if <iscsi san 1if> admin down

network interface modify -vserver <vserver> -1if <iscsi san 1lif> port
<new_port> node <node>
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5.

32

network interface modify -vserver <vserver> -1if <iscsi san 1if>

b. EUHZERH 2] EIERIES FC A NVMe / FC SAN 4 6pf8 ~ MiAFFIEHIZE LAY FCP EHHERIIR T2
RIEARRS

network interface modify -vserver <vserver> -1if <fc san 1lif> admin down

network interface modify -vserver <vserver> -1if <fc san 1if> port
<new port> node <node>

network interface modify -vserver <vserver> -1if <fc san 1lif>

- MIEEREMLIFE

MRS 3 R IRIE
REGHITIHIIE:

° BREMHIRE
° RERIDIRE
° BGRAIEE
© BIRFaRE
© MRRERIENIRE
LIPS PR ERENIRERNEEMRRERF -

WIS EMEMIEE :
MRS S EHRIRIE
ARG PITIIIRE -

© BRERENTEE
° BELIFKEIRE

HITELERE 2% - ARG FEE 1A NIEIRAggregate HINASE KHifs BB HT RE (L ZHTAVIEHISRENRES o IR
SHfcETKE « ERISEREETEE -

. BEESRBEMRENNASERILIFEBFREIVIRE

I'System Controller replace show-details] (R&FIEFIZFECRETFAEE R
MREFIREHRREFEE  FRELEERER WRE) -~ AREL HEAL UEEIRE-
MBELE  FERLEREMEREIVESD - FIMEMNER LA EmEs -

MEE SR 128 B IR BT Eishow
MRBEERERBBIR » A EMEAER OIS

M R B IRERER T EEREER



6. MBEEE - LIBTRAFEHITHENPOSTIRE :
TR 4 2S B IRTE
RAEHIT FIIPOSTIRE -

© HBEMEEE

° BERIATEE
 ERRERGE

° AggregateiRBEIRE
° HERRIRRERRES

° BRELIFRERE

° Volumet &

PEE @ ERERE N EARIRE2

1 I‘IL,\

TSR APEEGHAR ~ &G IEAR Aggregate FINASE RHifs it BN ZL2 B FEP B ZIETEES o St AT ILEE
A EM node2 Bl ~ LUETHEBERERRER « /A% 787K node2 ©

1. " IEIRAggregate MINASE I LIFE I RE 2 EE #T E 11 B FE 3"

2. AR
i’ IFiRAggregateINASE I LIFEENFE2E HE (1 E EIRE3

1 node2 BfX % noded ZHT ~ s55Ci% node2 HEEMIEIRESTE NAS Bl eniBEAE
BEE node3 °

FYAZ Al

SeR_E—PEERAIISE R ~ BR2MVERRRASE BEIEE) o JEMRAggregatefIFIESANERILIFE BB 2FE S = IR,
3 o

RMNEETIE

T‘ﬁ%"z BIEH  RIGLIFEREIESAN LUNBYRE © TEFH4REART « BEESAN LIFEREE R RBES AT A2

EREESIEMIfsZ% « ILFESEEUMHEREZA - IR - CURERE RS FA IFRAggregateF1IIESAN
B LAl S EE RS o

() FeemEammishImEs  RSEREHEES o

- EnsB PR A IFRAggregate I BRI AR LARRR ~ LUK EIEL3 L AVARES :

33



ltorage Aggregate show -node3_-state online -rootf |

LUT Ei R8T EIRE2_EAYIFIRAggregate BE AR LAKES ©

cluster::> storage aggregate show -node node3 state online -root false

Aggregate Size Available Used$% State #Vols Nodes
RAID Status
aggr 1 744.9GB 744 .8GB 0% online 5 node?
raid dp normal
aggr_2 825.0GB 825.0GB 0% online 1 node?

raid dp normal
2 entries were displayed.

SNRAggregate EREHRSNALA EIRGS_EEISMREIRS ~ SRTEEIR3 LEEA IS R E LR ~ SfEAggregate—R

"4 _E#7FAggregate -Agggr_name '
2. fEnode3 LERAMU T o< liaETEH L « UHEREE3 LB HEEHEE L43 -
MVolume show -node3_-state offline

MR EAEEI LB IR EREAR  SATEENEA3 LER TIHm SR E LR - SEMEE—X :

"Volume online -vserver vserver_name-volume volume _name"
Bt an o —FEERBY " vserver_name "R 1E5LATHY "volume show"sR L E#IHAHIRE o

3. BE R AR ERIfSTEEEMAVEIRE « BREH Tupy  MIRBEMLESGTE - FRATIGS « LHEE
BELIFBA—R ~ 2 EBHNEERERER TUP) !

TR T EEE-vserver vserver_name-lif_lif_name_-home-node_node_name_-stue-admin upJ
4. WNRIFERE LA BRI HER L RErERR AR E R ERAE R

M4 RRIE 1R B R A RS PRI R |
S, BMATGTIBERL « HePER2 LR B RIERME Hifs

M492& 7T Eshow -curr-node-node2_-role datay

AR ENES2
EEK node2 ~ FEFTIERERARA node2 ~ AR EICISZR S TERR o
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1. G
MR IR B B HRIRIE
MAEEEEL -

FERK &
A ATEFARSTR R BUHEREER2 « B2 R "BUNZEERR" -

P& E5. 24 M It BiRa4
% 5 BREHEE

TEE5PEESHAR ~ (2 L4V fi¥nodes ~ i@ Enode2 VB EMNEMEIREZIERT
7Enoded EEERMER _EARRE ~ 7318 EREEnoded4 ZEE - INRICFEANVE ~ B FEREEEIEER
18 (AT UGB NASE RIS AISEIRAGgregate it BRB 3BT A B EIBRE4 1 Fes0
ENE44_E1FTESAN lifs o

1. "REE R B R a4

2. "EStEnoded 24"

3. “RREE4 FS B EIRIE 4R
4. "B EnhovEE HIEEAggregate INASE KHifs L BN 2L 378 E B 2L4"

RR K FEEFL4

TR LIEHIRHZLE noded ~ iF node2 RYELR(FEIZE noded ~ R noded ~ REBZE
ONTAP - A EMDECENRL 2 FERIEAEER - BRIRMEREREEDRE « URIERER
ZBEIAREMENMENR 3 FERIFMRESEE « WAEHPRAL -

FAREETE
EMECEFE SR RERMGRERS - LEFAZEEHE ; ILFETERF  UELREERE - COATFH
RIEEE -

1R netboot node4BIRRZASONTAP Einode2 EZEEHIHRAFAEE » BJEEEnetboot noded ° Z&Enoded 2 & ~ 55
EONTAP {#7Z71EWeb R AR 28 LM Image OB R ERBNENEYA o 53  IERTLUKIBRRYIET « IS IERIEZE T EZIR
HEEHARAEE R « LUHBBRARIE "Efnetboot" o

1. [ sBFEEnoded B BIIAIEZRZER] o

R nodedEnode2 (I FREIIEFET ~ e LiEnoded T Einode3tBERINIE o UNRENEL2FNERELANITAE
—{EFEh « BIENEEAB I EE AR E -

2. ZRENRM BRI R ERTERA_PRUET « TR ZRECENR
3. MBARENRGA ~ RIERILEIRG2IS EHIRS o
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4.

SRIKER _ RACHARERAA _ SKEIRE 4 FOR _ FlexAray ERMCREERESE - BERBIREX R _

HABCHEIR Ve » B THER -

ESR'SEER EEE FlexArray [ERERZERRESE M _HARHER -

© EiEE (BREE
c MEMHAE

° BREERIE

BIZIR)
BIRIR

© BRI EIRERE
° F55E#E#E SCSI (SAS) M KA {ATFEIZIE

° SAN #HERE :

®

iSCSI Z A48 ~ FC #1 NVMe / FC 323 EiE18

EAIAER BB EIEGIRMAIE R 28 L MBY SR « DUtsT A REIZERIB MR AL 2 fHY
B - F2H  "RMLERER" UESERKN AR EFEMERE -

5 ONTAP 9.15.1 RSB TR A FHELH BYEERIER « =5 HA EEERAERERE - ¥
FOEFRSIRERAVIERG « KURRIRILIE RS IR B ARAYERE TR o A1 ~ (EIRA AR
FHRE AFF ATK B ~ EZASEEIRS LR ela BEIBERE AR - LR MERD
B LBy e7a EEIBEZE S — Q3T

FIREIR4NEIR « ARETIESRIFIET TCrl-C) REFENFMIRIRRTRF T « UFEREERS

()  smmeess  TEEEITHISENE

WARNING:
is likely

temporary

followed

The battery is unfit to retain data during a power outage. This
because the battery is discharged but could be due to other
conditions.

When the battery is ready, the boot process will complete

and services will be engaged. To override this delay, press 'c'

by 'Enter'

S MREAEF AP BINESAR « FERETIITH

a. IBEAFEISHNVRAME M EER ELSMIENEAEZEGAE « LRFBEREUERBEREETE

b. B

A SERFAZ R ©

AR L RNERIEE AT REMTE - AIREERERER ©

()  #s8 #Enetboot o

6. BEHETIHA—IRHERREnetbootiELR
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@ AR EIREEIBMIP A netbootiE AR o FH7NERAERILIF IP ~ [RITEHRITHRETAIAE
GREFRPE -

RSB ERERERFE (D AR...

HCP) =...
#MiTH ERMIRIBIR RFE T RERA T ML EHRTEELR - TifconfigeOM -auto
RHIT EREIRIBIR TFE THMA TGS « FERTERF :

ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addr #EFRFMIPALL (KE) o
netmask BHEFRANERIES (WE) o
gateway%ﬁ%ﬁ%%ﬁﬂ'\]ﬁﬁﬁ (WE) ©

dns_addr 7#8i% _ ERMEEMRSEAVIPAIME (BEA) o
dns_domain #ZDNSHEIZ%LTE (GEM) -

@ TN EAEREEMBE - TIRIETFTHHA Help
ifconfigy IABNISEFAEERS o
7. X834 E#{Tnetboot :

“netboot http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz’

l<path_to the _the_web-Z1 FEXH B %> BZE5|EEEAHNTTR1FTEH T<ONTAP_VERSION
>_image.tgz] "#f&Enetboot" °

O LT
8. {EBIMEINAER P  EHUEIE [ (7) Install new software first (FfcZeiLFrEREg) | o
IETHEEREIE S TEHFTONTAP RITHAERIRR ~ MG HL K EMILEE o
AR TEIEE
This procedure is not supported for Non-Disruptive Upgrade on an HA pair
HISEEATONTAP RAEFSZEREMINGE « NERARIERIBFAR
sars M EFAnetboot i T ENBL BT AR FARRIR R o WRIGFEREM G ATTIIEHIZE L ZEEIRE -
@ A AE S SR EE R IERERIIR(R o ItERIZEEANONTAP FRAIRRZS © netbootiE LS IEAE & 15

(7) Install new software ;AFRFIIEIEAS « WIEONTAP MER &3 & LNEMERR
hR7s ©

0. MRAMIBETCHEELER - FBA Tyl ~ THERFRTEAAEGR - HAURL :
http://<web_server_ip/path_to_web-accessible _directory>/<ontap_version>_image.tgz’

10. SER T FH R IAE MR ENIEHI23 R4

37


http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz`

a. BB TR « FF8A Tn1 BEBHEMINE :

Do you want to restore the backup configuration now? {y|n}

b. BEXBEITIERE ~ A Ty, EWEK :

The node must be rebooted to start using the newly installed
software. Do you want to reboot now? {yl|n}

E%U%%*E%H@E%ﬁﬁﬂ% BEEEREINEREL - ASAREECSEMEIVE - ML REERHERE

M. ERINSERTPIEEVEERN 51  ARERPIRTICHEREITEA Ty
12. FERIERISR A ERERHA

{ha-config show)

T &R Mha-config show) < HIELE :

Chassis HA configuration: ha
Controller HA configuration: ha

@ ﬁgﬁ;gféigyﬁAéﬂ?iﬁﬁﬂﬁﬁﬁﬂP » BREECERIEPROMA « IR AR HARH ARIFIE T
13. MRIEHIBIMEFRBERBHA « BER TG SIEEARR
ha-config modify$Z=i2sha.
ha-config modifyt4%&ha.
14. FERANERE CKEREIENIE A RERERBIIRERHEEFRE
storage port show

RMBE LEUR RTHERS o TOIMHBABARTE slot!1 RARE—[FFRIER - RRHELPIETR

*> storage port show

Port Type Mode Speed (Gb/s) State Status VLAN ID
ella ENET storage 100 Gb/s enabled online 30
ellb ENET storage 100 Gb/s enabled online 30
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

1&

PR E R EHVEIRIE

storage port modify -p <port> -m storage

Ffr
4t

§
7z

BEREREFEN O NERERBHNURRERAREFRE « 7 IcFIIRAEE
ARMEEIRTL

(1)

FIRIR IR T o Ctrl-CoR AP Ef B BN FH -

[[[auto_install4_step15]7EEiE43 L ~ MERAHE - FFREFRE :

‘B

£

r

n

EEh4 - SBAERMIRIBIR T THERA T SSHELL ¢
eI B HA
BENE - ATEENE4 LR E AR ¢

set date <mm/dd/yyyy>

£

r

an

ENRGA L~ SAERMIRIGIR RF TR ER T < e E R -
RrfEI %2 BE
BUE - RTEEIRN4 LR E R -

set time <hh:mm:ss>

£

FIREARTR « EER4 LRESITEBHRMRID :

setenv partner-sysid <node3 sysid>

¥
fi#

r

ftnode4 v partner-sysid #ZEEnode3dy o
ﬁ_n.—\—. .

aveenv]

[[[auto_install4_step21]%85& partner-sysid ¥ EIRG4 -

(

a %

prontenvE E& ffsysid)

NRIELRET NetApp fEFINE (NSE) MR ~ SFHITTHIDER

@ NREEARERRFPIHRTMUILIESE  SF2RMBENS "AFEHREES
song " WA EE AR AR R B BN B AR AR o

i bootarg.storageencryption.support F true 5 false ©

BB FIPS
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MR TH RS IETE ER ... A&

4 FIPS 140-2 58 2 4 EF B setenv bootarg.storageencryption.support true
ERBY NSE WEREHE

NetAppIEFIPS SED setenv bootarg.storageencryption.support false

b. FIEFHRIEINRER L IEEGEIE (10) Set Onboard Key Manager recovery secrets?®
ARSI EIEFENE N o 332/ "FH Onboard Key Manager EIRHEFNNZE" o
25. FEEERRLIE A RIEINAE

Boot ONTAPIHAER o

26. [[auto_check_4_step11] 7£ node4 £ ~ BRI BEMSINAERIER 22/7 ~ FEENEEIEIE
boot_after controller replacement ° fE{EMRFT M Anode2iénode2 R E TS k4Enoded ~ Ul

THIFFT ©
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R EESHLEEA

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot

device
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(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to

restore the system configuration, or option (4) to initialize all
disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure

you want to continue?: yes
<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:

<nodename of the node being replaced>

Changing sysid of node node2 disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>



varfs backup restore: restore using /mroot/etc/varfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device
varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device
varfs backup restore: successfully restored env file to the boot
device wrote

key file "/tmp/rndc.key"
varfs backup restore: timeout waiting for login
varfs backup restore: Rebooting to locad the new varfs
Terminated
<node reboots>
System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy

Login:

() ~EDBTECREBAS  ONTAP MRAGEREMUHAT (AOP) Wik - MGROH
ABEB LR LTE o
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Boot_ ONTAPIHAE

IRTE ~ TR « BRRARTLURRICATS G ERIPR A HERR « M A RTRAARIE o

3

TENANZEMHREAREIREMNZER « ONTAP EACHIRBIAIR B B - BRIRMRENEHE -
R RHEIREENE ~ FNERNEZESREREWE - WERFHRIIREIRE -
a. REHFFRRI G ThEE

LOADER> boot ontap menu

Please choose one of the following:
1) Normal Boot.

) Boot without /etc/rc.

) Change password.

) Clean configuration and initialize all disks.
) Maintenance mode boot.

) Update flash from backup config.

) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

1) Configure node for external key management.

Selection (1-11)2? 10

b. 3%EHY* (10) Set Onboard Key Managerifigigs=*
C. A vy HIRTIER !

This option must be used only in disaster recovery procedures. Are you sure?
(y or n): y

d FEHERFTT « HASHERER BRI o
e. IR TREHABREL -

()  cuARIEREREENERER RS TR ARFN—E -
| ARBHBHSERHERIERE  BRTEE (1) EXER

(D TR BT EEPEEIBEIER - NRBERSR  FERTHFIR - T 27 HEIRRKLE
w R o

Esz¥noded &2t

T AR BN R2HV BRSEIRIR R T IE N R E R4 B IEIE - Ei¥{EnodedsEsn
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EFH R R EEE PR H MR ER & TR o

RIRER I

#2022 5K BI3EIEE]_SURE_ Hardware Universe LUBER/SRIRTERES LIS CIA0(S 8 o (THE & (R AEDRS
BIE -

BEEIRBECERISE AR  (AMAREME - EMERFEONTAP ~ &7 BEEAMME - SE GE=
FIEpLE IR R R R i Hf o

YNREIRG2_ EHBERERIR R EIRH R R4 ENERERE  F2RRERMH ERER4 D0VERER) ©A
FFME1EHEERELR

REM R4 Z R - GO RRENMES CIERRE - KU AFHFHIMANE - AREBSHEICEF

=<

FULBTED ~ EERAMA PR « (FEERSERF o

TR
1. E&s%node4d S B EMA M :

lcluster show -node4 -Fields health.
FREEENELRZEEN -
2. BzEnode4 B E Bnode3BNE—ERE - MEECEEER :
MR
3. A ERERERIET
CGEFERTE)

4. IBBEIEGISR BRI « W CRNEEIRE « BARRESR2FIEZ ATRIREEER « UBITREN
PERIZR AR BB ER T(E -

'System Controller replace show] (Z#HEEHIZSEIREET)

System Controller replace show-details] (R&FEZEHIZFEVEETFAAE R
O. IHAEIEHIBEMEE

TRARIEH B3 E IR
6. ZHBREIREELETNA « LR TS ¢
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Cluster::*> system controller replace show
Node Status Error-Action

Node?2 (now noded4) Paused-for-intervention Follow the instructions
given in

Step Details
Node?2

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be

manually adjusted to match the new physical network configuration of the
hardware.

This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed

commands and instructions, refer to the "Re-creating VLANs, ifgrps, and
broadcast

domains" section of the upgrade controller hardware guide for the ONTAP
version

running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show"

to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement

network displaced-vlans restore" to restore the VLAN on the desired
port.

2 entries were displayed.

@ TEUMERERFS ~ _EIRILVLAN ~ ifgrpsHEREAE_—EEEHanhA_TTeiR4_HERMEIRE

ae
BE o
R

7’

R EHITAN MR T —ET « LUERENES_ERVARRRARRE o

m

7. TEERIZR BRI E (ARG R

EIRENRE4_E RV AERS

,rrrr

wnode4EEE"1¢*Jz#lk &l Bl Blnode3@l 2 1 SOENEE2BYVLAN ~ 7T EEF AN ERE R R S Fm{Enodes
£ o IESh « SERESIFRA BNRG4AEER 2 &iE%BE‘“*T" IERERYE BRI -

BAREELE
BRI KREFMEIVLAN « NTEBAREREINFAENR - F2H 2280 EEE_FEREE_ -
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pg
1. FUHFHARENRE2 (TEREIRN4) ERFAEREERE @

M@ %8 show -node4
P S REREN S YRR BASAERGEIZIR « VLANEHEN AT EEHREEER - REEEHEP « CaUE
ZIONTAP R EESEIHE « SSLbiEE iEELi_'F@J*/F%m%%)\ Mg BRI o (XPTLAfE A #2177 Bh
TRIEMPLEE ISR FEM AN ERHARN SEEE « VLANE SIS a8 1 B IS E IR A aE Hlifs o
2. 5| HEE FRIEREAE
MERE B IR B AEIEER B
3. B ERRE4 L PR R MR R R AR
MBRE B IR AR AE S RE )
7 2 R AR T H A -
ClusterA::*> network port reachability show

Node Port Expected Reachability Reachability
Status

nodel node3

eOM Default:Mgmt ok
elOa Default:Default ok
el0b = no-reachability
elOc Default:Default ok
el0d = no-reachability
ela Cluster:Cluster ok
elb = no-reachability
ela Cluster:Cluster ok
e7b = no-reachability
node2 node4
e(OM Default:Mgmt ok
elOa Default:Default ok
elO0b = no-reachability
elOc Default:Default ok
el0d = no-reachability
ela Cluster:Cluster ok
elb = no-reachability
ela Cluster:Cluster ok
e7b = no-reachability

18 entries were displayed.

£ LasEf P ~ §iF2_noded RTEBBIEFIZR 2 R FM - CHBERZREAER « BIEESHEEEN



4.

5.

48

fR o

1SR RIRG4 E BERIRIRRYEIRAARS « HIBRAARSIIIF TOK) o AAEAABEIRERR LRITTm< « 24

BRAEMEFIVLANEZIE EHIT—R—@ :

network port reachability repair -node <node name> -port <port name>

BHABWM TR -

Cluster ::> reachability repair -node node2 noded4 -port elOa

Warning: Repairing port "nodeZ noded4: el0a" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

YNRIFA ~ W EGIRRE A AE RN A0S B AIFATE BB a2 AR ARV 1R ~ TRHRE HIR—RIE SR -
WAREIRIRRERAES) ~ WARBERE Ty & Tny o
REEFTA BRRERENERMRT N ETER

T RRE IR E R AE IR

HITRERIMEEERIONTAP ~ EElRERIEMIT ERAEREET - (B2 « MREEFEERIRIVERE
71~ MERBHMEMIRA WEBLEE - ONTAP B A F RS L EIFIR R F R B B4R o

RN EEFEERR BT S B IREIRRRERT « BEA TITRIMLUER -

a. SRt HERA AN S BT RREZE N EAER S BIHEN B EIRE - LAUERTISS
RAITULESE ©

network port broadcast-domain remove-ports -broadcast-domain
<broadcast domain name> -ports <node name:port name>

b. R B EIFIBIIE =N EAE

network port ifgrp add-port -node <node name> -ifgrp <ifgrp> -port
<port name>

. NMEBESENME S —EREBIBEN— DR BBIE EERA
d. MM ERAE BRI EE E R ERREE

network port reachability show -node <node name> -port <ifgrp>
MR EFHENEGRERE NEE) -~ ARHEERGESNERRSE

network port broadcast-domain add-ports -broadcast-domain
<broadcast domain name> -ports <node:port>



6. REBENEREREIERG T#5%E (Cluster) "EREAEE :
a. MEMLEZEERE [£5 (BF) "EREE

MR E R T AR MR- E R EEREEEE | 85
b. MR TEE) BEBREFNEGRERE NER  AEEEFAIEGIVERE
network port reachability repair -node <node name> -port <port name>
7. fERATYHEP—EGS B EGNERERER T IEHAEREASE :
network port reachability repair -node <node name> -port <port name>
M4 RRIE 1518 B R A RS PRI IE
M4 R 1R R AT P SR

EEEZ’&’%M%L*?"JZ?H‘EHHE’J IR o AT L IREFA BRRERIBIVEGARS - WARE R H LRSI

&% ToK1 (IE®)
MBS B IR AR A RS F AR R
8. M55 BB R AT AL B EVLAIVLAN :
a. 7| HERBBEAIVLAN :
Fam TRETHI R EREREIRVLAN]
FERER AN T

Cluster::*> displaced-vlans show
(cluster controller-replacement network displaced-vlans show)

Original
Node Base Port VLANS
Nodel ala 822, 823
elOa 822, 823

b. BRI EREIZIER EAIVLAN ¢
[ R S E AR B HAVLANIZ R |
U TE2EERTEEBa0afB HAIVLANE R EIFEE T mEH4EAV SR -

Cluster::*> displaced-vlans restore -node node2 noded4 -port ala
-destination-port ala

LT R ESRIE T E10A ) ERYEXAX VLAN JE/R%S [ e10b 1 AYEEH :
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10.

1.

12.

13.

14.

Cluster::*> displaced-vlans restore -node node2 node4 -port elOa
-destination-port e1l0b

SVLANERBLIIR « BIEHEER B BYISRE DR HBIVLAN © (IR B BMIEER RN E A ERA
8« S EMEREER - BIVLANZER SR °

FFN—0E - AFERIVLANIA B E R ERREE -

a. !zu%VLANu IBARE MEEEHIRIAMERKRAVIR FAVLAN show) it « EEEEMBEEEEISE
EREEETHAVLANEIZE o

eI IR E1ER « AR MERZE AR EEARE

network port broadcast-domain delete -broadcast-domain <broadcast domain name>
BReS IR T g

MR B IR B AR AE IR

EFfEERIBYCIERREWHIE E ERA BB « Metwork port refEi8 14show ﬁ%‘@ﬂ%}‘ﬁﬁﬁ@
EAVERE  BEGIRERES Tok) ~ HIVRABRREGNERE « KEEERS TRA2EYE) - MR
g nggfjﬁiﬁiﬁ EEMEUIMNOARES « FREBHAIE R TEARAE NS « WS R IR EBARI PR ERE
FERFRAERIRSE EAERERESE -

MR IR R

HERERESPNEERREEREERNRAERHET (MTU)

MR I RIR B IR B

BELIFEEEE - I5EBREZERN VserverfILIFEEFE (NRA)

a. L EMER L Edn :
Mo TE

b. BRLIFTEIRIE
displaced-interface restore-home-node -node <node name> -vserver
<vserver name> -lif-name <LIF name>

BEFrAEmRES AT ERE BRTUEESIRE

MER T ERE MR SRR « IREEER

ZRENR4 LT IR SRR TVERS

SR 1&{FEFANetApp Volume Encryption (NVE) FINetApp Aggregate Encryption (NAE)
RINBFA R AR LRVEIRE « BINNZABRR N ERL ERER - MREREL SREERR
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‘ﬁ » BICERARLF B 2E SR EENRESE R E (U EENRGAFT ~ AIAc T # EMIE « FRER
VENMZ TR - EARNBNHRENESR LR -

RRERIE
AT TP ER « iSINEABRER D EHEIRL

1. EENREABIT TGS ¢

22 REERIARERD)
2. TENHEERESRZA « A MTER4 LISVM-KEKEREERES Mruel

::> security key-manager key query -node noded4d -fields restored -key
-type SVM-KEK

&)

::> security key-manager key query -node noded4 -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored
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a {EREMElR MEH) RIFARRAGITRIERIRAY iISCSI SAN £ !
network interface modify -vserver <vserver> -1lif <iscsi san 1if> admin down

network interface modify -vserver <vserver> -1lif <iscsi san 1if> port
<new port> node <node>

network interface modify -vserver <vserver> -1if <iscsi san 1if>
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network interface modify -vserver <vserver> -1lif <fc san 1if> admin down

network interface modify -vserver <vserver> -1if <fc san 1if> port
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network interface modify -vserver <vserver> -1if <fc san 1if>
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cluster::> storage failover show

Takeover
Node Partner Possible State Description
node3 node4 true Connected to noded
node4 node3 true Connected to node3

- FEATYHCRERL « B52node3fInoded B E—EHE !
MRERT
- EATYHCRETRL « BRI &R AT U FER LR TR 6
ltorage B TR ERRAM-R(L « AMIERRIER « SIERHHIRER )
- AT REEY R4 R R E P HMER AN ERifs B8R
MER A TERET
YNRENELSSNENRHAER R A R E P HMEB AR NE R E BN  FRENEHERERASETIHERE !
AR EEE
. Eit¥node3BE#EAnode 1 ESES ~ MUKknode4 B S ANode2MESES !
storage aggregate show -owner-name <node3>
storage aggregate show -owner-name <noded>
- HER S B AR EREAR
volume show -node <node3> -state offline

volume show -node <noded4> -state offline

- MRB IR R « 5FF EMEETE B PRREAIRERHIR & B EETIER "EEE R LUETT AR LT
SfEVolume EER—RX T < « REERFEMRARMERE LR

volume online -vserver <vserver name> -volume <volume name>
- STEHEERMRAER T « RIHEIRGRIHIRAE |
system license add -license-code <license code,license code,license code..>

REABZ2HIER2EARFEF TERANEE o AT U—ICME—ERE « R U—IIESERE « UL
RX DR EREERR o
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10. EATIIEP—E< « RREERBIRFAAERE

1.

12.

13.

14.
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TR IR B IR-RER- 1B

system license delete -serial-number <node serial number> -package
<licensable package>

° MIFRFAABHARTIRIE

TR IR B PR- R

° MIBRFRARERRIRIE :

TR BIE-REMA

° EEIRL EEA TS « EREMPRTERE |

system license delete -serial-number <nodel serial number> -package *

system license delete -serial-number <nodeZ serial number>

T Y

Warning: The following licenses will be removed:

<list of each installed package>

Do you want to continue? {yln}: vy

A Ty) URBRFREES -

ERATY SRS EERL « B2 ERRERE !

TRIFIRIERT

R LA e aEs o SR G @ ER P AN BV B R R RE LUETT AR

[unset_maxwait_system_commands] 1R EAAREHER B RINZHEER - MBSEREHR
kmip.init.maxwait 2 off (U0 ~ 7E9 "LEEWRIENRES ~ FEF24") ~ BUAERUHREEE -

set diag;

kmip.init.maxwait

[Step13TEMEEIEL L {ER T3 < KEKESP :

systemshell -node <node name> -command sudo kenv -u -p

system service-processor network modify -node <node name>

-package *
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TERTAVIERIZSRE LR ERENER

GNRAEG BB B HIEH SR HHASEBHERREENE « L RRENNEEFENZESSS
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FAREETF
b2 SR TERTIERI SR L HITHD IR - CARTEIERRER ERAGRS o

. ERSHERARSNAER  RERBESHEN :

rZ2 &SRR PREERIRAEE
22 EiREEEAEshow Backupl

2. B =N REIEARS NS EN TG RN SR EIRFARSIEE o
a. MG ERERMARES :

lZ2EiBEIEENINBMIINEAR23-E18(FARE3_key manager_server_ip_address_|

b. HHEEFENEREEMAMBEL L—F - CRZSAUUELENESHERFRES
C. BB RIIIL SR EEFEMRSS -

M2 2 RAREIEIMNES
3. TEMTRVIERIZRAE L « IITEREEREREURERZESREIEMR:S -
AR AR AR SR AERN 2R SR EMRES -
a. EHEH LR REEFARSRERE *
MR SRR VSN

b. FEREETNT RURTEESIREIRFEPRES o
4. RESESBNMAEENESRERFARBEREMEE

lZ2 &R EERIMBER-node_new_ 1T 288 _1

IR0 HI 2515 4E 22 ENetApp VolumediAggregate Encryption

WRFIEHI I ERZEFIRHSTAHE (HA) S1ERBHFEHANetApp Volume Encryption
(NVE) ={NetApp Aggregate Encryption (NAE) - &% ZBEZANVESNAESS E TR 2S
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. RREHERARSNTER « RERBESHEN -

22 REERN TR EHERER

2. | E—FHHHNEHEIRFERBI L EMMEHIZRN SR EIRFARSNEE ¢
a. MG ERERMMRES :

lZ2HiREIEENINBMIINEAR23-E18(FARE3_key manager_server_ip_address_|

b. HHEEFENEREEAMBEL L—F - CRZSUUBELENESHERFRES
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