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WARNING: The battery is unfit to retain data during a power outage. This
is likely because the battery is discharged but could be due to other
temporary conditions.

When the battery is ready, the boot process will complete and services
will be engaged.

To override this delay, press 'c' followed by 'Enter'
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LOADER-A> boot ontap menu
<output truncated>

All rights reserved.

R R I e A b b I b S S b 2 I e db b b S b b I S S S 2 S i I
* *
* Press Ctrl-C for Boot Menu. *
* *

KAKRKkANRA AR Ak AN A I AR I A XA XAk A XAk Xk %

<output truncated>

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)2? 22/7

22/7) Print this secret List

25/6) Force boot with multiple filesystem disks missing.

25/7) Boot w/ disk labels forced to clean.

29/7) Bypass media errors.

44/4a) Zero disks i1f needed and create new flexible root volume.
44/7) Assign all disks, Initialize all disks as SPARE, write DDR
labels

(
(
(
(
(
(

<output truncated>

(wipeconfiqg) Clean all configuration on boot
device

(boot _after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition

(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and



initialize node with partitioned disks.

(9¢) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.
The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.
Normal Boot is prohibited.

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup

to disks. Are you sure you want to continue?: yes
<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Controller Replacement: Provide High Availability partner of nodel:
<nodename of the partner of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"



27.

28.
29.

30.
31.

32.

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs
Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...
<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} y

Login:

@ FLEEamhEEfF - ONTAP MR AREREMEHIEDE| (ADP) HER - RIERREH
AGTER RS o

MRAFEAEMFEE L RS ~ RRHERERT "no disks found 15k E R - sH2R "5eEEHHE" U
fERIERTRE o

EEERMERRIIET ctrl-c ~ BIRI{EIRRFF{= 1L B2 LOADER> o
EHAREIRTT ~ BEAMEER
Boot_ ONTAP maint

SOMERREARAE ] ~ PERIZR AR T R ~ HAARRS ~ DURHMIERSERAERAsH B o
RERMEEIRT, ¢

(fZLED
AR TR
Boot. ONTAPIHAE
IRTE ~ TR ~ BNRSETLUERISEATHE IR E R A AR « M R RTREARI o
ERENRNREDHERRUEIEEMZER - ONTAP SIA R MBI RE N - ERREEENEE o

BIEERAMREIE R EA NetApp HIEREINER o
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a. IR[O4F7RBYFIEINRE

LOADER> boot ontap menu

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Reboot node.
Configure Advanced Drive Partitioning.

)

)

)

)

)

) Install new software first.

)

)

0) Set Onboard Key Manager recovery secrets.
1

) Configure node for external key management.

Selection (1-11)2 10

b. %EHY* (10) Set Onboard Key Managerig=*
C. BA y HIR TR

This option must be used only in disaster recovery procedures. Are you sure?
(y or n): vy

d FHERFT - BASREERRIENES -
o WIMBTBEMABHER o

(D)  cwmRmShmEREREAEREE T EOHRLETAR KR —E o
L RAEFBEESHIINIERE  EITRIE (1) EXEIR

(D TR EEEEFEFRIBEITEER - NRFWEHR  FEEPHNTFIR - T 32 HEIRMLE
w R o

EstSnode3 it

T AR R 1B EIRIR R R IE N R E MRS LB
FURETEFHAR 18 A SRRV Bt ERRA AN A RR E 1 T8N o

RIRER T
2R "2 L E 1" AJ#E#ES]_SURE_ Hardware Universe MWEEVARAFENRL LimOER o SRS FERAZAETH
BEVE -

BEEIRBECERISEAFARE  (RMAREME - EMERFKEONTAP ~ &7 BEEAMME - SE GE=
FIEPLE IR R R R i o

FO|E:

BIRIE o YIE—2K ~ BiRA3
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YNRENEN LB RERBRERNERENAS LHNBERERR  F2RRESE (SR8 LERAER] 8
SR RERELR

LRI Z R « GO ARENMES BIERRE - KU ASHFHISMAME - AREEENICEF

=<

FUBET  EERSMAMPRE « (FEREE -

1.

10

ERsEnode3 @B EMAME :
lcluster show -node3 -Fields health

BB ELEZEEN °

. BBiBnode32E Enode2 Bt El—E=%E - METRELER :

EERT
[[VERIFY node3 STEP _5]] Yzt pEitefRig=,
CEPSRTE)

BRI BIRFRRGAR « RSB CRNEERRE « BikREEEER 1S IEZATRIAARRARR) « ITRERM
ERBRMBEERNERTE

System Controller replace show] (B4 HI28 B HARET)

'System Controller replace show-details] (Z#EEEHISFENRBEREAAE R
TR IEHI2S EHAESR

TR 28 B RIE
EHSERREELETAA ~ LER TR -



Cluster::*> system controller replace show
Node Status Error-Action

Nodel (now node3) Paused-for-intervention Follow the instructions
given in

Step Details
Node?2 None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

(D TEUMERRRFS ~ _EIRILVLAN ~ ifgrps 1 EREAE_—EEEHanhA_TTEiR3_HERMEIRE

L
BE o
X

7. FEERISS BRI E SRR  SBEERITAXAR T 6] « LUSIRENRS LAOMERRARAS -

ZIRENRE3 LRV ER4HRE

wnodeBEE"@*}zﬂk & AT EAnode 23BN 2 & sanode1BYVLAN ~ 7T EEH AN ERE @R S Fm{Enode3
£ o IESh « SERESSFRA B R SMR R IR AT Bk FET' IERERYE BRI -

RAnE

mER

IETE
ETKREMBIVLAN ~ NEEHEREREEHFESN 520 2250 BEE_FREE -

1. BIHARERE 1 (F8% node3 ) LHIFMABRSERE :

[ 4% 3E %8 show -node3 ]

LER & BRI BN LR A BRI ERHE « VLANERHEN /T EEFAEEIR - (tE bt « WAIlE
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2.

3.

12

ZIONTAP {ZfAIERSERIE - ?i*b‘LEiEE%&EJVEE@?: M| [EHEAEE o fEe] UREF I E BRI BN R

EMPLEEEIR MR A T ERH AN S EEE « VLANERE

P HERE FRYERRA

MEER i IRIR B IR B

S ERRL 3 LR AEIRRRERERIRE
MRS I IR E AR AE D BRI

TR G BRI T EAIFTIRBIEL

ER -

IR ER I BRSEIRIE ~ DUEHILIF -

ClusterA::*> network port reachability show

Node Port Expected Reachability Reachability

Status

nodel node3

eOM Default
elOa Default:
elOb =
elOc Default:
el0d =
ela Cluster:
elb =
e’la Cluster:
e7b =
node2 node4
eOM Default
eda Default:
edb =
edc Default:
edd =
e3a Cluster:
e3b Cluster:

18 entries were displayed.

T L&A « Bi%41_node3 BT EIRIEHIS 2 B A Btk o

RIEE -

:Mgmt

Default

Default

Cluster

Cluster

:Mgmt

Default

Default

Cluster
Cluster

ok
ok
no-reachability
ok
no-reachability
ok
no-reachability
ok
no-reachability

ok
ok
no-reachability
ok
no-reachability
ok
ok

FEE IR AR F RNV E RS « Eiba

- [[auto_Verify (BEhEEEE) _3_stepd|fE1EEIRL3 LB EERHEN A &R « HEGRERZE (0K (HBE

) 1 o SAEEAEESEE FHIT RIS S « REEEAVIANERES F#iT—R—@ :

network port reachability repair -node <node name> -port <port name>

CEZE BRI THEAIFIRRIEL



Cluster ::> reachability repair -node nodel node3 -port eda

Warning: Repairing port "nodel node3: e4a" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

SNRIFRR ~ BREGIRAE R SER B B AR RIS 2 B AR RS RV RIR ~ TREIG IR —RIEEAE o &
RIEZIBRVERAES ~ WRFEMEZF Ty) 30 Tny o

REEFTABRREREN I ERMEE TSR

MR IR AR AE DR

HUTRIERMEERRONTAP ~ SIS ERIBRTT EMBEREERT - B2 « MREEFENERBRERE
71~ MERBIREAIRARIEEFESE « ONTAP RIECA ARG LE IR AR I A EREEE -

o MRN EEHEAREMBZERI S BREIHBEERT « SAER TIZEMLENR

a. TR HERAE N S BRI REZE N EE AR EERENERERIE - TOUERTIIGS
PITUEESE ©

network port broadcast-domain remove-ports -broadcast-domain <broadcast-
domain name> -ports <node name:port name>

b. & BEIHEME E M EAHAE

network port ifgrp add-port -node <node name> -ifgrp <ifgrp> -port
<port name>

C. NEEAGEMEF —ENEBRBN—DER BBME EERA
d. BT EAEEME EEERERESE

network port reachability show -node <node name> -port <ifgrp>
MRNEEFENEGRERZ TER  FREEMEERNERE

network port broadcast-domain add-ports -broadcast-domain
<broadcast domain name> -ports <node:port>

6. FHE TP B EENEIREIZIBIEIR Cluster BB :
a. MEWLEIZIBNEGE 8 EEAEE

MEREER T R MR- EREERREESE | 85
b. yNR MEE ERMAENEGRERR ER) - FEETAREFRERE

network port reachability repair -node <node name> -port <port name>
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7 ERATYHEP—RGS  RERNERERBR EIEHAVERAL
network port reachability repair -node <node name> -port <port name>
MRS 1R B R A A PR E R
MRS I 418 B R A I P AR

Eﬁaﬁl’iﬁﬂ/ﬂ_ﬁ&#ﬁﬁﬁﬂ’] BIZIE o FRA TGS REFE SREBIBIEGREE « TiIETE IR
A TOK) (E®) -

MRS EIRE R A DR -5F A E L
8. A TS REREMTEEREUTAIVLAN !
a. 7| HEBBEAIVLAN :
AT TR SR ERERR EHAVLAN
FERERIN T ¢

Cluster::*> displaced-vlans show
(cluster controller-replacement network displaced-vlans show)

Original
Node Base Port VLANS
Nodel ala 822, 823
eda 822, 823

2 entries were displayed.

b. BRI ATERERHETS HAIVLAN !
e 128 E AR BHVLANER |
T ERERNESEE la0a) BHAVLANEZEREIERETEEFHEAIEEE)

Cluster::*> displaced-vlans restore -node nodel node3 -port ala
-destination-port ala

LR EiRERIE Te9a) FRIERBEVLANERZe9drIEE A :

Cluster::*> displaced-vlans restore -node nodel node3 -port e%a
-destination-port e9d

EVLANZZRRLINE « STEEER BAUMIERHE FEZTBHAIVLAN o IR B MERRE /T EEHAERIAL
8« S EMEREER « BIVLANZER SR °
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LEHHN—DE - BIBRRMVLANBAE ENEBE -

a. QD%VLANLﬁéiﬁT?‘_ M EHISECARERBIVIR FBVLAN show) A ~ BETEEMESEEZIE L
RIE ~ AREERIIIIVLANERZIE o

9. TERFRAERIBEER « ARFRMERZE AR EEEE
network port broadcast-domain delete -broadcast-domain <broadcast domain name>
10. [[step10]BR R =R A B4R :
M4 B 1R B AR AE T R
EFfEERIBYCERREWHIEE FEAEREEER « Tnetwork port reli® 14show) L BHHHFIEE
BRERE « EGRERRES Tok) ~ VR BBIREGIERE « RERRETRS IRaRkEE) - R
g@g%ﬁﬁi&%ﬁm@u%E@Hﬂc%  ERHUTERRESEIE  MAKERFRVIET « (BRI e pRERE
. HSIFRAERRYEE A EREE
MR IR R
12. R EREEE R A E R E R E ERNEAEHET (MTU)
M4 B IR R R AR BT B

13. |RLIFEEIZE « I8¢ ZEEMVserverfILIFEEZE (WRE) ~ BFAIT TR .
a. F|HERER L E -

B il
b. BRLIFEENBEAEEIFIE ¢

cluster controller-replacement network displaced-interface restore-home-node
-node <node name> -vserver <vserver name> -lif-name <LIF name>

14. BB A LR ESHATERE - ARGUEEAS !
MERE T E B MR L ERE ~ IRREEIE

BEIRENF3 LR TR EIEZTVERS

AR IEEFNetApp Volume Encryption (NVE) FINetApp Aggregate Encryption (NAE)
RINZBARZ K LSRR « RIIIZ4ERRAERY ZHENE o MIREAEDS SREIEE
o~ BERARLGENE 1 E SRR 2E M E N EZ AR ~ Al F R EWE « A
AIREVENNE T « BIARNENEEENESE LR

R EBIET(F
AT TP ER « iSINEABRER D EHEIRS |
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1. EERRE3MIT TGS ¢

rZ2&REERARNERS
2. TEHEERESRZA « SASHEDE3 LANSVM-KEKEBERRA Mtruel
::> security key-manager key query -node node3 -fields restored -key
-type SVM-KEK
&4

::> security key-manager key query -node node3 -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

node3 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

B ENE1E A RV IEIEAggregateFINASE MHifsTEEN 42T Z B EA3

TEEREENER3 RO AHRE 2 8 ~ 1E Hé_’rAggregateﬁf—lﬁ'ﬁQEZE%ELL:ZE'E"I?!SBZHU ~ IRAEES
HENEE 1 HINASE RHifs BRIINEIE2 L « EE BB ENMNEHIELS o BN E
ERsBENEL3 BB EFTESAN lifs o

RANEETIE

T‘ﬂﬁﬁaﬂ%}_qﬂ RIGLIFZRIESAN LUNBYRE o TEFHARERRS ~ BBEESAN LlFiiwa%EJZHEFfL%#,RIT\H
E o [RIEFERSAN LIFREEFERE « TRIRZEEISAN LIF o #Fnode3BiigE » [SHEEELE MR
WA EERNRO L ©

1. iSCSI & miE B FAEGRNEESSINIERNETEZER c FC 1 NVMe / FC SAN £ & Z A g BE#H) - 117+
Rz~ IS EER AR EERE

2 node3 LAY SAN & mpff :

a. BRI MK RIFREGITERIERIBAY iISCSI SAN £ !

network interface modify -vserver <vserver> -1if <iscsi san 1if>

admin down

16



network interface modify -vserver <vserver> -1lif <iscsi san 1lif> port
<new_port> node <node>

network interface modify -vserver <vserver> -1if <iscsi san 1if>

b. {EPRHIZHI 23 EMI1E(E FC 1 NVMe / FC SAN 4E#pfE ~ Y A3riZslss HAY FCP EIBIB[OsR [
1RVEARRE ©

network interface modify -vserver <vserver> -1if <fc san 1lif> admin
down

network interface modify -vserver <vserver> -1lif <fc san 1if> port
<new_port> node <node>

network interface modify -vserver <vserver> -1if <fc san 1if>

2. RIEERMEMIEE

system controller replace resume

REEPITIHIIME:

© mREMRIRE
° RIRIDIRE
° BRRRRAIRE
© BIRFaRE
© MRERIENIEE
I FEETERERREREIRENEEPEREE

3. IEEMEMUIEE :

system controller replace resume

ARG HITIIIRE -

© RERENIEE
° BELIFREIRE
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HITELRE 2% - RS H 1R NIERAggregate MINASE EHifs EHTE L EFAVIEEHIZSENRLS © BIR
EfcETME « ERSRERFETEE -

4. BEECREMIENNASERILIFREIEEAIRE

system controller replace show-details

MREFIREHRREFEE  FRELEERER WRE) - AREL HEAL LUEEIRE-
o MAXE > METNEREBAM LIF » AFBNERIELRIEBENESE node3 B node1 LIF ©

TRAEFIRRFE(URY LIF
a. B BRI LIF

cluster controller-replacement network displaced-interface show

b. YIRAEfAIEERERARISER « BT EEIRIERCIERES

cluster controller-replacement network displaced-interface
restore-home-node -node <node3 nodename> -vserver <vserver name>

-lif-name <1if name>

FEBRAENL LIF X
a. RRFEBEEBZEIMBSHILIFETR :

network interface migrate -vserver <vserver name> -1if <lif name>
—destination-node <node3 nodename> -destination-port
<port on node3>

b. {24 B8 LIF RIZRREREFISRIFEIRE

network interface modify -vserver <vserver name> -1if
<data 1lif name> -home-node <node3 nodename> -home-port
<home port>

6. MEFE - URTARNITHUENPOSTIRE !

system controller replace resume
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RMENIT FHIPOSTIRE !

° BMEMHIBE

© REREKRRE
- EEIRERRTE

° AggregatefREEIRES
° BERRIRREIRTES

o BELIFREERE

° Volumet& &
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