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WARNING: The battery is unfit to retain data during a power outage. This

is likely because the battery is discharged but could be due to other
temporary conditions.

When the battery is ready, the boot process will complete and services
will be engaged.

To override this delay, press 'c' followed by 'Enter'
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ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addr RREFRFMIPALE (KME) o

netmask BHEFRANERIES (WEH) o

gateway Ef#FRMIFE (KIE) o

dns_addr ##8E% L LiEMERSEVIPAINE GERA) o
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ifconfigl MAENISEFAAERL o

7EEREA3 E# i Tnetboot :

“netboot http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz’
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This procedure is not supported for Non-Disruptive Upgrade on an HA pair
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http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz’
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{ha-config show)

T EHIEET Tha-config show) #<HIEIE :

Chassis HA configuration: ha
Controller HA configuration: ha
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storage port show
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*> storage port show

Port Type Mode Speed (Gb/s) State Status VLAN ID
ella ENET storage 100 Gb/s enabled online 30
ellb ENET storage 100 Gb/s enabled online 30
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storage port modify -p <port> -m storage

PREEREHFEN O NERERIBEUARE SHFRE « 7 SEFEHIR AR -
16. fAERMEERT -

(fFLED



ERBIRIBIRRF LT TCtrl-C1 RAPEIB R o
17. ZEE2 E « BERABE ~ KEANEE
'‘HER
18. 7 node3 Lt > 75| EIRIFIRTA MEAUTH<HMER !
Mn{eT B A
19. MMBEKE ~ 557F node3 LREHH !
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set time <hh:mm:ss>
22. EBAMEIATEINF ~ 7E node3 ERESIEBHRA D -
setenv partner-sysid <node2 sysid>
#*node3 + partner-sysid #AZBEEnode2f o
a. fEFRE !
Faveenv
23. [[[auto_install3_step21]E8:E partner-sysid ¥HAEIEES !
{prontenvE E&EHsysid)
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a. %7 bootarg.storageencryption.support £ true 3 false :

R FHHHRE IETEER ... RiE...

& FIPS 140-2 56 2 #kBFMNE setenv bootarg.storageencryption.support true
ERHY NSE WEREE

NetAppIEFIPS SED setenv bootarg.storageencryption.support false
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R EESHLEEA

LOADER-A> boot ontap menu
<output truncated>

All rights reserved.

R R I e A b b I b S S b 2 I e db b b S b b I S S S 2 S i I
* *
* Press Ctrl-C for Boot Menu. *
* *

KAKRKkANRA AR Ak AN A I AR I A XA XAk A XAk Xk %

<output truncated>

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)2? 22/7

22/7) Print this secret List

25/6) Force boot with multiple filesystem disks missing.

25/7) Boot w/ disk labels forced to clean.

29/7) Bypass media errors.

44/4a) Zero disks i1f needed and create new flexible root volume.
44/7) Assign all disks, Initialize all disks as SPARE, write DDR
labels

(
(
(
(
(
(

<output truncated>

(wipeconfiqg) Clean all configuration on boot
device

(boot _after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition

(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and



initialize node with partitioned disks.

(9¢) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.
The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.
Normal Boot is prohibited.

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup

to disks. Are you sure you want to continue?: yes
<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs



27.

28.
29.

30.
31.

32.

Terminated
<node reboots>
System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade

Successfully restored env file from boot media...

Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!

Override system ID? {y|n} y

Login:

@ LA ImHEAF - ONTAP MR AREREMHIEDE] (ADP) MR « BIERREH

AGTEBHERELTE
MR RREAEHFRG ORI EETE « RRHAREFT "no disks found 15k E B8 o 5520 "se 2R L
FRRIE R RE o
EEEFRMEBRIET ctr1-c ~ BIRJ{EIR RS EEF2E LOADER> ©

EHARLRETT « EAMERT
Boot ONTAP maint

FESDRARRIEARRE /] ~ FEHISRALSRF AR « HAABRE « LUREMIERS SRR B K o
AERAEEIRT ©

(f=Lb)
EHARR T TR
Boot_ ONTAPIhHEE
IRTE ~ TERAIEES « ERRN T DU RISEATIEIRAA E R TERE « X PIARTEHARAME o
BICEIA MR EEAREEEMNZR « ONTAP S AHALERHER E - BRIRHEENSHE o

()  mBEERRERRESR NetApp MG -

a. IR[O457RBYFIEINRE

LOADER> boot ontap menu
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Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Install new software first.

Configure Advanced Drive Partitioning.

)
)
)
)
)
)
) Reboot node.
)
0) Set Onboard Key Manager recovery secrets.
1

) Configure node for external key management.

Selection (1-11)2? 10

b. #EHY* (10) Set Onboard Key Manager{Et&=*
c. BA y HIRTIHRT

This option must be used only in disaster recovery procedures. Are you sure?
(y or n): y

d FHRRFT - BASREERRIERETS -
o WIRTBMARHER o

()  cuARIERERIEENERER RS ARFN—E -
. AABHBHSESHERINERE  BWTEE (1) EXBE

@ CAIRE SRS ERSEBEEEER c MNRBEER « FEETNFIE - T8 32 HEIRHILE
=R o

EEzEnode3 %t

T RERR RN 1B IR EIRE S EEE%TEE%E@EBLE’JEE% EIFIB o PIE—2K ~ BNEL3
FURETE AR 1R R SRRV Bt ERRA N A ER E 1728 o

RIERT(E

BESR 225K 0818 SURE_ Hardware Universe MUEEVE RAFTENES FIROME R » S S ERAREHH
1§El]§nﬂ °

BISERRICERIAEAFAAE - [RENRAVREIME - EMEFHEEONTAP ~ &7 BEEAMPE « SE FER
FIENPLE S IRIR R R H R an i o

YNRENEN LB IRERBRERNRENR LNERERR « F2RREEH (SRS LAERAR) 48
SR AR EAR
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R FIHEIR3Z & « G REEARE S B IERRE

=<

FULBIED ~ EERSMAMPEE « (FEERERF o

TER
1. BR:8node3@ B EMAME :

Fcluster show -node3 -Fields health.
REBREEHNELRZEER
2. Bps¥node3BE Enode2 Bt F—E%EE « MAE
TR

3. [[VERIFY_node3_STEP _5]] Vi E#EERER !

(EPERTE)

Bk

P2

=

.

’:l:
=1fFE

ARGSINAfRE, ~ AREESHECEF

4. *“@}“%U%%E@ﬂfﬁﬂﬁﬁkﬁﬁ ~ MR DERREERR « BiRRRRER1Z1EZ RIAUAAEAER] ~ AT ZRESHT

System Controller replace show] (Z#HEEHIZSEIREET)

'System Controller replace show-details] (RAIEHIZZENREEREMAER

o. MHIEHERISIEHIEE
TR IEH B E IR
6. ZHBREIREELETNA « XETR TS ¢
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Cluster::*> system controller replace show
Node Status Error-Action

Nodel (now node3) Paused-for-intervention Follow the instructions
given in

Step Details
Node?2 None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

(D TEUMERRRFS ~ _EIRILVLAN ~ ifgrps 1 EREAE_—EEEHanhA_TTEiR3_HERMEIRE

L
BE o
X

7. FEERISS BRI E SRR  SBEERITAXAR T 6] « LUSIRENRS LAOMERRARAS -

ZIRENRE3 LRV ER4HRE

wnodeBEE"@*}zﬂk & AT EAnode 23BN 2 & sanode1BYVLAN ~ 7T EEH AN ERE @R S Fm{Enode3
£ o IESh « SERESSFRA B R SMR R IR AT Bk FET' IERERYE BRI -

RAnE

mER

IETE
ETKREMBIVLAN ~ NEEHEREREEHFESN 520 2250 BEE_FREE -

1. BIHARERE 1 (F8% node3 ) LHIFMABRSERE :

[ 4% 3E %8 show -node3 ]

LER & BRI BN LR A BRI ERHE « VLANERHEN /T EEFAEEIR - (tE bt « WAIlE
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ZIONTAP {ZfAIERSERIE - ?i*b‘LEiEE%&EJVEE@?: M| [EHEAEE o fEe] UREF I E BRI BN R

EMPLEEEIR MR A T ERH AN S EEE « VLANERE

2. FIHEE EREEESE
MEER i IRIR B IR B
3. BIHENRE 3 _EPRAEIRIREIRERIRE
MRS I IR E AR AE D BRI
TR G BRI T EAIFTIRBIEL

ER -

IR ER I BRSEIRIE ~ DUEHILIF -

ClusterA::*> network port reachability show

Node Port Expected Reachability Reachability

Status

nodel node3

eOM Default
elOa Default:
elOb =
elOc Default:
el0d =
ela Cluster:
elb =
e’la Cluster:
e7b =
node2 node4
eOM Default
eda Default:
edb =
edc Default:
edd =
e3a Cluster:
e3b Cluster:

18 entries were displayed.

T L&A « Bi%41_node3 BT EIRIEHIS 2 B A Btk o

RIEE -

:Mgmt

Default

Default

Cluster

Cluster

:Mgmt

Default

Default

Cluster
Cluster

ok
ok
no-reachability
ok
no-reachability
ok
no-reachability
ok
no-reachability

ok
ok
no-reachability
ok
no-reachability
ok
ok

FEE IR AR F RNV E RS « Eiba

4. [[auto_Verify (EEhER:E) 3_stepAE1EEIRLS LB EERHRAVEI AR - HIEGIKERE TOK (FE
) 1 o SAEEAEESEE FHIT RIS S « REEEAVIANERES F#iT—R—@ :

network port reachability repair -node <node name> -port <port name>

CEZE BRI THEAIFIRRIEL
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Cluster ::> reachability repair -node nodel node3 -port eda

Warning: Repairing port "nodel node3: e4a" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

SNRIFRR ~ BREGIRAE R SER B B AR RIS 2 B AR RS RV RIR ~ TREIG IR —RIEEAE o &
RIEZIBRVERAES ~ WRFEMEZF Ty) 30 Tny o

REEFTABRREREN I ERMEE TSR

MR IR AR AE DR

HUTRIERMEERRONTAP ~ SIS ERIBRTT EMBEREERT - B2 « MREEFENERBRERE
71~ MERBIREAIRARIEEFESE « ONTAP RIECA ARG LE IR AR I A EREEE -

o MRN EEHEAREMBZERI S BREIHBEERT « SAER TIZEMLENR

a. TR HERAE N S BRI REZE N EE AR EERENERERIE - TOUERTIIGS
PITUEESE ©

network port broadcast-domain remove-ports -broadcast-domain <broadcast-
domain name> -ports <node name:port name>

b. & BEIHEME E M EAHAE

network port ifgrp add-port -node <node name> -ifgrp <ifgrp> -port
<port name>

C. NEEAGEMEF —ENEBRBN—DER BBME EERA
d. BT EAEEME EEERERESE

network port reachability show -node <node name> -port <ifgrp>
MRNEEFENEGRERZ TER  FREEMEERNERE

network port broadcast-domain add-ports -broadcast-domain
<broadcast domain name> -ports <node:port>

6. FHE TP B EENEIREIZIBIEIR Cluster BB :
a. MEWLEIZIBNEGE 8 EEAEE

MEREER T R MR- EREERREESE | 85
b. yNR MEE ERMAENEGRERR ER) - FEETAREFRERE

network port reachability repair -node <node name> -port <port name>
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7 ERATYHEP—RGS  RERNERERBR EIEHAVERAL
network port reachability repair -node <node name> -port <port name>
MRS 1R B R A A PR E R
MRS I 418 B R A I P AR

Eﬁaﬁl’iﬁﬂ/ﬂ_ﬁ&#ﬁﬁﬁﬂ’] BIZIE o FRA TGS REFE SREBIBIEGREE « TiIETE IR
A TOK) (E®) -

MRS EIRE R A DR -5F A E L
8. A TS REREMTEEREUTAIVLAN !
a. 7| HEBBEAIVLAN :
AT TR SR ERERR EHAVLAN
FERERIN T ¢

Cluster::*> displaced-vlans show
(cluster controller-replacement network displaced-vlans show)

Original
Node Base Port VLANS
Nodel ala 822, 823
eda 822, 823

2 entries were displayed.

b. BRI ATERERHETS HAIVLAN !
e 128 E AR BHVLANER |
T ERERNESEE la0a) BHAVLANEZEREIERETEEFHEAIEEE)

Cluster::*> displaced-vlans restore -node nodel node3 -port ala
-destination-port ala

LR EiRERIE Te9a) FRIERBEVLANERZe9drIEE A :

Cluster::*> displaced-vlans restore -node nodel node3 -port e%a
-destination-port e9d

EVLANZZRRLINE « STEEER BAUMIERHE FEZTBHAIVLAN o IR B MERRE /T EEHAERIAL
8« S EMEREER « BIVLANZER SR °

15



LEHHN—DE - BIBRRMVLANBAE ENEBE -

a. QD%VLANLﬁéiﬁT?‘_ M EHISECARERBIVIR FBVLAN show) A ~ BETEEMESEEZIE L
RIE ~ AREERIIIIVLANERZIE o

9. TERFRAERIBEER « ARFRMERZE AR EEEE
network port broadcast-domain delete -broadcast-domain <broadcast domain name>
10. [[step10]BR R =R A B4R :
M4 B 1R B AR AE T R
EFfEERIBYCERREWHIEE FEAEREEER « Tnetwork port reli® 14show) L BHHHFIEE
BRERE « EGRERRES Tok) ~ VR BBIREGIERE « RERRETRS IRaRkEE) - R
g@g%ﬁﬁi&%ﬁm@u%E@Hﬂc%  ERHUTERRESEIE  MAKERFRVIET « (BRI e pRERE
. HSIFRAERRYEE A EREE
MR IR R
12. R EREEE R A E R E R E ERNEAEHET (MTU)
M4 B IR R R AR BT B

13. |RLIFEEIZE « I8¢ ZEEMVserverfILIFEEZE (WRE) ~ BFAIT TR .
a. F|HERER L E -

B il
b. BRLIFEENBEAEEIFIE ¢

cluster controller-replacement network displaced-interface restore-home-node
-node <node name> -vserver <vserver name> -lif-name <LIF name>

14. BB A LR ESHATERE - ARGUEEAS !
MERE T E B MR L ERE ~ IRREEIE

BEIRENF3 LR TR EIEZTVERS

AR IEEFNetApp Volume Encryption (NVE) FINetApp Aggregate Encryption (NAE)
RIMZBARZ K LSRR  RINIZAERRAERL ZHENE o MIREAET SREIEE
o~ BERARLGENE 1 E SRR 2E M E N EZ AR ~ A F R EWE - A
AIRBEVENNE T « BIARNENEEENESE LR

R BIET(F
AT TP ER « iSINEABRER D EHEIRS
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1. EERRE3MIT TGS ¢

rZ2&REERARNERS
2. TEHEERESRZA « SASHEDE3 LANSVM-KEKEBERRA Mtruel
::> security key-manager key query -node node3 -fields restored -key
-type SVM-KEK
&4

::> security key-manager key query -node node3 -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

node3 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

B ENE1E A RV IEIEAggregateFINASE MHifsTEEN 42T Z B EA3

TEERERENEE3 EAVABIRARAE 2 18 ~ TEHEAggregate R ENEL2 BT E M E ENZL3 Z AT « WA EES
BB EEE1HINASERHifs BRI EIE2 L « EEERENE2EMEMNEEES o [KIENA
ERBENEL3 L RS FEIESAN lifs o

RANEETIE

?" FAGETER ~ IZHLIFEEIESAN LUNRYRE o TEFARERR « FBEESAN LIF%F%E&HEF&%#RIT\' )
E o [RIFFERSAN LIFREERMEIZIE « TRIFEZENSAN LIF © iénode3Hitki& - CnEaE a2
WA EERIRA L ©

1. iSCSI & miE B FAEGRNEESSINIERNETEZER c FC 1 NVMe / FC SAN £ & Z A g BE#H) - 117+
Rz~ IS EER AR EERE

2 node3 LAY SAN & mpff :

a. BRI M) RIFREGITERIERIBAY iISCSI SAN £ !

network interface modify -vserver <vserver> -1lif <iscsi san 1if> admin down

network interface modify -vserver <vserver> -1if <iscsi san 1lif> port
<new port> node <node>
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network interface modify -vserver <vserver> -1if <iscsi san 1if>

b. {EEERIEEH2S EHERIES FC 1 NVMe / FC SAN A mpBe W AEiEHI2s £/ FCP EiFIBOIER S
1RVEAREE ©

network interface modify -vserver <vserver> -1lif <fc san 1lif> admin down

network interface modify -vserver <vserver> -1if <fc san 1if> port
<new port> node <node>

network interface modify -vserver <vserver> -1lif <fc san 1if>
B ERE M

MRS 3 B HRIRIE

RREGHPIT TR

© mREMRIERE
° RIRIDIRE
°© BREGRRAIEE
© BRTERE
° WERREMRIENIEE
P PR ERENIRERNEERRERF -

- B ERELIFE

TR TR B EHRIRE
RETNITTINRE
© RERENEE

° BELIFRESIRE

HITELRE 2% - RS HEE1EENIERAggregate INASE EHifs EHTE AL EFAVEEHIZSEIRES © BIR
SHECETME « ERISERFETEE -

. EEAREENACENNASERILIFIEENEZAVIREE :

System Controller replace show-details] (R4 HIZBSEAEETFAAE R
MREZEFIDERIEFEF - FREWELERER WRA) - AREDL AL DUEERE-
MALE  FERILEZEREMEBZHEAIES o JIMEMNER LA EmEdn -

M SR 283 B RR B/ Eshow,

WMRBEMEBERKSIR « s EEREROERS -

M R EMERER  ERR TR



6. MEFE - UMRTARAITHUENPOSTIRE !

TR 2SR IRTE
R FHITIIIPOSTIHE :

© HBEMEEE

° BERDATIBE
c ECRERGE

° AggregatefiRBEIRE
° HERRIRRERRES

° BRELIFRERE

° Volumet &
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