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WARNING: The battery is unfit to retain data during a power outage. This

is likely
because the battery is discharged but could be due to other

temporary
conditions.
When the battery is ready, the boot process will complete
and services will be engaged. To override this delay, press 'c'

followed
by 'Enter'
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“netboot http://<web_server_ip/path_to_web-accessible_directory>/<ontap_version>_image.tgz’
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This procedure is not supported for Non-Disruptive Upgrade on an HA pair
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Do you want to restore the backup configuration now? {y|n}

b. BEBRTIHRRE ~ A Ty EMWEHE:

The node must be rebooted to start using the newly installed
software. Do you want to reboot now? {yl|n}
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{ha-config show)
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Chassis HA configuration: ha
Controller HA configuration: ha
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ha-config modifyiZ2sha,

Fha-config modifyt##aha.
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storage port show
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*> storage port show

Port Type Mode Speed (Gb/s) State Status VLAN ID
ella ENET storage 100 Gb/s enabled online 30
ellb ENET storage 100 Gb/s enabled online 30
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storage port modify -p <port> -m storage
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NetAppIEFIPS SED setenv bootarg.storageencryption.support false

b. FIEFHRIEINRER L IEEGEIE (10) Set Onboard Key Manager recovery secrets?®
ARSI EIEFENE N o 332/ "FH Onboard Key Manager EIRHEFNNZE" o
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Boot ONTAPIHAER o

26. [[auto_check_4_step11] 7£ node4 t ~ BI{EBEIMSINAERIER 22/7 ~ FEENEEIEIE
boot_after controller replacement ° fE{EMRFT M Anode2iénode2 R E TS k4Enoded ~ Ul

THIFFT ©


https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html
https://docs.netapp.com/zh-tw/ontap-systems-upgrade/upgrade-arl-auto-app-9151/manage_storage_encryption_using_okm.html

R EESHLEEA

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot

device



(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to

restore the system configuration, or option (4) to initialize all
disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure

you want to continue?: yes
<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:

<nodename of the node being replaced>

Changing sysid of node node2 disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>



varfs backup restore: restore using /mroot/etc/varfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device
varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device
varfs backup restore: successfully restored env file to the boot
device wrote

key file "/tmp/rndc.key"
varfs backup restore: timeout waiting for login
varfs backup restore: Rebooting to locad the new varfs
Terminated
<node reboots>
System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy

Login:

() ~EDBTECREBAS  ONTAP MRAGEREMUHAT (AOP) Wik - MGROH
ABEB LR LTE o
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a. IREIFFRRIFIHINAER

LOADER> boot ontap menu

Please choose one of the following:
1) Normal Boot.

) Boot without /etc/rc.

) Change password.

) Clean configuration and initialize all disks.
) Maintenance mode boot.

) Update flash from backup config.

) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

1) Configure node for external key management.

Selection (1-11)2? 10

b. #EHY* (10) Set Onboard Key Manager/{E&=*
c. A y HIRTIHRR

This option must be used only in disaster recovery procedures. Are you sure?
(y or n): y

d FEHERFTT « HASHERER BRI o
e. IR TREHABREL -
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EFH R R EEE PR H MR ER & TR o

RIRER I

#2022 5K BI3EIEE]_SURE_ Hardware Universe LUBER/SRIRTERES LIS CIA0(S 8 o (THE & (R AEDRS
BIE -

BEEIRBECERISE AR  (AMAREME - EMERFEONTAP ~ &7 BEEAMME - SE GE=
FIEpLE IR R R R i Hf o

YNREIRG2_ EHBERERIR R EIRH R R4 ENERERE  F2RRERMH ERER4 D0VERER) ©A
FFME1EHEERELR

REM R4 Z R - GO RRENMES CIERRE - KU AFHFHIMANE - AREBSHEICEF

=<

FULBIED ~ EERAMAMPEE « (FEERSERF o

TR
1. E&s%node4d S B EMA M :

lcluster show -node4 -Fields health.
FREEENELRZEEN -
2. BzEnode4 B E Binode3BNE—ERE - MEECEEER :
MR
3. A ERERERIET
CGEFERTE)

4. IBBEIEGISR BRI « W CRNEEIRE « BARRESR2FIEZ ATRIREEER « UBITREN
PERIZR AR BB ER T(E -

'System Controller replace show] (Z#HEEHIZSEIREET)

System Controller replace show-details] (R&FEZEHIZFEVEETFAAE R
O. IHAEIEHIBEMEE

TRARIEH 83 E IR
6. ZHBREIREELETNA « LR TS ¢
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Cluster::*> system controller replace show
Node Status Error-Action

Node?2 (now noded4) Paused-for-intervention Follow the instructions
given in

Step Details
Node?2

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be

manually adjusted to match the new physical network configuration of the
hardware.

This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed

commands and instructions, refer to the "Re-creating VLANs, ifgrps, and
broadcast

domains" section of the upgrade controller hardware guide for the ONTAP
version

running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show"

to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement

network displaced-vlans restore" to restore the VLAN on the desired
port.

2 entries were displayed.

@ TEUMERERFS ~ _EIRILVLAN ~ ifgrpsHEREAE_—EEEHanhA_TTeiR4_HERMEIRE

ae
BE o
R

7. TEERIZR BRI E (ARG R

7’

R EHITAN MR T —ET « LUERENES_ERVARRRARRE o

=R ENRL4 RV ER 4B RS

wnode4EEE"1¢*Jsz &I BT Einode3iBsN 2 18 - FAMEDEIRE2AIVLAN ~ 7T EEHAEH A 2 TR RTEnoded
£ o IESh « SERESSFRA BiRG4 MR RR IR AT Bk 7137' IERERYE BRI -

FAREELF
MBRIKREMEIVLAN « NTEBAREREINFAENR - F2H 2280 EEE_FEREE_ -
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pg
1. FUHFHARENRE2 (TEREIRN4) ERFAEREERE @

M@ 8% show -node4
IEFF S RERENEE YRR BASAERSEIZIR « VLANEHEN A EEHRERER - REEEHEP - CaUE
ZIONTAP R EESEIHE « SSLbiEE iEELi_'F@J*/F%m%%)\ Mg BRI o (XPTLAfE A #2177 Bh
TRIEMPLEE ISR FEM AN ERHARN SEEE « VLANE SIS a8 1 B IS E IR A aE Hlifs o
2. 5| HEE FRIEREAE
MERE B IR B AEIEER B
3. B ERRE4 L PR R MR R R AR
MBRE B IR AR AE S RE )
7 2 R AR T HEE A -
ClusterA::*> network port reachability show

Node Port Expected Reachability Reachability
Status

nodel node3

eOM Default:Mgmt ok
elOa Default:Default ok
el0b = no-reachability
elOc Default:Default ok
el0d = no-reachability
ela Cluster:Cluster ok
elb = no-reachability
ela Cluster:Cluster ok
e7b = no-reachability
node2 node4
e(OM Default:Mgmt ok
elOa Default:Default ok
elO0b = no-reachability
elOc Default:Default ok
el0d = no-reachability
ela Cluster:Cluster ok
elb = no-reachability
ela Cluster:Cluster ok
e7b = no-reachability

18 entries were displayed.

£ LasEf P ~ §iF2_noded RTEBBIEFIZR 2 R FM - CHBERZREAER « BIEESHEEEN



4.

5.

14

fR o

1SR RIRG4 E BERIRIRRYEIRAARS « HIBRAARSIIIF TOK) o AAEAABEIRERR LRITTm< « 24

BRAEMEFIVLANEZIE EHIT—R—@ :

network port reachability repair -node <node name> -port <port name>

BHABWM TR -

Cluster ::> reachability repair -node node2 noded4 -port elOa

Warning: Repairing port "nodeZ noded4: el0a" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

YNRIFA ~ W EGIRRE A AE RN A0S B AIFATE BB a2 AR ARV 1R ~ TRHRE HIR—RIE SR -
WAREIRIRRERAES) ~ WARBERE Ty & Tny o
REEFTA BRRERENERMRT N ETER

T RRE IR E R AE IR

HITRERIMEEERIONTAP ~ EElRERIEMIT ERAEREET - (B2 « MREEFEERIRIVERE
71~ MERBHMEMIRA WEBLEE - ONTAP B A F RS L EIFIR R F R B B4R o

RN EEFEERR BT S B IREIRRRERT « BEA TITRIMLUER -

a. SRt HERA AN S BT RREZE N EAER S BIHEN B EIRE - LAUERTISS
RAITULESE ©

network port broadcast-domain remove-ports -broadcast-domain
<broadcast domain name> -ports <node name:port name>

b. R B EIFIBIIE =N EAE

network port ifgrp add-port -node <node name> -ifgrp <ifgrp> -port
<port name>

. NMEBESENME S —EREBIBEN— DR BBIE EERA
d. MM ERAE BRI EE E R ERREE

network port reachability show -node <node name> -port <ifgrp>
MR EFHENEGRERE NEE) -~ ARHEERGESNERRSE

network port broadcast-domain add-ports -broadcast-domain
<broadcast domain name> -ports <node:port>



6. REBENEREREIERG T#5%E (Cluster) "EREAEE :
a. MEMLEZEERE [£5 (BF) "EREE

MR E R T AR MR- E R EEREEEE | 85
b. MR TEE) BEBREHNEGRERE NER  AEEEFCIEGIVERE
network port reachability repair -node <node name> -port <port name>
7. fERATYHEP—EGS B EGNERERER T IEHAEREASE :
network port reachability repair -node <node name> -port <port name>
M4 RRIE 1518 B R A RS PRI IE
M4 R 1R R AT P SR

EEEZ’&’%M%L*?"JZ?H‘EHHE’J IR o AT L IREFA BRRERIBIVEGARS - WARE R H LRSI

&% ToK1 (IE®)
MBS B IR AR A RS F AR R
8. M55 BB R AT AL B EVLAIVLAN :
a. 7| HERBBEAIVLAN :
Fam TRETHI R EREREIRVLAN]
FERER AN T

Cluster::*> displaced-vlans show
(cluster controller-replacement network displaced-vlans show)

Original
Node Base Port VLANS
Nodel ala 822, 823
elOa 822, 823

b. BRI EREIZIER EAIVLAN ¢
[ R S E AR B HAVLANIZ R |
U TE2EERTEEBa0afB HAIVLANE R EIFEE T mEH4EAV SR -

Cluster::*> displaced-vlans restore -node node2 noded4 -port ala
-destination-port ala

LT R ESRIE T E10A ) ERYEXAX VLAN JE/R%S [ e10b 1 AYEEH :
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10.

1.

12.

13.

14.

\%

Cluster::*> displaced-vlans restore -node node2 node4 -port elOa
-destination-port e1l0b

SVLANERBLIIR « BIEHEER B BYISRE DR HBIVLAN © (IR B BMIEER RN E A ERA
8« S EMEREER - BIVLANZER SR °

FFN—0E - AFERIVLANIA B E R ERREE -

a. !zu%VLANu IBARE MEEEHIRIAMERKRAVIR FAVLAN show) it « EEEEMBEEEEISE
EREEETHAVLANEIZE o

eI IR E1ER « AR MERZE AR EEARE

network port broadcast-domain delete -broadcast-domain <broadcast domain name>
BReS IR T g

MR B IR B AR AE IR

EFfEERIBYCIERREWHIE E ERAEREAEIEE « Metwork port refEi8 14show ﬁ%‘@ﬂ%}‘ﬁﬁﬁ@
ERAVERE « BEGRERES Tok) ~ HIVRABRREGNERE  KEEERS TRA2EE) - MR
g nggfjﬁiﬁiﬁ EEMIEUIMNOARES « FIREBHAIE R TEARAE NEE « WS R IR E BRI PR ERE
FERFRAERIRSE EAERERESE -

MR IR R

HERERESPNEERREEREERNRAERHET (MTU)

MR I RIR B IR B

RIFLIFEERE « 5 EREEFENVserverfILIFEERFE (WRB)

a. BB ERIESBHAIES !
TR Y THEL

b. IBRLIFEEFE
displaced-interface restore-home-node -node <node name> -vserver
<vserver name> -lif-name <LIF name>

SesBFi A LR ERAA T ERE - BRSUEEL R !

M@ AR RO EESER « REEE

[RENER4 ERY SR EIEIETVAER

INRIE{FEANetApp Volume Encryption (NVE) FINetApp Aggregate Encryption (NAE)
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RINZ TR Z 4 LRV & « BUINZAERS AR EFHER - IREAFT LIREEREI
E,a:TQFHARLﬂjﬁﬁEIEZ%A1@%@53%%/&{41%@54% FIRE S T « R EIR4
VENNEER - EERINEZERNHERENESIR LR -

BREET
ST FHUSH ~ SRR R -

1. EEREABIT TGS ¢

22 REERANERDY )
2. TEMBEERESRRZAT « 55T ER4 ERSVM-KEKEREERS ruel !

::> security key-manager key query -node noded4d -fields restored -key
-type SVM-KEK

Ll

::> security key-manager key query -node noded4d -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

node4 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

i EiRG2HE A Y FFIRAggregate INASE i ifs e I 74378 E Hi R4

T‘ BnsEENRA4 EAVAERRAHRE 218 ~ TEAFAggregate K ERBEIEME (U E EiRL4 Z A &k%\’ﬁ%‘“
52 BN ENRE2RINASE KHifs B RT{UN EIZE3 L « R EREEAIEME L EZERLS - LIS A
%ﬁ' ENBL4_EZRBTFTESAN lifs ©

REREIET1E
EFRBIET ~ EIELIFEEIESAN LUNBYRE o 7EFHAREART ~ 788 SAN LIF¥]‘75’\¥$IHE§*&%#EE$'\
E o [RIEEEERSAN LIFHEEHEZE « TR ZBEISAN LIF o #EnodedBiidi® » IEHEERE 28E

BAURBEERIROL -

1. iSCSI &t B FEREGRE BESTILIERAETEIZIE o FC fl NVMe / FC SAN £ SBi A2 5818 E) o EF
ez Hi S PSSR FRTER IR o
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2.

3.

4.

18

#2& node4 E£HY SAN EapiBE :
a. fEfEmEER e RIFREATHERERIRA iSCSI SAN £ !
network interface modify -vserver <vserver> -1if <iscsi san 1if> admin down

network interface modify -vserver <vserver> -1lif <iscsi san 1lif> port
<new port> node <node>

network interface modify -vserver <vserver> -1lif <iscsi san 1if>

b. E U2} EIERYESRT FC A NVMe / FC SAN 4 6ph8 ~ MimFIEHI2E LAY FCP BRI T=H )
RIEARRS

network interface modify -vserver <vserver> -1if <fc san 1if> admin down

network interface modify -vserver <vserver> -1if <fc san 1if> port
<new port> node <node>

network interface modify -vserver <vserver> -1if <fc_san 1if>
RIEERTEAIFE

MR B3 E RIS

AMEHITTHIME:

© BREMHIRE
° RIRIDIRE
° BRRRRAIRE
© BIRFaRE
° MRERIEENIEE
I FE SRR ERENRENEEPEREE -

RIEERELIEE
MR RIS E RIS
ARG RITIIIGRE -

© BRERENIEE
° BRELIFREEIRE

HITELRET 2% - ARG EE2EANIEIRAggregate HINASE Hifs BB HT RE (L ZHTAVIEHI 2R EIRL4 o B
EEcETMER « EHRRERFETEE -

BEECREMIENNASERILIFREEEARE

'System Controller replace show-details] (Z#FEHISFENREERFAAER



MRERRERREFEF  ARELEIESESR WRA) ~ RREWL NEAL DUEEIRE -
S MAXE « FERUEREFMEBEIESR o 5 HEMEBHAERLES :
M S B3 B R B/ Eshow,
MRBERERBIREER  55R EERGER(CIENRE4
R e 128 IR BT SR T HIRE
6. ME(FE - URTRARAITHUENPOSTIRE !
TRAFHER 8 EHRIRIE
RMENIT FHIPOSTIRE !

© BEMHEE

© BRERZATEE
c EERERME

° AggregatefRBEIRE
° HERRIRREIRES

° BELIFREEIRE

° Volumet &
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