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a. RE fE bootarg.storageencryption.support F true I false :

NR IR IETE ER ... ...

8 FIPS 140-2 £ 2 4REFIN%E setenv bootarg.storageencryption.support true
FEKHY NSE HARRE

NetAppIEFIPS SED setenv bootarg.storageencryption.support false

@ AT R — A HARC ¥ LR A FIPSHARR 1% B B h4a R pORARR I o IS UTER—1E
%:f* %:EHAEE%J:,E& {E FASEDEAIENN AR R ©

b. FifE4SEREIMEINAER WIEBVEIE (10) Set Onboard Key Manager recovery secrets ©
A TSR ERAVIE M RIS E D B o 5528 " Onboard Key Manager BI2EFINE"
2. [ERRLRAE ERAMINAER
Boot. ONTAPIHAE
3. EENEATERRENEREE R (FLERT - IBMATE node2 EHITUU T ap S HFEERY node2 HAIREFTIEIK4AE A node2 !

boot after controller replacement
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R Mlocalhost:disk.encrectNoSupport:alert] : {ERIZIFIPSER:ERUNNZHEREE |
3% Ilocalhost:diskown ° errordiningio:error] : 84 FEHESEERIFEE L $E5R3 (HERREPE) ~ B8
TS ER :

@ a. AR R MELLEE o
b. #RE M BE L FTIRYFEEINZbootargs FEE1. ©
C. AR ~ Ftg -

Boot ONTAP

CRILUfER TYEAIMRS2E



R EESHLEEA

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot



device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Controller Replacement: Provide High Availability partner of nodel:
<nodename of the partner of the node being replaced>



Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to locad the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy



Login:

ERIFFREIRFIDZREBIID - KEARZHRNERRRIDEAMRE o

®

Eiz%node2% L

T RERBIRIARMIRHEZRERE node2 B

BB IRIB BRI EE

RAREIETLIE

ERERAMIEERRE nodet 28 ~ 55
=1

BHAEIRE2 ©

I:Vb E)IEEE#ZQ

TEULBIZH ~ IR APl ~ 1R IFEER= o

i%ﬂi
1. BR:8node2 @ EEMAME :

lcluster show -node2 -Fields health,
REEENELRZEEN -

2. W ERER

© BENRIEIIASRER

ERTEAMRMABASARTZE « SR EMREMECR
ERIEES ~ LUBETTHMONTAP BT o

o BREAE

LEERIRIRER - EMARAFR

SHSYERE BT RE

WA RS HER2MNA R « AREERITIEG SR E R

RUTHERERE - BB EMARAR > FEGAIL D BRI EE DS

° fFEREM AFF A250 3 AFF C250 R4 74k E| AFF A50 ~ AFF A30 ~ AFF C30 5 AFF C60 4% °

902 node2 A HENMA P
a. {BEEFR elafM elb BY IP /G
MR IR R
b. yNR IP =R EE"

At elaflelb Lig IP ERISEARE

network port modify -node <node name> -port <port> -ipspace Cluster

C. EshiE
MR EIRIR R
d. JEERE; 2 & LIF BiEEletaflelb :

HEigiBE elaflelb B IP TRIERE A TEE) .

network interface migrate -vserver Cluster -1if <cluster 1ifl> -destination



-node <node2 name> -destination-port <port name

3. EgH node2 Ml node1 BEBINE—EER » UNZEHETRE
MRERT

4. A EERERER
(ERERTE)

S. lﬂ:f%@ BRI AFF A250 3% AFF C250 FH4REI AFF A50 ~ AFF A30 ~ AFF C60 8% AFF C30 FYEEEfRL
RINEFAHRETHR - BIRFTAEMAMTHR > FRLBILT BRI B E D EF6.

ESs% eda~e2a~ela~elb HiZiEs eda~edbela ~elb BEIBIRER A THE EiBEPEEERE
8o

AFF A50 ~ AFF A30 ~ AFF C30 #l1 AFF C60 RAAHZHREM HA EIHIE o (UL 2MEFEEE LIF 8
BRIESEL 1 FIETEE 2 FAY eda~edb T eda~e2a .

a. F|HFrARE LIF NEEZHBM B AERE
network interface show -role Cluster -fields home-port,curr-port
b. 7EEiRL 1 FNERL 2 k> HEA ela (FATEIFRNESE LIF B3 eda !

network interface migrate -vserver Cluster -1if <cluster 1ifl> -destination
-node <node> -destination-port e4da

C. TEENRL 1 MIEHRE 2 Lk - (DB EINESE LIF 70 5% bfEM eda (EREERIR !
network interface modify -vserver Cluster -1if <cluster lif> -home-port eda
d. BB ERRN S
MEERT
e. BRFI b MFIE cl¥SENE LS ZE=E LIF BRUIECA e2a B edb !

WNRFE e2a HEH% 100GbE #Fi%im > RIS ETERME _ExmEiRm0 o MR e2a ~2F 100GbE A&
% > B) ONTAP (£ edb {FASE —EZEM HA KO ©

f#¢ TEERy) EREEPRERetafetb:

broadcast-domain remove-ports -broadcast-domain Cluster -ipspace Cluster
-ports <node name>:ela

0 Ees8 QA EEEFIR eda ~ e2a B eda ~ edb i TF&E) ERBEHH

broadcast domain show

h. #8% e1a H125 1 0 e1a 8125 2 LUK e1b E1%5 1 0 e1b B%L 2 2 RIMEEEE » UREFRESHBEXNE
£ HAEZBRB UBREE ©



6. BmEEHIIREHIRIEAIARAE - WEE RN EEIRE > T HH node2 EEHITREMIERIRNB BN BB
YIIR(ETS Z AIBYARREARIR] -

'System Controller replace show] (Z#HEEHIZSEIREET)

'System Controller replace show-details] (RATIEHIZZENREEREME R
7. IRAEHES B E AR ¢

MR 2s B RIE
8. EHIREMFEGHELETNA ~ LR TR -

Cluster::*> system controller replace show

Node Status Error-Action
NodeZ2 Paused-for-intervention Follow the instructions given
in

Step Details
Nodel None

Step Details:
To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical

network configuration of the hardware. This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

(D FEUAEFEH ~ _EWRILVLAN ~ ifgrpsHIEREARE_—MEEMmas_THR2 LERERE

O. 7RISR BRI ESARAERT « BAENIT [(ERENRE2_ERVAEERAERS] o

10



2R ERG2_ERYAEER AR RS

EEEEE”EEZJEIEA{**JZ#@EE EAENBE B 2 1%  cARERRERRL1BYVLAN ~ NEEEN EE PSR TR REREL2
o HEAN ~ SHRESRA S B R e S H B R T IE R BB AR S o

RIRERI(E

MR KR EFMEIIVLAN ~ N EEBHE N EEASNFAS - 520 "2E 51" 4 E_Network
ManagementR % ©

1. B EFAARER2_ E PR A BRREREIR

48ERE1EIBshow -node2
IR & BAR AR EAIFRE ERSAERRE R « VLANEIBI N EEHREIEE - REEGHED « EaIUE
ZIONTAP (A B iEEIRE - BLEIBEEHIEERE IE5) EEE - el U EHAILIEHE HRBENRE
PPLeEI IR R A N TR A R 2SR « VLANE SR o 5 17 SRS E e sk it #lifs o

2. 5| HEE FRERESE
[ R 1R R AR T B

3. §I|HEEE2 AR A SRR AR B IRIR R AR 1
M ERE IR n 4R M show -node2]

TREZEEIRUTSEANEL - EERMERLESTEE -
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Cluster::> reachability show -node nodel

(network port reachability show)

Node Port
Status

ala
ala-822
ala-823
eOM
ela
elb
e2a
e2b
e3a
e3b
e’a
e7b
e9a
e%a-822
e%a-823
e9%
e9%b-822
e9%b-823
e9c
e9d

Expected Reachability

Default:
Default:
Default:
Default:
Cluster:

Cluster:
Default:
Default:
Default:
Default:
Default:
Default:
Default:
Default:

20 entries were displayed.

ERTEAVEEAS « BIR2EE BTS2 RAKIMA R - eEREERRREAER « BIEESEHEL

CIEVAEGE I

ERTHER< ~ I Toky DUSMVERARARRS ~ E1REDRL2 E SEERIBRVEIRAE

"network port re##& M£{&18-node_node_name_-port port_name"

a. BEeEEe
b. VLANEZ1E

TREZEEZIM T EAIFTRAVEL

Cluster ::> reachability repair -node node2 -port e9d

Default
822

823
Mgmt
Cluster

Cluster

Default
822
823
Default
822
823
Default
Default

Reachability

ok
ok
ok
ok
ok
no-reachability
no-reachability
no-reachability
no-reachability
no-reachability
ok
no-reachability
ok
ok
ok
ok
ok
ok
ok
ok

JEFFIAE



Warning: Repairing port "node2:e9d" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

SNRIEREEHIFTT « HEERIBREIRARRE P AEEL B PR B IR ESGARE AR « I HIRESAE © 17
BIZIBRVERAES] ~ WARFERZ Tyl 3 Tny o
REEFTABRREREN I ERMEE TN ETEN
MR IRIR AR AE DR
$¢Lﬁ_h_é? IEW(EE%ONTAP nﬁﬂ—ﬁ_%ﬁﬁ&?‘ IEEEEI’JF‘ %ﬁﬂi;EEP 1E| ﬂﬂ%ﬁ&#ﬂ@?iﬁ%ﬁﬁ’ﬂ?@ﬁﬁ%

5. BRREiHRn B
M B IR B AR AE I R
SR SR O IE RS A S Eﬁ%F%ﬂﬁﬁ~FmMmmmﬂaJ_&mwuﬁ%ﬁﬁﬁﬁﬁﬁ
BAVERRER « REGRRIRES Tok) ~ BB BIREGEERE #%%%T%FTT ZM o IR
g%%ﬁ%ﬁﬁ e MEUIMOARES « SBHUTEARAEMETE ~ MARIRPAVIET « R EBARIRnIL SR bR
6. HESIPTAERIRYEE A EEEL
AR E IR R
7. R EEEETRN A ERRYERE ERNRAERETT (MTU)
MERRE iR AR B

8. BRLIFEEIZIE 15 Z=EMVserverfILIFEERZIE (WREB) ~ BERTIPER .
a. JHEFERHI G -

T8/ TE )
b. ZRLIFEEIREM TR
TEETR N EER T EEEEEEEIEE norme _name_-vserver vserver name-lif-name lif_name]
0. BRFEFMAEGRESHA TEHE « HRESUEEARE !
MER T EBETREAL I ERR KRB

EIRETRG2 F T iR SRR TR

IR IE(EFANetApp Aggregate Encryption (NAE) ZENetApp Volume Encryption (NVE)
RIMZBAR RS LSRR  AINIZERRAERY ZHENE - MIREARENEAT TRERE
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210« EEERARLIEEIRE2EE SRS IEF ARAVERRE 1 B E (I E A RAVENRL2FT ~ PIRE G 3 E
BIE ~ AR AVENNE TR « EARMEZRHIREMESIE LR

RRERIE
AT TP ER « iSINEABRER D EHEIRL

1. EERRE2BIT TGS ¢

22 REERIARERD)
2. TENHEEHESRZA « A2 LISVM-KEKEREERS Mruel

::> security key-manager key query -node node?2 -fields restored -key
-type SVM-KEK

&)

::> security key-manager key query -node node2 -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

node?2 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

Baint g 5= 30123 LHY RCF o &

EARAIZREEPEEL - FRABERRSE RN ER 1 £ - MREEARE AT ER
=ENECE © AIREREREINB 2 ERTERE (RCF) BEIEMIEHSHNHARE/MHA
BIRIE o

NRCEARI LR BB RERE > BT UBKAARE I ATE R I FRAggregate INASE #Hifs i [O]E RS
2" o

i%ﬁi
1. A EEREERER -

R

2. 15E5“IC RDMA HIAREE :
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ha interconnect status show

EES > TIC RDMA &%) FEAERME up °

1R TIC RDMA 431 ARREA... RE...
Up Bi1E" "% IEMR Aggregate AINAS E il lifs#E [l EIE52" o
Down AI{EF B3

3. MTEREEHBIIN RCF °

MEELEN  HLM EGE RIS SR E o
4. E&$5 TIC RDMA B4 R TEEES Up :

ha interconnect status show

=5
"#IERAggregate FINAS E #}lifs T8 [l BT EL2"

&%IEtRAggregateFINAS E iHifs 2 [Cl & 242

TEEREEENEL 2 EAVARRECE R » BEGEIE, 2 BEARY NAS B} LIF 1EEIEY 1 BB RIEE,
2 > AiFEEY SAN LIF ZERENE 2 £ o

RNERIE

&in LIF EARIBIZTRRIEE] SAN LUN BURE » AARBIETF > BT SAN LIF BEESARFE IR L IEL
£ o [RIFRER SAN LIF HERIHIRD > BRIFEBEEM -

TEENRL 2 LR > CEERS LIF SSERUKRESUN ERAERR L o
&“%
1. IEEMEMIEE ¢

system controller replace resume

REHIT I :

© BREMEIRE

° RIRIDIRE

° BUYRRRASIRE
BiEZFams

° HERRIEMRAEIIBE

RIS PR E R PR R SR (E o
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IEEMENLIFE

system controller replace resume

ARG HITIIIRE -

© REREINIIEE
° BELIFREIRE

HITELEREZE - RMGRIFRESEMN NAS BRIl ERE(ICIEERL 2 « TEIRL 2 BAIEEER
PEHIES EBAT o

BEREMICETME « EHREREEXTER -
BEESREMIENNASERILIFREEEAIRE

system controller replace show-details

MREFIRERREFEE  FRELEERER WRE) -~ AREL HEAL LUEEIRE-
WALE > REMERSBAR LIF » RFEBBNMECCKRIEEENBZE node2 BY node2 LIF °



TRAEFIRRFE(URY LIF
a. P E BRI LIF

cluster controller-replacement network displaced-interface show

b. YIRAEfAIEERERRIEER « B EHIRIERCIER2

cluster controller-replacement network displaced-interface
restore-home-node -node <nodeZ nodename> -vserver <vserver name>
-lif-name <1if name>

FEBRAENL LIF X
a. RARFEB BB R 2MLIFBIRH L ¢

network interface migrate -vserver <vserver name> -1if <lif name>
-destination-node <node2 nodename> -destination-port
<port on nodeZ>

b. {24 B8 LIF RIZRREREFIRIFERRE

network interface modify -vserver <vserver name> -1if
<data 1lif name> -home-node <node2 nodename> -home-port
<home port>

O. MEEIFE ~ LUIRTARHITHENPOSTIRE !

system controller replace resume

RMENIT FHIPOSTIRE !

© BEMHEE

° BREREATEE
c EERERME

° AggregatefRREIRE
° HERRIRRERRES

o BELIFREEIRE

° Volumel &
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