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ERB RN R AR RENE) nodet

ﬁ%?%#ﬁiﬁ%ﬂﬂ’ﬂ Node1 IR7EFI AR 1 o KIERVBHIEAETE "STEBV R AT H IER"

®

1. ({£PR AFF A250 > AFF C250 > AFF A800 =X AFF C800 #4k) 7% Loader B~ F » AT

BIRERISRRAERT » SHRPTA BRI EEIZR E B RAVIEH 215 -
EIERIZEA NVRAM 18486 > SAERBTIECMERER -

Boot ONTAP maint
a. B yEREFEEHIRER o
b. [B1% yes FESIHER ©
C. A/~ 100GbE 7Y EHIAREE :

storage port show?©°

FRBEREE NS224 HIEES#FIIHAEERY 100GbE B EEIRE A storage BB I T ERMELHEE
BIFR ©

*> storage port show

Port Type Mode Speed (Gb/s) State Status VLAN ID
e8a ENET storage 100 Gb/s enabled online 30
e8b ENET storage 100 Gb/s enabled online 30
ella ENET storage 100 Gb/s enabled online 30
ellb ENET storage 100 Gb/s enabled online 30

a. ERMEEET
(fFLE)

2. MRIEZLET NetApp #EFINE (NSE) BeEhes > FHIT FFIPER

@ IR EARERRF PHRSTAMULLESR « G2 RMBEXE "X B2 S EEE FIPS
song " WA ERE A AR B BN B AR AR o

a. RE bootarg.storageencryption.support F true T false :

R FH R IETEER ... AE...
& FIPS 140-2 38 2 #kBFKN%E setenv bootarg.storageencryption.support true
EKHY NSE WARR R
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MR TH RS IETE ER ... A&

NetAppIEFIPS SED setenv bootarg.storageencryption.support false

@ i AT A — (B RA S HARCE LR FA FIPSHARRIE B ELMARTY pORLIR K o ISR UTEE—(E
ENEEECHARCES IR & {5 FA SEDELI NN HARRI o

b. FifEFIRBIEIIRERIIEDGEIE (10) Set Onboard Key Manager recovery secrets®
WA LSRITEMIZPEC ik ST AM AN B © 552/ £/ Onboard Key Manager EIE{F#FINE" o
3. R ERRER E R IhAE
Boot. ONTAPIHAE
4. BENRLTERRENEE RIS LR 5 BIBTE nodel LHITLUU TS LHREER node! HABRERMIEIRAGEHA node !
boot after controller replacement

FREIEEZ 8 « REERTEHAZIRERRME - MIREHEFE (hWEREREESE (ADP) =9
BHER) ~ RRERTEEAHASEB AR

BERTARESHREBEIEZEAMET - MREKRBADNLBNBATERNGE  RAGRTEERE
A%iE o

R Tlocalhost:disk.encrectNoSupport:alert] : {EAIZIFIPSERERINN AR |
g Mlocalhost:diskown © errordiningio:error] : ¥4 ERESARAFEE A $HER3 (HEREMPE) ~ B8
TTHIPER

@ a. EHARRIURT MELEERRE o
b. tE M B PIRRBFEEFMNE P F2RME o
C. FEHARNRETRT - Btk

Boot_ ONTAP

CRIUfER T ERIMRS2E -
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R EESHLEEA

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot



device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Controller Replacement: Provide High Availability partner of nodel:
<nodename of the partner of the node being replaced>



Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to locad the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy



Login:

ERIFFREIRFIDZREBIID - KEARZHRNERRRIDEAMRE o

C> TERTEANMGBRAEARTZE « BIRSEMRARER - LERIRIFEH - BMRRF
ERIEES ~ LUBETTHMONTAP BT o

EAARNER LER TR EEEIVER

AN SR & {EFANetApp Aggregate Encryption (NAE) Z¢NetApp Volume Encryption (NVE)

RINZE AR FR K _LAHIRE ~ RINZAARS AR L EHENE c IREAEFNME LT SHEE
2« EIERAARLEEIE 1 E SRR E2EME U EFARBVENZL16F ~ AISE B EME
RAESE1UIEMNENNZEE - BARNENEEENESE LR o

FAREETLE
AT TP ER « iSINZABRER S EHERS

B
1. REER BT ISR ¢

22 REERARNERD
2. TEMBEERESR A « AR ER EANSVM-KEKZIREERA ruel !

::> security key-manager key query -node nodel -fields restored -key
-type SVM-KEK

gl

::> security key-manager key query -node nodel -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

nodel svml " 00000000000000000200000000000a2008a81976
true

2190178£9350e071£fbb90£00000000000000000



1% node1 JE root ESEEF NAS BRI A HEEW node2 BEF 4R
# node1

1£5%E ﬁ'ﬁ% 1 ERRERRECE R » BEZEIEL 1 BEER NAS B LIF EEiE, 2 B RIEE,
1> AiFESTS SAN LIF Z7ER6E0Es 1 L o

FAREETLE

ﬁﬁﬁ”ﬁ LIF ZEFH#RBREFERIEE] SAN LUN BYFRE o AARIEIET > B SAN LIF HRES R EFERRALIFL
° BRIFFRER SAN LIF BEEIFTIRC » DRIFEBREEM -

TEERRE 1 LR > CRERE LIF ESREURES N IEEINERR L
1. WEEMREMIEE

system controller replace resume

RGHIT I -

© REMRIRE

° RIEIDIRE

° BBRAIRE
BRTFARE

° WERRERIENIRE

AR PEIE R E R I PR SR (E
2. YITHRRRERIRE :

network port reachability show -node nodel

MEERPT A EEREIEE (AR EEHAIVLANERER) #MEETA TOK (EE) 1 it
3. WA TIFLR > SN BEFTSIK FCP SAN 4 5nfs o

RERGR BRI
AFF A250 AFF A30 - AFF A50
AFF C250 AFF C30 - AFF C60
fRE 800 AFF AFF A70 -~ AFF A90
AFF C800 AFF C80

HIFTAEHMARRTHR > FHEERNITD R4



a. ® AR FCP 8¢ FC-NVMe EHXHFENH) FCP SAN 4 apRe E1EIkAG EfERY TR

network interface show -vserver <vserver hosting fcp lifs>

b. ¥t BRI AT ARENRS 1 BEEH « MERIBERIEER [HRRE oper | |RED -1 (ARERR
TF1ERS AFF AB00 BfiFh £ ~ (BARTFTERS AFF AQQ BiRG L) ~ SASCIECR B RIAVERRIR « ARBRHE LR -

REERCRIUBREREFTERH FC LIF BV FC BIRERR !
I BLIFREERA (AT

network interface modify -vserver <vserver name> -1if <lif name>
-status-admin down

ii. {EER LIF B9FEIHIR -

network interface modify -vserver <vserver name> -1if <lif name> -

home-node <nodel> -home-port <FC target port>
il. % LIF ARRERER [ UP

network interface modify -vserver <vserver> -1if <lif name> -status

—admin up

+
HEEE 1 ERISEIE B4 FC SAN LIF EEHITFSE aflb o
4. WIEEIHTEMIEE :

system controller replace resume

RIEGPITIIIRE :

© RERENIEE
° BELIFREIRE

HITEEREZE - RS EARIERAggregate INASE HHIifsEHTE (L ERTEIFLT ©
BREMICETME « EHREREETERF -
5. EESREMREFNNASERILIFBEEEAIKRE

10



system controller replace show-details

MREFIRERREFEE  FRELEERER WRE) ~ AREL HEAL LUEEIRE-
6. MAKE > WEFEREBMN LIF » RFHBBAELKREBENERZ node1 B9 node1 LIF

PRIEMIE RIS IR LIF
a. FItHFrA BRI LIF :

cluster controller-replacement network displaced-interface show

b. YIRAEfAILEaRHIRIEER « B EEIRIERCIERL1

cluster controller-replacement network displaced-interface
restore-home-node -node <nodel nodename> -vserver <vserver name>

-lif-name <1lif name>

FEBRAENL LIF X
a. RRFEB BB EIERL 1 BY LIF B !

network interface migrate -vserver <vserver name> -1if <lif name>
—destination-node <nodel nodename> -destination-port
<port on nodel>

b. {24 B8 LIF RIZRREREAISRIFERRE

network interface modify -vserver <vserver name> -1if
<data 1lif name> -home-node <nodel nodename> -home-port
<home port>

7. BEEIFE ~ LIRTRARPITHENPOSTIRE !

system controller replace resume

RMENIT FHIPOSTIRE :

© BREMHIRE
© REREINIEE

11
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c EERERME

° AggregateiRBEIRE
° HERRIRRERES

° BELIFREIRE

° Volumet &



RRIEE

Copyright © 2026 NetApp, Inc. FRTEFRE ° GEEIR ° IHEREFMBE ARASERET » MERARERE
Eg&ﬁ%ﬁﬁu&ﬁﬂ?ﬁﬁ&ﬁﬁ % (B ~ EFTEm) B8 aiEFH - 8% - REREEEEFRERSR

9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
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