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6. WISIBRTIZE L 10 7 « (51448 1D 435 o
a. {MHHE_E YA R ARSIk TR -
b. Z4%10F) o
o. BERSBEIETRLAES « TR ERES -
TRGIEAR « ERGESE Y B - HEELEDR G o
7. ERERE o

TER 2 | FEERIZRER
FIRIEEERIISIRE— ID 218 > SRR FIERIZRAVEIR o

1. WECHBIERTFY T QERIE o SRR IEnS AR IR -
a. RFEGCEEM ENFTIEIEQERIERS 115200 E#HEE (N-8-1) o

() ommEREssIERamEenR  A2MBERLEM0E R -
b. BRI RGIERNTEAER » BIRAMRN— R ERLTN » SREEEHS A NF
SIS
o WE BRI ER TR LIRS o

Controller A

Client

Management subnet

2. [ERMNEEFAER LM TCP/P it ~ BHEIERAECIVER
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3. BMIFERARIEAZRIRERMUES  REREMERETEER LNER

Power source on circuit A

Controller A

Power source on circuit B

Controller B

°© RIRFEFEN - YIaRIKPIAERE/\28E o
° LED G52t - BEGRE) - RnIEFISSEERK -
° ARF—REEFEAIEGIFENHE - MBFARELEERERRR -
4. ERSEERMER LNEEREEEBIFR

ETERIE ?
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BB IR RS et & - BENRNENEHASERBETZEEONTAP 9.17.1 KEEAR
KPR - MIREHEERRETHEREHBRRASEIONTAP » S5(E R "FEEE
'R -

"ERENRES - FEIRIE" RYENIRRSFETF —4E X ONTAPBRIGAEFN —#H%HEN ONTAP BEXX1F » RIRERE
LEXCHE USB BES BRRRENIRG I IE S ERS A ENRL IS ACE -

"TEAE" HWRRERARE « 14128 « BIF « PSU * NVRAM12 ~ RAAEIRELE ~ /0 =1
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"DIMM" &5 5i#EUsISEEAE (DIMM) B—EECISRER - EMRATHAR
sCIRREHTIE EEERIZR EHARM %A -

"ERS" JE VRS Pl AN 2S o
"NVRAM" NVRAM (GHEZEFEFEGCIERR) B—EMRAE « AIRIEHIS T R REERHR

ERHEEEELER o 24 ID (Y NVRAM R4S - B « IR FEHR
B9 NVRAM 1E4ARREVSHTEV R4 ID o

"JEZKEM" NV EitE 5% NVRAM SRR HE S « MEBNPER « EEERNEN SR
B IREYECIERS ©

"I/OfE4R" /0 BR4H (B / i) B—RBERE o « A FAiEh2s MR EEIEH|233T
HMENNSERENRMKZERFT

"EIRIHLESR" BRMESREERIRPRMFEERER

"B RFSE it BNEsRs it SR EIRRARR R E R B HANR R EA -

"R EIEEE" A EEEER M SR TR NEC B FRTE « UHHERZSRS R

MEEZ A - RMMEEREEEIFMERE « MREEFRFEFR (SSN) -

EXEngRES - BENIRIE
e RE B BB R TIEAZ - AFF A1K

EXENIRIREY B BIRIE S R R At B Ba ) ISR E ERVRENERER - RS 1ER IR
ERIRNENBRRTEAFF A1K F RFER I ERERENIERS LB LIRONTAP o
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AER"FEREIRERR" -

Bt WETIRER - BFERISS > EIREENE - AFFRMAIMERE > WERERFINGE

o " B BTk

IRBIFIRIRRE E IR o

9 "RAPAIERIER"

TR EFRKIRACE » SRR E R PRVIESES o

e "B R R AR

& System Management 1240 P PRBIERIEIEAS « AR LEEBARILIERS -
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e "B RS L RYBRE"
WEERHERIIER ONTAP BR{R o

e "R RS ERIE G NetApp”
MEAFEMHIRMALS R « it FEZ R [EINetApp ©

BEIEEERE/FEAEX - AFF A1K

TEEMAFF AMKRAFREEN T E 2R » s5RERmENRNERIBNERER - EEERED
TR A ERENEZIREREIRE « AR BERSR LNREERREREEF  UKEERS
AT HRBEBEIESR (OKM) HHMTEREIESR (EKM) ©

BEEREIRESEFBIZ(EEONTAP 9.17 1 RESIRAPIE - MREHFFRAZTHEFHRAHIONTAP »
AER"FEREIRERR" -

B THIER o

* G AERTE NetApp ULEIBVE AR IRAS SRENAUBPE BRI IRAS o

* SEERERANEEREERBIETEMEIEGSR Z METEN - SAMERIBIEGSR LNEEERBIER
BIF o

* Hit OKM » KEEZEHENZBUARBHER
* HIX EKM > BRENSIEBHERERTIINESE :
o [cfcard/kmip/servers.cfg
o /cfcard/kmip/certs/client.crt
o /cfcard/kmip/certs/client.key
o [cfcard/kmip/certs/CA.pem

* BRERASRAZ P E AR RVEEH 239055
° _RIEEHEE_RICIEERITHERVIERES
° _fRERIERIES_BRIBIERIZRAT HABH -

T—%
ARSI R > 18 ARSI > ERETMLT o

R RAHEMI 23 LUETT B SRR ENIRAE I - AFF A1K

BIFAAFF AMKREF RA PR IERVIEZERIES - UBIIEBEREEXR I BB REIRERERBERR
RRMREN

BEERERASERBIZ(EEONTAP 9.17 1 RESIRAFIE - MREHFFRAZETHEFRHREHIONTAP »
RER"FEREINERERF" °

EERAPARERERES R EFIENERISIHUARES « ML ERHZEERIES « UERZIIEH BB RIBE
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wlafEFRERHEN -

BAREETLE

MRIEH SAN R4t > BN BRERIEIEH2s SCSI JJHEHEHEE cluster kernel-service show©
“cluster kernel-service show 85 < (1 priv ZE1ET) SRENEIRERME PGS ZENEABY o] FEAREE -
AR % ERBRAEZERRRE o

BESCSITI#EERIEFEEEEZE PR EMETFEER I (PHGARAS o [EIREEELATHR - A REEEETER -
MRE=EAMEL LA « AImESBRRPEIE - MIREERZFIAZEAR - NEZHIEHSRET

B T RRGAERMERRT « BCK A SRR Y SIS ; AR L E
F" o

1.

WREEBT TZ1%1 heE ~ BB TYIHEEREE 1L E5EE I EZAutoSupport AutoSupport -
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%AutoSupport Bl R8T B BN I 22 B/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
FHEHRE :
a. ERERZERIZFIVERI QAN TS !

storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) K
R EERISNBEH AR

SNRFZARRVIEHI R EE R, .. R

#ARUETR AIfET—% o

EEERIME. .. #Ctrl-C ~ AR RKEIRE Ty o
ARSI iR 2 REH IR E SFIERIRAVIERISS

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader I8 FJT ©

T
SRR SN I B BRI T o
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FEIRENEIEHAE U EIR BB RENIRIE - AFF A1K

AFF AKZRFEPRRIRENIRESHTF 7 U EVFIRNREER - BB ERRRREER
#H ~ BIFRIRNEEN E « ERMEERETZES RGN E » ARENLEKARERE
1&48 o

BEEREIRESEFBIZ(EEONTAP 9.17 1 RESIRAFIE - MREHFFRAZTHEFHRAHIONTAP »
AER"FEREIRERR" -

FIGRE N R EIERAER ~ AIIER AT -
1. IR RIEH ~ FHIEREEM o
2. ¢ PSU IR TEIRR o

() meoHEERE DC BRUES  SRLEREES (PSU) RTEREES -

3. BIFRRMEIERAE :

a. WTFERERFERBRENFIEER - FHORNERINVERE « UETEMZEERAER « REBRE
EEIFMRERE o

b. A T EEENEFEIRAEES - HIABNIESRSIEAEIANAIMAINREE « SARE T HesdAE2s o
C. ¥&F System Management CAM 1%$# o
d. mTEESNEEHE - BRI RAEMAL o
e. FHEHEA CAM HRRORR ~ ABRIHRABIRAEP AL « BRI R R EEEAILE P
f WARBIREABIEFER L - UUEFIRIKIERS o

4. EIBIELAPTEPRBAVSIERS

(1) RFEIREAE CAM 1258
(2] BRI IR BRI 8R
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(3] Bt

a. T EEGHERIE -

b. ) EHEEBFIKIRES  REBLIGE « ARBHKE—E -
O BERIIERZREAMEIEERA

a. FFIIRRERIBEH T HEIEINR « ARG HIEHEALEE -

b. FASHEIRERTS MI[A) FHEEFILIRES

C. T HER - AR T Em T « ARMEHE R -
6. EMLEAREIEERA

a. AR R IR VBT o

b. H15E4E—R&IB AR AVIENE « A%BHE CAM 12SHST 2 M EHEss « i IEAEEE B o
7. BB EE AN LR ERAE -

a. AJEMBERFEERERE -
8. BERGIBEABIRMRERS « ARENREBREEES

—BEREWERZRERM  EHISN S HRIBHEE

2
TERERZIENFRERZ R IS ERB A ERNER ONTAP BRE" > o

WS ERL BB IRIERENIRAS - AFF A1K

TEAFF AMKR AP ZERMARRENIRISR AR » ERT LIRS BB RENR AR E[REZE - LA
HEHERKE - TERFEBED > RAETRERSERAMNE » WRTE EEERZRI
L - IRERAZRINE > ARSI ELCTRHBERNERDER

EHERENEASERIBIZETEONTAP 9.17.1 RESIRAHFZIE - MIREHHFRAEITHIE R HAIRASBIONTAP »
mRERA"FHREIRERR" -
FYaZ Al
* EELHNERREERHE
° IREEIREIEES (OKM) | REREHENZIEREEMNEHD IR
c SMEREIREIES (EKM) | BEREBHENRAITIES :
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

22


bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html

1. £ LOADER 12 ~"F 7T T » BRI EEiEREERERF !

boot recovery -partner

SEERETR AR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. BRI RE 2 IRIETERT ©
2 F e EET "Installation complete :1L& ©

3. REBEMEER > LT FIAEZ—:

MREEILAS ... HATUEEN (...

key manager is not RIRRZEENMNEINGE ©
configured. Exiting.
a. EFFARTHIR -

b. B AR SRIEFETFZER

'BDEEEIZ R -ofnode_disapped_node_name_'

C. AU EMRUAEENRETE MREWERT -

key manager is BELENMEINEE - AiFIEZ R EIESS
configured.
@ MRAGEEVHTIREIESRE » AFETHERAE » MR
BUKRAERE (MRBEIMNE) o BRIBRRUES -

4. FERBEACHEENREFERESHREERN

1R

oy

L CikETRERE
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RNEZREEER (OKM)
AU TR B L FABITRENEERER 10

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

BRI EN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SIS IEEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR &E AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BBV

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



R R RS R E PR a f]

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFIJMERY > RAREFEILEFELETERMNESNE o % LOADER 1R RFITEMBITE
[Fi87%2 . boot recovery -partner



TERERERNESHSES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
ZR ONTAP BRI RAENERRE MR HE L 2 B RIEFEZ R[] NetApp" » FERARIILT ©

1 BB R B IR AR 3R 2 (B {45 NetApp - AFF A1K

SNER AFF ATK REFHRYTTHEER - s fEZ RO NetApp o ¥ "SHE G TS
AMEN - F2RER °
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EXEniEsE - FEIRE
EREhIE RS F B I1E TEmA2 - AFF A1K

FENMERFIMEEEF A USB lESEIEONTAPE I LI E|AFF A KR4 E RN ENTE
BE F o A EIENetAppZIEAT UL T EE ERNONTAPE RGN F EER T USB S o
A% > ERZEBIFEY USB BEEIERITIREIRR(E - W ARARIREREBE(EIRRE ©

IRECHIEFRMEIFBVEONTAP 9.17.1 REShRA > s5ER"HHRENERRF" - MRENRFETHZ
HARRZSHIONTAP » RIAZRERFEREMERRER

BT MEREER - FIPIEGIE - EREENGE » (24 USB BRERIREMRE - MELBERERERMER
E o

o "iRB R R AR TR K

TRBE AR IRASAIRR K o

"RENNE RS R
AR TR BB L2 SR E RSN EHR

"RARA IRl
CREERAIMISARS SRR -

S

"R R
RAMEEEER IR ERIRES - ARREZIRFRMGRS « AR A USB IRPIMLEREE8 ONTAP B o

"ERFRRS L RYRRE"
¢ USB HABRIERATE ONTAP B ~ IBRIER A « WERFIRIZEE -

e I'E}EDDE"

[N

TEONTAPRIBEE ISR SR EIRRR TN IM PRI EIRSS o

o "R R S ERIE G NetApp”
INEMBEMBIRMATE R « i FEZHR[EINetApp ©

FEEREIHRAS IMIEREK - AFF A1K
EE# AFF AMMK RGP RIRKGRE 2R » SBERET SHRIIERFIENEX - ERFERER
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TR EABEEREFAERN USB REIMER - WHESNICHER ERNEIRHANRES -

USB fEE R
s FERIEE—ERIEA FAT32 B9 USB FESHE o

* USB % HAR EHANHFAEREM ‘image_xxx.tgz X fF °

X2
#H image_xxx.tgz' iS1EZFERE USB FES R ° £/ USB BB IR EMONTAPIRGE S E A LEAEEE -

HErER
fEFANetAppiR AV A (SR B R4 -

Rl gl
FIMZIRNREINER > S RARIERNZENREMER

© _RIEEHEE RICIEERITHERTIERSS o

© _REERI_ERIRIERIZRA HABH o
T ARIE ?
EIERE T BRI R R Z R IR BRI LBNE SRS ENIRE" » SEERIT -
BEFEFREGEMENIMNESIE - AFF A1K

A THRAFF AK BERFK LNERNZ 2N > CEEEDREERE FANESEZ B
AE o IREIEAY ONTAP KA E 21 NetApp Volume Encryption (NVE ) > LUR7ERER
EHIZR A BEEREEREXETAERT o

SER 1 ! 188 NVE I FEIEFEAONTAPRR R
EEEHIONTAPHRZS @& T 1ENetApp iR & MNZE (NVE) » LUEE AT LU T & IEFEAYONTAPBR (G AR ER X ERENIERS o

1. BB EHONTAPIRAE B BN .

version -v
MR HEFE 10no-DARE » BRI EERRETLIE NVE o

2. TEIRTE NVE ZIERIONTAPEE K -
° MNERZHE NVE | THEANetApphait & INZAIONTAPE &
° INRAZIE NVE | TEH A S NetAppliiEEMNZHIONTAPIE G

@ TENetAppZ IRAHIE T HONTAPBRREIEH) HTTP 3¢ FTP ARSI SN A E KL 5K o 1T
RYENRASRYBIET » (R B2 ULIREGAE o
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TR 2 | BESREESRELEORE
ERAPAKIRIERIS 2 Al > At e R BB E N ROV ESM

1. HERS RS LR A EREERER -

HRZASONTAP HITIEAR S
ONTAP 9.14.1 S{EBHThRZ security key-manager keystore show

* R EKM BEUA ~ EKM BIEF|ER<EEE o
* 1R OKM BB « "OKM B &3 <t o

* MRKREAEIBEIETZIL » "No key manager keystores
configured B G5 EaSHILA ©

ONTAP 9 ° 13.1 S{ER kA security key-manager show-key-store

* INR EKM EESA ~ “external BB FIERSEHA o
* Y18 OKM BEUE + “onboard B F|fEds <L+ o
* MRKREAEBEIEZN - "No key managers configured Bl &7

Efm<HtT o
2. RBEAGTESEE T SREESS > WTTIIREZ— !
MRKEESHEIES :
RN R 2 HBARAMKPEREHIS8 > WA HITRIIZR -
MREE T EHEES (EKM I OKM)
a. BATHEMES » BEnSiREEEPRIESRAGRE
security key-manager key query

b. EEHHAERIWEEHRAE © "Restored 1F o ILFHETEZIREIEE (EKM 5 OKM) HSHEEEE
BEDEMER -

3. BB RIREIE SR T MBIRAVIRIED B
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SNER SR EIEIET (EKM)
RIEEESTRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBFSESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -



a. EFRFEERELES :
security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

@ BERIEERVEEEHTIREESTRUNZELETEIEE - MRILBILENE
¥358  sAIAENetAppZ iR ©

b. FHERFARESREME :
security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

*onboard °
C. %15 OKM &3 :
I AR ERERET
set -priv advanced
EA Y BERTEE o
i. BTEEERENET
security key-manager onboard show-backup
i. FENENRNIERNIERHEFIEEF -
MEEFHRIBEPREEFHER OKM > SREBEIHREN o
iii. JREIEESER -
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

T RIE ?
75 BIRRS LI ENMBR W SFNARAER - CRE FARIESGZE" -

RARAHERI S LUETT F R ENIRASRIE - AFF A1K

BIFAAFF AMKREF R PR IERVIEERIES - UBIIEBEREER LT B BREIRERERBERR
RRMRENM -

MREHIEFRAEIFRZONTAP 9.17.1 WESIRAE > FEA"EFRSNEEZRF" - MREHNRAETHER
HARRASBIONTAP » Rl EERFHRBNERIZR -
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN EFESIE R E MetroCluster ZBREAREE » BEIRLERFLERAFIE BAKEE
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAIERI S WAL T < -

storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR

HARRT AR T—H ©
EESHE. .. Ctrl-C ~ AR TFLEE Ty, o
AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true
--halt true_ 2 ZHTEA Loader 1B MF T ©
ETRIE ?

RAPAIERIZR 2 18 » BB EIARNGRRE IT -
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EREBREENE -
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(1) RAUEIBEAA CAM 1288
(2] BN IR BRSNS eR
(3] Bt

1. WNERIT I RIEM « SEIEREIEHE o
2. #t PSU LR TEIRLR ©

() wmRmeEEAGE DC BREES « HUEREES (PSU) HTERGESR -

3. BIFRMEIRRA :

a. IWTERERGEERENFIEER - FHURTERIERIE « WEEEMZEEER « RBHRE
1REIEFERVEERE o

b. B TEBNER IR « HEBNENERSIRATBZAAMAINEE « SABE T ieEAES -
C. #F System Management CAM #%if o

d. ATEESHNHRE - BRI RAEMAL o

e. WFHEHEA CAM RO ~ ABIHRARITFEP AL BRI AR EIEEABIRIEPIEEE
f WARBIREABIELFER L - UEFIRIKIERS -
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4. L EIRIEEPEIREATSIEES |

a. T ERHETERM -

b. A LhesSRAMIEES « WEIB MG - RERERE—E -
5. BRI ET AMEIREA

a. [ BIMIEEE RN IB AT THAIBING  REREEHEAIRE o

b. SASHEIRER TS MIA T HEERaIRAS o

C. T SHE RSN RIS T2 A TheE « ABMBIHE RS o
6. | LW System Management 1848 o

a. SR AR ISR O AV TS o

b. AR —ERIB AKFERAVHERE « SR1EHE CAM 12 8H5E 2 LhEss « i RARE R -
7. BB TR RE LR RS o

a. AEMEEAMREIREAE o

FEE 2 & ONTAP IR 8 E R IERS

TR RFIRIERSRE ONTAP B o LERILURE ONTAP BREIE TEEER) ONTAP ARFSIRERE] USB 1REY
HERRE ~ AR BR EEEEI ZRBVRKEES "NetApp STHRAHLL" o

R Z Al
* AR —(EZERY USB IREJHARRI ~ TVEA FAT32 ~ BEE/DAS 4GB o

© FEERIBIEGIIRNITHIERBRGRZ ONTAP BYHEZS o ERTANUE NetApp STiRMFEILE ERY TRE BERTE
EERIBRER o NRIERY ONTAP hrZs3z4& NVE ~ 55fEF “version -v 8n L 3REET o MIREARan < #ith > Al
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* MR ARFE HA BLH ~ BUABTEIEFISSES EREIFE (BREE eOM Nl) ZRBEBIIAFRELR o

1. RTHEERRFFIRE ~ WASEIER "NetApp 2L B USB HREJRHEIEH o

a. [tEmEER TFH) & - BRBREA THEIFCH B LT FERM -
b. fRERAEARTSIRIR o

@ WMRIEEAWiIndowsHEENA R ~ :570{ERWinZiptofiEnetbootiR {4 o 55 E fth#REN T
B~ §lin7-ZipgiWinRAR °

USB fREGHLERIEFE R A ZIRIEH SSFTITRIEE ONTAP BRfR o

a. EF BRI USBRES B ©
2. # USB REJHEIREIEA R EIRRAE LAY USB HH1E -
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ETHRIE?
FIFIRGEIRZ B REIEMRE" > EFE -

i€ USB BB HRFBNIMIERRENIRAS - AFF A1K
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boot recovery
MIBHREIERHMEUSB T AT

2. MR » AR BB Enter SBIRZIERPRATHTERTRK
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ONTAP 9 ° 16.0 S{E R4
HZEEH AN SEESIATHRUA TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
KRGS TEMRIA TR

BRI TNCEREDERE > Fi v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE

* MRAMAERNE > FIEENRERIEE BIR 1 ERERE)_-

39


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
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4 RERSERERTSEBHIERES
. IEHIBRIHEREBRE  FHWEERERE:

storage failover giveback -fromnode local
6. IRTEAT BEREDEE » SAEMRBAE !
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

TR ?
S| EREmRGRE » KRB EREIEE LERME"

FERFERRERMEL - AFF A1K

7(‘ AFF A1K RSP B REREE DERNE - MUEFREFHTER IRE - BiiZF ik
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NEZREEER (OKM)
it ONTAP FIHINEERBERAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10

41


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
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56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



RTREfRET

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP FINRERIZR MNP iR EIEIE TUAERE o

a2 Al
WA —EREERFHD P URELUTIERE

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (BRI E)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

R

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END
ETRIE ?
TEFRIERE EIERIMZ R R EZ (R[] NetApp" » BRE o

R BRI BN R RS S 2 Bl 4aNetApp - AFF A1K

9N AFF ATK RFPRYTTHFEEE » SHRSIE TR NetApp o 91 "SHEREHER"RF
AIEA  R2ERER -

[EBEER T (ERIZ - AFF A1K

FREEERENR - FARERES - BN ERE RFIRIERRIGERAFF AMKREEFRE
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https://mysupport.netapp.com/site/info/rma
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https://mysupport.netapp.com/site/info/rma

RIS o

"IRBI A B R
BB AEE TR K o

A"
EEEIRAE » FARRIIRY  RERARRNVETR » BRSBTS » URRLRFER -

"RARAHERIR"
RARAHERIES - U(EHEEREITHEE -

"R
IRTCHHIEIRIR AT B B HARIIEAE - LUE MRS o

"SRR A"
BIBRENESER © BTSRRI AR O Nt App RTEAIEAE B ©

EIRERNEX - AFF A1K

EEIRAFF AKZR ARV Z AT - st R E NN E RPN EEK - EEERERAT
HFFEEtMTH R R EREF - RELCESHEAONTAP NAKEES /RS « IEFAIBRHK
RURGERNTA -

HRREBMATAERFEEN (PIMER - #51383/CPU BT » NVRAM12 « ZRAEEIRRAE ~ 110 FAHFREEUR
PSU) RYERSHEAE

BBFHIRER o

© BRI KT A E RIS ISR » R Nethpp B UBRIH -

* MR ONTAP M RAEIRERE » HISELRE o

© R AE S BN T ANRHELIETER o

* EEILERGZBIFTE ONTAP IRA PRSI BIRIES o

© WRESRER RBR OISR A © EHSEE  NVRAMI2 « REETEEAE - 10 RRLEBIRENR
PSU BE3H47 » BHISIRENetAppBYRTARHE o

TR 2

RN T ERENBRZ & EREANE > CRE -
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http://mysupport.netapp.com/
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chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
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chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html

EFH TR - AFF A1K

BB A ZIERIERE « Basd A LIRS BB IEHI2EE - EHTHAFF AKHRA
P2 ERIIEFE ©

HE A TR RLG

TREZFMRBEE S TR BRI HAEFE TR ERCRUE AR SE > FRBRAMAE LED USHKZIEHMA

1. BRERYFEAERE  LHEARETNELEZERR

2. X FARRIESI23AIIE LED :
a. f£F3 “system controller location-led show S L EERIE LED BIE FIAKES ©
b. ¥{iIE LED BIKASEE % THRL

system controller location-led modify -node nodel -state on

& LED GFiEsitE 30 748 -

TER 2 : WESDEMUTH
ARSI R BT » A ORRIRY - T -
1. EHTRIE 2 B > R EERRE 1R
© ST o
- BRI o
© BRARIHE -
2. @RI NEY) - 208 (R LSS T AHRIE NetApp ©
B3 RSB
HERHATER 1O AR B2 A1 » HES TARRS 1B -
1. BB A GERINFT AR - EA RN AR EHA -
2. MPHKEREEH - BT -

ETERIE ?
YT ERAFF AMKIEFEEERS R - ISR E RARIIEHIEE" o

RERAIEHI SR A U4 SR - AFF A1K
RIRHAFF AMKIREZER AR VIETIZS » UHLEBERER T RBERERERERRETEN o
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chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html

A ERPRIERESES « G RFEERIZRAUARES « WENBERHZEIEHIES « UER 2RISR EEERIEE
Has TR ERHEN -

FREETL(F

* NRITAE SAN 47 > B B EHFEEESIZS SCSI TJH#EMEHENE cluster kernel-service show ©

“cluster kernel-service show 85 % (1t priv #EFEE) SREERENZLAE « PERE ZEEEAY ] FHEARRS
AR % BN BRI EZERRRE o

SESCSIT)#ERIEFER R AR E NI EMERIR I PRGRE o (ERREEUAELIR « 7 RElEETER

* MREEAMELLAVERS « AIEREV AR - IREEREIEEAH « HR2HIEFIZRER

% T RREHAERARRNRT B AT NI SRS IISIERTE ; AR HEa
Fs" o

1.

MREAT T2’ THEE ~ sAUA T3S REE 1L BENE I {EZEAutoSupport AutoSupport -
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

TFAutoSupport Bl R8T B BN 1L 22 B /) VB

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2 FREHRE
a. (EEEERIZSRMERIQMAMU TS !
storage failover modify -node impaired node name -auto-giveback false
b. A 'y BELEEIRT GERESEFHETEE? ) K
3. KZIERVIEHIRBEHARET
NRZIEMVIEHI S ETERET... RE...
BARRIET ETF— o
ETEEFME. .. Ctrl-C ~ AR HIRIERFFOIRE Tyl o
AT EBRT e pEH SR E SE L RABAVIEHISS
storage failover takeover -ofnode
impaired node name -halt true
--halt true_ 2 EHITEA Loader IERFTT ©
ETRIE ?

RAPAIERIZR 2 & - CRERIT B o
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FHAKEE - AFF A1K

EIERHIEEEFRAFF A KRR FERF o FIIATIE SIERRERERIZS - 1/0
+ ~ NVRAM12 15248 ~ R EIEEHEMEBIRE T (PSU) ~ TR ERZ KA
481 o

SEE1 L BEUT PSU F4B4R
BhriThlas 2 ml » MEEBRMEEREER (PSU) ©

1. E1TF PSU :

a. MNRTERIEH - B IEREM o
b. 7 PSU LN FEIRLR ©

MREHRFABEERER © 551 PSU INTEREL -

C. FEiBm EHeEE PSU FARHE PSU 1EHRREEDFRR » LUERI LUK PSU HItt - #F PSU SR E » ABHR
PSU fetFaHALL

@ PSUTRKE o {EIERISSRAAFENLLE « SRR AMEFZIE « URFRAMEH SSEETEE
MEMBSE °

0 Terracotta PSU $HE12%

a HH(A PSU EIELSH -
2 TS :
a. HEESIS MBI T AMER  LURIER SFP Al QSFP 8 (NARE) - BRESEEEEREET
DRSS EHIAER o
()  maiesmees - MRmE LT -

b. #t/Eig FH TEESERBUFELKRE—E
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B 2 1 7505 110 £ ~ NVRAM12 F1 R 4 S 1E1EAE

1. R ISRR B RIOEAE

° I/O CAM PS4

a. T EREHE R CAM %8 -

b. & CAM 12 SREEEREME o

C. RFEAALREROLARSEEEEEFAIL > (EMRRAAREE PR -
AT U BHE/OTEABFRTERYHEAE o

d. #& 1/0 EAEMIE—I8 » SABEMEIEM 1/0 BEBEELETSER -
2. #B% NVRAM12 1848 :

a. I HE RIgE o
CAMIZSREEIRATZ L -

b. ) FENEREE « EEIRAEMAL °
C. IEFIEHEA CAM HIIRFOIER ~ ARRABRILKAE « BNeI L8 P80R NVRAM 1548 o
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0 NVRAM 12 égEH

a. & NVRAM EEREEREIRIRE L
3. MIBRRMREIRRAE :

a. T RIFEEEME LR CAM #4248 o
b. R NERIEE TEHERENUE -
C. RFERIFIEEE R MERIE ERVFLP  ARSREERRERFRAL

(1] RFEIBEME CAM 1234

TER3 | BIRIEHIZRE

1. ERELER - BRFEOAHE LERNFLER « BREORHIZLAGER « AR EEMF R AR E AR
F A o

PERIZR IR TS AR o

n %\I%,ll
2l li'm.

.-

o HE LEmiz

2. RIEHISIRAEB A - ARMETROREL -
R BRARE AR SRR (USRI SR AARV/EEE ©
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EFRIBRIHAE - ARLEE IR -
pg
1. BV ZARRIMEAS
a. {EMAR R IRRAED N IRAR o
b. IERIBRIFRINE A RIS R EH IR P OEIRER LB > REFERE—E -
2. ZIEIE
a. FEBRERRS | EERMIHBENREHRETRREA SN L RE R R IR AR R FIHET -
b. RFETTR B ARBIHIRHRGIIE
C. fEREIERIBHAPE TRV « %A EEEE ERERRRAILE

SRS | REEEAN
ZRBIER > CREREITRIZEME - BERE /0 RANRREERE > ABEMETELIEA PSU -
1. ZRECIERI2RIRAR
a. RHERIZEAER R IR R AT S R O 7 > AREKEHAS RIS e 2 EAKAS
b. TP EHEME -
2. EHRFERSEE IO F:
a. % 1/0 HEAHR R IR B RS Fh EHRIR I ASAE R RVHERE S » AR EESRIRAHTE R HEALEAE
b. & NERFIHME R EHEME o
C. HHMEMIEM /0 HEBRELEDER o
3. IR S ERAREERA

a. RAGEFERENRIFRKAEPFHFORE » ARKEMBFRETEHARLR -
b. & MIRFIHEM IR EHEME o
C. WIRFERERM > FEMZEBEEERBIREEEIERE /0 FMRFERERAE -

() mRCBREESRES (QSFP X SFP) - HRGEHZE -
RAEEERTEREESE -

4. TEHFEE T DAL ER NVRAM12 1248 ¢
a. #§ NVRAM12 #8489 R IR B AP RIRE 7S > RBEEIEAETT 2 AEFS o
b. # MRt _ IR EEENE o

S. ZEEPSU :
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false
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metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR
AR AIfET—H&A -
EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 ZHTEA Loader 1B MF T ©
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10. EXTERRIESER o
M. BB EIRAERR LB ERMAE -

TER 3 | EMTRENIERIZE
Eif FRU & » AR ETREENEA PSU RE/MERENIERZ1EME o

1. RERGEHIEA PSU °

RS RIRENRN  BEEEARARIET -

2. EHARRTFTHEAA bye ©

3. BINREIBMVIE RIS INEIE BEF - RERERGRESRSE storage failover giveback -ofnode
_impaired node name . °

4. MREI=HBEFHNIEINEE « SAEHEE | storage failover modify -node local -auto

-giveback true-°

5. UNEREYA AutoSupport ~ BIZE[R / IREBENEILEZE | system node autosupport invoke -node *
-type all -message MAINT=END °

894 | EIETRHRE
AT R SIS AR AM D B « AEHBEEC R o

(D) aarEHNVRAM AR BEEIHERHA « TIEFEAR NVRAM DIMM Bt -
I MBLFISEREEER (R > BT BEREEER  WAEHARRIZT . _halt_

2. TEIEHIZRRUBA SR T ITH « RRENIEGIEE « WERM ID FEFFMIERER R ID KE#EA y o

3. ERFMIE ... LS FRERTEIESIZR LS |k ~ WEERFEIRIER « AR N ESIEFISZEIE BEEHN
AT’E%T#?&% ID : storage RiEFEE show

EHLHET CEZZETI—HIAE  5HZEEHI2 LN AKRIDELE « BERIERAVEIDFIFID o £ T
H)EEFIP ~ node2 B EIA ~ FIBIRAIDA151759706 ©
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. JBEHEEISS
a. HERBAVEEIST  FEEHIBMEEISMIERME | storage BHEBEIUENE -omode_node_name
PSS I R AR A A SRR o
MBEAGEBRS D MEATHETEESLRL D - CHEZBA y -
() mewmA- CANEEERDA
MTHAE BB FHIE S RATANEZHE .
o SR « HER HA BB TER « METLUEE | storage BHAHEHE show
S Bshow) BeNBLTRESEAIEBENSPRERRLID -
o. ERrB R B EIEM D ACHAE - Ttorage disk show -FRE ]

R IEHI 2R HHERERINATH AR ID o FE TUSHIR ~ node 1A MMBRIRIE RN HY RIRID © 151759706

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 Pool0
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6.

10.

1.

12.

WNR Z 454 MetroCluster 4BAE ~ sEEIEIZHIZZAYARAE ¢ MetroCluster &iZ% show

B - FEMED BRI SIS EEARRE « IR SEEG SRR EREMIRRE « RAFADREFSHE
HIEL o MetroClusterfp R #ItH® metrocluster node show -fields node-systemid BETRTIBHR
4 ID ~ EHZ| MetroCluster 48851k IEEARRESLE ©

- AR EZEHIZZEMetroCluster LAZIBINREAEMAVAERE - 55MetroCluster 1RFFARVIBRME ~ R RRGTE

BEEXH#ILE EAEFIZS « DREIDIRU S BERMERNRGHEEE -
MR T MIBEAFIIRE « RIARRITIEENF

° IEINAEARREER A TIHAARAE o MetroCluster
o IR E N HIL s PN BRIESE -

H2HE "?’_HA?”*HHFEﬁ HEHEER S B EE « MetroCluster MTEPU &I ZEMetroCluster BYTHEEZRRE
s T ZETAZIIIEETR UEBSEZSEH ©

- MNRIEH AR MetroCluster 4HR% ~ FBHEBEIEHIZZEERTE - MetroCluster EiFLEET - HAIABRRARAS _

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

ERs S B A 28 R B R ETEERAVREEEE ¢ Tvol. show -node-name ]

BIHRE BRI MEEEEF » RERIEHAEFRME storage failover giveback -ofnode
impaired node name . °

NREEHBEHMEINEE « SBEMEE | storage failover modify -node local -auto

-giveback true°

UNRENFE AutoSupport ~ BIRZR / E BHENEII{EZ | system node autosupport invoke -node *
-type all -message MAINT=END °

FERS | BBET 4 ERIR4ENetApp

MEHFEHBIRMARS AR ~ EESFEZHREINetApp © #1 "SRG MBI RFMAEN « F2REMR °

B NV Eith - AFF A1K
EEMFABR T B MER 0 ;5B AFF ATK R4EFH NV Bt > AEEEEEEHERRF
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MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport
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* ERREARR (BXARHAEMSBEEMER) JUATARENGR » UHENRERASIE -

s BFETNFRAEBIEI A ERITERAY ONTAP hkZs (ONTAP 9.18.1GA S E#hkZ4s) > s#1T4/HE ONTAP
IRAEBIREEHIZNEB 4R

NRBEPHEFAITAER ONTAP hRZs > IZEER AR/ ECIRERSE - ARG 110 24 -
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RO 28 T AR TR A —TBiRAS
© TBEHIESAET BB HIT VO (RIEHERD
© MIRIFER AW V0 RSN > BERREH A EEIFES > AME—FERIssaRaT LR R I B

P
BE o
on

FEFRLEERT » ONTAP BILUEZR 1/0 EARHFET B EREE—1EHI28 o flg0 > WRHFER /0 HAEE S

FrEsEERR (LIEHIS LRFRAREEEETE) - ONTAP ZEEHITIZE -
* RERETHFAAEMTHEOAIERENF ; TR > B > "NetApps i " Bilti@NITILRER -
TER 2 | EFERETFRGEN 110 RIEHE
BT REFRGEN 1O RAEEE - WEREMBIRHIERY /0 548

1. R o

2. BB LR FRBLERRIERIR - RBRIEBRIR /10 BB TREEE -

/0 tRAAEZEELEMIE (EIHERZENEERRAIRE) ; B2 5 WIRBRNARRIERIRRE

@ » THESHE—(EEREFNEEERE  AIINTERSEEEETEE -
W TMERRREFRNE URRIAEZEN LIF FHEBETNE, BEERTIRER -

3 WREAT T£3E) IhEE « BUATIEERE IE BEE M EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

FEn > AR AutoSupportzil 2 &% B EhZEFIEIL M/ -

node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. MRSEBHEBMERE > RIFABEBNRIERE

gnR... RE...
MRHEP—HIEFISREIEZETH FRERE !
GIFRBHHERIES
a. EREHGFBHNENSEEAPRA TGS

storage failover modify -node local -auto
—-giveback false

b. A yELEIRT CEERFERBIEE?) B

WEZERIZS I ERENLEIT /0 ( AIfET—% o
REERRT)

O. FEMFTEIRIIERY 1/0 BAE » 7R R E AR P S PRILRARAE R
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a. MAUT®L !

system controller slot module remove -node impaired node name -slot
slot number

b. EA 'y BEEEIR R TS

BIU0 > U en S EERRIRETR, 2 (RIBEEHIZS) LiEiE 7 PAVSPEEAE » WEER—BEE » RnAUZ
2k :

node2::> system controller slot module remove -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. FERHPERY 1/0 HAECRARRER -
system controller slot module show

A 4 RIETE PR A R G AR R scatus RAHPEETR powered-off ©

ER 3 1 MBI 110 184
RFERFERY 1/0 HRABFEIR AR FINEERY 1/0 1248 -

1 INRITEARIEH ~ FFIERERM o
2. ATEBREIRTE « FIERNBBRERITEANIRZE « RER TIEE -
3. il ZR AR ENT 1/0 154H ¢

(D)  TERTOEREATMES U0 48 - BEERT - LREBFE—E 10 14 -
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" CAM $HE%ER

a. ¥ F CAM LATCH ##$# o
b. #& CAM BB EIEMIEAE o
C. BFIEEAMBMIEROE « ABIEAR HIEHIZEAR « BRI SRR 2R B o
SCER 1/0 1EARFRTEAYIERE o
4. BI/OBLERRIT—8 o
5. K& 110 AR E T BITIHE :
a. /Ot 4E BRI S5 HTS o
b. HEIEAR—ERESEGHE AIEHISSEARRYIENE « JA%B1E CAM 22 A EiEs « IS EAAHE R o
6. ¥ 1/0 1RABLELT o
7. BB EIEAHRITEEHEMNSE -
SER 4 1 BEAN 110 1848 11§

REEAHARY 1/0 848 LA ~ BRag /0 BRARERIBRR T RIIIATE - B iRER T ERRMEIR » A%RER:E 110 BER
BB LRW R o

FAREETLE
S 1/0 1RAHE - ERHEMEIEFEARRE » LIF BIRETIEEHM 1/0 1248 -

1. REHY 1/0 184 L4R -

a. WAMUTEHS !

system controller slot module insert -node impaired node name -slot
slot number

b. #A 'y BEEIRR RSN

B4R RIEREST /0 RAEEMY L7 (BEBE ~ B¥1A1E ~ ERAEER) o
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2.

100

PIEn > AT en i EnRs 2 (RAEHERIES) LRYHENE 7 Btk > R —RIE » RZEFEMI)

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered on and initialized.

Do you want to continue? {yln}: "y’

The module has been successfully powered on, initialized and placed into

service.

a8 110 1R4E ERSEERRR S EMIIFIAIE -
a. {EARIERIZRAVIEH QWAL TR L !
event log show -event *hotplug.init*

()  aEmmmeREER AR A T A B E A S R -

% 4 FERETR—{E 5, 2% 1@ hotplug.init.success EMS E5 > 7E Event {E{AIPEET
‘hotplug.init.success: > 7om /0 &4H_F R EEERSR B IHAIIAIE ©

fBlgn » AT s AR 1/0 IR e7b # e7a BIFIUR1ERTS -

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.

a. REBEIBANIRIERI ~ FERE EMS sCERUABRARRIED BR o
3. HESD 1O EARIRIE R B AT ENE -

system controller slot module show



b FEREMEIBARAE 2 powered-on » At /0 HRAHRTLUESE o
4. FEST 1/0 1M AR E R
WREEHRNEFI S BARS -
system controller config show -node local -slot slot number
YN5R 1/O AR TH LARE AR R > BN & RER 1/O B4R EH - BIEIGIERERES A o
BIgn > EHEE 7 B9 /0 184 5 BEZEETIFELUATRIEL ¢

node2::> system controller config show —-node local -slot 7

Node: node?2
Sub- Device/
Slot slot Information

7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O0O00000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

TER 5 | INEREFRRIERER

RAEFERERERERRLE 0 AR | RATEEMEGHIZENESSR (REFE) - WEBZIREDRE
(RIBEFE) - BE LIF SEEHTEREF > WERKA AutoSupport BENEIZZAITHAE ©

1. ARG RATHITHY ONTAP RRATIZRISIAR - R EWERERBLBRWEEER BN EDHFENAE
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MRHEP—HIEFISREIEZETH a ERRERERE  ERIZERNERISNEERERE:
GIEB AR

storage failover giveback -ofnode controller
that was taken over name

b. EBIZERIERIR XL ERBEIE

storage failover modify -node local -auto
-giveback true

MEEHIZSERFLIEIT /IO ( FifFF—% ©
RIHERIRTR)
2. BEREEN S EEME T EEMEZIBRE | network interface show -is-home false

MBEERMEGHIAR - BRFHEREHETEFIR | network interface revert -vserver *
-1if *

3. YNSREXA AutoSupport ~ FEER BB ZEEA -

system node autosupport invoke -node * -type all -message MAINT=end

FER6 . BHEZHERIE A NetApp

IEMHFEMEIRMATE AR « ’EFEZ R ENetApp o ¥ "SHEERERRFAEN « F2RER

i 1/0 1E48 - AFF A1K

SRR R EARIAZIEE S WA EMINGER - 5AFH AFF A1K REEHHY 1/0 12
,%H Eiﬁ&f BIFERARAIESZS > EHKE 1/0 1&48 - E%ﬁﬁﬂ@]?’“%]ﬁ% UK R Z 4R
[5] NetApp ©

RIS A2 I EF R R SIRBIFRE ONTAP hiRZs ©

FtaZ Al
* B RBEA R ERIITMF o
* SRREERTFRATHFAAEEMITAEERERF ; MRRE » BIAERMSIEERP]

B | BARARIBENR,
fER T 7 B —{EE TRk R s B ARRVIERIES o
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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$BEIE2 | PEHIZR(iIF MetroCluster —ER 2 &
()  WmREEAGIFASELMetroCluster KA « A/MEFILLER o

AR IERIERES R EFEERISSEIRRE « WAL BRHIZEIEGES « WERZIERSEER
BT SRRETREREEN -

- B EE AL EBIRRES RIS E VAR IR - MBREREIATAY « REA0EHI50E
T TR RRTA SRR « AL AT S ANEIS  AEERE ; S8 HH
BEERS" o

* NRIEFEAMetroCluster R INEERZAVAERE « B4 ZBRESEMetroCluster ERE ThEEARZ] K&~ B
ENZLEENERF B IEERIHRAE ( TMetroCluster THEERZE) ) o
1. YNEREXFY AutoSupport * 50U AutoSupport 852 SRINEIBFNIEILMEZE | system node

autosupport invoke -node * -type all -message MAINT=number of hours downh

% AutoSupport i L B2 1F BENEILZEFIM/VEF . clusterl:*> system node autosupport
invoke -node * -type all -message MAINT=2h

2. (ZRE2EHFREEENEBIMIEDISE | Norage B B EEI-EEL A - BBINIENER)
3. RRIBAVIERIRBEHARRET ¢

MRZARAIEHIREETER... AR

FARURET AIET—%
EEERFMIE. .. Ctrl-C ~ ARTEHIRERELEE Ty, o

AMRETHEBET WARS KRE2HEGRFILSIZEREAVERIES | storage failover

iy . .
) takeover -ofnode impaired node name

ERENEBREREETEFNE. . B« 5%Ctrl-C ~ ABEIFE T
yl e

HE 2 EIAMTE /0 B4
AEEH /0 184 ~ ATEHAERIREIZIEE « AR KBS ESBIRFET -

1. NERIG I RIEM « SHEIEREIEHN o
2. T BIZIOWAE L R E(EI4E4R -

() mrREsEmeEnEs  UEEEFEERARETIIEEHERWERS o

3. MTEHEREIRAHS « HIERNHBSEEIEAHB[AAIMAINIREE « AEE THEEASS
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()  TESETERATHEE 10 848 - —RTE  EREBR—E 1O 54 -

" I/O CAM F3iH

AW B EEARRIIRE « WEREERIRIR

4. WHEFEREIT BAR 110 1R4R -
a. @ T~ BEEEAE LR CAM $%if o
b. #& CAM 2R SEREEA o
C. FIEEA DR OLE « ARIRAHFEPRIL BRI RAR AP ER o
RSB HEI/ OIS AR PR TE YIRS o
5. BI/OBMHEMIE—E o
6. HBEH 1/0 HRARREEEIAE ¢
a. ISR B R IRE R O B TR o
b. HRAR—B&BAMFETAVIEE - A% CAM 252 A _Ehess « BIEAAEE I -
7. 1% /0 1RAREL -
8. AR EIR AR M LI ERARAE o

TER 3 | ERRRENIESIES
FEH /0 BHIEZ 18 » IS AERRENIERIZS o

p
1. B AR IR RE RS EHES

bye
() E#EmmEsmmEEIRs - BRI 10 AN -

2. BRIEMIERIRFERFAERE - FEMEERERE !
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'BEEBEIZ/R-ofnode_disapped_node_name '
3. REPIEHIBNETSERBEHMIE :
storage failover modify -node local -auto-giveback true

4. YNSRELA AutoSupport ~ FEER BENEIIER -

system node autosupport invoke -node * -type all -message MAINT=END

FERA | BHPEZHERIE4NetApp
MEHFBEMEIRMAIE R « B fEZSHREINetApp o 41 "SHHESBFRFHMEN - B2HEME °
HIHINER - AFF A1K

= AFF ATK RS FERT > SHEHEAR AC 5 DC BRIt (PSU) > LIHE(R
"‘E’J% MAEEERWPTERET] » UBREEF - BfEF B EIE PSU EEIRIE
o INTNEIRER > BIIE PSU » ABRKEHEMEREZER

BIRETUERY o At B RIS o ISR RARIIERISS R E R PSU o

FAREETLE
* FREFERT —REBR—(EPSUMRER °

(D #mRBTEREERENPSU - KEQEHEER o

* SRR ISHIPSULERIERBEERTER | ACEDC °
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EIE1 | BB EIR
EEFHAC PSU B FHISER o
1. WNRIT R ~ SEIEREREM o
2. RBEFAESNEHPSU LA EBHIELED - #BICETIHRMPSU o
3. fhEfPSUELR :
a. yTHERRETESS « ABUPSUITEIRAR
4. [ LEERIE T HEBR « RERPSURESIZEARPAILE « IUFEFRPSU ©

@ PSURAE o ftiEhl2s iR EVLE ~ AT AME FIE « URRAERISREHE
HMEMISE °

0 Terracotta PSU $HEIEH

O. TEHEH SRS R EHPSU ¢

a. AFHRUW R BRPSURYEG IR SR ERIRFLET
b. EPSURHE ASEHZ3E4E « ERIHEBR RARELL

RS AR NS SERES « LT R o
(D »eemmnmEEs  BOEEPSUBARARIBREI -

6. EREIEPSUES

a. REREEMEZEEPSU o
b. EAERREEREREEEEPSU °
BRIMEZEPSUE  IRELEDE A 4R ©

7. NEHFEHMBIRMAIS AR ~ RHFEZHREINetApp o Y1 "SHE S BB BHMEEN « F2HRE
& o

IR 2 | BUEREREIR
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EEFHDC PSU ~ B NP ER -
1. WNRE R ~ AR o
2. RBEZFAESRNEHPSU LA EBHIELED - #BIEETIHRAIPSU o
3. FHEfPSUEALR :
a. ffEFE EAYIENEIRA%  HD-sub DCAEARIZTESES o
b. #HPSUIK TAEAR ~ Wi EHME—E ©
4. [\ LEBIEIE R THEER - REBFPSUMIESISEAFAILE  LUFBRPSU ©

@ PSUTRAE o fEizhl2siRAEREVLE ~ AT BME F3218 « MR RANERISSREFE
BMEMISE °

ENEIRAA

ERMHERER

EEmPSUTHERER

(3]
(1)
P2) D-sub DCEERPSUSIARIEI 25
(3]
(4]

O. TEIEHISRIRERLEEIAPSU ¢

a. AFXELRERPSUREG TR R AR LR
b. HFPSUEHE ASEHSRE4E « ERIHEBR RAELL

BRUES AN R ERIES - LU EHRYUEIL -
(D »eeEmcmEES  BEEPSUBARKRIBEN «
6. FHERED-sub DCEIRA :

a. [ EIRARIZERIEAPSU ©
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b. fEFIiEHEBAE IR EEEPSU ©
TRIEEPSUR « IRASLEDEAKE o
7. NEAFEMIPIRMASE AL « iHIESHHREINetApp o 1 "SHHE EEE R RRMEN « HSHE
M| °
EHBNRFRREE M - AFF A1K
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MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
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