AFF A1K 24

Install and maintain

NetApp
July 01, 2024

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-systems/a1k/install-overview.html on
July 01, 2024. Always check docs.netapp.com for the latest.



Sk

AFF A1K 4%

oa =
LZHEEGTE

A



ZREGTETERTE - AFF A1K
BRE T TIERES R RLZEE « SR KREPE AFF A1K #1F R4

o AR

AEERRE  TWRERFSH - RERBMENTR « WHEFRE EHRIRIRTER 4% « TTHRENEE
REAE REFFEEITIER « Wk MERe U EVS S E Wat ©

AELRKEER « FALHNTENMBERENEEN « AREMBENEBEHERPLELEETS < #E « REXRAE
AFE L - KR RERERRBEERETERY  UEBEERMIR -

\\\\\\

ARERER ARG RERERER ARG REREME

a "FRFETFRAER"

AERRARENR - FHcFRBEE NS224 HIERVER « WHSRME—REE ID ~ DIRFRESERIEEREPEZ
TRIEY - 241 -~ FRUERISRER - &%  AEABHIEEERE - RERGEETSEERMESL -

e "TENRERARE"
EETTHRMERIE - s BastamIEERIZRAY IP (Uil « IFEEREL T E System Manager ° Z3K5E Al 1778)
TRIREITEEARE o LI ~ EHAIERS<SIAE (CL) o

EHLE - AFF A1K
BT LI AFFAIK T4 o

ez Al
* R 'EERE LR SRERENE "REERE" - RRMHIARE - EAIUERAZE - WABCHE -
* BREHEA TRER R KPIENFIE EfREMNIA -
° 25R+FIRAHEE T


install-prepare.html
install-prepare.html
install-prepare.html
install-prepare.html
install-prepare.html
install-prepare.html
install-prepare.html
install-prepare.html
install-prepare.html
install-hardware.html
install-hardware.html
install-hardware.html
install-hardware.html
install-hardware.html
install-hardware.html
install-hardware.html
install-hardware.html
install-hardware.html
install-cable.html
install-cable.html
install-cable.html
install-cable.html
install-cable.html
install-cable.html
install-cable.html
install-cable.html
install-cable.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-power-hardware.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
install-complete.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/zh-tw/ontap-systems/a1k/complete-install.html#step-3-configure-your-cluster
https://docs.netapp.com/zh-tw/ontap-systems/a1k/complete-install.html#step-3-configure-your-cluster
https://docs.netapp.com/zh-tw/ontap-systems/a1k/complete-install.html#step-3-configure-your-cluster
https://docs.netapp.com/zh-tw/ontap-systems/a1k/complete-install.html#step-3-configure-your-cluster
https://docs.netapp.com/zh-tw/ontap-systems/a1k/complete-install.html#step-3-configure-your-cluster
https://docs.netapp.com/zh-tw/ontap-systems/a1k/complete-install.html#step-3-configure-your-cluster
https://docs.netapp.com/zh-tw/ontap-systems/a1k/complete-install.html#step-3-configure-your-cluster
https://docs.netapp.com/zh-tw/ontap-systems/a1k/complete-install.html#step-3-configure-your-cluster
https://docs.netapp.com/zh-tw/ontap-systems/a1k/complete-install.html#step-3-configure-your-cluster

o FARERTE NS224 t41E ID BORA st LB LLE
o B USB/ FYEEFNECA B TIES
o FEREBERBERLURTEHRERA
c REFTEHNFEESHEANEZEEE
TEEHMAK FERIEZE 6283 (2852 ~ EEMEANIGENFERREBRARME

Y XL\ LIFTING HAZARD

62.83 Ibs (28.5 kg)

* CEIREKEEERRNREEEE -

mE AR B 66.78 B (30.29 Afr) ~ BEMEAA SN EAREREE - BEBIFEETH (|
WBEEEXEE) -~ UFHEHEEE - AARIEEES AT -

Y XL\l LIFTING HAZARD

66.78 Ibs (30.39 kg) g !

* BRREFARNRAS LR EERIIHEENRREA « LHEHERBFRTENE

SER1 [ EEE

R ST B AR S R IESHE IR TT SR TF R RRIRRE o
HER
1. RN AERETEMIRIEMEIER « MR "NetApp Hardware Universe" o
2. FFRETEIRE BSAIMZRZER
° BARTER HA 2RS4V
° 2U BRI EE NS224 #1E
3. BT EMBA R AU ERAYER IS o

NEZERPRERTME « 520 "33 324" "NetApp Hardware Universe" ©

TE2 (IIHEER
FTRIFRA A ELE « WEAB YRS Y REITIEER -

1 NDTRIFFA SR ~ T ABRI S RERE Y o
2. BLLBUEHE FIOEEAS o


https://hwu.netapp.com
https://docs.netapp.com/us-en/ontap-systems-switches/index.html
https://docs.netapp.com/us-en/ontap-systems-switches/index.html
https://docs.netapp.com/us-en/ontap-systems-switches/index.html
https://docs.netapp.com/us-en/ontap-systems-switches/index.html
https://docs.netapp.com/us-en/ontap-systems-switches/index.html
https://docs.netapp.com/us-en/ontap-systems-switches/index.html
https://docs.netapp.com/us-en/ontap-systems-switches/index.html
https://docs.netapp.com/us-en/ontap-systems-switches/index.html
https://docs.netapp.com/us-en/ontap-systems-switches/index.html
https://docs.netapp.com/us-en/ontap-systems-switches/index.html
https://docs.netapp.com/us-en/ontap-systems-switches/index.html
https://hwu.netapp.com

(D) CaNRmERERIEN QR  UESREFEE -

THIREREAEEEHLIRTPEIINADIAR °
HEAEEENNFIEYmENT GRMEE LRNFE - MRAEEMER B FNEEERMRERE—D1TF -

R * R
* AR * HERRAEAR
* MBEEMMERE (FER) * BEZKERER (RJ-45 8RB
c BREERE :

* USB-C F7EHHEELR

* REEER (WNRIBEIMEER
1#)

* Btk

TR 3 | SEICAIRERS
SEMEH T e R SR o

TER
1. HHTFENRRFR

CRILIEERAEE  FESDE FERFOiERIZRMI R MM EERIRA P EIRSE « ARBE E RS o

2. HifE NetApp ZHEAAUL © "mysupport.netapp.com" o
3. FEmEEES

MREZ... sRiEE TR ..
RENetAppEF a. ERENERERBNEEEA °

b. BEE * R > HHNARKE ™~ o
C. HEEEESILMINRMFIR o
d. IRRE ~ AR TINetAppE A RVIETET


http://mysupport.netapp.com/

MREZ... miEE TR
NetApp#i&E A a. #— T BN ~ AREIUIRS o
b. #EE * Rt * > * FEMARK ~ o
C. BMAEMABRRFHRMERNFAER

E%ﬁﬁ*ﬁ)&?ﬁ SR TSR ZEVERES - ETRF R AERE24/)N

SEHERE - AFF A1K

TUREAER PRI (IS R LA EERVRIBS B S AR - MRIEHHEETRIEA « 55
BRBIE D 5% o

a2 Al
* CRERRR "2 2 EEEIR" XM« LR EIM L EREIRAITRp T -
* CIEZPEMEEE AR -
* CEIRETENRIEESRENRZEEE -
1. RBE - KEEMEAEREA - ZETFAMRIENNEEY -
2. EHIENEERRPLERFRECHTS !
a. RFEMETEHENEEHIRPHENGEL « ABRREBIE T LR EBAEL o
b. (EFABEMHIRZERM - BT EEEEHIEEREHRL
3. LATEREIHAR
a. RIS EBENE L  RARIEEESIFHR ~ Wik EBAKMESEEHER
MRECELRSERNE « Fis B —ERBEEIZREIERIER LT - BF _EREERKEENSE TS - 8
EfIE MR EE R IR -
b. EFAREMIAYZ SRS « RISEEE T ES B EHRL
4 RBGREEREBERETAEMHE

Cable
management
device



https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945

5 BHERESEETAER o
HEIZIERE - AFF A1K

RIFERS ERFRMAER « HIEHISMIEMLR o

Az Al
WEGREZSBAIVER AR S IER - SA2REREZETRIEGFTE

=

© HRAZERRERE « CEZGRBERAEL ; IREFEEFE  FHHEIT « REGRPEAR « A%ER

—:k o

* NREBEREICHITIAN - 5/TiF SFP HEAZRISSERIR « BiFEREREERR -

TR | RIEHRE R E R
i B A S BB E IR SR R R IR TR R VB IR E R -

a2 Al
MBREFRAREREMFAEREN « FHECHRREES -

FAREETLE

BLERERFBETR AR o BT - HENBGREUAR ENREFER AR TH - MERENARIIEEELIE
FratER ~ 5528 "NetApp Hardware Universe" o


https://hwu.netapp.com

$EIE 1

1. EHE#EE HARE

Controller A

Controller B

: ﬁﬁﬁﬁ?ﬁ?ﬁ%ﬁ%ﬁ

BRI RE HA R

®

BEOEREM HA G

° &/ HA BEER

i

HiFIE e1a &

HIETF elafll e7a}

AR BRSEIRIR o

BN &
—BHlglel = L 1
NVRAM
gluln D Ry
nn s
BN &
—HIu|n] = e b
NVRAM =
jluln nnewaop |- = n N
Al gl
205 Lrod v % | [ [ | N ]

2. BOKBRIEARERIR IR T TP -

W2 —EHBR T AR RS - IR ERMAER

Universe" ©

HiZE e7a ©

SES R

a. YIEIF ~ i e9a #l e9b EIEE L K FERE FHEIR IS o

®

*100 GbE #5453 *

-"EEQ

FI=he

AT BEEM HA MEZERANRAMEE « REMEIRTERRBERE e1b Al
e7b EIRIBHIEIT EFRRIEIR o SAEMRBIIB M RIREHBERAMAE ©

B "NetApp Hardware


https://hwu.netapp.com
https://hwu.netapp.com

To 100 GbE Ethernet
data network switch

R [ (S (S (]

: plulm s s 5| §ln (1|8

S Il (T Toaes = B
- - (>

T 1 N [t (S iy 1]

P N|E|E| e | e W) 8o |H (N

© mimy re——1 L

To 100 GbE Ethernet
data network switch

b. &1 10/25 GbE FHEARERATHAES ©

*10/25 GbE 14 *
To Ethernet host To Ethernet host
network switches network switches

Controller A
. |
F
- CAEACAEA

o plgl: E =| By7]

E: Blelat| = pe el gmime

= NVRAM

5 Wiy (== m—— . | H|E
[E B mEmmm @ mmm B E—l
To Ethernet host To Ethernet host
network switches network switches

3. f5F 1000BASE-T RJ-45 B4R ~ IITHIZREIE (kF) ERBEEESIEMRMES -

° 1000BASE-T RJ-45 #8453 *



p il B Da [ | I
- Binjn| = 8 L] ]
:  glulm S W 5gluln
S AL mmmm @ mmm ] B
2 LS & =i Hg
3 Bluln]| = g It ml"E|i
,g I . . NVRAM NNetApp |== ==| mNetApp D . I I I
o

AL AN EEEE . l—@ n

To management
network switches

©

AIHEABIRAR ©

TR
1. ETTIBRERE

() semERemHARELAERNERERS o

a. REHIZE A _ERVERHE e1a FIIEHIZE B ERVERHE ela HEEREMRIIAR A
b. $ZEHIZS A LEVEBMRIEIRR e7a FIEHIES B LRVERIR e7a EEREMIRITIAR B

*100 GbE #&#3 *

]

—

: nE i =1 0}
£ ralafe| s be Ll mleinln
| H|E|E e~ (e | B\ g |H|N
© AL mmmm coom o B0
: LS i ={ Big
¢ (r8lulu| = HE et a|Em|n
£ I . . NVRAM T NetApp |=.:.. B @ . I I
8 . . 0 —— . I
s T - []
To cluster network To cluster network
switch A switch B

2. BOKBRIRARERIREIR T TP -



WTR—EHAR T HERERED - IFERERMAERNFMEENR « 55260 "NetApp Hardware

Universe" ©

a. Y@ ~ i e9a Ml e9b HIEE Z K FHRE RHEIR 3THAES o

@ # 7 REEAN HA R BR AW RMMAE « REBARTEERERE e1b M
e7b B HIET EMERRIELR o SHERBIIN M RREBRAMEE

*100 GbE #&#% *

To 100 GbE Ethernet
data network switch
< miny g iln
% . . . NVRAM '] ']i- l I I
:  plu|m e | RS
S AL mmmm mm B B)F)
E LTS = Bip
£ H|u|u| = [ie e | 1]
§ m|E|m s S (W] Bl (K|
Il ‘""oees mam B IE)

To 100 GbE Ethernet
data network switch

b. 1% 10/25 GbE FHEAERRATHASS o

*4 {EEIEIE « 10/25 GbE F14 *

To Ethernet host To Ethernet host
network switches network switches

M i E’ﬂlll

B -
ENVF{AM — l |
EJ ——%Eu||

o

Controller A
- N
@EEE

Controller B
- N

B -
E —|NVRAM = . !
|| E— ET i

To Ethernet host To Ethernet host
network switches network switches

3. £ 1000BASE-T RJ-45 4% ~ fHHZEHIREIE (kF) ERRERTEEPERTMES


https://hwu.netapp.com
https://hwu.netapp.com

° 1000BASE-T RJ-45 #8453 *

N TH S i LI
= o

Ep|E ] e e ) B g ]
© BLAL mmmm mmm o BiEY
@ L1 Z = By

2 Blulu] = L P ml"min
P n| ] | e e W) B |y [N ]N

AL RIS fr——— --l-@l__

To management
network switches

() wmErERS -

TR 2 | BRIERRER AR
R 33 1R EAE AR -
B A2 SR BRI fAIRHE R B IR E — (BB M EAAE - C&RZ AT EESNEMEER EERIES o

10



BEIE 1 EIEE—E NS224 HIERELR
T SEEHI2REEE NS224 AR ERY NSM 18248 o B R RS EIEHISSRY
PSS B BAR o

1. 7EEHI2R A £~ EREREETIIE
M A Z$%18 e0a ©

a. fFEIR e11a BHEE NS

AR

i F

e |

b. H&EIZIE e11b HIZEHIEIE NSM B EiZIE e0b o
; ©
. - -
1] (%)
=
2 - .i'
< njnf £ =i i EJ
s I un NV?AM - I]l | I I
£ UL Aeikss) = [ v [ W I 1B
© AL pre———
: n|R|E| - oI LT
E I . . NVRAM e =EI!:I'INetApp @ . l I I

LALAN pre— A
2. 7F¥EHI28 B L - ERBREIZ T ELR ¢

a. WUEIEE o112 ST NSM B IEIZE e0A ©

b. (& EIZIE e11b EIZZE NSM a EIHIE e0b ©
; %)
2 [EE e |
o0 %)
3 oo | -1 ]
< : HﬂE =
1 H H ve o pel B0 n|n
g I . . NVRAM S E!nNmpp @ . I I I
© AL mmmm mm P H
3 | = = "N (NSNS 1SN 1 = b [
E I . . NVRAM AR E!I'INetApp D . I I

mimy mmmm mm B 0H

EaThRASR 56

11



BEIE 2 [ EIEME NS224 HEIERVAEAR
A EHE T2 EE EM1E NS224 #HE LAY NSM 1548 o B RERSHEESISIELRR | EEIETI2s A &R -
EEEHISE B B4R o
1. fEEEHIER A £ ~ FRBRERTYER -
a. FHERIR e11a EIZEHNE 1 NSM A ZEIFIR e0a ©
b. HEIHIE e11b FIEEHHNE 2 NSM B ZEH#E e0b ©
C. WGEIZIE E10A EIZEHIE 2 NSM A SEIEIE e0a o
d. REEIRIE e10b EIZEHHNE 1 NSM a EiFE e0b ©

: L :
2 .
1] (%)
=
[}
]
e ﬂ :
< il Bl
3 Hinin| = he A T !-E e
£ I . . NVRAM MNetApp == = MNetApp @ E_—__E E___.l
8 Rl ] AL |}
Emmm = P !
:
[ [}
@ N B i'm l
s |  gpmiEE}] O} B = = .
I 1 Lg o LT
g I B'E INetApp =D!I'INetApp @ B l I I :
mimy e i
:
[}
g ) 1
2 |
: L - i
: - |
2 - (o | !
| 1
od

2. 7EFEHIZE B b~ ERBGRERTYER
a. fHEFIR e11a EIEEHIE 1 NSM B ZHHR e0A o
b. [EIZIR e11b EIZFEEMNE 2 NSM a FHHE e0b ©
C. IEIZIE E10A EIZEIE 2 NSM B E1EIE e0A o
d. EIFIR e10b FIEEHAE 1 NSM a EIFIR eOb ©



< )

=

2 - o |

o0 %)

=

2 e .

< min g " |

[ R 18 1§ B . i 5

: Blulu] = e ks LT

£ I BB NVRAM MNetApp == == MINetApp D B I I

5 10 - nll
Emmm mmm P

2 116 ¥ -l mig

[

3 I . . NV?AM S D% I]' . I

g I | Bl I NetApp E! FINetApp @ B I

° AL AN mmmm mm B0 ) 1

< ©

=

2 - | e |

o0 %)

=

2 oo .

FRUHEEF RMEIR - AFF A1K
EIFE AT IR 2 8 ~ R AR FEIBHEE T -

TR FARIEERIISREAE ID

7 ONTAP {#F &M T ~ S8 NS224 HABELUBSHIAE 1D MLE S o It ID AIFEREF R AR E P RIHIES
BERE o WRIEFAR ~ B ID E45Ik43 1001 1 1011 ~ BEFEREREELE ID - DUERFRERERRN
ME—1% o

BERI(E
* BMAVHHMEIDA00E99 °
© B ERIRERIR R BN N TmIRERE - SHEEENFME - AREWREA) - HEID A EEXN -

1. R ERGERERE - ARCATRGEERREREEEI - BREFRERETAER LNER -
LRSI NEEE TR ©

WABTE A BIRET S B ENREAFI -
2. T AR « BRI FENEREEmAIHAE 1D $25h -

13



14

HiEmE=E

B R




%48 1D SiRES

48 D FEURER

- BERIBEIDNE — BRI

a. A A REHRERNEIRHEANFLF ©
b. Z{F#%ih « HRIBRERS LNE—ERFRIAPIE « SARRERIRE

BT A B E 57 0BT AERRAPINE < ERRIIE DR B -
()  MBDEB15HM LM SEIARIE « AR  BE—CER2AT o

C. T UREMILER ISR - BRSERIFTERI0FI9 o
AT A ER R AR E—F) o
F—(ERFGRHEPIE
- SEHANEIDAYE _(B4RSE
a. R(EH%e - ERHIRERES LIS AT RIAPIE o
RZAAcRE=TVRRE « 7 sEsRsRISRIAEINE o
BIRETEE ENFE— AR F S LRI o
a. T IRERGZER « RIS EAIR - ERERIFTERI0EI9 o
E_EMFERHERIE o
. SHTEFREEAVSRES « RABIRAREE - BRSE _EHFELLNE « BREXZEE o
WEFRIRERE = 8 SE(E LRI o

TS EAMERFEEFHREIE « ODP LMEBLEDEEANAMNETIE « REECHEPAREIDREAR
£2L o

15



6. HEHEAERAMLZ /) 10 Fb - {HH4AE ID &£3% -
a. B L MREE REERIN T EIRAR ©
b. &F10%) o

C. R ERGIELIIEEIRMIESS « LT EREIR

TRQIBAR « BRUESH I - EUEEDESSEE -
7. BRI o

TEE 2 | BRUERIZREIR

1. WERABRERRIFYEER

BIRIR BTSSR EEREIER o
a. RECHEB ERFYEE

HIFIBERA 115200 EEIEREE (N-8-1) o

()  oEmEREFITRamER0RE « A8 E BN R -

b. i FELBRBIZEBCAUBEN « AREATOBM T ESBREREH SR LNFTEE
C. RECEBIERTEEFER LRISTIARS -

il iky
Netapo |- = mnetson —T
mmm | B

Controller A

Client

Management subnet

d. FERMNEREFAHER LM TCP/IP it « FHEIERGECIER o

2. BERGIBAZEHIRERMUES - ARRERGEREFTRABR LB

Power source on circuit A

Controller A

Controller B

Power source on circuit B

° RGN - IR RZSFIERE/\DiE -

Hem=

° LED B0t - BFEERE) « RTIEHIZRETERK o
° BRSE—REAER ARG RM - BEEAR R &R

BRABERERR o
3. EASEERMER LNEEREREERE

16

BIRIR o



TRERNEHEF ARG E SR - AFF A1K
LHERERE 1% ~ :A{EF ONTAP Erife kB E R BIR(HIF R

TR IEREEN

MREHREEM ~ FREREREFBNEN « OIMNREEENEEIZEM P (it o

}?ﬁ%é’%aﬁfilﬁﬁ ek R EIZF AP RAYE - WIRIEMTER(E -

T2 RREEMER
REREF I RERRMER _ LREER RIS o

A MERZE ~ SiEmABCH

17


https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html
https://docs.netapp.com/us-en/ontap/software_setup/index.html

HEIH1 | ERAERER
yu%:uﬁ’]%uaiaﬁﬂlﬁegyﬁﬁﬁﬂﬁg} ? Il_a\E_I-J'/(ﬁFH g@]%%? ?XE& Eilﬂﬂﬁ °

HER
1. SRR EGEIEIBIETHES « WFEARR B
2. EEVONTAP 7B INREREBEINUIES -

e Open File Explorer

w | [ = |File Explorer |l [ s | Network
Home Share View Network  View
- v 4 £¥ > Quick access - v 1 ¥ > Network
[ This PC » Frequent folders (4) & This PC ~ Computer (5)
= Network Desktop Dowrioaas : =% Network m SAMPLE1-PC
This PC This PC . e
s ¥ : [ SAMPLE1-PC
~ Other Devices (2)
_ Documents Pictures .
":__'J This PC weam| This PC .
EE » -~ : ! ONTAP-XXXXXXXXXXXX
E e / ! ONTAP-XXXXXXXXXXXX
Click network in the left pane. : Double-click either ONTAP icon
Then right click and select refresh. . Note: Accept any certificates displayed on your screen.

a. FRERAE

b. R—TEERPRYHERE" o

C. B—TAEGREIEIEREE -

d. M TONTAP {£—f@ M&: BR « WIEREE LRI ERIESE o

(D ooox REBGEHTAF -
AT FERDIR o

EIE 2 | RRAERER
MREHERLBHRBAMBRE  AEF ONTAP SSFUNE (CLI) EERTHERTRAEAR
E o

B> A

ERTCNECLENOESERY TR AESE  BESIRCENER - MEHEHST « 2 B
ST o

S5

YA BB IR PATHHE RAS H A — (B2 o



NREIEHEREDHCP ... AE...

BERE SCEMEIRAGATIERISRAYIPALAE -
RE&E 1. EAPutty ~ iRt EIARSR N CIRIEMN E N E MR EZEE T
PERER ©

@ MRERHBEIFIREPUtty ~ FEEEC BN
FEGRIR LERAA o

2. BREF—EMRNEES o
EEERN - AERUTEORIEERERE -

w
ok

RERTERERTE « SARASNERE IP 3

$ER 3 [ RTEE

NetApp BZEEARAEFEERREN RS - MBREHRA  F2R EARAMEESENEE LRE
ONTAP" ©

System Manager ##=55% E SAERRIR L E S AN TERE - EFEREREE P it « infbEsE ~ BT
IERE ~ REBAGE « URAIAE B M IN#EFRE

() stz - ETRIEHIT "Acive 1 Config Advisor' LISBIEHIRTE -

AERE

#EcE AFF A1K BERS

Hit AFF MK #FRF ~ eI T HiTHERR o

A LRAS

FEtERE S HE— T EMRER ONTAP BURIEE « HAMIERIEEFER o
2R

YERIZSEE E AR © FIESTNERERAEA o EERIMEREILHIT ONTAP EEERAEES -

DIMM

§§'JE$fﬁEﬁ§E’I%E%$§.%H (DIMM) ZR—2EMTIEEER - EfER TR AMCISIRNIE EEHZEMIRME

19


https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://docs.netapp.com/us-en/ontap/task_configure_ontap.html
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

Nz
R R R AN R4S
NVRAM

NVRAM (GHZZ4PESFENGCIRRE) B —EEAE - ol E R GET SR REREEFEEEFLER - 24 ID
it NVRAM 1EZ070 o A% ~ RIS ST NVRAM EAEFEUSHBARLE ID o

IEFKREM
NVRAM EtE& &4 NVRAM RAHIRMHET] - MAEEHPER « EEERTNEN SRBEERMCINE -

I/O&E4R

/0 1848 (BA / SR BRI « PR SRR RIS MBS ERENR R ZFEH
BT o

BRI

BRMHERTERSPIRUEHERER

BB ARy SE e

BNEsRsiE Bt G 1 BIRRAR R S R4 B HAFNRS R E A -

R EIEEAE

A EEEER TG SRATIEANECR R ER AN E - TGS AREEZR - AMEERAESH
PRIRES « WRETFRAEFS (SSN) o

FTEIRAS
BRI IRAB AN - AFF A1K

FIIERS S REFE AR EREEAERAN—EETEMRER R (FERE) B3 - RHERE
EMZE ~ AT AP E @ P EnE @R ERIEE -

T B R — AT EAFATI2HIUSBIRBIRAIR K « URIBENRFEE « 75EEM lmage_xxx.tgzy °
Tt BiE Tlimage_xxx.tgz) 1EZENFIUSBIREIMEIRN « UM B BEXRERFPFER o

* B AERREREEEW R ERFRUTTH R ERSE T -
* SATWMEIEFERVIERISS EER TSRS !

°© BB 1EHISRE M EHITHERERIERES o

° _Healthy$=hl25 2 ZIBIEFIZRHIHAGERHF o

20



BMEREMZEEIE - AFF AMK

TR ERER S TR E R NNZ S WAGARE Z AT ~ LA IRERIRIEHISSAARE
=R BERIEINEE « URIZBEONTAP HITHAVRRZS

MRE=EAME LA - AIRELBRRPEGIE - MIREERZFIEEAR  NEZHERSERS T
R ~ FRTEERMBEINRN - MG AERMAZIENERISR ZAIEIERE ; B2 "W EEERD" -

TEHITONTAP Se 9.15 K TR HE_EIFENVETINSE

ERRIRIBEHRZA « CREERIAREEERAZESREERNNEHE -

1. f5F8 security key-manager keystore show f< ~ BESREIEREXESIERAP - NHHFMAEN - F2E "
ZErEiREIERTERERNTHE"

@ A REE A Ht i B IRI2T4a8 - JARVEE kMIP » AKV M “GCPp o MR E LR IZF
SRR £ B IR fEEMEE external onboard ©

° WIRKRE B « AN "R IRRVIESIES " RIPARIRENE, o

c MNRMLETEHLH - RARAKERHE © security key-manager EEERER Key Manager FEEF]
AREE o

2. {8 security key-manager keyquery &5 < B REFFHE Key Manager ©
o YNEREATRIAR BABNIBET ~ Bl Key Manager external Restored 'true' ] Z 2 RS IE8RVIZHISS ©

° INR Key Manager BAm$EE onboard H Restored BB true ~» MEETHR—LHMPE o

° YR Key Manager BEMHAVEEE! external M Restored HEETRHARRE true » BEEFTR—LLHMD
B o
° YR Key Manager BAMHIEEE! onboard #l Restored HEETRBIAFRE true ~ BEEFR—LLEHMD
B% o
3. ¥N5R Key Manager BETEEE! onboard B Restored BT true ~ sBFHHD OKM &l ¢

a. BRMFIBTICEEER ~ SREA y . set -priv advanced
b. MABSUBETSIREIEE © security key-manager onboard show-backup

c. E%Tﬁﬁ%ﬂﬂ’ﬂWﬁ?ﬁ;@@ﬁlﬁ]ﬂ'ﬁfﬁﬁﬁﬁéﬂﬁﬁ o EAAEREFEFNMIEOKMBISKEIBIRH ~ G EZUET

d. &R L 2R IR RVIEHIZS o
4. YN8 Key Manager BETRAIEER! onboard Ml Restored HETRHABTARE true -
a PAMEZESREERERRP®S | _security key-manager onboard sync

@ ERTFITHEA 32 BF THRBF TARSEEIERN c IREAIRHEBTEE 5
Hi#48 NetApp SZ1BEFFY o "mysupport.netapp.com”

b. E&:E Restored FMAEESIMAVMMIEET true | security key-manager key query

21


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
http://mysupport.netapp.com/

C. ERsB4RAYE® Key Manager B8/l onboard * RAEFHEDN OKM Bl ©
d. MASRSUBETEREIEENEN © security key-manager onboard show-backup

e RBHERNABTERENERIERNECEE - TR SEFEFHMIEOKMBIKHIBIRF ~ CAFFEILT

Ho
f. Ea A L2 HBARAERIRS o
5. YN Key Manager ZETRAIEER! external Ml Restored HMEETHABARE true -
a M EREERETRERERETNEEHE | Z2EBEERENIMNIER]
UMNRALKE > 5581 NetApp ZIEHIOE4E @ "mysupport.netapp.com” ©
b. F#:% Restored FAEEEEIBAVM AR true & security key-manager key query
C. AR 2 MEARAZIENIIEHSS o
RARAIRIERISS - AFF A1K

SEANVEZINSE T2 18 ~ (G ASTR R IBIEHISRAIRA o ERESCERIE
BAFAEIR E R EBRIIEERIES

22


http://mysupport.netapp.com/

EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER

BRI SRERERHEN -
) S e

* MNREH SAN 24 > BN BESERIEIETHI2S SCSI JJ#MEHAE cluster kernel-service
show © cluster kernel-service show &5 % (& priv EMEETR) ZREREIZLATE « SZEELRYPEHLRE
SZERELAY BT P ARAE ~ IR s ENBERVEZEARRE ©

BESCSI7TIEERIEFE R AR ENEMEREI PRI o ERREMUATER « T HEEEET

B o

* NREEAMEULBIER « AIEREVUARI AR - MRBEREZZEEAH « R EHVIEFIZRHE
Ty MR~ R AERNEZAR - RIS AERARIBRIERISR ZAEERE ; F26 "RHER

HEERS" o

1. YN EYH AutoSupport ~ 554 A AutoSupport s1LEZEE BEEIEZE | system node
autosupport invoke -node * -type all -message MAINT=<# of hours>h

T3 AutoSupport Bl AREETRBEZEILZFM/NEF | clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h

2. (FRREEFREEENEEIMIEINNE | Norage B HEBEEIL-EELAK-BEINIEIER]

(D) swsEn 2TEemasivE? & HHA Ny o

3. IRABMEH BB EHASR/ET -

NRZARRVIEH S EE ...
HARRT

EEERFE. .

AR TR

AET—%

Ctrl-C ~ ABRTEHIRZRELEE Ty o

RIEBERISHZERFILRIBRVIERIZS | Ttorage BB EFIZE-H
R RIAENEL_EIRLRTE_

EXERIEH R EESHFIME. . BT « FF1ZCtrl-C ~ ABEIRE T
yl e

BEEIF2 | 1422 MetroCluster —ER =2 52
= ERARASERIEFHIZS « B ETIEHISAIARAE ~ WIENERFIEEEHI2S - UERES IS BT

BT SR RETREREER -

rm

* NRBEAMEU LBIERE « AIFRENARI RS « MRBERZZEEAY SR EAVIESIZRHE
T MR~ R ABERNEZARN - RIECURERPARIRRIERIZR ZAEERE ; 26 RER

BEERS" o

23


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

* tNRIEERMetroCluster BIEINEERZRVZARE ~ BN JBRESEMetroCluster ERE [THEEFR 2 #REE ~ B
ENELER R B IEEMIARAE ( TMetroCluster THEERZ] ) o

1. MNRERA T LEIHAE ~ BB TS HRINGI BEIEILZEA - [System NodeIRKR D FEEL*-type all
-Message MAn=number_of _hs_Downh] AutoSupport AutoSupport AutoSupport

T5AutoSupport Bl A REETR BB ZFIM/NRRIFAE . Tcluster1 | >R#AREIRIAutoSupport ~ 1l
FRENEE-HI AALL -Message MAn=2h |

2. FRREEHIRTEESHBEEINIEINAE | MorageBIEREMEL-EiRb A% BBNIRIEHER]
3. RRIBAVIEHIRBEBARRET :

MRZARRIEHREETETR... AR

AR AET—%
EREFFWE. . Ctrl-C ~ ABRTEHIRZREGOEE Ty, o

AMRTHEHET (WARS REFBZERISSZENEIERIBIEHES | Mtorage BB EIZE-H
2=hE) R RIAENEL_EIRGRRE_

EXENERBENERSFME. . K« 5/5ZCtrl-C ~ A0k T
yl e

EHARAEIRES - AFF A1K

AEE ARG « ORI RAREERRRGEERE « BIFRIERIREERE « £R24%
BIRBAA P LS BRI IERS « JAT8HE ONTAP BRI USB [REJHERRI (S = BiRnIRat
IRES ©

DI EARRIRES
FIRGRRR N R EIERAER IR AT BIRZAERFE

24



RMEIRRE CAM 128

PR RS SH E 1R

PR AS

1 IMNRITEARIEH ~ FFIEREZM o
2. eI EIRT PSU YEIRER ©

() ;meeHEERE DC BRHUES  SEEREES (PSU) RTERSER -

EE FREAVERHR o
b. mITEEER SIEAEHS - AR NEBEGSIRAEHIINAIMAIRIRE « A% E ThesE &S
C. T System Management CAM #Zift - CAM Z=HIIE S BEFHHAE o
d. ATEESNEEE - BRI RAEMAL o
e. REFEEA CAM HIRRIO AR ~ ABRRIEAAREIEPHIE « BNl R R EIBEAILTEPIER o
. BAGESIEEARENFER L - LUEFIRIKIERS o
3. Rt EIRIEMAE P PRBEEIERS ¢
a. T EE BT o
b. ) LSRR IRRS « EBWLIEE « REBERHEHBIE—E -
4. BERMERIERZRERREIESRA !
a. W RRIEASRYI2 G EIEEIINE « AR HEE AR -
b. BASHEZER TS MM T hEERFatkRas o

a. WTHERERMEBERENFIEER - FHURNERIERMUE - UETEERREEER « RiERE

25



C. TR ~ RIS 2 M T hEE ~ AR KR
S. EFfZEE System Management 184H o

a. RHRAH AR HEIER O RVIBGHTS -

b. R —EG R AT RVIEIE - RS CAM REHTER M Lhedd « EAHEE R o
6. B EIRAE R M LIREERMMAME o

a. AEMPERREIEERMAE -

$8% 2 % ONTAP BA&(EE =R IRAS
T2 EMFRIERE A ONTAP B « EILEEE6EA USB REJHAERILEH ONTAP BR{R o

FEYaZ Bl
s R ZBE—{EIZERY USB 1REGHEERS ~ #8162 FAT32 « B=E/VA 4GB ©

© RAEEE BRI SR RITIAE R PR R A ONTAP BYIEZS o IEETIUHE NetApp ZiEARIL EH& R T8
ERIBRIR R E"

° WNERZHE NVE -~ ;5 FEEHAE NetApp Volume Encryption BBR{G: « U0 T EIREAFAT ©
° YNRARZIE NVE - 35 FE A= NetApp Volume Encryption BIBE{R ~ ¥ T &L ©
* MREMRAZ HA T ~ BIAEEEHISSNEMEIRERE BEE eOM NHE) ZHEEIIFERELR o
1. TEEE R RIFIE « MHEFEESR "NetApp ZHEAHL" E USB IREGHEREM o
a WEELR IFEL &4 BRFEA TR ECEEM ENTEZEM -
b. fRERAERRFSIRE o

@ MR IEEAWindowsHEENA R ~ s570ERWinZiptofiEXnetbootBf 5 o {55 A ELfth#EEN T
B -« fIaN7-Zipsk WinRAR °

USB REJHABREFE R A IBIEHIZRFTHITHVEE ONTAP BRER o

C. WEFELE BT USBEES ik ©
- 1% USB IREGEEERIE IR A R EIEIEAE LAY USB 548 o

N

AT E SR USBIE S iR R T IR A USBRERIEIEF « MIFUSBEIZRERS o

w

- RERGIEATRMES « AEEMLREERGEES °
—BEREMERERM TR S FEHRE o

D

- EHARRIETRF T MECH-CELE ~ UERRER -
NREEIBULAS ~ 5/ CHrl-C ~ EDFIHEERRNEIR  ARE HERISURKEESH AL

()]

- ERHARIVRT TREMRERER

° NRITIEFERE DHCP : ifconfig eOM -auto

26


https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/

@ R ER B R ERIR R T AR ERETvariER R MERAR « AREERIE
VR IBIEFIZR M B IRERIE o (G AT LITE I < P IEAeOMBEIRIR -

° MRCGIEEREFEEMR |

ifconfig eOM -addr=filer addr -mask=netmask —-gw=gateway

* filer_addr@FERABIIPHLIL
" PRIES B EAEHASEB AN E IR FRAERIES o
* BB AR HIREE o

() CONETEREEMSY  CEWETIRTTTRR AR « LSHEEH -

Bt IRIEM % - AFF A1K

CRAANEONTAP USBHARAERIE S IZRIVE G - BRIERRF « MESIRITEH
S5
1. REEARIRTFITH « 1t USB IRPIBAEREISBIIRIER © _boot_recovery _

MG ERUSBRESIETE o

2. HIRIRRES AR A MG ATE - T EE F AN TERE o
3. BREvarfEZE R4 :

27



MREHNRMRE...

RE...
- TEINREIERVIEHIZS £ ~ BICEREF « 55T Y Do you want

to restore the backup configuration now?

- EVIRERENERISR L ERFRTEERR > i Y

/etc/ssh/ssh host ecdsa key®°

- ERENSERHERR L - RZIGHIZERISNRAEMREREZR :

set -privi51¥ advancive °

- ERENEGEBHESS L - JITERBM®S | _ RIEHIMER

- (0 - ENRGASH - BARMINESIR  BA%G IP Uk _ o

@ MREEIRINEELIMNIERE ~ FH4E
"NetAppzig" o

- ERENSIERMHIERIZE L  RIERBIIERISMEEEERER

. set -privistE admin o

- TENEEIBRNIEHIZS £ > BICEREF » 553 ywas the restore

backup procedure successful?°

- TEDIAERARMIERIZE £ BINERIR > 559 y ..would you like

to use this restored copy now? °

- EIMAERIERVERISS £« ERBRTICENRENNERIRAVIESIZR

Bf 551 y ~ ABIET Ctrl-c EABIEINAER o

L WIRARAEAMNEIRE « FEE _ B 1 EERE _  TRF

AIfE ERRAREEREL -

. BEEREBGERESEBHIERES -
. {8 storage REEFEINIE -fromnode local Tr < iF%HI2SERE ©

. MNERIGFER storage BEEFEE modify -node local -auto-f &
true S 1= ~ BEREHINIE ©

. YNSRERA AutoSupport ~ 5BER system &g AutoSupport MY

-node* -type all -message MAIS=end &5 < ~ ER / & BENEIL
&z -

B8 A "NetAppZiE"

EAEIRIELR « HAMetroCluster 3% BHEE A "NetAppziE"

Lk Py
AEIP4HAE

NZEE - AFF A1K

T AR ERERARERREEREIL (OKM) - NetApp f#FMNZ (NSE) %
NetApp HERENNZE (NVE) R » LERAEFFRRRHBREBIRTE
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YN NSE 8¢ NVE £ Onboard &f External Key Manager —#EEXFE « & /BIB R AT 7 BIYA B HE
EYRYERTE ©

1. BEZEeBRERTEREGES -
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#EIH1 | AARESREERARSERHRR
7€ ONATP FIHINEERERNE S M EIRIZTVAER -

ez Al
ZIR OKM 4BRERS « ICREBTHE !

* B ANREHERMERN FNREARNESHERE"
* "Onboard Key Manager FI& {3 E " o
* AT "M ESREERMINESHENEREE B EEE -

1. 7 ONTAP BEH%INRER A - BEEUEIE 10 .

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 10

2. R BT 4E4E o "This option must be used only in disaster recovery procedures. Are you sure? (y
orn)'y

3. BARERENEREERR -
()  sammems  RATEBETETHA o

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
4. MABNEN - BEERAN BEGIN BR R SR HEDLR o
WAL REFIZM R ENTER # o
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ WMREETRAEEHAE © sB74EAE Successfully recovered keymanager
secrets ° HITRREHHELUEEEEER ©

6. TERAMETHRERPIEEVEIR 1 ~ DUERRRIEE ONTAP o

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 1

7. HESRIEHIBSM TS BB Waiting for giveback..(Press Ctrl-C to abort wait)



8. EEEBMHME L - IEERHIEHISNETIEM | _ FAFERERIEREEAE -fromnode local -only

-CFO -Aggregate true_
9. REfEF CFO Aggregate Bt « FEZ#1T _security key-manager onboard symc# /\én %
10. #iA Onboard Key Manager Ry# & 5B #2205 -

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

. BEIFMESIRE SR . security key-manager key query - restored FALSE

There are no entries matching your query.

() mERNSHAER FALSE B « FELREMER

12. RES1EBHEM GiveBack &% : storage BIEFSEINIERIE -fromnode local

#IH 2 | BRI EREERARSBEBHRR
7t ONATP FHtEINRERIZR MR & iR EIRTZTUARRE o

a2 Al
TEETINENRERIMEIEIREIEREL (EKM) 4
s IREED —(AFEEELEEA /ccfcard/kmip/servers.cfg 1824 ~ HE THIEN !
* KMIP falfR2s itk o
* KMIP 8458 o
* WEMEBEEL A B IR/REE DS /ccfcard/kmip/certs/client.crt 1§23 o
* RHEMBRERRAS A P inEi8#E 4 /ccfcard/kmip/certs/client.key #82%
* REMEBEREE T KMIP {ER2$ CA #8748 /ccfcard/kmip/certs/ca.pem HE2E ©

1. 1 ONTAP FHI&IhAERPEEEUEIR 11 ©
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. RIFIRTE - AR EEWELEERN
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}Yy
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
ST LA TR ¢

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}n
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. IR TEERTIENR !
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. IMERFRTTA

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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S. {EFIMETHAERPEERUETE 1 ~ DUEAERIEE ONTAP o

R b b b b b b b I b b b b b b b b b b b b b 2 b S b b b i b b b b b b b b b b i b b b b b b b d b b b b b b b b b b b b b b b b b i 4
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* Select option " (1) Normal Boot." to complete the recovery process.
*

R e b b b b b I b b b b b b b I b b b b b b b b b b b b b b I b b b b i b b b b b b b I b b b b b b b b b b b b b b b b b b b b b 4

R b b b b b b b b b b b b b 4

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

=
[

) Configure node for external key management.
Selection (1-11)7? 1
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured

1 nodel siteA nodelmcc-002 configured

1 nodel siteB nodelmcc-003 configured

1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. ERiB S EEHIZ B T EETARARMEAREE - Tvol. show -node-name
10. NRERBHEENE « BINEERINAE
M. MRICEEFFIERHEE BENZEINA  ARER2HVIERIZZRUE | storage BiEFHE modify -node-name

-onreboot true

12. YNSREF AutoSupport ~ sEERSIER / B BENEILEZ system node autosupport invoke
-node * -type all -message MAINT=END °

HBR6 | RS EEENetApp

NEMHFEMBIRMATS AR « iEEEZ R [OINetApp © A2 H "EmEE LT B BEEUINSEESEM °

EiA NV it - AFF A1K

AEBHMNVEM « GBERHERSRAE « LT - BfEM - REEMREERZER

o
n.

AEPRFRA BT AIE R ENF ; TR G AR SR SR ERPT -

B © PR ERYIEH 2R
ERA T AP —EERREAM R EIARIEHES o
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) S e

* MNREH SAN 24 > BN BESERIEIETHI2S SCSI JJ#MEHAE cluster kernel-service
show © cluster kernel-service show &5 % (& priv EMEETR) ZREREIZLATE « SZEELRYPEHLRE
SZERELAY BT P ARAE ~ IR s ENBERVEZEARRE ©

BESCSI7TIEERIEFE R AR ENEMEREI PRI o ERREMUATER « T HEEEET

B o

* NREEAMEULBIER « AIEREVUARI AR - MRBEREZZEEAH « R EHVIEFIZRHE
Ty MR~ R AERNEZAR - RIS AERARIBRIERISR ZAEERE ; F26 "RHER

HEERS" o

1. YN EYH AutoSupport ~ 554 A AutoSupport s1LEZEE BEEIEZE | system node
autosupport invoke -node * -type all -message MAINT=<# of hours>h

T3 AutoSupport Bl AREETRBEZEILZFM/NEF | clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h

2. (FRREEFREEENEEIMIEINNE | Norage B HEBEEIL-EELAK-BEINIEIER]

(D) swsEn 2TEemasivE? & HHA Ny o

3. IRABMEH BB EHASR/ET -

NRZARRVIEH S EE ...
HARRT

EEERFE. .

AR TR

AET—%

Ctrl-C ~ ABRTEHIRZRELEE Ty o

RIEBERISHZERFILRIBRVIERIZS | Ttorage BB EFIZE-H
R RIAENEL_EIRLRTE_

EXERIEH R EESHFIME. . BT « FF1ZCtrl-C ~ ABEIRE T
yl e

BEEIF2 | 1422 MetroCluster —ER =2 52
= ERARASERIEFHIZS « B ETIEHISAIARAE ~ WIENERFIEEEHI2S - UERES IS BT

BT SR RETREREER -

rm

* NRBEAMEU LBIERE « AIFRENARI RS « MRBERZZEEAY SR EAVIESIZRHE
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1. MNRERA T LEIHAE ~ BB TS HRINGI BEIEILZEA - [System NodeIRKR D FEEL*-type all
-Message MAn=number_of _hs_Downh] AutoSupport AutoSupport AutoSupport

T5AutoSupport Bl A REETR BB ZFIM/NRRIFAE . Tcluster1 | >R#AREIRIAutoSupport ~ 1l
FRENEE-HI AALL -Message MAn=2h |
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