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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. =RBE#TE :
a. fEREIEHESRIEERI QMAN T2

storage failover modify -node impaired node name -auto-giveback false

b. A 'y ELEIRT MCESEFREIMOE? ) &K
3. RRIBAVIEHIRBEHARRET :

NRZARRVIEH S EERET. .. RE...

AR AIfETR—%

EEEFE. . #Ctrl-C ~ ARAEHIRETREIE Ty, -
AR TR Tt 2 RYIERIZRIZ E S LR BRVIERES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IERFTT ©
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3. BIFRMEIERA :
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C. #F System Management CAM %§f o
d. ATEESHNHRE BRI RAEMUAL o
e. [FIEHEA CAM FIRRORE « ARIIRAAFEP AL BRI R A SIERAACIRFE PR
f RASREIREARIIFER L - LUEFIRIRIERS o

4. I EIBIEAAPTEPRBAVSIERS

(1) RIRERIEE CAM 234
(2] BRI AR iR
(3] BAiLREE

a. T EEEHERE -

b. 1) L iedRAIIRES « IS EUBHIHIE « ARKEBRE2Z -
o HEMRIMRIEREERAREIERA

a. RFRIRES B T BIBINR « REREEHEAIRE -

b. SAHE &R 75 M)A T Heed Rt IRAE

C. WTIHERR - iFFRGRIET 2 M Thess « ARMREERE -
6. EMERARETIEERAE !

a. RRAA AR B R O RS 7 o

b. R4 — &R AFERAVIENE « 2418 CAM #28H5E 2 M EhEss « ARARSHE BT o
7. BB AN LR ERAE -

a. AJEMBERMEEERE -
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FYaZ Al
* EELHNERREERHE
° IREEIREIEES (OKM) | REREHENRIEREEMEHD IR
° SMEREIREBIES (EKM) | EEREBHEEMNTIINER
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

1. 7£ LOADER {8 "FET T » BAENRENIEREERIET ¢

boot recovery -partner

SHEETR AR -

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEYERARIERE R RINERR o

T2 F5ER L BT Installation complete 51L& ©

3. RMBBEMEER > LR FAEZ—:
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key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. FFBARTHE -
b. T AR SR FETFZER

"/\

B2 R -ofnode_disapped_node_name_'

C. AIfE EWRUAEHENRETE MREWERT -

key manager is BEZEEMBATHEE o A MEZHEIESS o

configured.

@ MRARBEHASHREESRE > A FETHERANR » TIRTTHITSERESREE
BUREELER (WRESMR) o ALIE RS -

4. FERBEACHEENREFERESHREERN



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are



9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (A3 tE A B A
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



R R RS R E PR afl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERNESNE o % LOADER 1R RFITEMBMITE
[F387%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
2R ONTAP BRE I RAENERRE MR HE I 2 B REFEZ HR[E] NetApp" » FERARIILT ©

Bk B RREN R AE 50 3 [Bl{E 45 NetApp - AFF A1K

MR AFF ATK RUERHOTTARTE » SIIEAHRE Nethpp o Il "S(HEE 5B T
,‘\Eﬂﬁﬁﬂ N Eﬁ%ﬁﬁgﬁ °
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EXENIRES - FHINIE
BB EEE T RIS TAE7A2 - AFF AK

FENRERENIREEEFER USB ESIEZONTAPEMZEEZ|AFF AMMKR AN B EhE
Ba b o IEAZEIENetAppRIE AL T EE FERIONTAPE R G H1E5UEI USB BESHE o
A% » ERZEBIFE USB BEEIEHITINER(E - B RRIMEREREZE(EIRRE o

INREHIEFRGEIEBRZONTAP 9.17 1 HESRZ > FER"EHRIINERERF" - MRENRFETHZER
HARRZASHIONTAP » RIARERFEREERRER -

BT MEEER - FIRIEGIEE - EREERE > (28 USB BRBIRINEME > LELBERENEAMER
E o

o " B BTk

TREI BRI IRASAIRR K -

"BEMNE SRR
R R E D ERARE S REERZ NN EHR

"R
R EARIIRARE » SRR o

3

"B RS
RAMEIEIRBRPRNERIITRS « AR LR MARIRIERS « AR USB TREIHEERIEEE ONTAP BRE o

"ER IR E AR
fiE USB HEBRIERATE ONTAP BR{R  IBIRIERRA - WERFIRIFEH o

e "ERnE

TEONTAPEREEE B TR EIRRRE NI IR EIESS o

o "B PE S R IE4SNetApp”
WMEHBEHFIRMAIERFTR ~ FEBFEZT4HREINetApp ©
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FEIRENRASIIERIEX - AFF A1K

TEH AFF AMK RIEPRIFRIREE 2R » SBREFRERT SR ERPIERIZEXR - SEEREF
BB EAEEREFAERN USB REIMERK - WHESNCHER ERNBIRHANRES -

USB FE&
s BEREE—ER1E2A FAT32 B9 USB FEB iR ©

* USB BEA BRHMNHEESEREMN \image_xxx.tgz S o

X
B8 image_xxx.tgz i IERENE] USB BEEHE o 8 USB BB IEFHIONTAPBMERG A ILEFES -

AR B
fEFANetApp R (HEVE AR (2R BB I PRAR 1 o

YEHIZR
EIMZIENREIN ER - Fa AR ERNEHSEEREE

© _RiEEHEE_RICIEERITHERIERES o
© _RERERIES_ERIBIERIZRE HABH -

HTARIE ?
SRR T BRI RN B R 2B RS LB SRR B  EREHT o
BREF BRI MIERMNE < IE - AFF A1K

ATHRAFF AK #FERFLNERZ2M > EEEESRMIERE FrNE gt iEMik
RE o IR EITAY ONTAP hRZASEE 1B NetApp Volume Encryption (NVE ) > LUR7ERARS
RIS 2R EEREIEEXREAERP o

FEE 1 . i E NVE 2B TH IEfERYONTAPRR A

HEETAONTAPHRZAS 2 L 1ENetAppiERE @ NNZR (NVE) » MEB] L T E EREAONTAPMMKSRENC ERENIE RS o

1. BECHONTAPRR AR S B INE !

version -v
WMREHHEIE 10no-DARE » BIEHIEERRAARZIE NVE

2. THFTE NVE ZIERIONTAPEEAR -
° TNRZHE NVE | TEHEANetApphiit&E INZEAIONTAPIR S
° MNRAZIE NVE | TEHA S NetAppliiEEMNZAIONTAPIR S
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@ T¥ENetAppZHRATUL T BONTAPBRREILAY HTTP 3¢ FTP fAARSS A BRI K o £
RYENIRRSRYVIBIZ S - CAS R EULIRGAE -

T8 2 RETREESRELHEHNEE

TERAPAMPRIERIB 2 Al > At SR EIESREN BN EEN

&u Agl%
1. HERTH R LS SRR

FRZSONTAP WiTLbE <
ONTAP 9.14.1 S E R4 security key-manager keystore show

* 1R EKM BEA « EKM BIg5|7iEG<HEE o
* N OKM BB « "OKM Alg%fEan <ttt o

* MRKREAEIHEIETZIL « No key manager keystores
configured B B 5| EaSHIL A ©

ONTAP 9 © 13.1 SR ERRZA security key-manager show-key-store

* 1R EKM B « “external BIE Y TS o
* N OKM EESA ~ “onboard B &%7Esn <+ o
* MRAEAEIREIETEL « "No key managers configured' Bl &)

TP o
2. IRERAMPREEE T SREESS » PITFINREZ—
MRKREESREIES !
eI AR 2t RARA AR IE R 23 - W ARAEHITRAMEIZ -
MREE T HIRSES (EKM 3 OKM)
a. MATEHES >  BrREEEPRESRIKE
security key-manager key query

b. EFHLAERIIEEHPRIE © "Restored iEF  ILFIETEIREIES (EKM 5 OKM) HISHERESE
RELEHINER -

3. BB RIREIE SR T MBRAvIRIED R

15



16

SNERE SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -



a. EFRFEERELES :
security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

C) BERIEERVEEEHTIREESTRUNZELETEIEE - MRILBILENE
¥358  sAIAENetAppZ iR ©

b. FHERFARESREME :
security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

*onboard °
C. %15 OKM &3 :
I AR ERERET
set -priv advanced
EA Y BERTEE o
i. BTEEERENET
security key-manager onboard show-backup
i. FENENRNIERNIERHEFIEEF -
MEEFHRIBEPREEFHER OKM > SREBEIHREN o
iii. JREIEESER -
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

T RIE ?
75 BIRRS LI ENMBR W SFNARAER - CRE FARIESGZE" -

RERAERIBSLUE T F R ENERS I8 - AFF A1K

BIFAAFF AMKEF R AR IERVIERIES - UBIIEBEREEXR I BB REIRERERBETR

RRMIREN

IRCHIEFRME(FBVEONTAP 9.17 1 NEShRZ > s5ER"EHRENERR" - MRIEHNRAETH
HARRZSHIONTAP » RIAZRfERFEREMERRER

=
=

17


bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN EFESIE R E MetroCluster ZBREAREE » BEIRLERFLERAFIE BAKEE
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAIERI S WAL T < -

storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR

HARRT AR T—H ©
EESHE. .. Ctrl-C ~ AR TFLEE Ty, o
AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true
--halt true_ 2 ZHTEA Loader 1B MF T ©
ETRIE ?
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b. A LhesSRAMIEES « WEIB MG - RERERE—E -
5. BRI ET AMEIREA

a. [ BIMIEEE RN IB AT THAIBING  REREEHEAIRE o

b. SASHEIRER TS MIA T HEERaIRAS o

C. T SHE RSN RIS 2 M TheE « ABIMBIHE RS o
6. | LW System Management 1848 o
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a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?
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complete
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storage failover giveback -fromnode local
6. NREEAT BERETHEE > FEMAE !

storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END
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* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER
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1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVEEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



s

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

R

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

ETRIE?
TEFRIRES EIERIMZ R R EZ (R[] NetApp" » BRE o

R Y BN EN IR A 2F 2 [Bl{E 45 NetApp - AFF A1K

IR AFF AMK REEFBITTH R > B EBPES FR[E] NetApp o W1 "SRG
ME ~ F2EEm °
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[ERFHAT ERIZ - AFF A1K

FREEERENR -« FARERES - FHAEMERE R ERIGERAFF AMKREERE
HYIAS o

o "IRBI e E AR
PRI EIATEK -

A A
FEFEEERE > FEARRIIAR  REARTINVETR > AR NI BT » UKL RARER -

g e
RIRAIZHISS » A AR ITAESE -

"R
T IERIRBIR IS B B HARIIAE - LUEHAEAS -

ST B A
EERENERIER © BRIETERIR AR BRI AR R O A NetApp 2R SE A AR B 1 ©

s

o
&

FIRBAEK - AFF A1K

EEMAFF AMKRMFRIHFRZ AT > SR EIIERINEEK - EEERERAHR
WFrEHMTHR S EREF » BELCERSHEBONTAP WA EIES/EE - IERABIRR
RURGERNTA -

BB WMFRAERFEN (PIMNER - #£5183/CPU EJT » NVRAM12 « REEIRRAE ~ 110 RAHREE R
PSU) HYERSHERE

BB TAIEK -
* SAMEE RRFRIPTA R MTHHERERE ; NFRRA > B "NetAppsiE" USKIHE)
* MNRITZA ONTAP AR M EIESNE » FEUSELERE -
* REE AV ENTAEMRELUE TSR -
* EWEIATERAZIEBIFAE ONTAP HRAHEREHEEIRIER o

* REENREFERREERER « AR - £H12318E4H « NVRAM12 « RAAEIRELE ~ /0 RAHREEA UK
PSU B EREAE » BIEEENetAppBYFTAEMF

ETRIE ?
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IR T BRMAENER 2 & E R CRE o

ZEBEHAKAE - AFF A1K

BB AZIEAVERE ~ ERE EIRAR G A BAZ S BABMIEFI2s1E4E » ZEETEIRAFF A KR
RS EAVMFS o

HER 1 BRI A

(CREZRAR I & TERSER L (77 TVERSEL SO LB BB 8% » FIRBIRAMIE LED USH B o

1. ERERYFEAERE ) LHEARET T ELETRR
2. R AFRUERIZSRIGIE LED :

a. {8 “system controller location-led show' é8$ BERIE LED AIBE BIAREE o
b. & E LED BIKREEE S TRIRL -

system controller location-led modify -node nodel -state on

& LED Gf#E5itt 30 248 -

S 2RI
CREBIRE L BT » BEADRPRY > LEFOE o
55
. BRI 2 BT > RSB SRR TR

| TFEHRY o

- BRI o

- BRANNKE -
2. fEEMERERNEY) - 246 (R LS ST AHRIE NetApp ©

TR 3 RCEE
WAMEERY /0 RAFHREBEZ A > BRI EBEM LRE -

iu%
1. RS AREFRFERMOPIEER - EAMNESEFHEERRA -
2. yIRIGH AR IR > B E Ot o

ETERIE ?
FEFBYFEAFF AMKIEFEEERS R - ISR E RARIIEHIEE" o
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chassis-replace-shutdown.html
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chassis-replace-shutdown.html

BRFARERIES LA B KRR - AFF A1K
BARIAFF AMKIEEF R ARRVEERISS - M LB RHER IR E IR FRR R IR E 1L
EERIRIAMEHIN « OB « VL ERHEEEE « LERDMEHSREEIZR0E

HlSEERERHEN -

RIRERI(E

* YNRITE SAN R4% > BB EHRIEEESIZS SCSI JTJ##MEH4ENE cluster kernel-service show ©
“cluster kernel-service show 85 < (1 priv #EFE1ET) SEEREIRERME  (PEGAE ZENRARY O] FHEARER -

LU s BNREHIVESRARAS ©

SBESCSITIEERIEFE R AR ENIHEMERBRIPEGAE o (EAREBEEUALIR « 1 BEEEETER -

* NREBEAMEULBER « AIEEVUARI A - MRFBERZZEEAH « R EAVIEFIZZET
= MR~ AT EERMBENR « MG AERMARIENERIS ZAMEIERE ; F26 WHRREEE

Fs" o

1. MREABT T8 08 ~ AMUATIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

TF!AutoSupport B R8T B BN L 22 B/ VB

clusterl:> system node

2. =REFE !

autosupport invoke -node * -type all -message MAINT=2h

a. {Ef2ERIERIZRAVIERI S WAL Tan< -

storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT CRSEEHEHEE? 1 &
3. RRIBAVIERIRBEHARRET ¢

NRZIRRVIERI B EERET. ..
AR

AR EEBET

BRI ?

AfER—2

Ctrl-C ~ ARTEHIRZREOE Ty o

Tt 2 RvIERIZR IR EUF LR BVIERES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IERFTT ©
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RAPAIERIZR 2 18 » CRERIT Eilikia" o

EIAEE - AFF A1K

BRI E R EFTHMAFF AMKR RV FERF - FHUATEEIERIRIZEHIZS ~ 1/0

+ ~ NVRAM12 18240 « RAEIRRABAFERE T (PSU) ~ ZEFIREFE U R ENZEMFTE
4815 o

$EE 1 BUF PSU f4ES

BhRiEsISR > 5 MEERKRMESEES (PSU) o

1. #1I7F PSU :

a. MNRTEKIEH - B IEREM o
b. 7 PSU L3N TFEIRLR ©

MREHRFBEERER © 551 PSU INTEIREL °

C. iBim e PSU FHRi§ PSU IEIRAREEREER » LUERILIAE PSU RIH » #F PSU SHE+& » ARE
PSU fEtFEHALL

@ PSUTRE o {EIERISSRAAFENLLE « SRR AMEFZIE « URFRAMEH SSEETEE
MEMISE °

0 Terracotta PSU 4 E12%

a. {E (@ PSU BIESLELSER o
2. TR -

a. {EIEHISIEARIN T RGMBAR - LUR(ESR SFP Ml QSFP 4 (MERE) @ ERHBEEREEEED
» MRFRIEARER o

() aamsmms - SemEs L -
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b. ¥EE FHTEEEERBUAREKT—E -

SER 2 1 #BFR 110 & ~ NVRAM12 M RAEIRRAE
1. {EHFEPILFR B RI/ORA] :

o I/O CAM PS4

a. T RREHE LR CAM #iH -

b. 1 CAM #2iEEEBRA -

C. RFEAALREFRO LA EEREE PRI > {EMRFRAAREE PR -
AT AN B HEI/OMEABFRTE R HEAE o

d. i 1O BAME—E » REHETMEM /0 BASEELETR -
2. #B% NVRAM12 1548 :

a. JNHE iR
CAMIZSREEIFAETZ L o

b. [ FEE NEREH - EEIRAEMUSAL ©
C. iFFEHEA CAM HRRMEE ~ ARIEAHIHEAE ~ BIRTIEEAE 2R NVRAM #54H o
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“ NVRAM12/ LG54

a. & NVRAM RHMEEREIRIRE L
3. MIBRRMREIERAE :

a. T RIFEEEME LRI CAM #2458 -
b. ORI TEHERENMUE °
C. RHISHIFIREREE LR LT « ZARRREERERSEPHL -

(1] RIFEIBIHA CAM 1284

TER3 . RBRRiERIZRRAE

1. EREIFE « RFEIAHENRFLF - BROWELAER « AR HEIRR mE#H R F F A me
73R hedd o

PR EEAE SRS HTEAS o
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‘. HE Emiz

2. REHIRZEEB K - ARRETRNREL -
RHERIZRRAR B LI ARRT ~ SEHEE (SR IE RIS R AR VAT -

SHEF 4 | BIRSIERE
TEIEMMA AT BIRIE o
1. BT BRI -

a. (IR EEE TR o

b. YR HO R R AT R IR O D 5B > ABISEE—E o

RIS

B HHE S E ARSI R NI EE | BB RS T B R A GIET -
b. YT B A R IO N A G -
o BRI SRR E T AR « IS M EEE R TR IR A GHIE o

TERS | RREBAM
ZEBIEEE > CREREEFIZEME - BWERE 10 RANARESERE > ABRBMRELEA PSU °

1. AR 2RIRAR
a. RHERIZEAER R IR B ER AT S R O 7 - ARKEHAS RIS e 2 EAAS
b. RHEPIH IR EHEUE ©
2. EHRFERSEE IO K
a. % 1/0 HEAHR R iR B IS R EHRIREASE R AR S » AR EE IR HTE R HEAEAE
b. & NERFIHME iR EHEME o
C. HHMEMIEM I/0 HEBRELEDER o



3. IR S RRAREERA

a. RAMEFRRANRFRAKATHFONE » AREEMRBTEHRARKS
b. BRI LR EHEME o
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false
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AR AIET—%
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metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR
AR AIfET—H&A -
EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©
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10. EXTERRIESER o
M. REREIEAHRI O LIEEERMAUE -

T3 | EMEEELE
Eif FRU % > RARERSEMEA PSU REHEBIZHI 81548 o

1. RERGEMHIEA PSU °

RS ERAN « BREEARAREIET -

2. EHARVRTRFTHEAA bye ©

3. BINAEZIBMVIEHISRINEIE BEF » RERERGRESRSE storage failover giveback -ofnode
_impaired node name: °

4. NREEHBHIMIEINEE - SAEMEHE | storage failover modify -node local -auto

-giveback true?®°

S. YR EA AutoSupport ~ BIZEER / IREBHNEILEZ | system node autosupport invoke -node *
-type all -message MAINT=END °

T ER4 | EXhiEREAER
1S BTERI PSS AT AL ID W « AR E DR -
(D S5ESH NVRAM AR BEEITHETREAE « T EFEAH NVRAM DIMM B -
1. RIS RS (BT > B SERMBEER  MAERARSURT | _halt

2. FEFIRNHASRIRTFTH « BREIEFIR « LERSR ID TEFMETEBRRAR ID KBRA y ©

3. HRFMIE ... LS FRERTEIESRIZR TS |~ WEEREIRIEA « AR N EZHVIEFI2ZETRE BEEHN
BIEBHRE ID | storage BEETEE show

EHLHET CEZZEI—HIAE - 50282 LN AKRIDELE « BERIERREIDFFFID o £ T
FEEHIR ~ node2B5eR IR ~ IR AIDA151759706 ©
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. JBEHEEISS
a. HERBAVEEIST  FEEHIBMEEISMIERME | storage BHEBEIUENE -omode_node_name
PSS I R AR A A SRR o
MBEAGEBRS D MEATHETEESLRL D - CHEZBA y -
() mewmA- CANEEERDA
MTHAE BB FHIE S RATANEZHE .
o SR « HER HA BB TER « METLUEE | storage BHAHEHE show
S Bshow) BeNBLTRESEAIEBENSPRERRLID -
o. ERrB R B EIEM D ACHAE - Ttorage disk show -FRE ]

R IEHI 2R HHERERINATH AR ID o FE TUSHIR ~ node 1A MMBRIRIE RN HY RIRID © 151759706

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 Pool0
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6.

10.

1.

12.

WNR Z 454 MetroCluster 4BAE ~ sEEIEIZHIZZAYARAE ¢ MetroCluster &iZ% show

B - FEMED BRI SIS EEARRE « IR SEEG SRR EREMIRRE « RAFADREFSHE
HIEL o MetroClusterfp R #ItH® metrocluster node show -fields node-systemid BETRTIBHR
4 ID ~ EHZ| MetroCluster 48851k IEEARRESLE ©

- SNERFEHIZZ EMetroCluster LSz IRINAEAERERIAERE « 55MetroCluster fRFFBRVIERME « FESBUNIRIRIGHE

BEEXH#ILE EAEFIZS « DREIDIRU S BERMERNRGHEEE -
MR T MIBEAFIIRE « RIARRITIEENF

° WINFEAHRE BRI UIHAAKRE o MetroCluster
o IR E N HIL s PN BRIESE -

H2HE "?’_HA?”*HHFEﬁ HEHEER S B EE « MetroCluster MTEPU &I ZEMetroCluster BYTHEEZRRE
s T ZETAZIIIEETR UEBSEZSEH ©

- MR AL MetroCluster ZB5E  :EEREEIEHIZSEERE - MetroCluster SIBEEET - TNIAEASHAAE

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

ERs S B A 28 R B R ETEERAVREEEE ¢ Tvol. show -node-name ]

1S INREZIERVIEHI SR IMIB IE B8 (E » ARREHMERME storage failover giveback -ofnode
impaired node name . °

NREEHBEHMEINEE « SBEMEE | storage failover modify -node local -auto

-giveback true°

YNSRERF AutoSupport ~ BIIRIR / REBENEI{EZ | system node autosupport invoke -node *
-type all -message MAINT=END °

TERS | REPET(TERiIEENetApp
IEFEREMBIRMASERARAE © SRS AHREINetApp © I "SR S EE 1 R lEN « ASHEE -

S NV Eith - AFF A1K
EEMBBTERMER » SFEIRAFF AMK RFEFHI NV Bt > AAECEEEEEHRBRF
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* CEESHERHEERI S KR /0 BRAAETMEN - IGEIUBESBNES - HANRBRIRRERER
IBAES > W EREFATHAEMEBEIRY /0 184E o MEIAEE 1/0 HEAEEE o

KA 1/0 154 > HIEIRIR AN #7FEL MetroCluster RS HR AN ©

* BHREERR (BEXHESNARSBEEAR) JUAEAHENDR » UHEHNRERASIE -

* FEPHFRABMELERITHERR ONTAP R4S (ONTAP 9.18.1GA S EH#ThR4s) » s #1T4EE] ONTAP
IRABIREMERHEIZNE 4R
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NRFEFRIEIREAITAREIAY ONTAP hRZs > BIZESERATESRARSE - FIRIEN 110 1848 -

* fREFREPRERISS PIAEREN TR —TERRE
° MEHERISSE A URENILEHIT 110 (IRHMEHRD) -

° HD%? ERHHER /0 #8485y - BEEREEMAEEFER » AME—IERIZErT LUEI RSN

I:,O

TEFLEER T » ONTAP BIIAREA 1/0 AR FE M B EMEEE—1EHIZR o HI1 » QD%&'SIBEE’\J /0 RS

FRrEREERE (ZIEHI2 LA REEEETE) > ONTAP EESNITIERE
* RERSTHFAEEMITHEOAIERENF ; TR > 5B > "NetApps2 it "BitiENITILRER -

TR 2 ZEfHHTF RN 10 HABHEE
EFRIFRTFRAMN 1/0 1HEHEE - WEZEHIBEFHIER 1/0 1548 !

/0 HRAAMEZEE LT (BIHBRZENERAIAE) ; B2 > WREERNARIERZIRRE

@ » It HESRE—EEREFNREERR > AN TERSREESHEE -
WM ERRFFFRDE URMARTAZEESN LIF FEBRETHE BERENTIER -

3. MNREYAT T2 ThAk ~ A A TFH S RE L B I {EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

BN > LU AutoSupportsfl/S &4 B B2 F1I3E 12 M/

node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. MREEBHEBHMEEE > AIEHAESHREIRE

R... RIE...
MREF—HEFISEFEETH FREPIRE
GIFRHHIERIR

a. EEREHGEBHIERISEEaTRA TGS -

storage failover modify -node local -auto
-giveback false

b. EA yELEIRT ERERFHABHEE? 1 &

WEEZERIZS I ERENET /0 ( BIfETF—% o
RHERRT)
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o. ZEBIBIFHIER 1/0 1848 > FARR EIERBE PRI RAAER
a. mAUT®?L !

system controller slot module remove -node impaired node name -slot
slot number

b. EA 'y BEEEIRT LS

BN > LT e < 2 ESFRETRE 2 (RIBEHIER) HIEHE 7 FROSERAE » TER—RIAE » RRaUZ
e 10

node2::> system controller slot module remove -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. FELDHIEN /O IEAAERIRIEIR :

system controller slot module show

H A RETE R EAR AR R AR status WAIBET ~powered-off e

FER 3 | BMEBGRIERY 110 R4
RFERFERY 1/0 HRABZHEIR AR FINEERY 1/0 1241 o

1. INRITERIEH ~ FHIEREM o
2. MTESBREIRTE « HIERNBEBREIRITEAIRIZE « RERE THEE -
3. fRerrmlZR AR ENT 1/0 184A ¢

() TERRMAEFEATHES VO 848 - BEERT - CRBFE—E 10 14 -
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" CAM $HE%ER

a. ¥ F CAM LATCH ##$# o
b. #& CAM BB EIEMIEAE o
C. BFIEEAMBMIEROE « ABIEAR HIEHIZEAR « BRI SRR 2R B o
SCER 1/0 1EARFRTEAYIERE o
4. BI/OBLERRIT—8 o
5. K& 110 AR E T BITIHE :
a. /Ot 4E BRI S5 HTS o
b. HEIEAR—ERESEGHE AIEHISSEARRYIENE « JA%B1E CAM 22 A EiEs « IS EAAHE R o
6. ¥ 1/0 1RABLELT o
7. BB EIEAHRITEEHEMNSE
SEF 4 . BBEIRR /0 1E4E EAR

ARy 1/0 848 LA ~ BREE /0 BRARERIBRR T RINATE  BEIRER T ERMEIR - ARERE 110 BER
BB LRI AR o

) SN
B 1/0 1RAAR - FIBRMEIEREMRS > LIF RIREZIEEHRAY 1/0 1248 -

1. EIRREY 1/0 18RAH L4R :

a. WAL !

system controller slot module insert -node impaired node name -slot
slot number

b. #A 'y BEEIRTEAREEE?”

LA RIERST /0 RAEEMIY LR (BEBE « B¥1A1E « ERAEER) -
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2.

84

PIEn > AT en i EnRs 2 (RAEHERIES) LRYHENE 7 Btk > R —RIE » RZEFEMI)

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered on and initialized.

Do you want to continue? {yln}: "y’

The module has been successfully powered on, initialized and placed into

service.

a8 110 1R4E ERSEERRR S EMIIFIAIE -
a. {EARIERIZRAVIEH QWAL TR L !
event log show -event *hotplug.init*

()  aEmmmeREER AR A T A B E A S R -

% 4 FERETR—{E 5, 2% 1@ hotplug.init.success EMS E5 > 7E Event {E{AIPEET
‘hotplug.init.success: > 7om /0 &4H_F R EEERSR B IHAIIAIE ©

fBlgn » AT s AR 1/0 IR e7b # e7a BIFIUR1ERTS -

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.

a. REBEIBANIRIERI ~ FERE EMS sCERUABRARRIED BR o
3. HESD 1O EARIRIE R B AT ENE -

system controller slot module show



ta HH FERE R IGEIEARBE A powered-on » AL /0 1EZHR]LGELE ©

4. 7R /0 1RMAE LA E AR o
RZIEEFIBRNIER S MAG S
system controller config show -node local -slot slot number
R /0 BAR T EAR M 5R > RS 88 /0 BRAEEH » BiEiREERIBREN -
BI4n > HFEE 7 89 1/0 &4  SEZEETIHEMATHEL ¢
node2::> system controller config show —-node local -slot 7
Node: node2
Sub- Device/
Slot slot Information
7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O0O00000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370
TER 5 | MERERREREE

REFERERIEREEARE > AR | RETFERNELHIZERNERS (REFEE
“ BRsE LIF RREHEHIERIE I » WERMRA AutoSupport BEIZ I HAFITHEE o

(REFE)
B

1. *Eﬁ%%ﬁ% HAITHY ONTAP RRASHIERISIARS > RFT

ERERTRBILIERIIER

» B B BNIRIETNAE

EIEhIZRE B BERIETAE
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MRHEP—FIEFIBREIEETH a BARERERE  EREENEHREERERE !
BTER TR
storage failover giveback -ofnode controller
that was taken over name

b. EBIZERIERIR XL ERBEIE

storage failover modify -node local -auto
-giveback true

MEEHIZSERFLIEIT /IO ( FifFF—% ©
RIHERIRTR)
2. B N HE S EEMEHFEEEAERIERE | network interface show -is-home false

MEBEEERETIAR AREEREHTEER | network interface revert -vserver *
-1if *

3. YNSREXA AutoSupport ~ FEER BB ZEEA -

system node autosupport invoke -node * -type all -message MAINT=end

TER6 | R EZTHHERE G NetApp

INEMABEMTEIRMAIE R i SIE T FREINetApp o 91 "SHE SR E R FerllE « FEHER °

i 1/O 1848 - AFF A1K

EEANENREEARIUAZIEESMEEEMINGER > sAEH AFF A1K RAAHHY 110 12
4 o FIIEF EIERARAIESIZY - FIAKEE /0 1R4E - EFRENIEHIES » UK ES 4R
[5] NetApp ©

RIS A2 RIS R F R AR SR BIFRE ONTAP hiRZs o

FsAZ Al
* B AEA R EIRIIEM o
* SAEE REFRATHPIARMITAERERER ; MFRE > BMERMIRERFT -

B : RAPARIRENRS
fE R T 5 Hp—{EE AR R F ik B RRYERIES o
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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B2 | PEHIZR{iIF MetroCluster —ER 2 &
()  WmREEAGIFASELMetroCluster KA « A/MEFILLER o

AR IERIERES R EFEERISSEIRRE « WAL BRHIZEIEGES « WERZIERSEER
BT SRRETREREEN -

- B EE AL EBIRRES RIS E VAR IR - MBREREIATAY « REA0EHI50E
T TR RRTA SRR « AL AT S ANEIS  AEERE ; S8 HH
BEERS" o

* MNRIEFERMetroCluster BIEINEERZRVZRRE ~ BAJBREEEMetroCluster ERE THEEFR 2 REE ~ B
ENZLEENERF B IEERIHRAE ( TMetroCluster THEERZE) ) o
1. YNEREXFY AutoSupport * 50U AutoSupport 852 SRINEIBFNIEILMEZE | system node

autosupport invoke -node * -type all -message MAINT=number of hours downh

% AutoSupport i L B2 1F BENEILZEFIM/VEF . clusterl:*> system node autosupport
invoke -node * -type all -message MAINT=2h

2. (ZRE2EHFREEENEBIMIEDISE | Norage B B EEI-EEL A - BBINIENER)
3. RRIBAVIERIRBEHARRET ¢

MRZARAIEHIREETER... AR

FARURET AIET—%
EEERFMIE. .. Ctrl-C ~ ARTEHIRERELEE Ty, o

AMRETHEBET WARS KRE2HEGRFILSIZEREAVERIES | storage failover

iy . .
) takeover -ofnode impaired node name

ERENEBREREETEFNE. . B« 5%Ctrl-C ~ ABEIFE T
yl e

TER 2 BIRE 110 154E
AETIR /0 1848 ~ BRI EIZIEE « ARKBISESBIRFET -

1. IR RIEH ~ FHIEREE o
2. T BRIOELE _ERERIABAR o

@ AR EEERNE - UEEENRRRERS EMEZEERERE -

3. M TEEBREIEREER « HEBNEBRTIERHBARAIMAIRIZE « AR T eSS
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4. WMFEPEITBAZ 1/0 54 ¢
a. BT EIZEEH LR CAM %88 o

b. & CAM iz B EIEREEMH o
C. RFREALIRERORE - AERREBREEEPNIL -« BNAI i EEE A RES o

R EHEI/OMEABFRTERYHEAE o

/ORI —3& ©
R 1/0 IRAHZ B EIKAR

a. RRAE AR B R O RB G 7 o

b. HRAR—BEIB ARFERAVIENE « 2A18AF CAM 12852 M L hess « iRARSHE BT o

7. % /O {RARMBAR o
8. RBREIEAEBI M LIRHERMAMUE -

TER 3 | EMTREIEREE
B /0 R Z 8 > [ RERMRENIERIES o

1. AR RE NSRS

bye
B RENTIAE SRRV HIZRET - B EMRVA1E /0 RAEME ot

2. BEREMIEFIRBEARERE - FHWELEREF:
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'BEEBEIZ/R-ofnode_disapped_node_name '
3. REPIEHIBNETSERBEHMIE :
storage failover modify -node local -auto-giveback true

4. YNSRELA AutoSupport ~ FEER BENEIIER -

system node autosupport invoke -node * -type all -message MAINT=END

SR | BB 5B 4NetApp

INEHBEMIRMAIS TR ~ Bk S SEEINetApp © I "S(HE S B E i S « H2NEE o
EHIREINER - AFF A1K

& AFF A1K RAHPESRIER » sAERE R AC ¢ DC EIR{HFESS (PSU) > LIFER

T RMIEEERINPIRRIET - WEREEF - ERiEFEEPEE PSU BEIRRVE
%o T EIRE > BIME PSU » ABKEHEMERZER

BIRETUEREY > It B ATEMEK o ISR RARIIEHI SRR EH PSU o

RIRERI(E
* FREFRRT —REBR—(EPSUMRER °

(D) #mRBTRAREEEENPSU - MEREEER o

st EICPSUBRIEREERIIER | ACEIDC °
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EIE1 | BB ER
EEFEHAC PSU B FHILER o
1. WNRIT R ~ SEIEREREM o
2. RBEFAESNEHPSU LA EBHIELED - #BICETIHRMPSU o
3. fhEfPSUELR :
a. yTHRERRETESS « ABUPSUITEIRAR
4. [ LEERIE T HEBR « RERPSURESIZEARPAILE « IUFEFRPSU ©

@ PSURAE o ftiEhl2s iR EVLE ~ AT AME FIE « URRAERISREHE
HMEMISE °

0 Terracotta PSU $HEIEH

O. TEHEH SRS R EHPSU ¢

a. AFHRUW R BRPSURYEG IR SR ERIRFLET
b. EPSURHE ASEHZ3E4E « ERIHEBR RARELL

RS AR NS SERES « LT R o
(D »eemmnmEEs  BOEEPSUBARARIBREI -

6. EREIEPSUES

a. REREEMEZEEPSU o
b. EAERREEREREEEEPSU °
BRIMEZEPSUE  IRELEDE A 4R ©

7. NEHFEHMBIRMAIS AR ~ RHFEZHREINetApp o Y1 "SHE S BB BHMEEN « F2HRE
& o

IR 2 | BUEREREIR
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EEFHDC PSU ~ B NP ER -
1. UNRE R ~ AR o
2. IRBEZFAESRNEHPSU LA EBHIELED - #BIEETHRAIPSU o
3. FHEFPSUEAR :
a. MR EAYIENEIRA%  HED-sub DCABARIZTESES o
b. #HPSUIK T4EAR ~ Wi EHME—E ©
4. [ LEBIRID R THEER - REBFPSUMEESISEAFAILE  LFBRPSU ©

@ PSUTRAE o fEizhl2siRAEREVLE ~ AT BME F3218 « MR RANERISSREFE
BMEMISE °

ENEIRAA

ERMHERER

EEmPSUTHERER

(3]
(1)
P2) D-sub DCEERPSUSIARIEI 25
(3]
(4]

O. TEIEHISRIRERLEEIAPSU ¢

a. AFXELRERPSUREG TR R AR LR
b. HFPSUEHE ASEHSRE4E « ERIHEBR RAELL

BRUES AN R ERIES - LU EHRYUEIL -
(D »eeEmcmEES  BEEPSUBARKRIBEN «

6. ERTEED-sub DCEIRAR
a. R EIRARIZERIEAPSU ©



b. EREIEIRMIE BIRESREEEPSU °

BRIMEZEPSUE - IRELEDE A 4R ©
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