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MR ZIERVIERI S EERET. . RE...

EEERMIE. .. &Ctrl-C ~ AR EHFRTKEIRE Ty, o
ARSI iR 2 BEH 2R IR E S F LR IRAVIERIES -

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EFHTEA Loader IERFTT ©

Tt
RIS B8 1 B ARSI (e o

FIAREIERE LA EIR B HEENINIE - AFF A20 -+ AFF A30 F1AFF A50

AFF A20 » N¢Nmjm¢mmﬁf%£¢%@@ﬁ%ﬁ?7ﬁ#Mﬂ%ﬂ Bl o8&
BB EIERMRITHISS A « BIRBIENRINE - TEBBRBENE » RAEE ¥ﬁtc“i¢“
Hl2SHEAR o

E@JE&@J@%—@EL&ET‘ ONTAP 9.17.1 KEBBRAEHFIE - MRENHFRAETHZFHRRZAFIONTAP »
sAfER"FEREERR" -

RAREIETIE

MEEE » EaURBTFAEAEMNUE (B268) LED » UBBMEREMUZTZENTFS o A SSH A BMC » &

#BEA “system location-led on'#5% ©
TEMMEA=ELE LED | —EEREEETER L » —EESEIZEFI2SE - (IBLEDSFERIE30DEE o

e U A REERIE system location-led off o MIREARHEE LED BB SESIER > AT LU A fh
KB HARRE system location-led show®°

TR | BPRIEHIER
TR 2R B BT HI SIS o SRS PTEPRIZHIZE o

a2 Al
PR E T RATPIFIE T EIERERF ; TR > GRVASBIE "NetAppsZiE" » 7 BEMEEHITILZRS -

1. ERIRAVIEHIZS £ > 5EFEE NV LED ERIR ©

E NV LED [RiRBs > BIRRETMmME @ JZE2RIFRIRAERES o

@ YNR NV LED PO (4xta) > BIRRIETER/DBR o M ZEE R NV LED RiRf - 738 » IR
FHEPIEB T 788 > 55548 "NetAppZiE" » BEEMITILRER -

NV LED it #ZHIgs EAY NV BlIRsE o
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@.0.0.0 0.9694%% %% poralalens

(1] 224528 A9 NV [E7RA LED

@ ERENEEBIET - FHLOECHEEREERERMBREMET o RIKEUEFER) ESD [hEHE
FIAE G ¥R S E0RG © (HFIRA R STHASRIE BK A MHRIR o

1. BRI :
() =RmmEs (PSU) BAERMEM -

MRICEPENER .. RE...
AC PSU a. FIRERREESS °
b. #t PSU A TEIRAR > WA HKE—E °

DC PSU a. ie & D-sub DC EIR#RIZTE L HIM B 151844 o
b. fit PSU A TEIRAR > WG HKIE—IE °

2. WRIRRVIERIZIN T PRA SR
BHHBRAVERE ©
3. TEPRZIRAVIERIZS
TEFEETISFRERISS RHERIZRIERARIE (RIS AR



N

e

Y 4

0 TEEHISImE - R EEHEEER RIMNE - LRRFREBF -
9 * FHECHAERUBNETF > ’RIERSREPR LT -

HIBE; - BF SRR ML - RARREEIES » SFEERE
* RHERIERE LIRS - FIRSBIERISRMES > REREEFERENTE L

(3] MARE  #HRIOFEESD (EBR®) - RHEB .
A GRS BER E -
5. WSS EIBNIE R USRI b 885  AABITRRES -

TER2 | BRI
AR TR » BRI EZERE - ARIRBEED RIEFET -

@ ERENEEBIET - FHYO ISR EERERMBREMET o RIREUEFER) ESD [hEHE
B AE G HHERIZR AR, « RETF IR RS SHARRIE RR A I HRIR ©

1. FBERBAIRIRES
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FIRRS I E

BT EBRBURRRKIREN AR o

LU E LR ERI RS M Al - UUEERIREENMRAERS RIFAIMES -

(4] 1 B A B 1 A R AT L R o

2. ZIEIAFIIRES -
a. EEHEMPBIRFRMIEES
b. BRI IREEAVIEIE IR B A SRS o
C. 7ERIMMIRREMS —in  BEAEEER (ERFERUE) » BEn TEMREERNI—iR > BERFELERLE
» REBIRFE R i RS R SR RE B ©
DER3 | EMNREIERIES
RIS BN LRI - ARERRRF -

FAREETE
;i@ﬁi%ﬁﬁ%&%ﬂ%&ﬁ%&%ﬂ%ﬁ%#ﬂﬁ (RIS M) BRI > MR FRIERISREM RS R HFI DS
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y 4

o R ECIEAEEIERISRRIERISRIEFEY (FERZE) Bl > FRER TREEKT
& o

e BTHEF > RIEFISREEARMEN—F - AREIET TS - BEUERIZRE2MAL

e RIBFRBEEUMUE > MFERASHTEEREEEN

1. & E1EHI2REE - ARIBFFHIEEIEIERM » ERERERLL -
2. R EAERN—F o

S BTSRRI ISR » A BRI AR o
() EaREmEmETT SRS EANA -
3. BEREMEEEANE  BURETSERREAERMLES (PSU) -

@ AIEE T EABREEREEGES  AABERIERIZST 2R AMIE Rk » G8E
R B GRS B A2 e P AN sCER AT IIE ©

4. RIS T R mAKLE
a. M/HERTF - BRIERIS EPRIZET T2 MR LE o
RHEREHB AR A ZIBENT] - SRR SEERIRERES ©

@ EEHISR TR TREMAEDE > EHRGFEE Loader IRMFTT © TR S IERBMHIZHISRE
1S5RATNEE ©

a. [ LheEEHIsHEF o WEAER HEELL °
. RERREMEREIRIRIZEHIS LA PSU o
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ERIMIEEPSUR  IRFELEDE A 4R ©

MREEEEHER ... NE...
AC PSU a. BERIGHEA PSU o

b. ERERREEREEEBIFAR

DC PSU a. #& D-sub DC ER4RIZEEIAA PSU o
b. $HEXEEFSIEIE4A > #¥ D-sub DC BIRAFIZTEREZE PSU ©

%
TERERZIENMARERZ B IS ERB A ERNER ONTAP BRE" > o

WEFR R EBERRENRAS - AFF A20 « AFF A30 F1AFF A50

7EAFF A20 ~ AFF A30 SXAFF A50 [#TZ AR LEEFBVEEIERE R ER » [SuIUEEBE)
EiEhiEReE[RA1E » UECHEENERAE - (TERARET » AR TREESTERANE

» WREIEFEFEANERINELER - MEEAEENE » 2%E5|EEEMERNTS R

KERTE °

BEEREIRESEFBIZ(ETEONTAP 9.17 1 RESIRAFIE - MREHFFRAZTHEFRHREHIONTAP »
RER"FEREIRERRERF" °

FYaZ Al
* BRELCHNZREIESREE
° IREE R EIER (OKM) | REREHENZIBEENENEIE
c SMEPEIREIES (EKM) | BEERBBAHMEATIIESE :
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

1. 7Z LOADER R RF L T » BABIREIERERER

boot recovery -partner

SEERET MR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEVERRIERE R RINERR o

T2 F5eRIE BB " Installation complete L& ©
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3. RMBBEMEER > LR FASZ—:

4.

34

MREEFLAE ... BMITLEBI(E. ..
key manager is not RIRRLZEMZEIIFE ©

configured. Exiting.
a. ERFFFARMHIR -

b. B AR FHIR M -
"B 82 R-ofnode_disapped_node_name '

C. HIfE EXRUAETNIRETE MREWERT -

key manager is BEZEENMNEBINEE © A IEZ IR EIESS ©
configured.
@ NMRAGELASREIESRE > ATBETHZRALE » TR ECHEZEEEERERREIER
EUREERE (IREFIMNE) o BEIBRTIUES o

ERBEGTHEENEFERSREEREN



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SIS IEEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R PR &R A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

TR ImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE
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R R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERNESNE o % LOADER 1R RFITEMBMITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. YNSRELFA AutoSupport ~ FEER BENEILZEM :

system node autosupport invoke -node * -type all -message MAINT=END

%
2R ONTAP BRE I RAENERRE MR HE I 2 B REFEZ HR[E] NetApp" » FERARIILT ©

&5 B Y BR B Y5 A2 2R 43 [Bl1E 45 NetApp - AFF A20 ~ AFF A30 F1AFF A50

MR ICHIAFF A2O AFF A30 ZAFF A50 fEF RSP EETHELEWRE - FBiFRETH
sR[EINetApp ° 552 F "SHEEEFER" EEmUENELSEH °
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EXEniEsE - FEIRE
EREnEBEFEhE R T/ERTZ - AFF A20 « AFF A30 F1AFF A50

ERENI RV FENEIR I R A USB BRI IS ONTAPE T 28 E|AFF A20 ~ AFF A30
FAFF A50 SEFERANEIREEIERE L o BABENetAppZiBABIL T & HERONTAPIE
R ERI A EERE USB BEEIE o 7A1% » FRZEMAIFEY USB BEREHITIREIRE » B &
FIMIE R IE B IEVEARRE o

WNRIEHIRAFIEERIZONTAP 9.17.1 RRE=hRA » sAER"EEREIIERREF" °

BT MEMEER - FIRIEGIEE - EREENRE > (2R USB BRBIRINEME > LELBERENEAMER
E o

o "R R R

TRBE AR IRASAIRR K -

9 “RENRINESE"

HEr R R TR ERA L2 SR EEE SN EHR

"RAREER"
R E AR IR AGEY - RRARAIEHIZS

ok

"E AR RE"
WX IBRVIERIZR PR PRI FERV R ENRAS I R IRRVEREN T E » AR ER USB FES ERFHONTAPR G o

"FtEIRIERR R
it USB HABRIKRATE ONTAP B ~ IBRIER A « WERRIRIZEE -

"ERnE
TEONTAPRREEE B £ iR EIRRRE NP LB EIESS o

o "R R Z ERIEMGNetApp”
INEMHFEMBIRMATS R « R FEZ IR [EINetApp ©

FEIRENERZIERAIEK - AFF A20 -+ AFF A30 F1AFF A50
TEEHAAFF A20 ~ AFF A30 ZYAFF A50 (EFERAPRIEENERS 2 Al > sBfEfRm /eI ER
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AC PSU a. EEFE4RIEA PSU ©

b. {FEHERAREESSE T BIRLR
DC PSU a. #% D-sub DC ER4FIZEEIEA PSU o

b. $HEXMIHISHEMEAR > 1§ D-sub DC BIRARIFHEEEE PSU ©

ETRRIE ?
BRI Z B EEIERER" > MRE -
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bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html

1t USB FERHEFHNIRIERSNIHES - AFF A20 « AFF A30 F1AFF A50

7EAFF A20 ~ AFF A30 ZXAFF A50 {#F R AP LEEMVEEIEREE R » [T 1E USB
PE S IR F BN E RS U S EBHEEEIRRTE ©

ez Al

* SAMEIRISHVEE RIS BB IR R MR IEH 8 -

* FAfEsa R B2 IRIERERAIUSB -

* BECHNARELERME - TF R 3 > CRERBESAINEREZHEREE -
1. TESFEIEHI23AY LOADER IRRFIT T » #t USB BESIRERBNIE IR :

boot recovery
MERBIERHMUSB T HAT

2. HIRIRME > B AR BIBIRIL Enter SIFZIERPREATHNTERTR
3. FEMABEAINITAONTAPRRAHI S ERER var IERAA ¢
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ONTAP 9 ° 16.0 S{E R4
BT AN SEESIA TR TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
KRGS TEMRIA TR

ERRRTNCEREDERR > FiK v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE:

" MRAMAERNE > FUEENRERIEE BB 1 EBRE)_-
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

" MRAMERAME > FRIEERME"

4 RERSERERTSEBHIERES
. IEHIBRIHEREBRE  FHWEERERE:

storage failover giveback -fromnode local
6. NREEAT BERETHEE > FEMAE !

storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

TR ?
S| EREmRGRE » KRB EREIEE LERME"

FEEENEREBERMZEE - AFF A20 - AFF A30 f1AFF A50

7EAFF A20 ~ AFF A30 ZXAFF A50 {#FZ R AP IR IREENER L RENE » UEFRFER

BiHMRE - BHEREaERREERI AN « ENERNEREUARERHENNZ 2T
HY o

REBENTRERSHEY > TR ERUMERANE - IREFHECHRRERAMEZIREES
BT ERRE EHIE FF FIARS PR E o

54


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

NEZHREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVEEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR INRER &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER S A

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

57



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



RTREfRET

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

RTREfRET

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

ZEA CFO BRER&E > AT TWHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



RTREfRET

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP FINRERIZR MNP iR EIEIE TUAERE o

a2 Al
WA —EREERFHD P URELUTIERE

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (BRI E)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B AR PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R INRER LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END
ETRIE ?
TEFRIERE EIERIMZ R R EZ (R[] NetApp" » BRE o

T PEZ 4R [E] NetApp - AFF A20 > AFF A30 1 AFF A50

yn%,a:E’JAFF A20 AFF A30 SXAFF A50 (#F R RPN EETHEERIE » SBidiiPETH
:R[EINetApp c 552 R "SHEEHEFER BEmMUENEZE ©

PEFEEHA T (EMAZ ¢ AFF A20 > AFF A30 #1 AFF A50

BT SARREEREK - BIRAERIES B - LUREREERATIESE - LIE# AFF A20 >
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AFF A30 BY AFF A50 {12 R4 RII4ES o

o "IRB A B R

EEFIME - TR ATAREEK -

9 "RARAIERIER"

RARAFEERIES « IABEEAE L BITHERE ©

e "B A"

IR BRI IR AR RN IR R - 268 (EREIRERER) - UEERERIBHAR EMHEAE - Wk
SRR AR R IR G BRI B RO AS o

o "SRR B

BRsEIEAERY HA ARRE ~ A& Z 4R [E] NetApp ©

EEFEAITE K - AFF A20 > AFF A30 #1 AFF A50

TEEHAFF A20 « AFF A30 BRAFF AS0 #TF RAFRIEFE Z AT > s5FE (R E BTN B R E
EX - EEERERETHAMAEMEGRSERET  UERERSHA ERNERE
BURGERTA °

BRI TR KREEEEIA -

* EIRERAE O ARIRIRAIEAETISRARR) o IR E AR - MIFFHER -
* RERMPHFAEEMITHEOAIERENF ; TR > SBRBEE » "NetApps2 it " BHltENTILRER -

Z

fein

* RAEEHIEF SEREETE - HINEHEE « GRS ES MRS PR ETBIIRTE P EFIERD i -
* EWEINERTFRMRZIBIFAE ONTAP IRASHEASHAERIZR o
* A EIIEF R IRRCEARFTENR - R - (EIHAERIETE R AR EMIEAS o

T RIE ?
ECRRE T BRI R R 2 B HIEAERIZE"  IERE -

RAEAIE 428 L S HAt4FE - AFF A20 > AFF A30 #1 AFF A50

BEES AFF A20 > AFF A30 3¢ AFF A50 f#EF R4 BV#EESIZS - LIBALIEEREER » WHERE
B FERRRIEE ©
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IEREFERR AAMERRARN AR - ARERBEERIEEBEIFAEN > 552R "R FHEEGE
FRIGARIRTTZE15R - NetApp FNGE" ©

BRtEZ Al

* AR EER L ERERME
° ONTAP At R EIEEFTE ©
° S{EZEFIZ389 BMC 1ZEXHEES] ©

c ERECHEAVEN T AMKHELETER

* FEINREHER
° BUTHM "RAEERTIBE" o
° 1% ONTAP AR EEZENRMFARA o
° FEAMIAIRRE "Active 1Q IZEERERE" - S T RMA L BRIFEIMERIE ARG T LR LED

o

1. 18 SSH BARE « EAAMTEABGMETNER/ T2 « HEENHEFHEEA o
2. {ZILFRE A | THTFEY NetApp G ERIEE) o

3. BEHNBEH T -

4. tNERERFA AutoSupport » SEHMSIEZIET » ILHSH TR A FRER AOBERY :

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. HBIPT A REEIELRY SP / BMC itk :
system service-processor show -node * -fields address

6. #5REEE Shell :
exit

7. R E— P8t Py HAEREIREAY IP {iik > 3538 SSH A SP/BMC > UEEIEERE o
MRTERANREERS LB  AEREENEEEESRREATHS -

8. (=i 2B PR MREIEGR

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HHRTE StrictSync 2 F#EHH SnapMirror [BIF12{EHIEEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BEEINTIEER > AREETHNESEZEGSREA *y* !
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Warning: Are you sure you want to halt node <node name>? {y|n}:
10. ERFSEERISMELETRTEHASRET
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NRFBETEEBITARER ONTAP Hrads » BIZZEWR A RSHRAESE » RNIBBUEKR 1/0 1848 o

* REFRATRESI S SEEN THIE P —RERR

° MEFERIZSE A URBNILEHIT 110 (RHMERD) -
° MRIZEZHHER /0 R4S B0y - BEFISERMASEEFIES » AE—IEHISEAI LRI Z

Sy ppE
EAKRE o

EFLERLT » ONTAP RILUEIR 1/0 HEAREIFEM B B EE—IEHIES o fIi0 - MREFERY 1/0 18
HESARSERR (KIEFIS LRRAREEGETE) - ONTAP SEEINITIEZE -

HERAHOPIAEMTAHERRIEREF ; TR > 55EHAE » "NetApps iZ " BHEERITILRER -

TEE 2 | FEHREF R 10 BAAEE
EHBIHREF RGN /0 BEEE - UELEMBERAFERT 1/0 1548 -

- FARERM o

122


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

2. {EHPERY 1/0 1EARIR T AR o

R A ERR A LIRE - WEHBREIREF TR EEMEREERERER -

/0 tRAAEZEELEMIE (BIRBRZENEERAIRE) | B2 > WRBERNARIERZIRRE
@ » THESRE—(EEREFNEEERE  AIINTERSEEEETEE -

T BB BEF RO E URFREMRED LIF REBETRE BRENTILERS -
3. MREAT T’ ThEE ~ sAMA T HEREE IE BENR I {EZAutoSupport AutoSupport -

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

BN » LU AutoSupportsilE &1 B BIZ G LM/ -
node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. IRBFHFRAANITHY ONTAP FRASHIHERIZIAAS - REEFHEHNIE :

FRZ<ONTAP ME... RiE...
9.17.1 8 MREZENEHREEFEETRE FHEHTE .
9.18.1RC FppRETs

a. ERIBIERISRHTESBA TGRS

storage failover modify -node local
-—auto-giveback false

b. £A yELEIRT CEEEFHEEEIE
71 B

9.181GAEE WRHP—FERIBEIHZETH FHEHE !
HrhR s BIERBAHERIZR

a. EEREHGERHNENSREZEEPRATI S

< -

storage failover modify -node local
-—auto-giveback false

b. A yELEIRT (CEEEFHEEEIE
71 B

9.181GAE WEEFIZRIEMENLEZEITIIO ( BIETF—F o
HrhRs REERRT)
O. ZEBIIRHIERY 1/0 1848 > FE R EERBE PRSI :

a. BAMNTHE !
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system controller slot module remove -node impaired node name -slot
slot number

b. A 'y BEEEIRR TSN ?”

BN > AT en < 2 HIERENRE 2 (RIBIERISS) LiGiE 4 hivsERE » TR —RIFE » JRAIUE
e 10

node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2Z will be

powered off for removal.
Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.

It can now be safely removed.

6. FESDHIPERY /0 RAHERAREIR

system controller slot module show

B H 45 RETE MR R B4R status WAIPEETR " powered-off ©

PER 3 1 BUEIEIER 110 1548

IERFRRY 1/O HRAAZEIN A F Y 1/0 1248 -
1 INRITEARIEH ~ FHIERERM o
2. WERIARVIERIRZPIBIFEFERY 1/0 1RA]

=0 [KEN ;
.\\\\QO N ; oh = 5
S QN [
\\\\OO Nl j QL = O @ ® ////
\@ o @\l - ~
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PR S ESE 1/0 BRARFEHEIRAALITAR

ERERRNERERBR FEMNGRIFEFBAR /0 RAREEHISZFALL -

3. ZEEAM 1/0 15H4E -
a. /OIS 4 ERIE B 4 TS o
b. ELESHNIE 1/0 AT 2 HEAIGE » FE(R 1/0 1BAHIE IR A 3 1%83 -
IEA] LUER AR -EAEFMARIREA R4 A 1/0 1524 -
C. |BFFETHEERSHEIRAALUNEER o
4. BBEHAM 1/0 4RI B4R o
SEF 4 ¢ IR0 110 1B 45

RFEHARY 1/0 1848 4R ~ BasE 1/O RAREIHBR B DRI « BB IRE RS ERMER - A%RERE 110 1BER
BB LRI AREA o

B EIRT(E
B /0 EAER - BIRRIMEIEEMRE » LIF RIREZIEEHRAY /0 1848 -

1. MR 1/0 184 4R -

a. MAUT®L !

system controller slot module insert -node impaired node name -slot
slot number

b. A 'y BEEEIRREARERET
AR RIEHEST /0 RAEEMIN LR (BEBE « B¥1A1E » ERAEER) -
PIgn > LURap < fEEARE 2 (RIBIEHIES) LRVIGIE 4 B > WRERZAZFRIIRTERE

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2Z will be

powered on and initialized.
Do you want to continue? {y|n}: "y’

The module has been successfully powered on, initialized and placed into

service.
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2. 5338 1/0 4R LIS BEIS R TEAINIAL ;
8. EAREISIEAHANTHS :
event log show -event *hotplug.init*
()  armmms R E AR A T AR E A S R0R -

B 4 FERE R —1E2¢ 218 hotplug.init.success EMS Ef » F&r 1/0 1840 FVSEEIZIEHY ERIhEE o
fBlan » LUTEILEET 1/0 EIFIR edb N eda FIFIIRIERTH -

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4b" in slot 4 succeeded

7/11/2025 16:04:06 node2 NOTICE hotplug.init.success:
Initialization of ports "e4a" in slot 4 succeeded

2 entries were displayed.

a. MNRBIBBANIRIER ~ F51RE EMS i UABRRRIEDT R -
3. FESD /O WEEIRIE D BB AR IFEF

system controller slot module show
B FERE N IRIBAR AR powered-on » AL 1/0 EARATLUELE o
4. FESR 1/0 1EMEE LR E R o
REEFRNEF SBARS -
system controller config show -node local -slot slot number
R 1/0 BRI AR 1R AR - BB &R /0 EAAEH - EIEIRIEREIRE o
BIgn > EHEE 4 B9 /0 184 > BEZEETIFELUATRIEL

126



node2::> system controller config show -node local -slot 4

Node: node2
Sub- Device/
Slot slot Information
4 - Dual 40G/100G Ethernet Controller CX6-DX
e4a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
ed4b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)

QSFP Vendor:
QSFP Part Number:
QSFP Serial Number:

Device Type:
Firmware Version:
Part Number:
Hardware Revision:
Serial Number:

TS5 MERFRFESEF

RAEFERREREREERRE 0 AR | RAETEEMEGHRIZERNERS (REFE

(RIERE

CISCO-BIZLINK
L45593-D218-D10
LCC2809G26F-A
CX6-DX PSID(NAP0O0O00000027)
22.44.1700

111-05341

20

032403001370

» A8 B EDIRIRTNAE

BgEE LIF SREHTERE > WEIRRA AutoSupport BENE L ZAITHAE ©

1 RIRGETF RATHITHY ONTAP RRATZRISIA - RREWERTRHELEREEEMSENEDHRENIE

HrkZ<ONTAP MR...
9.17.1 5 NRZIBRVIEHIR EEIEE TR
9.18.1RC AP 88

a. BEmERTRE > ERENERISNEERE
E

storage failover giveback -ofnode
healthy node name

b. ERIFIEFIBNEELEFRBFINIE :

storage failover modify -node local
-auto-giveback true
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hRZ<ONTAP MmER... AE...

9.181GAE WRHP—FERIBEBIRETH a BEREMERE  ERZFENERISNEES
Hrhks BIEB RIS BAE

storage failover giveback -ofnode
controller that was taken over name

b. {EIZENVIERIR TS EREEHNIE !

storage failover modify -node local
-auto-giveback true

9.18.1GATHE MEEHIZZIEELETIO ( BIFTF—F °
HrhRzs RIHENIRT)
2. B N HE S RE T FARSSEIZIEEER ¢ Tnetwork interface show -is home-false |

NMBEEEAERHEIAR AREBEREHTEEIR | network interface revert -vserver *
-1if *

3. YNEREXA AutoSupport ~ FEER BB ZEES -

system node autosupport invoke -node * -type all -message MAINT=end

TER6 | IRMEZT(HERIEGNetApp

IMEHFEHRBIRMAYSRFREL ~ R FEZHREINetApp o ¥ "SHEE L EIR " FFHAE « F2REMR °

i 1/0 1248 - AFF A20 > AFF A30 #1 AFF A50

BTy AFF A20 ~ AFF A30 B¢ AFF A50 fBFR AR /0 WA MRS BEEAHRIAE
BB S AE S E Mt IhAERT » 55 1A5Z I/0 184 o

BIRTE ELERIPATERES « EIRMEERY /0 1848 « EXRIEIERES » Wik FEZHRIE] NetApp ©

ez Al
HERFRHPIAHMTHEURIEREF ; TR > 5B > "NetApps iE " BEERITILRER -

) SN
MEFRE > EOILUFREERAUE (B8) LED > UBMBREMUR T ENRHE TR o £ SSH EA BMC

» SABHIA “system location-led on' @ % ©
HERKA=ENE LED @ —EFRFEETERL » —ETESEZEHIZE L o (ELEDEIFEIE307E o

e U AR ERIR system location-led off o MIREFRIETE LED BB =EIIER » sJUEAGS
KT HARRE system location-led show?®°

128


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

FE  RARAIAMIEHIER
fE A T H P —EZEIR R AR iR & R IRRVIEEHIES o
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

TEAEHESRE R TE MetroCluster 4HREARAE » B ENRARR A EX A IE EAKEE
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR
AR AIfET—H&A -
EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©

ER 2 FIIREE 10 1848
EEFIIIER /0 R4 » SFTEERISS I EIZARE - ARKBEEDS WIRFET
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@ ERENEEBIET - FHLOECHEEREERERMBREMET o RIKEUEFER) ESD [hEHE
AIRE G HHERIBRENRY © RPN RS SR AR S B R A I HRIR o

1. 1EHPE 1/0 RARK TABAR o

TSR LR EARER ~ SRICHIBEIRBIRIR
2. TREERIRRTEIRMEE 1/0 154E ¢

(1] JEBFEHERS 1/0 HRARSSHEIRAR LARRR o
(2] fERERIRE ISR RAERERA - 1§ 10 BUEHIH RIS o

3. iER /0 RERREEERIGE :
a. [ I/OMEAE BRI B IGH TS o
b. BLELHI 1/0 RABSTT R ANEIE > FEIRISIRAEIERERAZEIERS o

TR AR RIRR AN FENRIEAAHEA 1/0 1548 -

C. |BRFEt HeERanE AR LANEEE
4. 1% 10 HARMELR -

$ER 3 1 ERRREIESES
B /0 RIEZ 8 » [T AERRENESES o

1. e AR R RENRENESES

bye
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@ B RENTIAEZIERVITHIZRET - B EMAA1E /0 RAEMH ot
2. REREHI RS HMAERE - EHWIEESEFE !
"B B8 R-ofnode_disapped_node_name '
3. RERIEHISRNEITSERBEHMIE :
storage failover modify -node local -auto-giveback true

4. YR EYF AutoSupport ~ EER B ENEIL 6

system node autosupport invoke -node * -type all -message MAINT=END

FER4 | RS HERIEANetApp

WEMHFEMIBIRMATERFTL ~ iR ZHREINetApp © W1 "SIHEREHBIRFHMEN « F2REHE °

i NV Eith - AFF A20 > AFF A30 #1 AFF A50

EEMBIa B EHIET > SHEHAFF A20 ~ AFF A30 S{AFF A50 72248 NV
Bt AATCBEEEER Fﬂﬁ@%ﬁ%ﬁ%ﬁé‘ﬂ FHUEIEEIERAASIEESIZS « BF
PEHlI2SEZE ~ B NV B - EF a5l 2¢E 8 U R R Z 4R [B145NetApp ©

FsAZ Al
HERFHOPIEEMTAHEQRIEREF ; TR > 5BEHAE » "NetApps iZ " BMEERITILRER -

REFEIET(E
MEEE :4’T’E_[1«/(5555Un%7¥?\%14§ (%@) LED » UMBEREUZZENHERL o 8 SSH & A BMC

» SRBHI A “system location-led on' @ % ©
HRERGE=(ENME LED : —EEREEERERL » —EESEEHIZSLE o (IELEDEIFESIEE3001E ©

EoI L A LA ERAR system location-led off o AIRERHEE LED @S tBa i8R » A<
RimEHAREE system location-led show?®°

B . BB ERYIER 2R
fER AP —EERREAM SR ERIARIEHES o
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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