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MREEILAS ... HITUEBNE. ..

key manager is BZEMNEINEE © R IMEZ R EIESS °
configured.

@ MRAGEZNHSREESRE > MISRTERAR RN CRIECERESRERE
BUKRECEER (RESMER) o BRI RS -

4. ERBEACHEENEFERESREERN



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR &E AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

TR ImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE

11



R R RS R E PR ah]

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERNESNE o % LOADER 1R RFITEMBMITE
[F387%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. YNSRELFA AutoSupport ~ FEER BENEILZEM :

system node autosupport invoke -node * -type all -message MAINT=END

T—%
$BJE ONTAP BR& I B EREE IR 2 18 FE SR E] NetApp" » EREETILT ©
1o B B Eh YR BE 2R 43 [l1B 45 NetApp - AFF A70F1AFF A90

SNRIGHIAFF AT0KAFF AQOI#TF RFRRIEE T3S £ =R - sHiF = TR
#aNetApp - 5528 "SHEEHEE R BEUENEZEH °
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ENENIERS - FEIRE
EYER R FEEIR T{ERIZ - AFF A7T0F0AFF A90

FENRERENIREEEFER USB EEENESIZONTAPE M ZEEE|AFF A705{AFF A0 R 4EHY
BAREEE L o [EAZBNENetAppZiB48iIL T & FERIONTAPIE R G A H 85U E
USB BESHE o 7318 > EFRZEFALFR USB BRSNS TIMENI 1S R AR IMIE R IE BEIEARRE ©

MREHHEFRFEENRONTAP 9.17.1 HESHRE » B ER" BHEENERER" - MRIEMNAFEITHNER
HANRZABIONTAP  :EERFENRENERETEL °

BT MEMEER - FIRIELIEE - EREENRE > (24 USB BRBIRINEME > LELBERENEAMER
E o

"R B R R R R Y TR K
TRB EHAFIRIRAS I TEXK ©

"BEMNE SRR
R R E D ERARE S REERZ NN EHR

"R
R EARIIRARE » SRR o

3

"B RS
RAMEIEIRBRPRNERIITRS « AR LR MARIRIERS « AR USB TREIHEERIEEE ONTAP BRE o

"B IRIERR G
fiE USB HEBRIERATE ONTAP BR{R  IBIRIERRA - WERFIRIFEH o

e "ERnE

TEONTAPEREEE B TR EIRRRE NI IR EIESS o

o "B PE S R IE4SNetApp”
WMEHBEHFIRMAIERFTR ~ FEBFEZT4HREINetApp ©
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FENRENERSERAVESK - AFF A70F1AFF A90

EE 1 AFF A70 3¢ AFF A90 ZHBVRIGRES 2 A1 > sRREMRIETT S RN BT ERNE
X e L@%EET%U%E BREEREFRER USB ’H%Fﬁﬁzzﬁf%’frl% » MRS ITHER IERER B AR
5253

INRIEHIRFIEERIRONTAP 9.17.1 RREShRAS » sAER"BHREIIERRF" -

USB FES
s BEREE—ERNEA FAT32 B9 USB BESHE ©

* USB #7EAE BHMMRESEREM ‘image_xxx.tgz X ©

Xt
B image_xxx.tgz' iS1EFERE] USB FES R ° £/ USB MBS IR EMONTAPR GRS A LLAEEE -

MR B
fEFANetApp R (HEVE AR SR BIAEEAR (F o

2R
FIMZROENINER > R A ERIIEGSREREER

© _ABEHIR_RTIEERTHEERVIESISS o
TR _BRIBIERIZRA HABH -

FETRIE ?
EICIER T ERRRERRENRE R 2 R R E KGR LB SR ENRE"  ERERT -

BEFHRFERERMNEZIE - AFF ATOF1AFF A90

AT HE{R AFF A70 3¢ AFF AQ0 f#F AR ENBERZ 2 » BB BRI IERS ERIINE
EIWTIERAAREE o MELBY ONTAP HRZAZE S Z1E NetApp Volume Encryption ( NVE )
s WU RIS Z Al TR EEIERERETAIERT -

MRIEMRLFZBIERIRONTAP 9.17.1 RESIRZS > sAER"BHEFIERFE" °
HER 1 1% 7E NVE Y T IEMEAIONTAPM £
HBETAONTAPHRA 2 E L 1ENetApp i@ N2 (NVE) » MEE BT L T £ EREAIONTAPR S SREX L EREN I BE o

1. BEEHNONTAPIR A E BN !

version -v

MR EFE 10n0-DARE > AISHERERRAEARZIE NVE ©

2. THTE NVE ZIERIONTAPEE K -
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° NERZHE NVE | THEBNetApphait & INZAIONTAPE &
° MNRAZIE NVE | TEH A S NetAppliiEEMNZHIONTAPIE G

@ TENetAppZ IRAHIE T HONTAPBRMREIEH) HTTP 3¢ FTP fEIARSS SN A E KI5 o 1T
RYENRASRYBIET » (R FZ2ULIREGAE o

TE 2 RESRTEESRENHENORE

TERAPAPRIERIB 2 Al > At R IR BB SREN RO U EEN

1. HERS R G LRY A EREERER ¢

FRZSONTAP MITIEAR S
ONTAP 9.14.1 S EEHThRZ security key-manager keystore show

* N EKM ERSA ~ EKM BIEFTEdsn S o
* Y1 OKM EREFA ~ "OKM BIEF e TRl o

* NRKRENEEIEEEZ « No key manager keystores
configured B EF|EaSHILA ©

ONTAP 9 o 13.1 I EEHrZS security key-manager show-key-store

* MR EKM ERSA ~ “external RIZFESR<TEE T o
* MR OKM BB  ‘onboard B &F{Edp <L F o
* NRKREALIEEER © No key managers configured B &7

EHTHLP o
2 REARPESERE T SMBER > PITTINRMEZ— !
MRKFEESHEES ©
R AR 2t RARA AR IE RIS - W ARARHITRIMEIZ -
MREET 2BEES (EKM I OKM)
a. WA TINERES > BTREIEEPRETRAIAREE :
security key-manager key query

b. EEHLARIIEEHPRIE ° "Restored iEF o ILFHETEIREIES (EKM 5f OKM) KIS HERESE
WESEMINER -

3. FHRBEMZREIESHRITTMABRIIREDER
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SNERE SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -
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a. EFRFEERELES :
security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

C) ERAERYEEEHF I T IR S ESHEREITE - NRERB IS
5358 > :EHAENetAppZiE ©

b. FHERFARESREME :
security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

*onboard °
C. %15 OKM &3 :
I AR ERERET
set -priv advanced
EA Y BERTEE o
i. BTEEERENET
security key-manager onboard show-backup
ii. E B SN ERNERERHFERT o
MEEFHRIBEPREEFHER OKM > SREBEIHREN o
iii. JREIEESER -
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -
T RIE ?
75 BIRRS LI ENMBR W SFNARAER - CRE FARIESGZE" -

RE R 23 LUETT F RN ENEAS i1 - AFF A70F0AFF A90

BAIPAAFF A7T0SAFF AQOf#TF R AR RIBRVIERIZS » LB IEEREEKRILTE BB ENRASTE
FERPREREREN -
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN EFESIE R E MetroCluster ZBREAREE » BEIRLERFLERAFIE BAKEE
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAIERI S WAL T < -

storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR

HARRT AR T—H ©
EESHE. .. Ctrl-C ~ AR TFLEE Ty, o
AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true
--halt true_ 2 ZHTEA Loader 1B MF T ©
ETRIE ?

RAPAIERIZR 2 18 » BB EIARMNGRRE IT -
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b. [ EHEEBFIKIRES « REBLIGE « ARBHKE—E -
4. REMARRELRERREERAE -

a. IR RIBEH T HEEINR « AR HEHEALEE -

b. FASHTEIRERTS MR FHEEFILIRES

C. T HER - iRAKIREE T Em T IEE « ARMEHE R o
5. EMRERATIERA

a. BRI AR R LIRS ERMAAE

b. FIEMEBEAMEIEERA o
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IR AL AU EHARIIEIERE;27E ONTAP B o REI LG ONTAP BRI TEEE R ONTAP IRFESIREZE] USB 1B
MR ~ AR B EEH DI RAFIEIEE "NetApp SZHEFLE" o

%G Z Al
* S AR RFATI2HNUSBRES iR « EREE/DAR4GB o

THEZBIEFRIASNITAIERR GRS ONTAP BIIEZS o TRILUAE NetApp SziRA8us £BY TFEL BETE
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* MREWRSZE HABCE ~ BINBETEIEFSSNEEIRERIE (BFE eOM NE) ZMEMFRELR o

1. RTHEERRFIRE ~ WAFEIER "NetApp ZHEAFLL" B USB tREJRHEIEH o

a. tEmE LR IFEL &4 - BRBEA THEIFECH B LT FEM -
b. FRERKERRTFIRIR o

@ WNREFERAWindowsHEEA A ~ s571fERWinZipto#iElnetboot {5 o {5 ELfth#AEY T
B - §lin7-ZipgiWinRAR °

USB fREGHLERIEFE R A ZIRIEHSSFTAITRVEE ONTAP BRfR o

a. EFCHBRPEUHUSBRES B ©
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1. TERFEFEHIZ3AY LOADER =R FIT T » 1t USB BB IRERBNIE /R :

boot recovery
IS ERGIERILUSB T #AY

2. HIRIRME > AR BIBIRIZ Enter SIERIERPREATHNTERTR
3. FAERERARICHNONTAPRRAHIF ERIEIR var 18R A :
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HZEEH AN SEESIA TR TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
HRIBEFISTEMRIA TR

BRI TNCEREDERE > Fi v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFRTHXERE » 551 Crl-C BN B EIMENEER -
f BITTIHA—IE:
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" MRAMERAME > FRIEERME"

4 REZEQBRERESIEBHERIES -
. IEHISRIHEEREBRE  FHWELERERE:

storage failover giveback -fromnode local
6. NREEAT BERETHEE > FEMAE !

storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

TR ?
SIEIRIEIREGRE - CRE ERHIMIRE LERMNE" -

FEIRBHNERBIERNZEIE - AFF AT0FIAFF A90

£ AFF A70 3¢ AFF A90 ZRFRRE R LERINE » URFREFHTER ZIfRE -
FHMRFEERETRIBE  EMERNERE » UNESERNZ 2 -

NREHARMEERZONTAP 9.17.1 REShRZ > FER"BEEFREIMERZF" °

RIBECHRIREESHL » STRERN T BLUIRERFNE - MREFERELCHREERAMETIRERS > FIR
BICERENIRRE B IRE F RPN E ©
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NEZREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVEEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

R

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o

33
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&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

ETRIE?
TEFRIRES EIERIMZ R R EZ (R[] NetApp" » BRE o

i FEZ 43R [0] NetApp - AFF A70 and AFF A90

izn%,a:E’JAFF A70Z(AFF AQOREF R RPN EE B ERE - B fE TR
4NetApp © ;B2 E "SHEEHEFIR EEmUENEZEHN °
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MEEEHAT /55742 - AFF A70 F1 AFF A90

B4 > sAIGRIEIAEK » RARAITHIZS » BIRFE - KBS RGIEE » LIFI AFF AT0 T}
AFF AQ0 {TZRAFBIMERE ©

"HEREERER"
BEEWAERER > GIERMESY - RETA - ONTAPREMABHINAERRE ©

AR E R
EFETIETER > FIREIRR - WEEENTLAR « BE B HAa I IRCEE o

g e
PIRAHE ISR MR B T A o

‘E,'E@%%"

R EE AP E R IAEAE T -

e "SR E E A

TR IR T AR RIENER S - MITIREIRE - WSS REIENetApp ©

FEIHEIEHIESR . AFF A70 1 AFF A90

TEE 1 AFF A70 3¢ AFF A90 ZAFHRBVHEFEZ AT » sAEREN SR ERIINEEN © 5
BIEERERMPNFIE MM THEE I EREF - FENIEHES ONTAP A EES0E
IEFERYEEHAIAE » IR ERIT A -

AR ERSAS « I AWM AERIES T » BIENIERIES /CPU Bt « BIRAtFESRH 110

~ (o

RBFHIRR o

* SRIEERATRHPIAEEMTHEIEREIF ; FRE - 5FHE "NetAppsz iR "UZKIFE) o
* IRIERE ONTAP NAK AR EESTE © AEUSELENE °

* AREEEAVENT AMBEETER

* EEIATERAZIEAIFAE ONTAP HRAHEREHEEIRER o

'%ﬁ%@ﬁﬁ%ﬁﬂﬁgﬁﬁw~NWM%%%EE%%E@@E%%%*ﬁ%@%ﬁ%%Nm&mm%ﬁ

* KAAE IR BN EETE - NSRS « TR SESHMEEPH ETBIVIRS HEF D P

ETRIE ?
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http://mysupport.netapp.com/
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AERTREERZRE » "EHEEREAE" o

AEFEIAFS - AFF A70 F1 AFF A90

B AFF A70 3% AFF A90 RS2 IRRIIEAS - 7 AR R IBRVKAS » BsEE T
1 AR ARARA S 25154

| EREFTIEEAEEE  UERAGETNEILEERS o

2. TR BRI B TE |

a. {3 “system controller location-led show BRI s IE BATHAREAIIES ©

b. TR EIERIE :
system controller location-led modify -node nodel -state on
& LED Gf#E5eitt 30 9iE o

3. {TREHEA > FEEERFHIEDUTAR :
° A RSR
° BRI
c BFENHE
4. RERPIRHARY) > LHEFERERUEFHREEFREENetApp
o IEREIREFRANFIA BB LIRE - BRFURFRREDS RPAESERM BN MHIR o
6. MMRFRF M > AL -
T RIE ?
YT B AFF A70 3¢ AFF AQ0 1%A8FRRE 2 & - ICFR B RIRA RIS o

RARAEHIBS LA B 458 - AFF A70 1 AFF A90

BIEA AFF A70 B¢ AFF A90 f7F RARHRRVEERIES » LIBTLEEREER > MiERE RIEER A
ARTE ©

IEREFERR AEMERRARNRR - AMERB=ERERERENFASEN - 552/R "ERRRILFHEEGET

RIRHERTT 5 - NetApp FIGHE" o

BRtEZ Al
* EREEER VBRI
° ONTAP A R EIEEFTE ©
° SEEFIZZ89 BMC 1ZEXHEES] ©
c ERECHEAVENT AMLHELETER
* FEINREMER
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storage failover modify -node local -auto-giveback false
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
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system node autosupport invoke -node * -type all -message
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T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover modify -node local -auto-giveback false
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2. IRBARAREEE IS 25ES :
a. EEFIERRENSRL  RERTHEAENRIFMRIALE « BIFREME FREAIAR

storage aggregate show -raidstatus !*normal*

* YN8 ay<IR[E] "There are no entries matching your query. ##4&E A T—{EF 58 » g2 E AR
HIEEENES o o
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system node autosupport invoke -node * -type all -message

'<message name>'

b. BEIERAMIE AR E S A RKMERERIE ¢

event log show -severity * -node * -message-name *disk.missing*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
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* INRZE L REEAIEMAER - SFIEMEER2SUEAutoSUpport#iE: > M EAENetAppsZHRARFTLAEY
SE—TWE -

system node autosupport invoke -node * -type all -message
'<message name>'

3. BEINENVRAM > FERAIF ST B 1EEE EHEE 4/5 BIKRE LED SRR - SHNVET °

° NVRAM #REE LED
9 NVRAM ;= LED

° W3R NV LED {8 ~ sRRITET—% °
© OIS NV LED B3 ~ sHSSBIMELE - MEBISEPIEIERIE 5 Dl - BHHERATZBHMPISRIE «
4 BT  FBERS o
5. HREBISETRGIESS (PSU) TSI EATEREEIES -
() MRCHAGEERER - B PSU K TERES -
6. MBI AR T ARG « SFP H QSFP M (MARE) - IEUMSSIERE -
SR SEESEERE S  WEE B RS ER SRR ER « BIRTER -

7. RS EE R I R E IR E o
8. M TZMIEHER « AR E R A TESREHF o

PR EEAE SRS HIEAS o
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o HEHE

9 HEH

9. IEHIS AR LA « ARBEFRNREL
i BRARE AR AR (SRR SR AARV/EEE -

WEE3 | FHADIMM

EEFIR DIMM > sATEIEHI23AKEI DIMM > RABKEBISEL BRIBRFETT ©

@ ERENEZBED > FHYUERBEERE RSB o RIKEUEFER) ESD [hEHE
A REE¥HERIZRENES « FERMERIRSRERKARER -

1. FTRAEEHIZS IEIRRYIEHIZEAE -
a. BFIEHAERERIFNME o
b. IZEEBEE « WEHR LFEBERENUE °
2. ¥REIP4I2R4E48 FAY DIMM ~ Y35 BIE4Z DIMM o
fEAIZHI2EEE A FRU HFERIZRIL L DIMM 151 o

3. ZIEMRDIMMMRAIBIMEDIMMIEBLHTE R/ 58 « ZARIEDIMMIEHERETE L « FEIEAEDIMMAKEREPRE o

(D IMBEDIMMENEE - BRHDIMMEBIER LAYTT A HNE) -
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1357 1012141617 19 21 23 26 28 30 32

o DIMMAIDIMMEEH £ F

4 HIHHEERSTIEERDIMM - REDIMMEVEA AR EEEE -
DIMMF$ = RS8R S e - E 57 o
5. FEEiEEES EAODIMMBBLITEH SR BRRR (1 « A ISDIMMEEEASE o
DIMMAIEEZHEASE « BRZEEFHARA - MPFE - HEFGOIMMEUFENT - WEEIEA -
() EnmzEDIMM - BEHHELEREAGN -

6. ZEDIMMIRIREA VOt ~ BREMIEA « HEEHEH®ER FADIMMMHFED
7. FARRERISSEEE o

TER4 | BT 2EAE

B KIERIZRIEE  RREWRE -

1. HERETTED  URFRERETEMEA

EUNREEH SR ETBIRE T -
2. RIEHISSEAEN —IREEENFOHE « AT REERERRN—F

() mismzs A RIS ER R EAR -
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3 RREBEMRERMFRM
RTINS (QSFP B SFP)  SAaCiSTEEMA BRI /M T o

At E TR B EREEERIERIZSREE  LETEMRRERKREEGHES - BERIIERSEEREE
BEFRIEHSEWES  LETERAKERIUEFRERRR

4. SERIERISRIRAARVERT R
a. RHERISEEREHEARKAS - ERICEPBRTEEZA -
PERIZRRAETT R PR « SERIFE LA o
I ERIZRIEAR TR ATAERT  SB/0BERT] ~ IRIBIRERS -

a. HER M LEEEHEME o
°. IFERGIBA BRI - —EERNE - EHIBEN ST /LD -

MREEERER « ATIEGISRRATRIEANER - REREREREREEIRMHES o
6. ZIERIEHIRFEHRTRE - EHINEESEFE !

storage failover giveback -ofnode impaired node name °
. MREBHHECER  FEWRA :

storage failover modify -node local -auto-giveback true ©
8. UNSRERA AutoSupport > BIZER / 18 BENEILEE .

system node autosupport invoke -node * -type all -message MAINT=END °

TS | HBET TR GNetApp
INEEREEIRMASS TR © I3 T AHREINetADp o I "SHE S R Bt BR@EN  F2WEE -

B SSD FigfE% . AFF A70 1 AFF A90

SRS IE R T EARET - 55EH AFF A70 3¢ AFF A90 RMAPBVHEIRIE - BIiER &
HEER R RVRAERE - LR MRS ERIAIRNY - LURREFHIRN - LIRERE I R AL
REAFRER o

A LATEV/OEEITHAR ~ RS E it B PR R SSDHARRIK ©

SR EEIER - TR ERLEMERRIRAREES « 5 HMEREFEEEPE o LEIh ~ IREERERE R LAY
FELEDA S PEREREL FIHIFELEDER & it o

FsaZ Al
© EEHEIREZ A  FEEREEHME L RE B ARARHEIRIEES (DQP) o
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* WAMEZEEHIT Tshorage disk show -disfE1 #<  LUHBIMPEAIRERRE o
PSRRI IR TR PSRBT B - (IR HE ~ [CRZIHE « ABRBRIITHS -
HERR AT SETR B2 B\ A e H IRTE AR RER R B o o

* ER D ERFASEDESE ©

e SEHAMABRBUR I HARRIERIER /520 - SRR T SED H1n8gsE » BIZRRER " (NetAppiIEE R S
F)  (383XX) ONTAP" o FZLEERPRESM T B SED ZRIFA Z B ARHITRIMINNL BR -

* BRI TEAZIEERAERSNSS - B "NetApp Hardware Universe" o
* EERERRTHMMEEMTUIEREE ; MREBE - CA BB ITSZIRERPT o

) SRR
HEREEIIE S B BTN (RPEFEE) ~ UREIFRMNENRChRASHIRHAER

BIHEMIRERT « SERFEHIRER IR AR REIRE Z A « CHAST 707 « BREFRMENRGE
EFTHAERBVTFTE ©

TR F BRI A - RRESEFHR SRR EBHIR IS o

&u%
1. MRECEBFIIEE ISR IR AT AE - A2 EREMREIER (MREKA) -

a. BB RTEREBEHMRISIK ¢ Ttorage disk option show]
SR AR E—1EHI SRR LB A< ©

MREA B EBHIREIR ~ BHETE lAuto assign) (BENHEIR) WFEER Tony (R (GrHES@EES
:EME) o

a. R ERNE B BHEREISR ~ 35EFLLINAE ¢ Ttorage disk option modify -node_name -autodassign Off]
(MRS IEE-node_name -autodassign Off)

s 7Rz A mEER 2 15E4E B B BhihRig sk -

2. FREEH o
3. BERSHRKIRHAIR

EHIREHER - AR TRESAESERIRBTIES - IaHIMERIRESRTE o L5 « BEREIBIREERRT
EiR ERER (Bf) LEDFASIEHIR It B 5iE o

@ MRS ERYEE) (@) LEDAISE (FiESiE) -~ RmMEREERM « (BRI -
BRMIOES - MIEHIRLZB0ES -

4. TEBIRHETERE |
a. T HARRSE L RIRERUIEER « LIBRRRCAMIELE o
b. {5 FH CAMIZ IS AR /5 L MARRAR ~ Y0 FR 55 — & F 2 IBRABRIK o
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O FHERELDLTON  BIEAB AR

EFRAMIHEIREETRES o

6. fAE MR :
a. EFCAMIBIBEEN B ER « 55 M E FHh A B RBIHLIRE -
b. WEEBIIRIEIZLE o
C. RARA CAM 185 - MRS 2 ImAREER « IBFFAELL °
AR ISRAFICAMIEIE ~ fEH BARARRIK IE o IEFERES
7. WESDHARRIERYES) (Akt) LEDSHE o

SRR EBLEDRHESIER « RMHIREERE S - EHIRERYESLEDIZTEPIER « RTHERE B
HEVOIEEETTH o MNREIREENISIEE BENER « LEDSRIRPIE -

o]

- MREBEMS —IREE > FER LIRS -
- MREET R 1| PERE TR - SFFENERMIREEARE - AR VRESHRA BBHIRHIEK -

©o

a. FEMFIA R IIHERRY |
storage disk show -container-type unassigned
TR LR E—1EHI2 R4 LA RS ©

b. $EIREERLIR
storage disk assign -disk disk name -owner node name
TR LR E— RIS RAE LA RS ©
TRILUERE A F T —RIE RS BRI o

C. MARE » AENRABBMEIFHIEK
storage disk option modify -node node name -autoassign on

T BIE BRI 23 RAR _E SR B SRS K o

10. MMEHBERAIRMAIE R « A IEZ 4R EINetApp ©

108 "NetAppZ iE R EFE RMA SIS EHZNVERIMIFE)

B FE4E - AFF A70 70 AFF A90
o S S S R OB VRS » 3548 AFE A70 5% AFF A90 R4 RS » Eas

ABEE R E R AN BISAE - EEF EIERIIERES - BIRIEHIES > ERER > B
R EIERES » B FEZ IR [E] NetApp ©
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TER1 | BAPARIBRVIER]2S
fER AP —EERREAR SR B IARIIERES o
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false
b. A 'y BEEIRT CRESEEHAETEE? ) K
3. BRI HIRBEHARIET !
MRZIEAVIEH S ETRER... AB..
FARNET AIET—Ef o
IEEERINIE. .. HZCtrl-C ~ AABTEHIREREFEIRE Ty, o

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©

TER2 | BIREG AR
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1. SERIBfEE S EMIRE - ERCREREMFELAL - UERIEEFHIFME IR ETRE M 2R TP S
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2. IRBARAREEE IS 25ES :
a. EEFIERRENSRL  RERTHEAENRIFMRIALE « BIFREME FREAIAR

storage aggregate show -raidstatus !*normal*

* YN8 ay<IR[E] "There are no entries matching your query. ##4&E A T—{EF 58 » g2 E AR
HIEEENES o o

* NRZE L REMEREMGER > HIEMIEEZESIZZUEEAutoSupport@#E » T Ek4ENetAppsZ 1Z AR FILAEY
E—TE -

system node autosupport invoke -node * -type all -message

'<message name>'

b. BEIERAMIE AR E S A RKMERERIE ¢

event log show -severity * -node * -message-name *disk.missing*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
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* INRZE L REEAIEMAER - SFIEMEER2SUEAutoSUpport#iE: > M EAENetAppsZHRARFTLAEY
SE—TWE -

system node autosupport invoke -node * -type all -message
'<message name>'

3. BEINENVRAM > FERAIF ST B 1EEE EHEE 4/5 BIKRE LED SRR - SHNVET °

° NVRAM #REE LED
9 NVRAM ;= LED

° W3R NV LED {8 ~ sRRITET—% °
© OIS NV LED B3 ~ sHSSBIMELE - MEBISEPIEIERIE 5 Dl - BHHERATZBHMPISRIE «
4 BT  FBERS o
5. HREBISETRGIESS (PSU) TSI EATEREEIES -
() MRCHAGEERER - B PSU K TERES -
6. MBI AR T ARG « SFP H QSFP M (MARE) - IEUMSSIERE -
SR SEESEERE S  WEE B RS ER SRR ER « BIRTER -

7. RS EE R I R E IR E o
8. M TZMIEHER « AR E R A TESREHF o

PR EEAE SRS HIEAS o
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i BRARE AR AR (SRR SR AARV/EEE -
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EEBREAR  BEERNENERER « AR REEETER

C) ERENEZBED > FHOIBEEEE RS RAEMEIT o REREUERERY ESD [
A REE¥HERIZRENES « FERMERIRSRERKARER -

1 BRETEAHEGRAR U EKAERNEREE o

2. BRRBEAREOEES R RME - AREEAFRAIGEFSEAPERRD « DIBHRRERBEAE
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3. BEREBIEARB ST SIEANRFLEES - ARRERNRABERR AEHIZ23E4E - EFIETHEEE
ATEAL ©

TER4 | BT 2R
ENREEGIZRRAE - ARENRE -

1. ERETTED  URFRERETEMEA

U AR EAS BT o

2. IS AN — IR O « AR S E AN — % o
() 7eemzE ARSI AT R A -

3. MEEEHRTHEEAM o

MRERBERUREEES (QSFP 2 SFP)  SARCISTEER BRI BRI

PAHEE T IEGEQEEZEEEAVIERISEE - UMEEENRRESRKREEGAE - BERNERSEEREE
FEIFRVERISSRRES » WETREAMMERIAIRRERRR o

4. SERUIERISSRAAR B ZE
a. fFERISEEREMIEAK - EEICEPERTEEA -
EHSSRET 2R - HERFE EFHA -
IR SRR AAEE ~ SB7BE « URIRIRERSS -

a. ’KEHEM R e EHEME -
. BERGIBEABIRMRERS - —EERNIE - EHIBNSEIHELD o

MREEERER « SAEEFIREAT2BAKAER  REREBREMBZZTRMHMES -
6. BZIBMIEHIRFEHRETRE - FHNEERER

storage failover giveback -ofnode impaired node name °
7 MREBNEEER ~ FEWRA -

storage failover modify -node local -auto-giveback true?®°
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8. WNEREXA AutoSupport > BIZER / R1E BENEILEZE :

system node autosupport invoke -node * -type all -message MAINT=END °

TERS | IR Z 4 ERIE 45 NetApp
INEABEMBIRMARS R « ISR BEEINetApp © U "S(HE S H T BRHAE N « E2HEE -

E#2 NVRAM - AFF A70 and AFF A90

BIHER M IR E EE AR > A EIRAFF A70‘JZAFFA90?%.5EEPE’\JNVRAM =]
AR B IR IER0IEHISE - i ?“%J%%#ﬁtﬂyé% ST R EYIENER « EHNVRAMIEAR
ZINVRAM DIMM ~ EF DBkt » U HEIRHR @ﬁANetApp °

NVRAM #4885 NVRAM12 FEREFNIRIZ AT B H#AAY DIMM o (RA A BHHFERINVRAMIRAEEENVRAMIRAE A
HIDIMM o

ez Al
* REETAPTANSREG o MHZAEAYE NetApp BN E BT R ERBIERITH ©
* ERRETFRBTHAEEMTHERERE ; MRRE > BHEE "NetAppsziE"
B | BRI IGRVIESIZR
fER T 7 H i —{EE TR 2R R R s iz B 1RRTIERI2S o
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR
AR AIfET—H&A -
EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©

SER 2 : it NVRAM ##%H5, NVRAM DIMM

A ERVEEEIRNVRAMIZAETINVRAM DIMM ©
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EIE 1 @ B NVRAM 1848
EEFNVRAM R4 ~ A HITELFERVEIE 4/5 b ~ RBRKIRISED BRIEFETT ©
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2. IREBARARERE IR 25N ¢
a. EEFEENEHS L > RERTATAERNIFMRAR « SRR M E FRARIMAAS

storage aggregate show -raidstatus !*normal*

* YN ay<IR[E] "There are no entries matching your query. #4&&E A T—EFFEF > 8BRS
ER/DBVERENSS © ©

* MR ZE TREEREMGER > FIEMEZER 2 EAutoSupport &R » I EkAENetApp 12 #D
FIBISE—D 178

system node autosupport invoke -node * -type all -message

'<message name>'

b.  HMEERARNERHIRE TSR RKRHRERRE

event log show -severity * -node * -message-name *disk.missing¥*

* MR &S R[E] "There are no entries matching your query. #4886 A F—4 o
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* MNRZm T REMERIEMAER » BEMEZESIZFUEAutoSupport#iiE » M E4ENetAppZ B D
PILLERISE— 178 ©

system node autosupport invoke -node * -type all -message

'<message name>'

AR TS o
T HEIE8H0 PSU -

() MRENAGEEREE - B PSU K TEEESR -
T RIS RO ERIS - FIRSE FHRBTHERIRY » SARISHEBIS A 3 5 4 3807 o

- B TEEEREERE « FIARNESERERITEARRER « AR E T e -
- WA PR EREENVRAMIZA

a. & CAM LATCH #%if -
CAMIZSREHERE A o

b. BEhMRRHEREME
C. R FiEHEA CAM HARRIOER « ARAFIEBERILAE  BIRIR R 809 NVRAM 1EABTEEAPIEER o

0 CAM $HEIZER

DIMM 87 E3E R/



10.

1.

12.

13.
14.

15.

16.

# NVRAM EEMEEREMNRA L ©

WZIEM NVRAM IRAEFRZ—TER DIMM ~ ABEHZEEEIRM NVRAM R4EH o
R RMINVRAMIEAR ZEE AR

a. [§RARELENE 4/5 PIEFERE O AIBEE S o

b. H 1S4 —ERECEGE AIEIE « SA%HE CAM A2 BH{E L « I RARBE (I
BRI HIRRAR o RIS TR IAA BRIV EMEE) o

a. RHERIZEEREHEARKAS - HEICRPRRTEEZA ©
EHBEET 2R « SHERIFE L o

() sIsmaBAMGE « AIBREES « UGBS o

a. REHEMR e EHEME -
i B IRARIA A BRI RS o

() nRCEERER AEERAEMEENER -

B E IR A2 A L e ERRE o
H%Ibﬁ%&?ﬂﬁ’]?’“ﬁﬁU%%rﬁ@IEﬁ E1E > AERIBH#FRME storage failover giveback -ofnode

impaired node name: °

MR E=EBEENIEINEE « sAEMEE | storage failover modify -node local -auto

-giveback true?®°

WRESF AutoSupport ~ BIIER / RIEEENIEII{EZ . system node autosupport invoke
-node * -type all -message MAINT=END °

15 2 : B2 NVRAM DIMM
EEFH NVRAM #E4HHA) NVRAM DIMM > #AZB5CEITT NVRAM 18E4H » AR IR EIE DIMM o

1.
2 4

NRIT = ARIEM « FHIEREIZM o

FRBisHE S AR - HEECRERERFLEAL » UEREEFRFEEREEREM 2 REH
BERL -

wh - SRR
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3. REBAFRERE N SSFRENS ¢
a. EEFIEENESSR L > RERTHATARNRFHRARS « BIEREHNE FREARE

storage aggregate show -raidstatus !*normal*

* MR & SIR[E] "There are no entries matching your query. #4&8:& A F—{EFF 5 > BEEEE
TR/ DRVERENSES © ©

* MNRZm T REMEAIEMAER - BEMEZESIZIUEAutoSupport#iiE » M EE4ENetAppZ EED
PILLERISIE—F 1738 ©

system node autosupport invoke -node * -type all -message
'<message name>'

b. B EREZRATE BRI E S A AKRHIRERIRE ¢

event log show -severity * -node * -message—-name *disk.missing¥*

* tNR @< 4R[E] "There are no entries matching your query. ##4&&E A F—F o
* MRZGLREMEAEMAER - sFIEMEZESIZZIUEAutoSupport#iE » W Ei4ENetAppSZ B ED
FILLEISE—F 1#78) ©

system node autosupport invoke -node * -type all -message
'<message name>'

4. BTRERERETS o



5. $h IS PSU -
() MREHAGEERERE - B PSU K TERESR -

6. ZT G2 ERIMESERIH - R TieEmERH » ARRHERISRhI LAY 3 5 4 307 o
7. BESUSIER MRS « AR E T iRt  SEREEEEn TR -
8. {EtFEPRBIREENVRAMARA]

a. ¥~ CAM #zif o
CAMIZEREIEFETZH -

b. WEhRRHEREME
C. EFIEHEA CAM HIRFMIER ~ ARRRABRILAE « BRI L8R8 0R NVRAM 1548 o

o CAM $HERER
e DIMM 873/

9. 1% NVRAM AR BT ZEMRE L o
10. #3) NVRAM #E4EREE I DIMM o

() 25 NVRAM BARRIRE FRU SHRERE « LUKIER DIMM $518 1 7l 2 91 o

1. $#F DIMM $HE3E R W& DIMM #EEFERENE ~ WUEITF DIMM o
12. EDIMMEESHERE ~ SABIEDIMMESHE A 1H1E « ERISHTEE R SHERIN » BNa] LEZHDIMM o
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13. NVRAMIEAR LA 7S

a. FFIEAAEEGE ANRIE « BEEIMERPIHEAIEHE /0 MERIHIES - REBFNREE T2 LIS « BiE
HATHE BT ©

14, EHFRIELHISEAE o ISR B AR AN EH D o
a. IS UETEE i A MRS « EEISERIIRSERIEA o
P SBET RRAIR « MERIEG LT o
() sIsmaBAMES « DB - UGRBEES o

a. KHEM R LS EHE NS o
15. RERGRIEABIRAFESS

() wReEZAER ARERREREEIER-

16. RBREIRAE R M LB ERPAME o
17. BINBEZIENIEHIZSINEIE BiEF » REREHMTERME storage failover giveback -ofnode

impaired node name .

18. MR E=HBEEIRIEINEE « SFEHEE | storage failover modify -node local -auto

-giveback true°

19. YNERERFA AutoSupport ~ BER / RE BEEIEZE | system node autosupport invoke
-node * -type all -message MAINT=END °

T3 | ERiEIRMAER
S BTERS ISR FESRAME ID B AR E OB o

(D SarEin NVRAM BB BEEIHERHA « TIEFEAR NVRAM DIMM Bt «

1.
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MRIEHISRENEEER (BEm > IEmATeR) o BRHAAERIIEA LOADER MR
halt

TEIERIZRRIE A SR T F o ~ BENHERIZS « WIERAE ID TMERNTMIRTEBR RS ID FE@A y ©

L FIREANEHIZEH & LBEREFRENR » ARNEENEHSREERT E BEE RN S1EBH
R4 ID :

storage failover show

et MEZEFI AL » RNTISEGEE LR ID B8k » WRERIERAVE ID F¥F ID o
£ FHUEEHIF - 66R 2 ESTRER - R AFRIRR ID 151759706 °



nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. JREHEHIES

a. (CEEERIEHIZZ T » R BRI EETM - + storage failover giveback -ofnode

replacement node name
EH R G IMEH#E TR E L ST o
MRAFABRR ID FERMIEREERRR ID ~ EREZHA y o
MRWE R~ BAIUEBBERER
BRFEGER B2 "FHTEGS HEETR
a. ERRIER ~ R HARCHZRSIESR ~ MBERILUEE | storage it show
MEFAEREshow) MLHRALTEOSETAEBHASFEENRAD o
5. ERBHRE T EIEMOA |
storage disk show -ownership

%ﬁﬁ%ﬁw%&ﬁ’%ﬁﬁ%ﬁ%%ﬁ-\%ﬁﬁ’ﬂ%ﬁ ID o FE FFUEAFIF ~ node 1B BIHEIRIRTERERITBI R ARID © 151759706
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6. MR %42 MetroCluster 48

FEifE -

nodel:> storage

Disk Aggregate
Reserver Pool

1.0.0 aggr0O0 1
151759706 Pool0
1.0.1 aggr0O0 1
151759706 PoolO

disk show -ownership

Home Owner DR Home

Home 1ID Owner ID DR Home ID

nodel nodel -

nodel nodel

HAS - SRR IEHERI SR BUIRAR

YNSRI 28 ZMetroCluster WA IBIHAE AR FEAVAEAS
BEENHILE FAIZHIZS - DREIDBMI S BETRHIENRAESS

R TIMBRFIORHE ~ BIKBERITILENE

° IEINREARREBR R IHARKRE o MetroCluster
o PEhgsE K H#uL A PN BRIEESE ©

B8R

151759706 151759706 -

151759706 151759706 -

. MetroCluster &i2% show

REXRDEREA BEMEERIES « RS EIETISM BN ERERIRE « M EADRIESHIE
HIER o MetroCluster MZ1EEiZ5show -Fields node-SystemID] &<t ERERENRLID - HFIFZAERE
IRIEIE EAREEA LE - MetroCluster MetroCluster

AMetroCluster fRFTFARVIBERME ~ M RRETE

B2 "?"HA?%EHEF’:% HHREA G BT E « MetroCluster M{EPUEAREMetroCluster FYTHAEARRE
o MEETAEHIEETA" UG ESEH ©

8. UNRITEIZRHiE MetroCluster ZB5E ~ FEFERSEZEHIZZEERE - MetroCluster EiELEER - HHAIAHREIES

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id

nodel siteA
nodel siteA
nodel siteB
nodel siteB

cluster node

configuration-state

nodelmcc-001
nodelmcc-002
nodelmcc-003
nodelmcc-004

4 entries were displayed.

9. BRR S AN R TS FERBNMIRE
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configured
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configured
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vol show -node node-name

10. INRERARHEFNE « BILRIEBRINEE o
. BRENEHRREERERE - FEHWELERERE

storage failover giveback -ofnode impaired node name °
2. MRESHHIECER « FEMRA :

storage failover modify -node local -auto-giveback true?®°
13. MNRELF AutoSupport > RIER / 18 BENEII(ESE :

system node autosupport invoke -node * -type all -message MAINT=END °
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3. MNREYAT T2 ThAk ~ A A TFH S RE L B I {EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

BN > LU AutoSupportsfl/S &4 B B2 F1I3E 12 M/

node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. MREEBHEBHMEEE > AIEHAESHREIRE
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MREF—HEFISEFEETH FREPIRE
GIFRHHIERIR

a. EEREHGEBHIERISEEaTRA TGS -

storage failover modify -node local -auto
-giveback false
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o. ZEBIBIFHIER 1/0 1848 > FARR EIERBE PRI RAAER
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system controller slot module remove -node impaired node name -slot
slot number

b. EA 'y BEEEIRT LS

BN > LT e < 2 ESFRETRE 2 (RIBEHIER) HIEHE 7 FROSERAE » TER—RIAE » RRaUZ
e 10

node2::> system controller slot module remove -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. FELDHIEN /O IEAAERIRIEIR :

system controller slot module show

H A RETE R EAR AR R AR status WAIBET ~powered-off e

FER 3 | EHHEEER /0 154E
WUEIZFFRAEREY 1/0 #HEAEEHERIRRY 1/0 8R4 -

1. INRITERIEH ~ FHIEREM o
2. MTESBREIRTE « HIERNBEBREIRITEAIRIZE « RERE THEE -
3. fRerrmlZR AR ENT 1/0 184A ¢
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sCEk I/0 HEABFRTEREAE o
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5. &R /0 BEREZHIZIEE .
a. HI/ONE 4R SLEIEIB GBS o
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system controller slot module insert -node impaired node name -slot
slot number
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b. #A 'y BEEIRT RS
LA RIEHEST /0 RAEEMIY LR (BEBE « B¥MA1E » ERAEER) -
Bl > LT a2 EnRG 2 (MPREERIES) ERUHEAE 7 Bl > MRER—RIEE » RnZEFEMI -

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered on and initialized.

Do you want to continue? {y|n}: "y

The module has been successfully powered on, initialized and placed into
service.

2. Bg5E 1/0 HAH ENSEEFRR T EMThiI4A1E
a. {EARIERIZRAVIER QWAL TR L !
event log show -event *hotplug.init*

()  aAmmmsRER A T AR E A S R -

% B FERETR—{E 5, 2 1@ hotplug.init.success EMS E4 > I7E Event {B{AIPEET
‘hotplug.init.success: * T<m /0 &4H_ R EEERIR B IHAIIAIE ©

fIan > LU g B 1/0 218 e7b M e7a BIFNIAIEAT)

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.

a. WREBEIBNIRIERI ~ FHRE EMS sCERUABRARRIED BR o
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3. FEs2 /0 URIEME BB E RIFIBIF ;

system controller slot module show

i FERETRIGIEARAE A powered-on » B /0 H84AR] LGELE o

4. FBE3 /O AT LS THB o

B ERISFRER SWAGRS

system controller config show -node local -slot slot number

gn2R 1/0 AT EAREARGRR > Bl R /0 RAEEH » SiEEEIERIEEH -

BIan - $HLHERE 7 FRRY 1/O 1848 IMEZE BB THES ¢

node2::> system controller config show -node local -slot 7

Node: nodeZ2
Sub- Device/
Slot slot Information
7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)

TR 5 | INERFRFEEREE

RAEFERMESERERERRE - FER | RAETEEMEGHRIZERNERS (REFE

(RIBERE

QSFP Vendor:
QSFP Part Number:
QSFP Serial Number:

Device Type:
Firmware Version:
Part Number:
Hardware Revision:

Serial Number:

CISCO-BIZLINK
L45593-D218-D10
LCC2809G26F-A
CX6-DX PSID(NAP0O0O00000027)
22.44.1700

111-05341

20

032403001370

» & BENIRIETHEE
BgEE LIF SREHTERE F > WEIRRKA AutoSupport BENE I ZAITHEE ©

1. IR RATHITH ONTAP RRAFIZRISINAE - REEFERTRELERZEER SN B BRENLE
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storage failover giveback -ofnode controller
that was taken over name

b. EBIZERIERIR XL ERBEIE

storage failover modify -node local -auto
-giveback true
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2. BEREEN S EEME T EEMEZIBRE | network interface show -is-home false
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system node autosupport invoke -node * -type all -message MAINT=end
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
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AR AIET—%
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storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
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clusterl:*> system node autosupport invoke -node * -type all -message

MAINT=2h

2. (FHEHRE !
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storage failover modify -node local -auto-giveback false
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storage aggregate show -raidstatus !*normal*
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E—TE -

system node autosupport invoke -node * -type all -message

'<message name>'

b. BEIERAMIE AR E S A RKMERERIE ¢

event log show -severity * -node * -message-name *disk.missing*
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
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storage failover takeover -ofnode
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--halt true_ 2 EHTEA Loader IR MFIT ©
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