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4. AR TF T MECHr-CRLE ~ UHPERIERER o
NREEIBULAAS ~ 5/ CHrl-C ~ EDFIH =R NEIR « ARF HERIS U ESH AL -

27


https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/

o EH AR FREMERERIRE

° YNRMIETESRTE DHCP : ifconfig e0M -auto

@ TR ERY B R ERIE R G E AR ERETVarlER A RERA « ARAERIES
VR IBIEFIZR A B IRERIE o (G A LIRS < P IEAeOMBEIRIR -

° MREEEREFEER ¢ |

ifconfig eOM -addr=filer addr -mask=netmask -gw=gateway

= filer_addr@EFRFAAVIPALLE ©
" PRIES BREGEHASEB AN E IR FRAEMIES o
* B RS EIREE o

() CONETERERMSY - CEWETRT TR AR « LUSHEE -

REt&IRIERR{R . AFF A70 ~ AFF A90

A JBHEONTAP USBHAIRIE B ST IR AR ~ BIRIERAMR ~ MEEIRIREH o
FER
1. RBAZRTFTTH ~ # USB RPIREREIE B MG . _boot_recovery _

R ECUSBRES BE T & ©

2. HIREERES A AR ATE - IR ERE F AN TERE ©
3. BREvarlEZE R4 :
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MREHNRMRE... RE...
AR AR a. EIEERIBRIERISS L~ BIERIR « 5% T Y Do you want

to restore the backup configuration now?

b. EINFERIRRIERISR L > ERRIETCERR > B Y
/etc/ssh/ssh host ecdsa key®°

C. EREMNBIEBMHIEHIRL - BZIBNIEHIZ R AEREIRELR
set -privi51¥ advancive °

d ERENSEBHERISL WMTERBMSS | _ ARBHMER
- (0 - ENRGASH - BARMINESIR  BA%G IP Uk _ o

@ MREEIRINEELIMNIERE ~ FH4E
"NetAppzig" o

e. ERENSIEBMHIEFIZR L « BIEZIBNIEFIRNEEEIRER
. set -privistE admin o

f. EINREZIEMEHIZZ L » BB RRF > 553% yWwas the restore
backup procedure successful?°

0- TEINAERERIERIS L > EMEEIR > 558 y .would you like
to use this restored copy now? °

h. IR EAIESIEE L « EARRIRREEMENTHAE R IRRIIEH 23
B~ 551 y ~ ABIRT Ctri-c EARIETHAER o

L WIRARAEAMNEIRE « FEE _ B 1 EERE _  TRF
Al "ERAEEEER -

 BEEREBGERESEBHIERES -
k. {8 storage BEETFEENIE -fromnode local Tp% I HIZRERIE o

. MNERIGFER storage BEEFEE modify -node local -auto-f &
true S 1= ~ BEREHINIE ©

l. 4N ERF AutoSupport ~ :EfER system EiEh AutoSupport 0Y
-node* -type all -message MAIS=end &5 < ~ ER / & BENEIL
&z -

PR ELAR B4 A "NetAppZ1B"
EAEIRIELR « HAMetroCluster 3% BHEE A "NetAppziE"

Lk Py
AEIP4HAE

INZME[E . AFF A70 ~ AFF A90

T AR ERERARESREEREI (OKM) - NetApp #FMNZ (NSE) %
NetApp HIRENNZE (NVE) IR » LERAIEFFRRHRIBIRTE
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@ YN NSE 8¢ NVE £ Onboard &f External Key Manager —#EEXFE « & /BIB R AT 7 BIYA B HE
EYRYERTE ©

1. BEZEeBRERTEREGES -
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#EIH1 | AARESREERARSERHRR
7€ ONATP FIHINEERERNE S M EIRIZTVAER -

ez Al
ZIR OKM 4BRERS « ICREBTHE !

* B ANREHERMERN FNREARNESHERE"
* "Onboard Key Manager FI& {3 E " o
* AT "M ESREERMINESHENEREE B EEE -

1. 7 ONTAP BEH%INRER A - BEEUEIE 10 .

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 10

2. R BT 4E4E o "This option must be used only in disaster recovery procedures. Are you sure? (y
orn)'y

3. BARERENEREERR -
()  sammems  RATEBETETHA o

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
4. MABNEN - BEERAN BEGIN BR R SR HEDLR o
WAL REFIZM R ENTER # o
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Enter the backup data:
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ WMREETRAEEHAE © sB74EAE Successfully recovered keymanager
secrets ° HITRREHHELUEEEEER ©

6. TERAMETHRERPIEEVEIR 1 ~ DUERRRIEE ONTAP o

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 1

7. HESRIEHIBSM TS BB Waiting for giveback..(Press Ctrl-C to abort wait)
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8. EEEBMHME L - IEERHIEHISNETIEM | _ FAFERERIEREEAE -fromnode local -only
-CFO -Aggregate true_

9. REfEF CFO Aggregate Bt « FEZ#1T _security key-manager onboard symc# /\én %
10. #iA Onboard Key Manager Ry# & 5B #2205 -

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

. BEIFMESIRE SR . security key-manager key query - restored FALSE

There are no entries matching your query.

() mERNSHAER FALSE B « FELREMER

12. RES1EBHEM GiveBack &% : storage BIEFSEINIERIE -fromnode local

#IH 2 | BRI EREERARSBEBHRR
7t ONATP FHtEINRERIZR MR & iR EIRTZTUARRE o

a2 Al
TEETINENRERIMEIEIREIEREL (EKM) 4
s IREED —(AFEEELEEA /ccfcard/kmip/servers.cfg 1824 ~ HE THIEN !
* KMIP falfR2s itk o
* KMIP 8458 o
* WEMEBEEL A B IR/REE DS /ccfcard/kmip/certs/client.crt 1§23 o
* RHEMBRERRAS A P inEi8#E 4 /ccfcard/kmip/certs/client.key #82%
* REMEBEREE T KMIP {ER2$ CA #8748 /ccfcard/kmip/certs/ca.pem HE2E ©

1. 1 ONTAP FHI&IhAERPEEEUEIR 11 ©



Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. RIFIRTE - AR EEWELEERN
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}Yy
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
ST LA TR ¢

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}n
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. IR TEERTIENR !
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:
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Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. IMERFRTTA

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.



S. {EFIMETHAERPEERUETE 1 ~ DUEAERIEE ONTAP o

R b b b b b b b I b b b b b b b b b b b b b 2 b S b b b i b b b b b b b b b b i b b b b b b b d b b b b b b b b b b b b b b b b b i 4
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* Select option " (1) Normal Boot." to complete the recovery process.
*
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

=
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) Configure node for external key management.
Selection (1-11)7? 1
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. JBEHEEISS
a. HERBAVEEIST  FEEHIBMEEISMIERME | storage BHEBEIUENE -omode_node_name
PSS I R AR A A SRR o
MBEAGEBRS D MEATHETEESLRL D - CHEZBA y -
() mewmA- CANEEERDA
MTHAE BB FHIE S RATANEZHE .
o SR « HER HA BB TER « METLUEE | storage BHAHEHE show
S Bshow) BeNBLTRESEAIEBENSPRERRLID -
o. ERrB R B EIEM D ACHAE - Ttorage disk show -FRE ]

R IEHI 2R HHERERINATH AR ID o FE TUSHIR ~ node 1A MMBRIRIE RN HY RIRID © 151759706

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 Pool0
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EHIED o MetroCluster M= 1EEi25show -Fields node-SystemID] i QI EERENRLAID - HEIZAERE
TRIEIEEARRE A LE o MetroCluster MetroCluster

7. YNR1TEHIZFEMetroCluster AT IEINFEARRAVAERE « 55MetroCluster fRFTFERYIERIME ~ RN RRIAHE
BEEKHIEA FAYITHIZS - DREIDBN S REETRHEENRBHERS S o
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8. UNRITAZRHEZ MetroCluster ZH8E ~ FEFEREEIEHIZIAERE - MetroCluster BIELEET - HIAHREARAE

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. ERsB e EITHI2s B BT TEHRRVHEIEE - Tvol. show -node-name ]
10. MNREEBEHEME ~ QINBERINAE
M. MNBEEEFHFIEFEHEIZEIIE « BARERSIIEFIZSEUS | storage BEEFEE modify -node-name

-onreboot true

12. YNSREF AutoSupport ~ SEERBSIER / E BENEILEZ system node autosupport invoke
-node * -type all -message MAINT=END °
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