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EREEERR U EIR B RIE - AFF A7T0F1AFF A90

AFF A70ZXAFF AQ0f#TF R MR BVRI BN RS (T 7 K EZRVFRARE T K - BiBiE R
BIRRREERRAE « BIFERIRNEENE - ERANEERETZEZ RGN E » ARE
MEEARMEIEEE o

BEEREIRESEFBIZ(EEONTAP 9.17 1 RESIRAFIE - MREHFFRAZTHEFHRAHIONTAP »
AER"FEREIRERR" -

BHEENE » ZTEMRNERSTENRREEEER -

Rz Al
* B RERERERENE -
* HERMEEEEERHEFER

$HER
1. FBESEINVRAMEIE B el B4E4E o = NV 1#R4H LAY LED JSmES » NVRAMISHSH

YNER LED 15PN » A HPIMFLE - MNSRPIMEFHEEB 5 118 » SAIAENetAppIRE KIHE)

%
$HRK
R EE

0 NVRAM #REE LED

9 NVRAM ;= LED

2. USRI R > ERIRRE T IE RS o
3. ERFAIEHIZREIR
° WNATREIR > AR EIRARIEEIR LT ©
° HRERER > AR BIREAREER _LER -
4. BIFRREIREA
a. BINERIRAGEREENFIASEE - TEE LR FRE > DETEMRERH HIERERR o
b. #Z T M EEEMAIBVER - M EEE R T -
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C. I T RMAEIE CAM 144 o
MLERIRE RS o

d. BOERIRTEM TIEE » ARIEIERIZS R I R R EIERAE o
e RAMEBEEERERENFER L » THEFERSITEER °
S. AGEIRIEHEPBIRERENIHES ¢

(1] AR EIBEME CAM 1254
(2] Bt IR B SH T i
(3] Bt IR AE

a. T EECHERIE -
b. REREN B LHEEE > {EEERIBY - ABRKE—E -
6. HEIMRKIRRERRERAREIEEA
a. FFIIRRERIBEH T HEEINR « AR HIEHEALEE -
b. FATHEIRERTS MI[A) FHEEFILIRES
C. T HER - SRR T Em T IEE - ARMBHE R -
/. EMEERAREIEERE
a. RAGEFERENBGEALBRAONTE -
b. FLEUMAGIRARB A - HEIRPIHMAGMES
C. RERSEIITTERM LI - IS IEEHEERMIL -
d. fERIFEIREINRE - REEEIMERIAREERAE -
e. B EIE ARM [ _LIeEERPANE -
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8. EFEIEITHIER ¢
° BNITREIR » A BIRARIEAEIR ©
s HNERER > A EREAEEIEEER -
ZHSSEMERSETESERRE -
9. W TIRERPEEENTZRE o "Ctrl-C {27E LOADER 12 RTYEEE ©
T—%
EEREHRTIENFMERE B TS EBHEINER ONTAP & » ©

A EBHER B BNERRRENRES - AFF ATOFIAFF A90

TEAFF AT0S(AFF AQOfEF R LM REIRRE R ER - AU BBIREIRRRE
B2 » DIEtECHERERRE - TERBRRET > AATRESSERAMNE » WRELE
EEANZRMNEER - IRERMASBINE > RARSIEETRHENERIE o

BERBNIRASERIBIZETEONTAP 9.17.1 REBRAPZEE - MREHFEERRETHERHIRZARIONTAP -
AER"FEREINERR" -

FYaZ Al
* BELCHNZREIESREE .
© IRBEIREIESS (OKM) | EEREHENZIBEENHNEBIE
c SMEREIREIES (EKM) | BERBBMHENEATIIESE :
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

1. £ LOADER R R"F T T » RABIREIRERERRER

boot recovery -partner

SHEETR AR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BTERIERE R RINIERR o

R F e EET Installation complete :1L2& ©

3. RMIBEMEER > LR MREZ— !
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MREEDAS ... HATUEENE. ..

key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. FFBARTHE -
b. T AR SR FETFZER

"/\

C. AIfE EWRUAEHENRETE MREWERT -

key manager is BEZEEMBATHEE o A MEZHEIESS o

configured.

@ MRAGEZRSREESRE - MGETHERAR > LR
BUREELER (WRESMR) o ALIE RS -

ERESTHEEHNEFERSREEREN

B2 R -ofnode_disapped_node_name_'

==
E?I:.J‘IEZIZI_

EiESRER



RNEZREEER (OKM)
AU TR B L FABITRENEERER 10

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SIS IEEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R PR &R A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BBV

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE
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RET R RS R E PR a h]

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERNESNE o % LOADER 1R RFITEMBMITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. YNSRELFA AutoSupport ~ FEER BENEILZEM :

system node autosupport invoke -node * -type all -message MAINT=END

T
$EH ONTAP BR& I ERBNEIBL T IR E R 2 B i S PE 44 [E] NetApp" » fEFLRTILT
1o BB BRBh iR BE 28 > [Cl{E4ANetApp - AFF A70F]1AFF A90

SNRIGHIAFF AT0KAFF AQOI#TF RFERRIE(E T3 £ =R - sHi = TR
#aNetApp - 5528 "SHEEHEE R EENENEZEH °

31


bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

EXEniEsE - FEIRE
iR RE F B8R T ERAZ - AFF A7T0F0AFF A90

FHIMERFNIMEEEE A USB EEFNSHEONTAPE L4 E|AFF A708AFF AQ0Z 4% HY
BARNENERE L o (RAZBIENetApp ST IR AELL T 2 E FEAYONTAPE RS A EAE L F
USB BESHE o JATE > EREER USB ERFNESHITIME L 1S R A IMIE R IE BEIEARAE o

IRCEIEFRMEIFBVREONTAP 9.17.1 NESIRZE > FER"EHRENERER" - MREHNRAETHER
HARRZASHIONTAP » SBERFERENERRE °

BT MEREER - FIPIEGE - EREEGAE » (24 USB BRERIREME - MELBERERERMNER
E o

"R B AR R R R TR K
1B EHAFIRAS IR ©

"RENNE RS R
AR TR BB L2 SR E RSN EHR

"RARA IRl
CREERAIMISARS SRR -

S

"R R
RAMEEEER IR ERIRES - ARREZIRFRMGRS « AR A USB IRPIMLEREE8 ONTAP B o

"FAtEIRIEBR R
¢ USB HABRIERATE ONTAP B ~ IBRIER A « WERFIRIZEE -

e I'E}EDDE"

[N

TEONTAPRIBEE ISR SR EIRRR TN IM PRI EIRSS o

o "R R S ERIE G NetApp”
INEMBEMBIRMATE R « i FEZHR[EINetApp ©

FERIBNHISERAEX - AFF AT0F1AFF A90
EE 1 AFF A70 3¢ AFF A90 ZRHBVRIIRES 2 A1 > sRREMRIETT SR B ERNE
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R o EEIERAETHERABEEMFTAEN USB RGN » WS ERNEHR
FREE o

MR RMEFRIZONTAP 9.17.1 KREShRAS » s5EA"HHREIERZF" °

USB fEE %
s FRRIEE—ERR LA FAT32 B9 USB BESHE o

* USB A HAR EHANHFAEREM ‘image_xxx.tgz X fF °

X2
#H image_xxx.tgz' iS1EFRERE USB BESHR ° £/ USB BEE IR EMONTAPIRGE S A LLAEEE -

B ER
fEFANetAppiR AV A (SR B R AR -

Rl gl
FIMZIRNEINER > SRR ERNZENREMESR

© _RIEETEE RICIEERITHERTIERSS
© _fRERIERISS R RIBERIESE HA KM o

ETRIE ?
R T BRI ERNTERZ B G E AR LRI E SRS RN GEERIT

BEFERREIEASERENMNZE R - AFF A70F]1AFF A90

AT HE(R AFF A70 3¢ AFF A0 REFER A LMENZ 2 » S /BERERIERS FrmE
EIBZIRMAREE o MELHY ONTAP HRZAZEE Z1% NetApp Volume Encryption ( NVE )
» R IERARERIZS 2 7 > MEEBEIEEXE T AERP -

MR RMEERIZONTAP 9.17.1 KREShRAS » s5ERA"HHREERRF" °

SEE 1 E NVE i e EfERYONTAPRR &

HESHIONTAPRRAZ S 2 1 NetAppiEiR @ 122 (NVE) » MBS BT UL 8 IEEAIONTAPBRME SREX U RREN IR RS ©

1. BECHONTAPRR AR S BN !

version -v
WMREHH BIE 10n0-DARE » BIEHIEERRAFZIE NVE

2. THTS NVE ZIERIONTAPEEA -
° YNR%E NVE | FTHEENetApphiiE&EMZHIONTAPIR G
° YNBRAZIE NVE | TEHA S NetApphitfE & I ZAIONTAPM: &

33


bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

@ TENetApp3z HRA4BUL T HONTAPRREIITAY HTTP 3¢ FTP ARSI S AL E KK o 1£E#
RYENRASRVBIET » (R FZ2ULIREGAE o

S 2 RESREESKELHORE

TERAPAMPRIEHIBR 2 Al > SRR SR EIERREN HH L EEN

1. HEEHN ARG LA SR EERN

FRZSONTAP MiTLESR <
ONTAP 9.14.1 SR EHThRA security key-manager keystore show

* 1R EKM BEE « EKM B E3|7Es<imtd o
* YR OKM BB « "OKM BlgFfEd<tmtid o

* MNRAEEEIEEIERE - "No key manager keystores
configured B &3 TEan S E#IL A ©

ONTAP 9 © 13.1 S EFHRZs security key-manager show-key-store

* 1R EKM BB « “external BIE 5 EdmSEE T o
* Y18 OKM BEEUE ~ “onboard B ZF|TEdsSEHE A+ o
* MNRKEEEEEIERER « "No key managers configured Bl &7l

EeRLHmLE o
2. RBERAGHPERESEE T SHEESR > PITFINREZ— !
MRKEESREES !
TR A2 2 thRARA R IE 83 - WALBRITRIIZR -
MREET HIWEES (EKM 3 OKM)
a. MATIERIES »  BEnREESPEE SRV !
security key-manager key query

b. ERHHARWIFEEPHE o "Restored IHF o IEFIEREHEIES (EKM 3t OKM) HIEREEE
WESEHINER o

3. FRBENRREESRASTHARRRIRIED R

34



SNER SR EIEIET (EKM)
RIEEESTRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBFSESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -

35



a. EFRFEERELES :

security key-manager onboard sync
HIREETE  F8A 32 AF TN F BB FHESHINE R R SRR o

@ R ARV EEHFIEEIESRMNENEEHE TGS - MRELA LR
LEE > FERAENetAppZ iR ©

b. & nﬁ quﬁﬁ%u E@f“E',T TE

security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

“onboard °
C. {13 OKM &
I PARERSRE RIS
set -priv advanced
EA Y BIRTES o
. ETEREEAENEN
security key-manager onboard show-backup
ii. FHEDEIENE ERAERF B SIERF o
MREFRBREPEEFHER OKM > TREEEUBMHEN
i JRE|EIESER
set -priv admin
d. SR 2 MRARATAIRIERI2S - WA TRIRZR
ETRIE ?
725 80588 F I EMERRTFNRER - CRE FIEAESZE

RAPATERIZR LUETT FBIRIENRAS IS - AFF ATOFIAFF A90

EﬁEﬁAFF A70EXAFF AQOfEF R AR IRRVIERISS - UBTLIEBEREER I £ BBIRENIRES1E
BREPRFTRFRENE

36


bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html

EIH1 I RZSEARMR

AR IARIERES R EFETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERUEN -

RIRERI(E

* NRIEE SAN R47% » Bl Bl EHRFEEEHI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
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clusterl:> system node autosupport invoke -node * -type all -message
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.
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Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

ZEA CFO BRER&E > AT TWHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP FINRERIZR MNP iR EIEIE TUAERE o

a2 Al
WA —EREERFHD P URELUTIERE

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (BRI E)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B AR PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

e

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END
ETRIE ?
TEFRIERE EIERIMZ R R EZ (R[] NetApp" » BRE o

1 PEZ 43R [E] NetApp - AFF A70 and AFF A90

lll]%.;'tEl’JAFF A70EXAFF AQOf#F R FRBYE BT IR » HiFETHER]
#aNetApp ° 52 B "TIHEEHEE R REMNENEZEH -

HEFEEHA T (EMAZ - AFF A70 #1 AFF A90

BT SARREERTEK - BIRAEGIES 0 B - UIRERERATIESE - LB AFF A70 24
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AFF AQ0 ETFR4AVIERS o

o "EEREERER"

BERMEERENR > BIERGESMN  FIELR - ONTAPREMAM IR o

A R
EEEIRRAER - SFIEIRR - IWEREN TR « BRI iRsCEE

"RAEAIEAIEE
RIRBIEHIS U R R R (THARAESE o

"EiE"
IR PRV EE AR -

e "SR AE B R

SEREEIREY T AR RIENIERIER - ITIRIBIR(F > WASHIEIEAGREI4ENetApPp ©

FEEFEAIER . AFF A70 A1 AFF A90

£ AFF A70 B¢ AFF A90 RAEFFRVEFEZ AT » SRFERIGTT SN BB EEK - 7
BIEERERMTNFIEHth TR I EREF - FENTHER ONTAP A EES0E
IERERVEEHAIAS - IR ERIT A -

HIaR EESHAE « T RWMFRAEHIES T ~ BINNIERIZS /CPU Byt « EIRAtFESRH 110

- (D

BBFHIRER o

* SAMEE RFRRPRA RMTHHERIERE ; MFRRA > 5B "NetApps i U KRIHE) o
* WNRERA ONTAP NAK AR EIEZSTE » REUSELENE °

* ARECHEAVENT AMZEETER

* TR UTERAZIEAIFAA ONTAP HRAHEAEHEEIRER o

) ﬁ%ﬁ@?ﬁﬁf?%ﬁ?ﬁ@gﬁﬁw  NVMe BEBRIETNIERIZRARAERS EIHAR T EIREAERIZ NetApp BIFTTT

RTINS WIS EIECRE o HIC SRR « (S B1ES R T R ST R AOARAS R ERAIER S I o

ETERIE ?
AERTRBEEKRZE » "EEEREE"
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAIERI S WAL T < -

storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR

HARRT AR T—H ©
EESHE. .. Ctrl-C ~ AR TFLEE Ty, o
AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true
--halt true_ 2 ZHTEA Loader 1B MF T ©
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storage aggregate show -raidstatus !*normal*
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system node autosupport invoke -node * -type all -message

'<message name>'

b. IBEIERAMIE AR E S A RKMIRERIE ¢

event log show -severity * -node * -message-name *disk.missing*

h=!

* R &SRBl "There are no entries matching your query. #4&8& A T—4% o
A

* MRZEREMEMEMER > HIEMERESIZSUEAutoSupport#ifE > MiHkiENetAppS HEARFTLAEY
FE—TWmE -

system node autosupport invoke -node * -type all -message

'<message name>'
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BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false
b. A 'y BEEIRT CRESEEHAETEE? ) K
3. BRI HIRBEHARIET !
MRZIEAVIEH S ETRER... AB..
FARNET AIET—Ef o
IEEERINIE. .. HZCtrl-C ~ AABTEHIREREFEIRE Ty, o

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©

TER2 . TBhRiERIZRRAE
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2. IRBARAREEE IS 25ES :
a. EEFIERRENSRL » RERTHEAENRIFMRIALE « BIFREME REAIAR

storage aggregate show -raidstatus !*normal*

* YN8 ay<IR[E] "There are no entries matching your query. ##4&E A T—{EF 58 » g2 E AR
HIEEENES o o

* NRZE L REMEREMGER > HIEMIEEZESIZZUEEAutoSupport@#E » T Ek4ENetAppsZ 1Z AR FILAEY
E—TE -

system node autosupport invoke -node * -type all -message

'<message name>'

b. BEIERAMIE AR E S A RKMERERIE ¢

event log show -severity * -node * -message-name *disk.missing*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
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* INRZE L REEAIEMAER - SFIEMEER2SUEAutoSUpport#iE: > M EAENetAppsZHRARFTLAEY
SE—TWE -

system node autosupport invoke -node * -type all -message
'<message name>'

3. BEINENVRAM > FERAIF ST B 1EEE EHEE 4/5 BIKRE LED SRR - SHNVET °

° NVRAM #REE LED
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° W3R NV LED {8 ~ sRRITET—% °
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() MRCHAGEERER - B PSU K TERES -
6. MBI AR T ARG « SFP H QSFP M (MARE) - IEUMSSIERE -
SR SEESEERE S  WEE B RS ER SRR ER « BIRTER -
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8. M TEMIEHER « AR E R A T ES R EHF o

PR EEAE SRS HTEAS o
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EEFH DIMM > B4 E DIMM > R EBREBEESEIERET ©

@ ERENEZBED > FHYEBEEE BRSBTS o RIKEUEFER) ESD [hEHE
A REEEHERIZRENES « EERMERIRSRE MK A HEER -

1. ¥R RS IEIRRYIZHISEAE -
a. BFIsHEABRERIFNME o
b. IZTHEAE « TRHME LFEERENME °
2. ¥REIPHI2R4E4 FAY DIMM ~ 3% B E4E DIMM o
{FAIZHI2EEE A FRU HERIZRIL L DIMM 1E1E o

3. ZIEMRDIMMMRAIBIMEDIMMIBLHTE R/ 358 « ZARKDIMMIEHERETB L « FEIEAEDIMMASEREPERE o

(D) IMOBEDIMMENSE - B HDIMMERSR L HTEEHEAIEES) -
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5. FEEiEEES EAODIMMBBLITEH SR BRRR (1 « A ISDIMMEEEASE o
DIMMAIEEZHEASE « BRZEEFHARA - MPFE - HEFGOIMMEUFENT - WEEIEA -
() EnmzEDIMM - BEHHELEREAGN -

6. ZEDIMMIRIREAv VOt ~ BREMIEA « HEEHEH®ER FADIMMMmHIED
7. FARRERISSEEE o

T4 | ENREERIZEEE

EMTREIERISREE « AREWNRE -

1. ERETTED  URFRERETERMEA

C ARSI S IR T o

2. RIEHISREAEN —IREEENF O « AT EEREERRN—F
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EERVIEHISEINET « WETERAKMERIUAFRERRR

4. SERIERISRIRAARVERT R
a. RHERIZEEREHEARKAS « HEICEPBRTEEZA ©
PERIZRIRAETT R PR « BERIFE LA o
IS EERIZRIEAR TR ATLAERT  SB/0BERT] ~ LARIBRERS -

a. FHER M LEEEHEME o
°. IFERGIHEA BRI - —EERNE - EHIBEN ST/ -

MREEERER « ATIEGISREATRIEANMER - REREREREREEIRMHMES o
6. ZIERIEHIRFEHRTRE - EHIMEESEFE !

storage failover giveback -ofnode impaired node name °
. MREBHHECER  FEWRA :

storage failover modify -node local -auto-giveback true ©
8. UNSRERA AutoSupport > BIZER / 18 BENEILEE .

system node autosupport invoke -node * -type all -message MAINT=END °

TS5 | REHIEZHERZE A NetApp

INEMAPEMTRIRMAIE R  ’SIE TR EINetApp o 91 "SHE SR E R FerllEN « 5FEHER °

A SSD g © AFF A70 1 AFF A90

SRR TR E T 4RET > 558 AFF A70 B AFF A0 ZIFHAVHLERIE - BIIEFE
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TR ATEV/OEITHAR ~ RS E ith B PR R SSDHERRI ©
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* WAMEZEEHIT Tshorage disk show -disfE1 #<  LUHBIMPEAIRERRE o
PSRRI IR TR PSRBT B - (IR HE ~ [CRZIHE « ABRBRIITHS -
HERR AT SETR B2 B\ A e H IRTE AR RER R B o o

* ER D ERFASEDESE ©

e SEHAMABRBUR I HARRIERIER /520 - SRR T SED H1n8gsE » BIZRRER " (NetAppiIEE R S
F)  (383XX) ONTAP" o FZLEERPRESM T B SED ZRIFA Z B ARHITRIMINNL BR -

* BRI TEAZIEERAERSNSS - B "NetApp Hardware Universe" o
* EERERRTHMMEEMTUIEREE ; MREBE - CA BB ITSZIRERPT o

) SRR
HEREEIIR S B BTN (RPEFEE) ~ UREIFRMNENRChRASHIRHEAER

BB - SERFEHIREBIREA AR REIRE Z A « CHAST 707 « BREFRMENRGE
EFEAERBVTFTE ©

TR F BRI A - RRESEFHR SRR EBHIR IS o

&u%
1. MRECEBFIIEE RIS RIREPTAE - AIF2ERaHREIER (MREKA) -

a. BB R T ERABEMRISIK - Ttorage disk option show]
SR AR E—1EHI SRR LB A< ©

MR B FHIREIR ~ BHETE lAuto assign) (BENHEIR) WFER Tony (R (GrHES@EES
M) o

a. R ERNE EBHEREISR ~ 35EFLLINAE ¢ Ttorage disk option modify -node_name -autodassign Off]
(MR8 IE/E-node_name -autodassign Off)

Tis7af= A mEER 2 1E4E B B BhihRig sk -

2. FREEH o
3. BERSHR KRR

EHIREHER - AR TRESHESERIRBTIES - IaHIMERIREHRTE o L5 « BEREIBIR(EERRT
EiR ERER (BfE) LEDMBIEHIR B 5=iE o

@ MRS ERYEE) (@) LEDAISE (FiESiE) -~ RmMEREERM « (BRI -
BRMIOES - MIEHIRLZB0ES -

4. TEBIRHETERE |
a. T HARRSE L RIRERUIEER « LIBRRRCAMIELE o
b. {5 FH CAMIZ IS AR /5 L MARRAR ~ Y0 FR 55 — & F 2 IBRABRIK o
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6. AR :
a. FECAMIBIBEEN BRI ER « 55 M E FHh A ERBIHLIRE -
b. WEHEBIRIEIZLE o
C. RARA CAM 85 - (AR STT 2 ImAREER « IBFFAELL ©
AR ISRIFICAMIEIE ~ fEH BARARRIK IE o IEFERES
7. WESDHARRIERYES) (k) LEDSTHE o
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HEVOIEEETTH o MNREIREENISIEE BENER « LEDSRIAPIME -
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- MREBEMS —IRERE > FER LRS-
- MREET R 1| PERE TR - SFFEHERMIREEARE - AR VRESHMRA BBHIRHIEK -

©o

a. FEMFIA REEA IHERRY |
storage disk show -container-type unassigned
TR LR E—1EHI2 R4 LA RS ©

b. $EIREERLIR
storage disk assign -disk disk name -owner node name
TR LR E— RIS RAE LA RS ©
TRILUERE A F T —RIE RS BRI o

C. MARE » AENRABBMEIFHIEK
storage disk option modify -node node name -autoassign on

T BIE BRI 23 RAR _E SR B SRS K o

10. MMEHBERAIRMAIE R « A IEZ 4R EINetApp ©
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AR IARIERES R EFETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERUEN -

RIRERI(E

* NRIEE SAN R47% » Bl Bl EHRFEEEHI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©

89


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false
b. A 'y BEEIRT CRESEEHAETEE? ) K
3. BRI HIRBEHARIET !
MRZIEAVIEH S ETRER... AB..
FARNET AIET—Ef o
IEEERINIE. .. HZCtrl-C ~ AABTEHIREREFEIRE Ty, o

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©
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2. IRBARAREEE IS 25ES :
a. EEFIERRENSRL » RERTHEAENRIFMRIALE « BIFREME REAIAR

storage aggregate show -raidstatus !*normal*

* YN8 ay<IR[E] "There are no entries matching your query. ##4&E A T—{EF 58 » g2 E AR
HIEEENES o o

* NRZE L REMEREMGER > HIEMIEEZESIZZUEEAutoSupport@#E » T Ek4ENetAppsZ 1Z AR FILAEY
E—TE -

system node autosupport invoke -node * -type all -message

'<message name>'

b. BEIERAMIE AR E S A RKMERERIE ¢

event log show -severity * -node * -message-name *disk.missing*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
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system node autosupport invoke -node * -type all -message
'<message name>'
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() MRCHAGEERER - B PSU K TERES -
6. MBI AR T ARG « SFP H QSFP M (MARE) - IEUMSSIERE -
SR SEESEERE S  WEE B RS ER SRR ER « BIRTER -

7. RS EE R I R E IR E o
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92



‘. HEHE
e’ HEH

9. IEHIS AR LA « ARBEFRNREL
i BRARE AR AR (SRR SR AARV/EEE -

T3 BHER
HEFMRAR  FRREENRERERAE - AR RBEEEITER -
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3. REMERRAERNSGEEREENRILEE - ARRERNEARREBAZRSEAE - ERISHEREFR
ATEML ©

TER4 | B RKIERIZRAE
B KiERISREE - RREWRE -

1. ERETTED  URFRERET2MEA

AR RS BARAT o

2. SR — R BRI B IS ARG A E R AL o
() reemzEn  AMBEEISAT R AN -

3. MEEEFREREAM o

MRERBIRUNEERS (QSFP 2 SFP)  SARCISTEER/ MR B/ R o

PAHEE T IESEREEZEEEVIERISRE - UEETENRUHRREEGAE - BERNERSEEREE
FEFRVERISSRRES ~ WETREAMMERIAIRRERRR o

4. SERUIERISSRAER B ZRE
a. RHEHIZEEREM AT « HECRPBRTEEZA ©
ERSRETE MU « SHERIFE EFA -
IR SRR AAER ~ SF7DBE « URIRIRERSS ©

a. REHEM R e EHEME -
5. BERGIBABIRMESS - —EERINIE » EHRMGENRES -

MREEERER  ATIEHSREATRBAKER « FERERENEREEIRHMESS o
6. ZIEEHIREEHRTRE - FHIMEBEREE !

storage failover giveback -ofnode impaired node name ©
7. MRESHECER  FEMRA :

storage failover modify -node local -auto-giveback true?®°
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8. WNEREXA AutoSupport > BIZER / R1E BENEILEZE :

system node autosupport invoke -node * -type all -message MAINT=END °

TS5 | REZHEREZE G NetApp

WNEHBEMIBIRMATE R ~ RIEZ4HREINetApp © 1 "SHHEGEERFHAEN  F2HREH °

E 2 NVRAM - AFF A70 and AFF A90

EIEtE R M EC IR AR PR T BB ARET » S FHAAFF A70Z(AFF AQ0R4EHAINVRAM © 8B
B2 SRR EAVIEHISS AT HISS N H 4R <T USSR YIETEIR « EANVRAMIES
ZYNVRAM DIMM ~ EFr 0 ECHIRE » LUt fE SR AR [E] 45 NetApp ©

NVRAM 1&48 85 NVRAM12 FEREFNIRIS A AT DIMM o (Ra I B FERINVRAMIEAEEENVRAMIEAE A
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* NRIEE SAN R47% » Bl Bl EHRFEEEHI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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TEAEHESRE R TE MetroCluster 4HREARAE » B ENRARR A EX A IE EAKEE
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR
AR AIfET—H&A -
EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 ZHTEA Loader 1B MF T ©

SER 2 : i NVRAM 15E4H5 NVRAM DIMM

(A ERIEFHRNVRAMIEZAFHNVRAM DIMM ©
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2. IREBARARERE IR 25N ¢
a. EEFEENERS L > RERTATARNIFMRAR « BIEARETME FREARIMAAS

storage aggregate show -raidstatus !*normal*

* YN ay<IR[E] "There are no entries matching your query. #4&&E A T—EFFEF > 8BRS
ER/DBVERENSS © ©

* MR ZE TREEREMGER > FIEMEZER 2 EAutoSupport &R » I EkAENetApp 12 #D
FIBISE—D 178

system node autosupport invoke -node * -type all -message

'<message name>'

b.  HMEERARNERHIRE TSR RKRHRERRE

event log show -severity * -node * -message-name *disk.missing¥*

* MR &S R[E] "There are no entries matching your query. #4886 A F—4 o
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system node autosupport invoke -node * -type all -message

'<message name>'
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b. H1E4E—ERECEGE AIEIE « SA%HE CAM A2 BH{E L « IERARBE (I
BRI EHIRRAR o RIS TR IAA RIS/ ©

a. RHERIZEEREHEARKAS - HEICRPRRTEEZA ©
EHBEET 2R « SHERIFE L o

() sIsmaBAMGE « AIBREES « UGBS o

a. REHEMR e EHEME -
i B IRARIA A BRI RS o

() nRCEERER AEERAEMEENER -

B E IR A2 A L e ERRE o
H%Ibﬁ%&?ﬂﬁ’]?’“ﬁﬁU%%rﬁ@IEﬁ E1E > AERIBH#FRME storage failover giveback -ofnode

impaired node name: °

MR E=EBEENIEINEE « sAEMEE | storage failover modify -node local -auto

-giveback true?®°

WRESF AutoSupport ~ BIIER / RIEEENIEII{EZ . system node autosupport invoke
-node * -type all -message MAINT=END °

15 2 : B NVRAM DIMM
EEFH NVRAM #E4HHA) NVRAM DIMM > 2AZB5CEITT NVRAM 18E4H » AR I EIZE DIMM o

1.
2 4

NRIT = ARIEM « FHIEREIZM o

ERBisHE S AN - HRECRERERFLEALL » UEREEFRF AR EIREM 2 RE T
BEtRL -

wh - SRR
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3. REBAFRERE N SSFRENS ¢
a. EEFIEENESSRL > BERTATARNRIFRARS « BIEREH N E FREARE

storage aggregate show -raidstatus !*normal*

* MR & SIR[E] "There are no entries matching your query. #4&8:& A F—{EFF 5 > BEEEE
TR/ DRVERENSES © ©

* MNRZm T REMEAIEMAER - BEMEZESIZIUEAutoSupport#iiE » M EE4ENetAppZ EED
PILLERISIE—F 1738 ©

system node autosupport invoke -node * -type all -message
'<message name>'

b. B EREZRATE BRI E S A AKRHIRERIRE ¢

event log show -severity * -node * -message—-name *disk.missing¥*

* tNR @< 4R[E] "There are no entries matching your query. ##4&&E A F—F o
* MRZGLREMEAEMAER - sFIEMEZESIZZIUEAutoSupport#iE » W Ei4ENetAppSZ B ED
FILLEISE—F 1#78) ©

system node autosupport invoke -node * -type all -message
'<message name>'

4. BTRERERETS o
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5. $h IS PSU -
() MREHAGEERERE - B PSU K TERESR -

6. ZT G2 ERIMESERIH - R TieEmERH » ARRHERISRhI LAY 3 5 4 307 o
7. BESUSIER MRS « AR E T iRt  SEREEEEn TR -
8. {EtFEPRBIREENVRAMARA]

a. ¥~ CAM #&zif o
CAMIZEREIEFETZH -

b. WEhRRHEREME
C. EFIEHEA CAM HIRFMIER ~ ARRRABRILAE « BRI L8R8 0R NVRAM 1548 o

o CAM $HERER
e DIMM 873/

9. 1% NVRAM AR BT ZEMRE L o
10. #3) NVRAM #E4EREE I DIMM o

() 25 NVRAM BARRIRE FRU SHRERE « LUKIER DIMM $518 1 7l 2 91 o

1. $#F DIMM $HE3E R W& DIMM #EEFERENE ~ WUEITF DIMM o
12. EDIMMEESHERE ~ SABIEDIMMESHE A 1H1E « ERISHTEE R SHERIN » BNa] LEZHDIMM o
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13. BENVRAMIEZE ZEE S

a. RISEMAEEORAGE « BRI NRMIHEAGRE /0 DiRiHES « AR OHBBHETE M RS - K&
ABEHERML

14. ELEEGRRAE o EHRTRIMARIBENENEE
a. RHEHISEEREM AT « HECRPBRTEEZA ©
PERIERRAETE R PR « ERIFE L7 -

() BebsmERAmES « BBENS - UERBEES -

a. KHEM R LS EHE NS o
15. RERGRIEABIRAFESS

() nRCEERER AREREEMEEIER -

16. RBREIRAE R M LB ERPAME o
17. BINBEZIENIEHIZSINEIE BiEF » REREHMTERME storage failover giveback -ofnode

impaired node name . °

18. MR E=HBEEIRIEINEE « SFEHEE | storage failover modify -node local -auto

-giveback true°

19. YNERERFA AutoSupport ~ BER / RE BEEIEZE | system node autosupport invoke
-node * -type all -message MAINT=END °

TE3 | EMEIRMLER
T ETERIVSIERIZRRF SR R 4K ID B « REWIEFEEF -

(D aarEn NVRAM BB BEEIHERHA « TIEFEAR NVRAM DIMM Et «

1.

WMRZEFIZZENAEEE (R > 1RMAIR) » BRHEAEZELEA LOADER RMRFIR -
halt

TEEHSBNE AR TF TP ~ BENEHSS « WERR ID TMEFMIRTERRA IDF@Ay °

FE|FIREAANEHIZEH & LBEREFRENR » ARNERENEH SRS RT E BEE RN SI1EBH
%ﬁfﬁ ID :

storage failover show

EaLhEd  SEZZEI AR » RATIETHIZS LAY ID EFK » WEERIEMRIIE ID FHFID °
ETFSEERIF > &3k 2 BSEER - WEBMNARL ID 151759706 ©
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. JREHEHIES

a. (CEEERIEHIZZ T » R BRI EETM - + storage failover giveback -ofnode

replacement node name
EH R G IMEH#E TR E L ST o
MRAFABRR ID FERMIEREERRR ID ~ EREZHA y o
MRWE R~ BAIUEBBERER
BRFEGER B2 "FHTEGS HEETR
a. ERRIER ~ R HARCHZRSIESR ~ MBERILUEE | storage it show
MEFAEREshow) MLHRALTEOSETAEBHASFEENRAD o
5. ERBHRE T EIEMOA |
storage disk show -ownership

%ﬁﬁ%ﬁw%&ﬁ’%ﬁﬁ%ﬁ%%ﬁ-\%ﬁﬁ’ﬂ%ﬁ ID o FE FFUEAFIF ~ node 1B BIHEIRIRTERERITBI R ARID © 151759706
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6. MR %42 MetroCluster 48

FEifE -

nodel:> storage

Disk Aggregate
Reserver Pool

1.0.0 aggr0O0 1
151759706 Pool0
1.0.1 aggr0O0 1
151759706 PoolO

disk show -ownership

Home Owner DR Home

Home 1ID Owner ID DR Home ID

nodel nodel -

nodel nodel

HAS - SRR IEHERI SR BUIRAR

YNSRI 28 ZMetroCluster WA IBIHAE AR FEAVAEAS
BEENHILE FAIZHIZS - DREIDBMI S BETRHIENRAESS

R TIMBRFIORHE ~ BIKBERITILENE

° IEINREARREBR R IHARKRE o MetroCluster
o PEhgsE K H#uL A PN BRIEESE ©

B8R

151759706 151759706 -

151759706 151759706 -

. MetroCluster &i2% show

REXRDEREA BEMEERIES « RS EIETISM BN ERERIRE « M EADRIESHIE
HIER o MetroCluster MZ1EEiZ5show -Fields node-SystemID] &<t ERERENRLID - HFIFZAERE
IRIEIE EAREEA LE - MetroCluster MetroCluster

AMetroCluster fRFTFARVIBERME ~ M RRETE

B2 "?"HA?%EHEF’:% HHREA G BT E « MetroCluster M{EPUEAREMetroCluster FYTHAEARRE
o MEETAEHIEETA" UG ESEH ©

8. UNRITEIZRHiE MetroCluster ZB5E ~ FEFERSEZEHIZZEERE - MetroCluster EiELEER - HHAIAHREIES

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id

nodel siteA
nodel siteA
nodel siteB
nodel siteB

cluster node

configuration-state

nodelmcc-001
nodelmcc-002
nodelmcc-003
nodelmcc-004

4 entries were displayed.

9. BRR S AN R TS FERBNMIRE
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configured
configured
configured
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vol show -node node-name

10. INRERARHEFNE « BILRIEBRINEE o
. BRENEHRREERERE - FEHWELERERE

storage failover giveback -ofnode impaired node name °
2. MRESHHIECER « FEMRA :

storage failover modify -node local -auto-giveback true?®°
13. MNRELF AutoSupport > RIER / 18 BENEII(ESE :

system node autosupport invoke -node * -type all -message MAINT=END °
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* NRIEE SAN R47% » Bl Bl EHRFEEEHI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BETE2 . 14231 MetroCluster —{E R 2Z 52
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* T ERESERE MetroCluster #HREARAE » B ERRGEET RUFAF IE EAKAE :

metrocluster node show

1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message

MAINT=2h

2. (FHEHRE !

a. {EfERRIERIZRAIERI S WAL T < -

storage failover modify -node local -auto-giveback false

b. A 'y ELEIRT MERE

3. BRIBREHIBRBERASRET -

NRFZARRVIEHI S EE R, ..
AR

EEERIME. ..

AR THEBRET (BWARSR
2hE)

TER2 . TBhRiERIZRRAE

BIFHEHRER? 1 B

AIfET—H&A -

Ctrl-C ~ AR TFLEE Ty, o

2R EH SR E E L RIARIERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©
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2. IRBARAREEE IS 25ES :
a. EEFIERRENSRL » RERTHEAENRIFMRIALE « BIFREME REAIAR

storage aggregate show -raidstatus !*normal*

* YN8 ay<IR[E] "There are no entries matching your query. ##4&E A T—{EF 58 » g2 E AR
HIEEENES o o

* NRZE L REMEREMGER > HIEMIEEZESIZZUEEAutoSupport@#E » T Ek4ENetAppsZ 1Z AR FILAEY
E—TE -

system node autosupport invoke -node * -type all -message

'<message name>'

b. BEIERAMIE AR E S A RKMERERIE ¢

event log show -severity * -node * -message-name *disk.missing*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
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system node autosupport invoke -node * -type all -message
'<message name>'
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6. BZIEMIERIRFERFAERE - EEMEERERE !

storage failover giveback -ofnode impaired node name°
7 MRBFMIEEEA ~ FEWRA -

storage failover modify -node local -auto-giveback true?®°
8. WNSREYFE AutoSupport > BIIER / hiE BBNEIIEZ !

system node autosupport invoke -node * -type all -message MAINT=END °
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a. MAUT®L !

system controller slot module remove -node impaired node name -slot
slot number

b. EA 'y BEEEIR R TS

BIU0 > U an S EERRIRETR, 2 (RIBIEEHIZS) LiEHE 7 PAVSPEEAE » WEETR—BEE » RnAUZ
28k :

node2::> system controller slot module remove -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. FESTIFERY 1/0 AR ERARAEIR !

system controller slot module show

A 4 RIETE PR A R G AR R scatus RAHPEETR powered-off ©

TR 3 | BIRKIER 1/0 124
LURIFMREEY 1/0 HEAHEAERFRRY 1/0 1848 -

1 INRITEARIEH ~ FFIERERM o
2. ATEBREIRTE « FIERNBBRERITEANIRZE « RER TIEE -
3. il ZR AR ENT 1/0 154H ¢

(D)  TERTOEREATMES U0 48 - BEERT - LREBFE—E 10 14 -
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0 CAM $HEIZER

a. ' CAM LATCH #%#f o
b. ¥ CAM BRI {EBSRBHIEAE o
C. BFIEEALEIEFRORE - ABIFEABAN HIZHSHELR « BEIaI SRR HIZ3EE PR o
508% 1/0 1RABFRTERVIEME o
4. BI/OE4RIE—32 o
S. HEEA 110 IBAREFE BIZIHE :
a. #I/OE4H BRSBTS o
b. HEiEAE—ERESEGE AITHISSEARAYIEIE « JA%B 1% CAM 22 A LiEs « iSEAHE RN o
6. E#iE 1/0 RARMELR o
7. BB TR RS IEEEHENE o
HER 4 ¢ IR0 110 B 5

ARy 1/0 848 LA ~ BREE /0 BRARERIBRR T RINATE  BEIRER T ERMEIR - ARERE 110 BER
BB LRI AR o

) SN
B 1/0 1RAER - FIBREIEREMRS > LIF iRIREZIEEHRAY 1/0 1248 -

1. HEIREY 1/0 18RA4H L4R -

a. WAL !

system controller slot module insert -node impaired node name -slot
slot number
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b. #A 'y BEEIRT RS
LA RIEHEST /0 RAEEMIY LR (BEBE « B¥MA1E » ERAEER) -
Bl > LT a2 EnRG 2 (MPREERIES) ERUHEAE 7 Bl > MRER—RIEE » RnZEFEMI -

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered on and initialized.

Do you want to continue? {y|n}: "y

The module has been successfully powered on, initialized and placed into
service.

2. Bg5E 1/0 HAH ENSEEFRR T EMThiI4A1E
a. {EARIERIZRAVIER QWAL TR L !
event log show -event *hotplug.init*

()  aAmmmsRER A T AR E A S R -

% B FERETR—{E 5, 2 1@ hotplug.init.success EMS E4 > I7E Event {B{AIPEET
‘hotplug.init.success: * T<m /0 &4H_ R EEERIR B IHAIIAIE ©

fIan > LU g B 1/0 218 e7b M e7a BIFNIAIEAT)

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.

a. WREBEIBNIRIERI ~ FHRE EMS sCERUABRARRIED BR o
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3. HESD 1O HEARIRIE R B AT ENE ¢

system controller slot module show

i FERETRIGIEARAE A powered-on » B /0 H84AR] LGELE o

4. FESR /0 1R4AE LA E AR o
BTSRRI SEM AR -
system controller config show -node local -slot slot number
1R 1/0 AR TH AR 4R » Bl 2 RER 1/0 1R4EE - EiRiRERERNRE
BIU0 > EHEE 7 RV 1/0 R4 > SEZEEAIELUTHEH !
node2::> system controller config show -node local -slot 7
Node: node?2
Sub- Device/
Slot slot Information
7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370
TR 5 MERERREREE
BAFEREREIESEMERE > iR | BRATTHREAHIZENESES (REEE) - EBHIREIRE

(RS
TR

1. IRIRGEF RATHITHY ONTAP RRAMIZRIZIIN - 1HE

 B85E LIF SREEHFEBR - WWEFEUHE AutoSupport BEIIRITZFITHAE o

BERERTREIERGIZEERISRN B ERERE
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MRHEP—HIEFISREIEZETH a ERRERERE  ERIZERNERISNEERERE:
GIEB AR

storage failover giveback -ofnode controller
that was taken over name

b. EBIZERIERIR XL ERBEIE

storage failover modify -node local -auto
-giveback true

MEEHIZSERFLIEIT /IO ( FifFF—% ©
RIHERIRTR)
2. BEREEN S EEME T EEMEZIBRE | network interface show -is-home false

MBEERMEGHIAR - BRFHEREHETEFIR | network interface revert -vserver *
-1if *

3. YNSREXA AutoSupport ~ FEER BB ZEEA -

system node autosupport invoke -node * -type all -message MAINT=end

FER6 . BHEZHERIE A NetApp

IEMHFEMEIRMATE AR « ’EFEZ R ENetApp o ¥ "SHEERERRFAEN « F2RER

HIFIREJR - AFF A7T0F1AFF A90

E 5L AFF A0 ZR4HRFEEIRIERS » 35582 AFF A70 8¢ DC ERHMAER (PSU) » UFEE
"\E’J% FREEEIZWATENE ) - URREIEIERE - BiERFEiEEHE PSU BEEIRH
iz INTEIRAR » THRIE PSU » ABEBEHEREIEEER -

BIRZETUERR > At BT BMEIR © IS RAPAIERIZ SR E R PSU ©

RNERIE
FEFBERAN—REL—E PSU - sFIRIBERY PSU R ERABEERRERF | AC B DC °

()  srRRRETRMEEEELTESABLNPSU « EREHEEHS -

@ ERENEEBIET - FHOEHEEE EREERMAAEMET o RIKEUEFR) ESD [hEHE
A AE G EHERIZRENRL « RITF RS SRR IE AR A IERIR -
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EIE1 | BB ER
EETHMAC PSU ~ 555e FHH 8 ©
1. RBE A HERASHPSU LA EBIFELED ~ #AEEERMPSU °
2. FhEfiPSUELR :
a. ITHERREERS « REWPSUR TEIRR
3. M LEENEID « M THERR - ABIEPSURIEHISSEAPHIL « UFRBRPSU ©

@ PSUTRAE o EiERISS RAAPEULLE « AR AMEFZE « DRRAREH SR RETE
BMEMSE °

0 Terracotta PSU 4 E12%

4. (EFEHIS AR R ERPSU :

a. AFELRERPSUREG RIS E AR LI
b. HPSURHE AFEHR R4 « ERIHEBER RAELL

ERMAES RAE A EER ERES « TU—BAAEERIL -
A RIRRAERERDS  SBIERPSUBARRREBERKS -
o. ERMERPSUSBAR

a. RERMEIIERZEPSU ©
b. ERERGEERKERREEEPSU °
BRIMIEEPSUE ~ ARAELEDFE 4R ©

6. MEHFEMBIRMAIEREr » EPESHREINetApp o Y1 "SR S E TR RFMEN « A2HE
G
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BIE 2 L BB ERER
EEFEHDC PSU ~ 5552 FFIPER o
1. WNRIT AR ~ SEIEREREM o
2. RBEFAESRNEHPSU LA EBHIELED - #BICETHRMPSU o
3. thEfPSUELR :
a. MR _EAYIENEIRA%  H¥D-sub DCABARIZTREES o
b. #PSUIK AR ~ Wi HME—E ©
4. [ LEEIEIE - R THEER - REBFPSUMIESISEAFAILE  LUFBRPSU °

@ PSUTRE o {EIERISSRAAFENLLE « RO RAMEFZIE « URRANEH SEHETE
BMEMISE °

° feheiRss
9 D-sub DCERPSUSAR 1583
e EIRHESSE

e EEmPSUTHEER

O. FEEEHISEERRERIPSU ¢

a. AFEUWRERPSURE G EIEHI SR ABRRFLETS o
b. HEPSUBHE AFEHRE4E « EFIHEBR RAELL

ERER AN RERIES - B EHRYUEIL -
(D »eeEmmEES  BIEEPSUBARKRIBEN -

6. ERTERED-sub DCEIRAR
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a. [ EIRARIZERIEAPSU ©
b. fEREIRBMIE ERBHEEEEPSU °

EIRRIEZEPSU%  AREELEDFEA 4R o
7. MNEHBEMEIRMAIS T « S FE SR EINetApp © 1 "S(HE S AT BHMET - B2HE
E )
FIARNRERESETE M - AFF A70 51 AFF A90

FA1E AFF A70 3 AFF A90 R4 EHARNRSREE (RTC) Bt (@BEREAKAEM) Y
RGBSR R R 2 I ARFS AN FE RFZ N HAEIE & & (E ©

ez Al
* BRAREAI LG IERR RIS RS IEBIFRE ONTAP hiRZs o

* SRIEERAPHFTAEMTHEIEREF ; RRE ~ CO AR IEERPT

B . BB BRVIERES
fER T 5 Hh—EETAZREAF s iR B RRVERIES o
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EIH1 I RZSEARMR

AR IARIERES R EFETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERUEN -

RIRERI(E

* NRIEE SAN R47% » Bl Bl EHRFEEEHI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR WL BRZEIESES « WERSERSEER

BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER

BASERD" o

* T ERESERE MetroCluster #HREARAE » B ERRGEET RUFAF IE EAKAE :

metrocluster node show

1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message

MAINT=2h

2. (FHEHRE !

a. {EfERRIERIZRAIERI S WAL T < -

storage failover modify -node local -auto-giveback false

b. A 'y ELEIRT MERE

3. BRIBREHIBRBERASRET -

NRFZARRVIEHI S EE R, ..
AR

EEERIME. ..

AR THEBRET (BWARSR
2hE)

TER2 . TBhRiERIZRRAE

BIFHEHRER? 1 B

AIfET—H&A -

Ctrl-C ~ AR TFLEE Ty, o

2R EH SR E E L RIARIERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©
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@ ERENEEBIET - FHLOECHEEREERERMBREMET o RIKEUEFER) ESD [hEHE
FIAE G ¥R S E0RE © (EFIRANERR STHASRIE K A MHRIR -

1. SERIBfEE S EMIRE - ERCREREMFELAL - UERIEEFHIFME IR ETRE M 2R TP S
ML o

wh - FESDE R

0

= =<l

V|10
e

—
-
=
=
(=
—

-

A

2. IRBARAREEE IS 25ES :
a. EEFIERRENSRL » RERTHEAENRIFMRIALE « BIFREME REAIAR

storage aggregate show -raidstatus !*normal*

* YN8 ay<IR[E] "There are no entries matching your query. ##4&E A T—{EF 58 » g2 E AR
HIEEENES o o

* NRZE L REMEREMGER > HIEMIEEZESIZZUEEAutoSupport@#E » T Ek4ENetAppsZ 1Z AR FILAEY
E—TE -

system node autosupport invoke -node * -type all -message

'<message name>'

b. BEIERAMIE AR E S A RKMERERIE ¢

event log show -severity * -node * -message-name *disk.missing*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
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* INRZE L REEAIEMAER - SFIEMEER2SUEAutoSUpport#iE: > M EAENetAppsZHRARFTLAEY
SE—TWE -

system node autosupport invoke -node * -type all -message
'<message name>'

3. BEINENVRAM > FERAIF ST B 1EEE EHEE 4/5 BIKRE LED SRR - SHNVET °

° NVRAM #REE LED
9 NVRAM ;= LED

° W3R NV LED {8 ~ sRRITET—% °
© OIS NV LED B3 ~ sHSSBIMELE - MEBISEPIEIERIE 5 Dl - BHHERATZBHMPISRIE «
4 BT  FBERS o
5. HREBISETRGIESS (PSU) TSI EATEREEIES -
() MRCHAGEERER - B PSU K TERES -
6. MBI AR T ARG « SFP H QSFP M (MARE) - IEUMSSIERE -
SR SEESEERE S  WEE B RS ER SRR ER « BIRTER -

7. RS EE R I R E IR E o
8. M TEMIEHER « AR E R A T ES R EHF o

PR EEAE SRS HTEAS o
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o HEHE

9 HEH

9. IEHIS AR LA « ARBEFRNREL
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