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@ EEHISR TR TREMAEDE > EHRGFEE Loader IRMFTT © TR S IERBMHIZHISRE
1S5RATNEE ©

a. [ LheEEHISEF o WEEAER HEELL °
. RERREMIERERIRIRIEHIS L PSU -



ERIMIEEPSUR  IRFELEDE A 4R ©

MRICIEEEMELR ... A&
AC PSU a. REIRIRIEA PSU o
b. ERERREEREEEBIFAR

DC PSU a. #& D-sub DC ER4RIZEEIAA PSU o
b. $HEXEEFSIEIE4A > #¥ D-sub DC BIRAFIZTEREZE PSU ©

%
TERERZIENMARERZ B IS ERB A ERNER ONTAP BRE" > o

WS 1ER AR B BB RRIENIRAS - AFF C30 FAFF C80

fEAFF C30 fIAFF C80 fFR AL EMIRERIERBEE - LRI LIRE BEREIRARE
B2 > DIEECHERERRE - HERBRET > AATRESSERANE » WRELE
EEANZRMEZER - MRERAZRINE > AR SIELCTRHBERNERDER -

BEEEHASEFBIZ(ZTEONTAP 9.17.1 RESIRAFRIE - MREHFFRAETHNERHRAFIONTAP »
AfER"FEREINERRF" -

FYaZ Al
* EELHNERREIERHE
° IREEIREIEES (OKM) | REREHENZIEREEMEHD R
° SMEREIREBIES (EKM) | EEREBMHEMEMTIIER
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

1. 7£ LOADER {2 RF7T | » BB R ERER !

boot recovery -partner

SHEETR AR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEVERAMRIERE R INERR o

RF SR EET "Installation complete L& ©
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3. RMBBEMEER > LR FASZ—:

4.

10

MREEFLAE ... BMITLEBI(E. ..
key manager is not RIRRLZEMZEIIFE ©

configured. Exiting.
a. ERFFFARMHIR -

b. B AR FHIR M -
"B 82 R-ofnode_disapped_node_name '

C. HIfE EXRUAETNIRETE MREWERT -

key manager is BEZEENMNEBINEE © A IEZ IR EIESS ©
configured.
@ NMRAGELASREIESRE > ATBETHZRALE » TR ECHEZEEEERERREIER
EUREERE (IREFIMNE) o BEIBRTIUES o

ERBEGTHEENEFERSREEREN



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are

11
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE

13



R R RS R E PR ah]

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERNESNE o % LOADER 1R RFITEMBMITE
[F387%2 . boot recovery -partner



RTERERERNESHSES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. YNSRELFA AutoSupport ~ FEER BENEILZEM :

system node autosupport invoke -node * -type all -message MAINT=END

T—%
$BJE ONTAP BR& I B EREE IR 2 18 FE SR E] NetApp" » EREETILT ©
1S BRI BN Bh i BE 28 > [Bl 1545 NetApp - AFF C30 F1AFF C60

SNRIGHIAFF C30 ELAFF C60 f#F R AR T3 EH= » sHiF R FETiHRIE
#aNetApp - 5528 "SHEEHEE R BENENEZEH °
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EXENYRAS - FENINIE
BN BT ENER T ERI2 - AFF C30 HIAFF C60

EREhI R FENE IR B KA USB MRS ONTAPE L4 E|AFF C30 S{AFF C60 #7F
RV IARNENERE L o MAZENENetApp ST IR A8 L T & FEAVONTAPE R GR I AZ H A8
UZ USB MBS o J318 » (FAZEEIFR USB BEE M ITIREIRE » BRFKINETIEEE
{EARRE o

MRERBEFRIZONTAP 9.17.1 KREShRA > s5EA"HHREIERRF" °

BT MEREER - FIRIEGIRE - EREENRE > (24 USB BRBRIREME - LELBRENERMER
E o

n "R B R AR TR

TRB G IRASRITEXK o

e "BENRINESE"

HET R AR L ERAZE TR EEENSNZHER

e "RARAIRRVIESER"

EICRE TSR - SARIPAEERIZS

o "B RS

WZIEREH B PFRR R R RAEN IR RS I LA EHRRIRIEN T E - AR ER USB S IREHMONTAPHRE: o

o "B RIS BRI

& USB HARE14FA1 ONTAP MR ~ BERIERRM - WEGTIRIBEH -

EONTAPRIBE EMERB SR EIRRRTEHIMF IR EIESS o

o "R RS ERIEGNetApp”
MEHFEMHIRMALS R « i FEZ R [EINetApp ©
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bootmedia-shutdown.html
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bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

FHRBNIFASERAVEK - AFF C30 FIAFF C60

EEHAFF C30 3YAFF C60 f#F R RIRRENIRRS 2 Al » St RmE N BRI R E
R o EEERARTHEEAEEEMEFEEMN USB BB » iR EEHA RS
HERE o

USB & E
* BRIEE—EMNE%A FAT32 B9 USB BEEHE ©

* USB A/ EE R EHMHREREREM image_xxx.tgz' X °

X
BH "image_xxx.tgz' iStEZRERE] USB FEE R ° £/ USB FEEIREMmONTAPBR KRS A LEAEES

B ER
fEFANetApp R AV E AR (SR BB FRAR 1 o

Rl gl
B IRNEINER SRR ERNZEHREMESR

© _RIEPETIEE RICIEEMITHEERTIERS
© _fRERIERISS R RBERIRN HA M o

HTARIE ?
HECIRR T BB ER 2 B R AR LB SR BN CREHT -
BEFHRRENRISERRINE 2% - AFF C30 FIAFF C60

%7 HE{R AFF C30 2 AFF C60 #ZR2 A LB Z 2 » SN EEREMI%IERE A=
EIBZIRARES o IMETRY ONTAP IRAZRE21% NetApp Volume Encryption  ( NVE )
» URIERAREHIZR 281 IME SR EEREXEEAERT o

HER 1 1%E NVE B T IERAONTAPM&
HEECHIONTAPRRZAS 2 E TIENetAppHEIE @ NZE (NVE) » MBE e L T & IEFERONTAPM & AREV A EXEN 15 S -

$ER
1. BEEHNONTAPIR A E BN .

version -v
MNRFHHEFE 10n0-DARE » BIIEHIEERREARZIE NVE o

2. THEIFTE NVE ZiERIONTAPEE K -
° YNERHIE NVE | TEHEANetAppliitEMNZAIONTAPIE &
° MNERAZIE NVE | TEH A S NetAppliiEEMNZHIONTAPIE G
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@ T¥ENetAppZHRATUL T BONTAPBRREILAY HTTP 3¢ FTP fAARSS A BRI K o £
RYENIRRSRYVIBIZ S - CAS R EULIRGAE -

T8 2 RETREESRELHEHNEE

TERAPAMPRIERIB 2 Al > At SR EIESREN BN EEN

&u Agl%
1. HERTH R LS SRR

FRZSONTAP WiTLbE <
ONTAP 9.14.1 S E R4 security key-manager keystore show

* 1R EKM BEA « EKM BIg5|7iEG<HEE o
* N OKM BB « "OKM Alg%fEan <ttt o

* MRKREAEIHEIETZIL « No key manager keystores
configured B B 5| EaSHIL A ©

ONTAP 9 © 13.1 SR ERRZA security key-manager show-key-store

* 1R EKM B « “external BIE Y TS o
* N OKM EESA ~ “onboard B &%7Esn <+ o
* MRAEAEIREIETEL « "No key managers configured' Bl &)

TP o
2. IRERAMPREEE T SREESS » PITFINREZ—
MRKREESREIES !
eI AR 2t RARA AR IE R 23 - W ARAEHITRAMEIZ -
MREE T HIRSES (EKM 3 OKM)
a. MATEHES >  BrREEEPRESRIKE
security key-manager key query

b. EFHLAERIIEEHPRIE © "Restored iEF  ILFIETEIREIES (EKM 5 OKM) HISHERESE
RELEHINER -

3. BB RIREIE SR T MBRAvIRIED R
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SNER SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -
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a. EFRFEERELES :
security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

C) ERAERYEEEHF I T IR S ESHEREITE - NRERB IS
5358 > :EHAENetAppZiE ©

b. FHERFARESREME :
security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

*onboard °
C. %15 OKM &3 :
I AR ERERET
set -priv advanced
EA Y BERTEE o
i. BTEEERENET
security key-manager onboard show-backup
ii. E B SN ERNERERHFERT o
MEEFHRIBEPREEFHER OKM > SREBEIHREN o
iii. JREIEESER -
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -
T RIE ?
75 BIRRS LI ENMBR W SFNARAER - CRE FARIESGZE" -

RE R 2s LUETT F B RIENEAS k1€ - AFF C30 FIAFF C60

BIPHAFF C30 BXAFF C60 f#F R MHARIBRVIERIZS - LB IEEREE KT E FERBNHASTE
FERPREREREN
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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AR IERIERES R EFETERI SR « WL BRHZEIESES « WERZERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN EFESIE R E MetroCluster ZBREAREE » BEIRLERFLERAFIE BAKEE
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAIERI S WAL T < -

storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR

HARRT AR T—H ©
EESHE. .. Ctrl-C ~ AR TFLEE Ty, o
AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true
--halt true_ 2 ZHTEA Loader 1B MF T ©
ETRIE ?

RAPAIERIZR 2 18 » BB EIARMNGRRE IT -
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HZEEH AN SEESIA TR TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
HRIBEFISTEMRIA TR

BRI TNCEREDERE > Fi v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFRTHXERE » 551 Crl-C BN B EIMENEER -
f BITTIHA—IE:
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" MRRAFERMNE > BRIE ERINE"
4. BEEESBRERESIERHIEHIEE -
5. WHEHISSMNREERERE > FHMEBESEE:
storage failover giveback -fromnode local
6. MRETEAT BEVRETIAE » AEWRBAE !
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

TR ?
SIEIRIEIREGRE - CRE ERHIMIRE LERMNE" -
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REBCHEREESHRL > STRERNTSBURERFNE - MREFRELCHRARERETHEIES > HE
BICTERENIRAE EHE FRARFTEIARE ©
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Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



s

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R INRER A

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

R

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

ETRIE?
TEFRIRES EIERIMZ R R EZ (R[] NetApp" » BRE o

I FEZ 43R [0] NetApp - AFF C30 and AFF C60

QD%I.ﬂtEI’JAFF C30 BYAFF C60 fEFRAFBIFE T ERE > Hi S ETHER]
#aNetApp S5 2R "TIHEREHEE R REMNENEZEH -
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https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

WAEEMT (ERIZE . AFF C30 1 AFF C60

B4 0 SRS - MRRIEISS > TN - WRERBAMIEE » LIS AFF C30 o
AFF C60 477 A EHIMEAE o

o "iRBI e E AR
AEEIAE - T ARESRESRK

e "RARE e Iag

RARIERIES « LUEBTEIRAR DN THERE o

e "EE AR

IR BLE IS RS E BRI E | - 126128 (EREIRIEMRER) - URERIERIBHAER ENNTE - IR
B R AR BTGB R B BURRIAS o

o "SRR B R

BREETEAERY HA ARRE ~ MG Z(HR[E] NetApp ©

FEHAFERIEXK ¢ AFF C30 #1 AFF C60

TEEHAFF C30 SYAFF C60 fEFRFRIKFIEZ AN > B RmE I ERAINEEK - 58
EREAMTPNEEMEGEEERET UBRCESHEA ERN B EBURGE
IR

B TIEREEREE -

© BBV ABHBIRAVASEISRARR) o ILARF B A ERLE R - MIFFAAR ©
* RERSTHFAEMITHEOAERENF ; TR > B > "NetApps i " BltENITILRER -

Z

il

* KA IREF e N EETE - HRNEHMMES « TREESHMEEPH ETBIVIRS HENF S0 e
* RN RF RAZIENFTE ONTAP iR A ERFHEEIRIER o
* KB IRIEF B RRICERENR - R - (ERHERETE h MESISB E/MEAE o

T RIE ?
BB E RN TR 2R » CRE R ERZE"
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chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
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chassis-replace-complete-system-restore-rma.html
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https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
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chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html

REIEFZ428 - AFF C30 1 AFF C60

R AFF C30 Bi AFF C60 7 R HBvESIES - LI IEBERIEESK » WHEREREAER AR
ARARTE ©

2R @RI AAMESRARI R - ARERB=ERESMIENFEEN - 5527 "ERRIE I RHEEGET
RIRERIR T 22457 - NetApp FGHEEE" o

ez Al
* SAMEE SR W ZRVERMSNE
° ONTAP B R M EIES5TE
° SEEFIZZH BMC FEXEES] ©
AIEE SRV EN T AR ELIUE TSR -

* BARATRIEMIER ¢
° HUTHM "RFERAEE"
° % ONTAP FHRERZRRMFIRE o
° FRFEMIRIRE "Active 1Q BEETRERE" - 58 NRALBAIFERNTAKREE « AR T LY LED

1. 3518 SSH BARE « UEAAKTIESBRNELEER / TEE ~ REEPNTAEBREA -
FIEFRFE R PR | EHTFE NetApp R4 LRIER] o
iS5 aktEin TIE
YNSREXA AutoSupport > SEINEIMEZREIL - WisHETRE R RRERAVE

A w D

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. HWAIFT A REIREA SP/ BMC ik :
system service-processor show -node * -fields address

6. #ERFELE Shell :
exit

7. {ER E—SHH T AFMEAIEEERY 1P {ihk > 3538 SSH Z A SP/BMC » MEITEE -
MREFERANREEES / FRBEN  AERAERNEEEIESTEE AT o

8. (B IL{UR 2RI RIEERRS

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
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storage failover modify -node local -auto-giveback true
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system node autosupport invoke -node * -type all -message MAINT=END
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/0 tRAAEZEELEMIE (BIRBRZENEERAIRE) | B2 » WRBERNARIERZIRRE
@ » THESRE—(EEREFNEEERE  AIINTERSEEEETEE -

T BB BEF RO E URFREMRED LIF REBETRE BRENTILERS -
3. MREAT TZIE) ThEE AT HEREE IE BENRII{EZAutoSupport AutoSupport -

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

BN » LU AutoSupportsilE &1 B BIZ G LM/ -
node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. IRBFHFRAANITHY ONTAP FRASHIHERIZIAAS - REEFHEHNIE :

FRZ<ONTAP ME... RiE...
9.17.1 8 MREZENEHREEFEETRE FHEHTE .
9.18.1RC FppRETs

a. ERIBIERISRHTESBA TGRS

storage failover modify -node local
-—auto-giveback false

b. £A yELEIRT CEEEFHEEEIE
71 B

9.181GAEE WRHP—FERIBEIHZETH FHEHE !
HrhR s BIERBAHERIZR

a. EEREHGERHNENSREZEEPRATI S

< -

storage failover modify -node local
-—auto-giveback false

b. A yELEIRT (CEEEFHEEEIE
71 B

9.181GAE WEEFIZRIEMENLEZEITIIO ( BIETF—F o
HrhRs REERRT)
O. ZEBIIRHIERY 1/0 1848 > FE R EERBE PRSI :
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system controller slot module remove -node impaired node name -slot
slot number

b. A 'y BEEEIRR TSN ?”

BIEn > LU en < 2 HBERENRE 2 (RIBERISS) LiGiE 4 havsfERE » R —RIFE » JRAIUE
205

node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2Z will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. FESBHIPEDY 1/0 HEAAERARER ¢
system controller slot module show

B H 45 RETE MR R B4R status WAIPEETR " powered-off ©

FER 3 | BMEHINEFRRY 110 R4
IR FRRY 1/0 HRAAFUHEINAF Y 1/0 124 -

1. IR RIEH ~ FHIEREE o
2. TERARRVIERI B P ASFRIERY 1/0 R4 -
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PR S ESE 1/0 BRARFEHEIRAALITAR

ERERARNERERBR FEMNERIFNEF B /0 RAREEHISZHALL -

3. ZEEAM 1/0 15H4E -
a. /OIS 4 ERIE B 4 TS o
b. ELESHNIE 1/0 AT 2 HEAIGE » FE(R 1/0 1BAHIE IR A 3 1%83 -

R UERARIR - RENARIBIERFRMIRHEA 1/0 1548 -
C. IRt hesa e B ah LANE S o
4. B 1/0 18R EEAT -
TER 4 1 REIREY 110 154E AR

i HARY 1/0 1848 AR ~ Ba5E /0 RAABIRBR B TR « BRI RS ERMER - A%RERE 110 12ER
BB AR R o

FAREETLE
FEH1/0 1HIE% » ERIBEERMAE » LIF RIRIEZIEEHBY 1/0 1548 -

1. AR 1/0 1RAH L4 :

a. BAMUTHE !

system controller slot module insert -node impaired node name -slot
slot number

b. EA 'y BEEEIR R ECAREENF
BLHAS RIEHEST /0 RAEEMIN LR (BEBE « B¥1A1E » ERAEER) o
BN » LU en < fEENRE 2 (RABIEHISR) LAVIGIE 4 Bk > WRERZAZFAThAvERE -

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO _2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered on and initialized.

Do you want to continue? {yl|n}: "y’

The module has been successfully powered on, initialized and placed into

service.
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2. 5338 1/0 4R LIS BEIS R TEAINIAL ;
8. EAREISIEAHANTHS :
event log show -event *hotplug.init*
()  armmms R E AR A T AR E A S R0R -

B 4 FERE R —1E2¢ 218 hotplug.init.success EMS Ef » F&r 1/0 1840 FVSEEIZIEHY ERIhEE o
fBlan » LUTEILEET 1/0 EIFIR edb N eda FIFIIRIERTH -

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4b" in slot 4 succeeded

7/11/2025 16:04:06 node2 NOTICE hotplug.init.success:
Initialization of ports "e4a" in slot 4 succeeded

2 entries were displayed.

a. MNRBIBBANIRIER ~ F51RE EMS i UABRRRIEDT R -
3. FESD /O WEEIRIE D BB AR IFEF

system controller slot module show
B FERE N IRIBAR AR powered-on » AL 1/0 EARATLUELE o
4. FESR 1/0 1EMEE LR E R o
REERRNEF SBARS -
system controller config show -node local -slot slot number
R 1/0 BRI AR 1R AR - BB &R /0 EAAEH - EIEIRIEREIRE o
BIgn > EHEE 4 B9 /0 184 > BEZEETIFELUATRIEL
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node2::> system controller config show -node local -slot 4

Node: node2
Sub- Device/
Slot slot Information

4 - Dual 40G/100G Ethernet Controller CX6-DX
e4a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
ed4b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

TR 5 | INERTFRFEERER

REFERERERERERLE » AR | RATERWELHIZENERS (REFE) - WEBZIREIRE
(RIEFE) - 8BS LIF SEEHEHTERE > WERRKA AutoSupport BENEIZZEAITHAE ©

1. IR R BITHY ONTAP RRASAHZRISSARS - 1RTHERE T REIEFRBIEE RS0 BB AT

FRZSONTAP ME... RiE...
9.17.1 8 MRZIEMITHIZIEENIZE TRE o BEWMERERE  FRENEFSRZNEERE
9.18.1RC BOFESIZS £ :

storage failover giveback -ofnode
healthy node name

b. ZRIEFIRNTIELERBBINIE !

storage failover modify -node local
-auto-giveback true
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9.181GAE WRHP—FERIBEBIRETH a BEREMERE  ERZFENERISNEES
Hrhks BIEB RIS BAE

storage failover giveback -ofnode
controller that was taken over name

b. {EIZENVIERIR TS EREEHNIE !

storage failover modify -node local
-auto-giveback true

9.18.1GATE WMEZEHIFTEBLETIIO ( FIFETF—F o

HrhRas IR ERARTE)
2. BB EERE T ARSIFEIZIELOER : Tnetwork interface show -is home-false |

NMBEEEAERHEIAR AREBEREHTEEIR | network interface revert -vserver *
-1if *

3. YNEREXA AutoSupport ~ FEER BB ZEES -

system node autosupport invoke -node * -type all -message MAINT=end
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ez Al
RERFRHPIARMTAHERURIEREF ; TR > 5S> "NetApps iZ " BEERITILE -

RIRERI(E
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RERFA=(ENMNE LED @ —EERFEERERL » —EESEZESIZE L - (IELEDERERIEE30E o
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system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false
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metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false
b. A 'y BEEIRT CRESEEHAETEE? ) K
3. BRI HIRBEHARIET !
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storage failover takeover -ofnode
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--halt true_ 2@ A Loader I8RFTT ©
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'BEETBEIE[R-ofnode_disapped_node_name '
3. REPIEFIBNEESERBEHMIE :
storage failover modify -node local -auto-giveback true
4. YNERELF AutoSupport ~ sEER BENEILZA -

system node autosupport invoke -node * -type all -message MAINT=END
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system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
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* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -
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EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©

TER2 | BRREERES
EHIR GRS BRI PURROTTAR RS > (SR BRI IR I8 o

1M


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

a2 Al
AEE R FRRTOFAAEMTHIHERERE TR > SRR "NetAppsZiE" » 7 BEEEHITILER -

1. ERIBRVIERIZS L > SB5FEE NV LED 2R ©

= NV LED (RiRBs > BIRRETMmE » JZRE2RIFRIRAERES o

@ YNR NV LED PO (k) > BIRRIETER/D BT o MBS RF NV LED RiRf - 798 » IR
FRERIELIEA T 18  SERHHAR "NetAppZiE" » BREBHITILER -

NV LED fit1ZHI85 EAY NV BlIRsE o

AAANAAAANAANANNAAL LA NNANNNS A AN

e T S
@- 000 24 00000,0,0,0,0, 0 0 02
* RS ﬂi

H’: = = 000 %% %
PSOOOOOOOOO DOOOO
() e a%a%4%%20%¢% % %20 ™ = »:::

(1] == 0 - | = 10I0I
."

(1] 45138 i NV [BIRAT LED

T INRITEARIEH ~ FHIERERZM o
2. HIRRABIERIRNER

() mRemEs (PSU) BEEREM-

NRCERERER .. RIE...
AC PSU a. yTRERIREESS
b. £ PSU T ERAR > MAFHBIE—2 -

DC PSU a. Jie'~ D-sub DC EIRAR1ZEE LM EHREIR4 o
b. £ PSU T ERAR > MAFHBIE—E -

3. WRARRIIEHI S R PRAEAR o
BHHERIVERE -

4. BIFRIARVIERIES
TEFEETR RIS RHERI SHERRVIRME (EIEHIZS A A))

112


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

N

° o | Me

Y 4

0 TEEHISImE - R EEHEEER RIMNE - LRRFREBF -
9 * FHECHAERUBNETF > ’RIERSREPR LT -

HIBE; - BF SRR ML - RARREEIES » SFEERE
* RHERIERE LIRS - FIRSBIERISRMES > REREEFERENTE L

(3] MARE  #HRIOFEESD (EBR®) - RHEB .

O. FRFHEBIEIRIBAALUIRRRIEGIZREE - ABRITHIES ©

RS | FHANVE
WEEEHISSPEVHEFER NV Eith » AR LB NV Eith o
ﬁ"’g\%

1. MR E RIS  BIEREM o

2. FEINVEH o

3. EXHH NV Eith -

113



(1] 1 NV B Bt & R o

eg EEESE LAV TARR o
9 a. HEAMFL{EIZER FRYSER ©

b. HEEAM Lt fEAE o
HIEERS » SCEHIASIRERIE —IRiER—tn (M) > DURREECT o

4. ZEBM NV Bith
a. eI EIREM
b. iIEAREIEIHRALIRE o
C. RARECHEREERABGEEHEER  ABRTB NV BHRIEEmHEE -
d. & NV BHMAEMEZS o

NV EMEBEFRAENZE

P4 | ERRREETIES
ISR B R ERIEAET > AREHED o

) S SRR
;i@ﬁi#ﬁﬁ%&%ﬂ%&ﬁ%%ﬂ%ﬁ%% (TEERIZRAR) BORE » WEIERIERIRENRES BOHEERNDS

114



y 4

o R ECIEAEEIERISRRIERISRIEFEY (FERZE) Bl > FRER TREEKT
& o

e BTHEF > RIEFISREEARMEN—F - AREIET TS - BEUERIZRE2MAL

e RIBFRBEEUMUE > MFERASHTEEREEEN

1. & E1EHI2REE - ARIBFFHIEEIEIERM » ERERERLL -
2. R EAERN—F o

S BTSRRI ISR » A BRI AR o
() mEmmiEmza - AMBEHSTRBAMNR o

S REEAEBRERIIERIRNTIEQEENBERR B - WETIERIREMEAKE - EcB BT

A -
() A mE TR RS -

4. RIS TR imAKLE
a. MAHERTF - BRERIS EPRIEET T2 MR LE o

() wessBARRREmERERS - SHTARRBEES -
b. [ EAEEERISSIET » T (EAITA MRS -
() Emmss et ERBEnEsISBnEs  BERRmA TS TERARI -

o. REEIRE RS o

115



6. BERGEHEZETRMMESR (PSU) o
TRIREZEPSUE ~ IKRELEDFEA 4R ©

MRICIETEEMER ... RE...
AC PSU a. [REIRARIEA PSU °
b. ERERREERETEEBIFA

DC PSU a. 1% D-sub DC ER4F1ZEEIHA PSU ©
b. $HEMEEISIEIR4A > #¥ D-sub DC TIRAFIETEREZE PSU ©

7. RZIBRVIETIRREEAERE - £EWEEREF !

"B T8 EIZ/R-ofnode_disapped_node_name '
8. el RIS ERERBENIE !

storage failover modify -node local -auto-giveback true
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* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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BETE2 . 14231 MetroCluster —{E R 2Z 52

AR IERIERES R EFETERI SR « WL BRHZEIESES « WERZERSEER
BT SRR EREEN -

* MREEAMELLAVENRS « AIERELARIR PG - MRFEREIEEAH « EZHIEFIZRE

A MR~ JRRHTABERNEZAN - AIEARERMPARIERIERIZR ZAEERE ; 2R RER
B ERD" o

* RN ERESRERE MetroCluster ZBREAREE » BERLERFBVAFIEBAREE -
metrocluster node show
1. MREAT T8 08 ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

T5AutoSupport B FETR B BRI Z /N

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (ZFHBEHE !
a. ERRZERIZFIIZERI QAN TSRS !
storage failover modify -node local -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) F
3. BRIBREHIBRBERASRET -

MRZIEESERERT... AR
AR AIfET—H&A -
EEERIME. .. #Ctrl-C ~ AREHTEREEE Ty ©

AR THEBRT ARG REREZESISIZENFIEZIEAVEHES ¢
2hE)
storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2@ A Loader I8RFTT ©

TER2 | BRREERES
EHIR GRS BRI PURROTTAR RS > (SR BRI IR I8 o
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1S JBE FIASSBRT Y RTC 3 o

1. RFIRTCE M o
2. By RTC &Eith :
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i RTC B E E e ERE o

3. RREBMRTC | :
a. MR EaERTEEEIRE -
b. BB » FEEM ERIMNSEEARSS > B R ERINSEASFE o
C. U—EAEREMBATME  RERHEBEIEA > FHERBATHEF
d. BRBETH > BEEMTREATME » BIREER o
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6. RERGENERETRMMESR (PSU) o
ERIMEZEPSUE - IRELEDE A 4R ©

MR EEERELR ... RB...
AC PSU a. FERLFHEA PSU o
b. {FERERLFEIESSEE BIRLR

DC PSU a. 1% D-sub DC ER4F1ZEEIHA PSU ©
b. $HEMEEISIEIR4A > #¥ D-sub DC TIRAFIETEREZE PSU ©

7. RZIBRVIETIRREEAERE - £EWEEREF !

"B T8 EIZ/R-ofnode_disapped_node_name '
8. el RIS ERERBENIE !

storage failover modify -node local -auto-giveback true
9. UNSREXA T AutoSupport > BIEIR (BUSHNE) BEHZEGIET

system node autosupport invoke -node * -type all -message MAINT=END

SEE 5 | EmkirdlEs L RYRFRER B HA
Ei RTC Tith » {AIEHIZZAFARREE — BIOS ERMERE » LEETHHERAE @ rRTC
@ date/time error. Reset date/time to default RTC power failure error L E 2
TEHARY > R LUEB I TLERZ S
1. TEREERVIESIZS £ - 8T HHAFEER -

cluster date show

@ MRIEHREFERR(ZILTEREINGER » sA7E HIRIE REFEERUEIS "Reboot node Wi [CIFE y » 24
BT Ctrl-C LB E Loader °

2. TER1BIEFIZR L £ LOADER 2 RF 7t MeEREFA B :
cluster date show
a. MNRFE - EXEHE:
set date mm/dd/yyyy
b. NRFE > FREEMEIGIRERE (GMT) !

set time hh:mm:ss
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