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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER S A

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



s

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

R

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

B PEZ 43R [0] NetApp - ASA A150

WEHFEMIBIRMAISRFRR ~ HPEZT 4R [EINetApp © W1 "SRG AT "FFHFMAE
B2EER °

gt
AR EEALEES - ASA A150
**E@M%%%ﬁ s [CIAER BRI AESS ~ FRERAE « FERIBHRAR SRR IR =i
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https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
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https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

RPRFRA AT AIE R ENF ; TR ~ G ARERAMTSZIRERPT -

TR LU L2 FR S ONTAP R4 32 1R BIFRE IR ASAIIAAE o
IERZ FFRR R R 2 R PR A MR SN2 R AH SR AR R IEAS ~ T B ENetAppBIFRTTH
L2 FEEmR T - HItBERISEE - GREESHAREP L ETENARFPEFIER D - -

RERAIZHI2S - ASA A150
ERES AR E SRR SIS T EAYITHES o

B L RSRAERR

IEREFERR AAMERRERNRR - AMERB=ERERERENFASEN > 552/ "ERERRILFHEEGET
RIRRRIR T 22457 - NetApp FGHEE" o

A Z Al
* SAMEE SR W E2RVRERRMSNE

° ONTAP A R A EIEETEE
° G{EEFI2ZH9 BMC 7ZEXEES ©

* REE AV ENTAEMRELIUE TSR -
* BRI RESER *

° HUTHM "RAREATUEE" o
° 1’ ONTAP FHRERZRRMIRE ©
° FRRIEMIRIRE "Active 1Q BEETREREE" o 58 N RFLBAIFERNTAKREE « AR TH LY LED

o

1.

Fi SSH BARE - WEAAHEIESEEMECEER / TES - KLETHTAHMIZEA -

2. ZILFRERFIR / EHTFE NetApp R4 ERIER ©
3.
4. YNSRENA AutoSupport » sEINGIEZREEIL > MisH TR R ABRHARAVEER] -

HiSSaktmin TIE -

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

s A EEEIRARY SP / BMC itk :

system service-processor show -node * -fields address

- #EREEE Shell :
exit
A _E—S e HAEMRIEIZEEY IP (it > 3538 SSH B A SP/BMC » WUEEHEERE o
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8. (RIE{UMN ARG RIME EIRS ©

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HRTE StrictSync I F#EHH SnapMirror [BIF121EHIEE | system node halt -node

(:) <nodel>,<node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

9. BEITYEBER » AARETNEEZFIZREA *y* :
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. ZRFEEREGISRE LT BETREARER
BEIE2 | 523K FAMetroCluster RS & AVAERE
@ WNRITH R AR A& EiZEMetroCluster BITHAE ~ sE/0ERILIRR ©

AERAPARERERES MR EFIENERI SR HUARAS « ML ERHREERIES « UERZIIEH BB RIBE
HlSfEERERHEN -

- MBHEETMELLAVERES B EXARMN PR - MBEREREIETAY  RR2WIHIRmET
% T RrHAEEHMERNT « B AT R SIEMIRHIS Y S ERTE ; HAR I aE e e
Fs" o

* WNRIEEHMetroCluster BB INBERZRIAERE - R BREZMetroCluster B:&E ThHAEARZ] ARAE - BEIRY
BEREVABEEERREE ( TMetroCluster THEERZ ) o

1. MNRERFA T LETHAE ~ BB TS RINGI BEIEILZEA - [System NodeIRKR DY FEEL*-type all
-Message MAn=number_of hs Downh] AutoSupport AutoSupport AutoSupport

TFIAutoSupport BEREET B BRI ZFIR/NEERRE ¢ Toluster! | >AMEIZEAutoSupport ~ DL FAERES
-# AALL -Message MANn=2h]

2. (FRE2EHRREEENEEIMIEDISE | Norage B B EEII-EEL AW - BBINIEIER )
3. RRIBAVIERIRBEHARRET ¢

R ZIRRVIERI R EERT. .. R
HARRT AfETR—2
EEERMIE. .. #Ctrl-C ~ ARAEHLIRETHEIE Ty, -
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1. #REREGHEEEGEERENHONBET « ARMERSEAN T REEERNSFP WASTE) I
BHHERIVERE -

RAERBEEEREERED WETEMRREREERER « BIFFER
2. RIS EEN A ANAABREREERERE - TRHERE—E -

3. BETFCAMIBF LR HEZIEMR AL « ST2ITRCAMIEIE « UREPRIRFERIZESISEA « ABAMEFH
PERIZR IR AR I AR TR ALY ©

4. BEHSREEAREZ RPN « IREEPAEEMIZERSRAE « FEREEDHR -
TER3 | R EREAE
CEER IR EE AR PRV S A A RIE LB EME A P BIE —EEASHRIETL -

1. RARIEEERBIER
2. TEPRUERRIY

a. #HTFLED F AR IEEmERNERILE o
b. FCAMIBIEHIZITZBEBINMIE ~ LI REIR P E AR SRR IS AR A M RS T B o

HEBR R PRI AR P RRRR ~ EE A IEHEAE IR -
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4. SHEBRIRECHE ATLAE ~ (EEEBRIAEE o

CAMIBIB EH2 S M FtAM_EhEs o
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b. INRITHAENLZRKBREERE « FEWRE -

C fEREAINEEEESRESHREEEREERE -

d. BMLEESER - ABRPITT—H o

S. BERMEREREFRNEIR « RERRAER o
6. R EEH SR EEER
a. ESEEHIZRFHEMBEILE « E%EF3F Press Ctrl-C for Boot Menu (¥£Ctrl-C#EARIETNAER) 1 S
B~ 5512 [Ctrl-Cy RAPERFIEIZR ©

@ MREEEATET « BIEFIZMEAERMRKEONTAP 155 ~ FB#A Thalty ~ ABEHAR
LR FITHA boot ONTAP) ~ WIEHIRIRREHE [Ctr-C) ~ ARBHEUILDER o

b. {ERIKTHRER T ~ BERVEEIRTUEIR -

rm

=R ERE4EAE - ASA A150

R AR HERARY HA AREE ~ B E SR8 « WAAHEZ 4R NetApp ~ NEHBEMIAY
RMA iR BBERak o

B | BRoE 5 RE AR RIHAR RS
A REREE M AERIHAIRRS « WRFBEEIFREURT S LRI RFAERE -
1. FEHERERTD ~ (OE—EH SRR AR A IE ISR AE M FERIHAIKEE ¢ Tha-config show |

PR T RIHARKREER FE % ARE] ©
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2. INRFTAATHRAER RN RFARBRR
a. FREMFEAIHARREE © Tha-config modify chassis ha-stu_J
HARRERYERT LA FHIEAR—IE !
= (rE)
= "Malc"
* TR
* {McCcCIP)
RN
b. IR EEEE : Tha-config show,
3. MREHAKREMHRTE « ABMRTERGRIEMEBS
4. BIRRENRA

SER 2 | AR EIRE MetroCluster AHREHRVE SR
I TREE AR £ iR MetroCluster FYRFTTEARRE o

1. BR:BFrEEEL R T &P TEXA) #REE | MetroCluster TEETRENIEA]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

RFRIASVM_ENEHRRFEDP BE5EM - MetroCluster 'Svserver show

B S EIEEFMTBITRERBBLIFREESEMINTE ¢ MetroCluster 2 RIEELIF show,
RIFEEETEAEIEER TMetroCluster IBR ) 2T o

HERUBAEEBSEM - MetroCluster TREER

o &~ W BN

ERERN TFHFU AR « PHREIEERDERITH !
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6.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AAREHE « BIeISTRR RS ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

EHEIEASnapMirrorg{SnapVault NFEEEHIAEEE o

TER3 | R EZTHEREGNetApp

NEEPEM IRMARSRERI ~ S MEZ R ENetApp © {1 "SR S E R EHNEN « H20EmR
el 28
P23 SR HAKEEE - ASA A150

T RER B IIE RS RMR A ~ LEHEONTAP SRR ABHZIERERIBRTT A ©

* FRE MR EEER L AIE B ELF o
. ?D%f@ﬁ’ﬂ%éﬁ%HAEﬂﬁ - BREMERIROAIREEFRIERIS (EAEFPES TREERIS)

* MR AF KA MetroCluster FAERVAERE ~ MABIBR—H "EHEERIINERRF" FIENE ST EZER

HER2RF ©

WNRICHEZEREERER « H1E « M/ \[EfRMetroCluster IR —EARREPIEHI SR RVIEHIZR B IRIZ T
BIHARCHIAEE - AREEAMetroClusterf5E L BR ~ AR EERICHALE « MHAFAEBEGSAEE
HAHARR AR R EEERYIR(E o

© WREFEEEEBHNFEEMISKMEIREE _replaced_ZEHISZMDER « RAALMIE o
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1. MREABT TZ4E1 IhA: ~ AMUATIHERE I B8 EZEAutoSupport AutoSupport -

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%AutoSupport Bl R8T B BN L 22 B/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAVIERI S BMAU T < -
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B2 _replaced_1EHIZFHVHAIEFERENFTBIRARID o TE FFIEAIP ~ node1 R IR IRTERR NI RARID
. 1873775277 .

nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

BIH2 | FHEWISIKONTAP RARIDMAN ZEFRRIL ALK
FEIRRGT - EALBEFIREIREMISGITIEG SR AID « TRERARMIEERERE

(D RAREIET(E
MR EBERNEIL AR RER ©

1. INREHKRERMELED_replaced £k ~ FHIZCHrl-CHRERRIZR « AR RAINAER PRI EAEEE
TUHYEEIR o

2. AN ASIDAERT « ERFIBTEERAKIDE « EXEHA TY] o
3. BEZRHID : "Disk show -A"
4. IRFEZEE TEMRLID ~ ZIDEETAUMIEER EBN—39 o

LT EEFIZERE R 4RID 118673209 :
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*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (1180732009) Pool0 J8XJEI9LC system-1
(118073209)
disk name system-1 (118073209) Pool0O J8Y478RC system-1
(118073209)

o {EMAEdisk showss @ PEFNRMIDENEMIE MR ERE | [HIRENIER- sEERRIDHEIRENIEIR-
s 118673209

6. B8 B RIEREDEC 7S LERR ¢ MHERshow -Al

B EAER R ERRARIRARID o UTEHARERTR AR 1YERIIHER « AHIRMRID 118065481 :

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERTAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)

7. MRENRBERREREREFHMEEENT « AIAAER T EP—ER2FRER#F R EMEINAE
RICERNENESIINTZREEMIE -

 ERNESREENESR
- BRSNS BEENE S
8. BEIETZE © Tboot ONTAP]

TSR AGIER - ASA A150

EERRRERATREE « GUREERNetAppEEMEAR MBERLE) -~ T LT
HIBRHVIRIE « RBFBIESHERELENetApp ~ MEHFEMAIRMAIE RFFAR o
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ER1 | ZEONTAP EHTHR A A 2o B A HI 23 A IS

IIRZAIREREEAONTAP W FERE (BNRHE) RERIINAE « AR _replace_ EIRGZECHTHVIZAE o Bt
BARERENINGE - RETHNSEMREEZES B SIS

BAFCEIETE

TR/ A - BEFERENTISEN AR _replace il - B « MIRZIBHHUEEETH—FAA
THAEIRERVENRS ~ RIRAASTHIHAEEITAHRREE -

HESh  7EERRS B RRBIS R AA R BITE RIR AL  FILEREZ BRI replace_iBS b Ra RIS
HEBREE -

FRtaZ Al
RIETBY AR 28EF TR

THORNERATURERESR - TIRIFAR  FIAERENTRY - ZEAMHREZRZE €524
NEFREF R AT AR R IREFAE R 2 B R KPR A &R ©

MBAGBIBITHR ONTAP O - 10.1 BMHRA » SEMPNBIIBIE (EAFFIFAS RS L
() EmERsZinEmEs - IRETRERAITIE ONTAP R « #SB3'NetApp Hardware
Universe"IXEVSEZEH o
| MBECEEHOBRLE - HE LIUSERBRLE NetApp SEEL 7 SIS TH TROZIE)
BE o

@ RitD E@JE%‘SFE%E’J%E*&%%_E AR R X E RS LR F I AHAL o MREIEI0X
MR EIM B RETIBIE FERM « SBMHASRMIIRERFT -

2. ZREGERESE | [RRREME-RIEHREDE « RESH..

3. MEEBIRERE .
a. RERERRRE | TREBE-KREMB-Simulate
b. yISBEEMERIERE « FHBIRRERRE | HREFE-RER

HER2 | B ELIFI B8 F5E

8 _replacementBiIEXEIARTE 2 Al ~ CREZ SRR ZE MRS UNH T EFE L « 1SR AutoSupport BSF
T TBIOS) -~ :5&$% replacementEiBEMIFSE « AR ERBIINGE

1. BB E N EEEAETFRSHEIEBEER © Tetwork interface show -is home-false |

MBEERMEGHIIAR - BREHEREHETEFIR | network interface revert -vserver *
-1if *

2. [ENetAppZ IREBFIGEM AR FSR ©
c MREKAT B INAE ~ sAEE THE MERBZERFSE o AutoSupport AutoSupport
° YR AutoSupport RESFILEINEE ~ FEEE "NetAppZiE" UBERFIR
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3. MEREMREMN - MFBFMEN « 2R "WAIEA ONTAP FEESIENITEER2NNEE" MHE
XE o

4. YNR#EEE AutoSupport 4EERTER ~ FA(FER4ER system node autosupport invoke -node * -type
all -message MAINT=END @< ©

S MMRFHEHMER  FEME | [FAEAEBEENEAE-BFiiEtruel
$EE3 | (T EEIZEMetroCluster AR 4BRE Rt HAE EE S 2
I T E(EE AR 225 MetroCluster BYRSEER4HAE o

1. BRSSP A ENRE R D ERER S TRUA. ARAE  MetroCluster REERERRL

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

LA SVM_EMEHFEY B5EM © MetroCluster 'Svserver show
RS EIEEFT TR ESLIFREESEMINTER : MetroCluster Z2RIEELIF show,
WEEEERIMTMAEZAFER TMetroCluster 3BR ] SSHITIA o

RUBAEEBSER - MetroCluster TREEMR

o >~ W Db

EREEN TFEUH ARRRE « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AARREF « BIRISTRHR RS ¢
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBI EERRERBEREASETH » A LUEA MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

6. B {EMISnapMirrorg{SnapVault R5EEERYARRE o

T4 | REEZHEREGNetApp

MEHFEMBIRMARSRFR ~ EEEFEZHREINetApp © #1 "SR E MBI RFHAEN « F2REM °

B2 DIMM - ASA A150

ERFARMARERE R ABHIEHIEEPH DIMM ~ AIIIRBE 2 RERIEBE R
AEMEIERY ECC #6552 (FHMEIERVEESRIEIEDS) B% - BE EHNE— DIMM HEME
W~ BRREFRGEAFRME ONTAP o

RBERHFTA Rt AIERERE ; TR » GRS RIS IRERPT o
T ZAfE RIS R BB HAFRU T R E RS R T o

TER1 | BAPAR IBRVIER] 23

EERAPARIERIERES R EFIENERIR RS « MIELBERHZEERIZR « UERZIIEH SSEETZIRE
HlSEERERHEN -

RAREIETE

* MNRIEE SAN R4t > BN ERERIERSI2s SCSI TJ#HEHNE cluster kernel-service show ©
“cluster kernel-service show 85 (1t priv #EFEE) SEEREIZARE » PERE ZEEEAY ] FHEARRE
DAR s B EE RV EZEARRE ©
FESCSITI R RIEF A FERE E PR E M ENZA R I EAREE o (ERIFEENBI R « TRl EEITER o

* MNMRREEMEU EREIRS « AIRENBRNHPEAREE c IRFBEREIETEAY ~ S E2HITHIZZETR
A MR ~ RNFEERNEZR A BERASIENEHI2 2 BIEIERRE ; AR HERiEEE
BF" o

1. MREAT TZ481 Ih8: ~ BB TYHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

TF!AutoSupport Bl R8T B BN 1L 22 B/ /) VB
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2 BREHRE
a. {ERERIERIZRAVIEHR QWAL TR S !
storage failover modify -node impaired node name -auto-giveback false

b. A 'y ELEIRT CESEFHREIMOE? ) &
3. RRIBAVIEHIRBEHARRET ¢

NRZARRVIEH S EE ... RE...

AR AfETR—2

EEFFE. . Ctrl-C ~ AR IR REOE Ty) o
AT EISRT TR 2 RYIERIZRIZ E S LR BRIERES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 FHTEA Loader IERFTT ©

4. MMRAFEEPRIE—(EIEHIZRRAE - FRAMEIRMEAERS « AR NBRIGEEN TRIBIERIRNEBIRR

TER2 | BIRER AR
AEFIUERIZRAERITTH « MRRLRRFEPRIFERISRAE  ARBIREHIEE LAIES -

1. IR RIEH ~ FHIERE o

2. FERESEHEEERERRENHONGER « ARIGERISEER T RAERNSFP MARR) 1t
EHHERAVERIE -

SR BTEREEREET « WEEENRREREEEER « BIEFER -
3. {EERISEENAAMARBIFEREREE - TRAKE 2 -

4. BETFCAMIEF L2 E RN AL « SER2ITRCAMIBIE ~ P RIMRIERIERI2SIEAE « SAEAMEFR
PERIERIRARIE AR PR ©
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o. BIEITRISRAE « RERERETFRNREL -
6. BAEGBER UEKES « AREER e Ry « BeIRRGES -

.

$EE3 . EHADIMM
EEEHDIMM ~ SE7EIEEISRAYRBIDIMM ~ SAB KBS EH 5 BRI EST o
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1. WNRITE RIEM « SHIEREIEM o
2. 1 EEEFISSEAEASERINVMEM LED o

TEERARRTHZAT W RHITEFHRGRAN « LUBRTTIHEEMIER (NVMEM) FIERKEAR
B} o LEDUEERISSRAESE - S TIER ¢

3. YIERNVMEM LEDKREH « BIFENVMEMAUR B ERAR ; MRILBHNA TP B « BERITAEFHHNT—
EIE-

4. Y1S/NVMEM LEDIE7ERSIE « BIRTANVMEMA B E R « IS BB E ER USRS !
a. #HEEM R TEMBFEEEBIBEIER « iSHERUEHERRA « AREIEEHN T BAER o

b. FEANVMEM LEDFEBSHE ©
C. EFTEIFEMIEE o
JR[E] HER3 | EHADIMM EFHEENVMEM LED o
FREIER 2315 4H FRIDIMM o
EEREEDAIDIMMA R « UEELEEE A EEABIRHDIMM o
42121 DIMMRRIFYREDIMMEE 3 R 535 ~ AERDIMMIEERIEFIEH ~ FEUILRDIMMIEEEFRE o

© N o O
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DIMMiES 2 BB IR SE R R B 7 -

10. FRTEREIEES EAIDIMMIBLITE R BER BIRKILE A DIMMEEBA S ©
DIMMETEZHEASEN - EREZEESFAEA  MBEA - HEGOIMMEIFIBET  REEHIENA «

() EnmEDIMM - RBHHEILEREAEE o

1. ZEDIMMIEIRZ G/ VOMHEA ~ BIRREMEA  BEIEHEHER R ADIMMMHATED

12. HFFINVMEME HIETRIEHE - A RIS ERE MBS « B -
AR B SIA  o

13, & LyemIss iR -

TER4 . EAMREIEHIZREE

EIEHIS AT 2 & « SIS R B -

SRR

1. BRI - HEREEH -
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2. ARG AR BIIEHBRRAAAVFE R  FHIHER o
3. REGISEAN IR EEFERR O HE « RERIEGISREEREERGEN—F

() Etsmzs AR RIS RER R B AR o
4 BEEBHRERY: -

NRICTEPRIFASE RS (QSFPEISFP) -~ FACISEEAHBHRREMRE -
O. STREHISEANEMZE ¢

MRIEHRMEER... RBEHITTIITER...
HAFC ¥ ERIZREE— B2l AKAE - iSRG o

a. IRCAMBIBER RO ER - REFI2s AR EHEA - EEIEHEH
BRI ST 2L ~ ARKECAMBIBRMEHEME -

@ RHEHIBHRARIB A KRR  SR/0IBENM S ~ URIE
iR o

RIS —BEREEHAETD - MERGHR o

b. IREHARENLEBEREERE « FENRE -
C. ERHAUMEEEE T ERHEEBREERRE -

i
ot
5
o
QO

- ICAMIBIEE N FRIIER ~ iHEHISSREREEA - EReHs
BE R STERMAL ~ ARECAMBIERMAEHEME -

@ R EERIZRIRARIR ATRERT ~ SB0BERT] ~ URIE
IRIE RS o

b. IREHARENLEBEREERE - FENRE -
¢ ERHINEEEESRESRHREEBREERE -

d BERGEMEEEZERHERNER « ARHERUFHEERE
R A

L ER5 . (T E1ZEMetroCluster IR 4HRE YO E S
T E(2E AN & EEMetroCluster BYREERAHRE o

1. BRSSP A ENRE R B ERER RS TRUAE. ARAE : MetroCluster TRERERRL ]
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show

3. BB B ERIEEMPITHNEMEILIFRERSTEMINTEA - MetroCluster ZFERELIF show
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH

5. HERRUIRMEEBS5ER - MetroCluster TREER]

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
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IEABEMIBIRMAISTFR « 1S EE S #HREINetApp © I "SHHE S I T iR BHEEN « HSHEME -
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TEI/OEITHRR ~ IERI AR FRERith AR PR RERR I o SBHASSDRVIZ 28 A IS I e TUhE iR
1% ~ BHHDDRYAZ - A i s VAR o

SR EEER - TR ERLEMERRIRAREES « 5 HMERLFEEEPE o LEIh ~ IREERERE R LAY
FELEDA S PEREREI FIHIFELEDER & it o

FAYaZ Al
© EEMEIREZ A - BERREEBMEL R ERIRANERIFZES (DQP) ©
* AR T I T < B AR storage disk show -broken °

BRI T RS B R MY ~ (OREENIR - AEBRATRS -
() FERASEME - MEETTARER R G LR S E -

* FEE RS ERASEDERE °

AR R 5 NBURAR AR AR A 0 o NREA SED 558 ~ A AfFA SED Fism "
(NetAppNZERIERE) (F3X) ONTAP" o FEISRRIEFMRSEDZ HIfIZ & ~ BRI THEMDER o
* SRREE R & T IR E IR o 5528 "NetApp Hardware Universe" ©
* BREERATHFIAHMTHEERENE ; IRRE ~ EABERSMTZIBEBF o
RIFEETL(E
* WERSEIR T EEEH (FPETEE) ~ ULEIERHMIFE R AAIFIRERRS o

« BRI « (AETERS IR ISR BUE A AR Y RIS — D - MBI AU R
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K o
a. RERPRARBER BOREIRE |
storage disk show -container-type unassigned
TR E—1EHI2 R4 LA RS ©
b. SRS BRI
storage disk assign -disk disk name -owner node name
TRIATEE— RSB E LRMAR S ©
TR B AT — ISR S (R o
C. MBARE » FEMRE BEHIRHIEK .
storage disk option modify -node node name -autoassign on
A ETE M EEEHI 23840 L S 3 R B SRR TR o
10. yIEHBEMTAIRMARE AR SRS 3R EINetApp ©
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RAMEIET(E

* MNRIEH SAN 4% > BIABERERIEIZETIZS SCSI JJH#EMNEHEE cluster kernel-service show ©
“cluster kernel-service show 5% (1t priv #EFEE) FREERENZAE « PERE ZEERAY AT FHEARRE
DAR s B EE RO EZEARRE o
SESCSITI R ERIEFE R R E PR EMEIRLE M RIAREE o ERIMBE N BLER - TReEEITER ©
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TR
1. WMREAT T8 I08: ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
TF!AutoSupport Bl R8T B BN L 22 B/ /) VB
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. ZRBEHRE !
a. {ERERIEHIZRAVIEH QWAL TR L !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIMOE? ) &
3. KRIBAVIEHIRBEBARRET :

NRZARRVIEH S EERET. .. RE...
HARRT AfETR—%
EEERIMIE. .. #Ctrl-C ~ AR NI THEIE Ty, -
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storage failover takeover -ofnode
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--halt true_ 2 EHTEA Loader 12 RFJT ©

4. MRAMEFEPRE—EEHERRAE « ARAPAEIRERERS « RENBIRIGER T RIGEFIRABIRE o
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C. ERMANEEEE T ERHEEBREERRE -
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% o

L ER5 . (T EE1EEMetroCluster IR 4HRE i[O ESEE
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show

3. BB B ERIEEMPITHNEMEILIFRERSTEMINTEA - MetroCluster ZFERELIF show
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH

5. HERRUIRMEEBS5ER - MetroCluster TREER]

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
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* TR F FB R ONTAP R4t Z 1B RIFR B RRASHITNAE
* RPRFR A AT AIEEEF 5 TR~ S ARSI IR EBFT

WA RIEETIRIA RTC &ith

TER1 | BAPARIRRVIER] S

A ERMPAREERES  TREFIENESI SR HUAREE « ML ERHREESIZS « UERZIIEHSEE R IBE
HlEs TR ERHMER o

RAMEIEL(E

* NRIAE SAN 47 » BB EHRFEEESIZS SCSI JTJ#MEHENE cluster kernel-service show ©
“cluster kernel-service show 85 % (1t priv EFEE) SREEREIZLAE « PERE ZEEEAY O] FHEARRS
DAR sz B EE RO EZEARRE ©
FESCSITI 2 RIERF A e E E PR E hERRA R P EARER o (RIS EESABIRR ~ 7 e B ITER o

* MRBZEEME LRI « AIRENBRNHEARRE c IRFBEREIETEAEY ~ E2HVITHIZZER
A MR ~ RNFEERNE20R IS BERASIEEHIZ 2 FIEIERIRE ; 2R "HERiEEE
B&" o

TR
1. WMREAT T8 I08E ~ SBMUA TYH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%AutoSupport Bl R8T B BN 1L 22 B/ VB

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. (FHEHRE !
a. fEREEH SRR QAN TS

storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZIBAEHI BB EHARER

PSR EAET... ..
AR IR HET—% o
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show

3. BB B ERIEEMPITHNEMEILIFRERSTEMINTEA - MetroCluster ZFERELIF show
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH

5. HERRUIRMEEBS5ER - MetroCluster TREER]

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
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