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1. YN ERA AutoSupport ~ 550U A AutoSupport sLERIER BENEILEZ . system node autosupport
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EIE1 D AINERER

1RAILUTE “boot_recovery -partner #1477 ONTAP 9 ° 16.0 KB HhRASHI ASAR2 & HERAGS « ®EE
BAEEER ONTAP G (BRI%IRRSER) -

a2 Al
BICTEZEN R L FItE BRI IRASSRIGHT « [METE Loader IRMF L FEEI T B MRAEER :

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (boot0, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>
MREFZLAS ~ BIAZRIER ONTAP BRI

HER
1. 1£ Loader $#2/"F7TH ~ BA boot_recovery -PARTNER &< ©

EEE TR "Starting boot media recovery (BMR) process press Ctrl-C to abort... X Bia ¥ 1A
o

2. 1 Loader sREASHEZEEFEIFIB W B IBHIT netboot BF nttp://<remote-partner-
IP>:65530/recoverydisk/image.tgz ~ BESiZiEfF ©

MR EITE « "Starting BMR ... SE LG - EFERARERRF °

a. RAKRRELHEEREN « LFEITIHR :
key manager is not configured. Exiting.

b. MNREEEITHE « RIRERE Onboard Key Manager ( OKM )



key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

S ELUSERERER ©

C. MREETINE « RKREREIBEHEIEE (EKM) o FifE EKM EEL TR IRERR

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

BEEHITEERARRMEMNMER « env X + mdb 7 RDB #Y BMR #2fF ©
4. BB TIRSE « RS ENRMEL TN BMR !

varfs backup restore: update checksum for varfs.tgz

varfs backup restore: restore using /cfcard/x86 64/freebsd/oldvarfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: Rebooting to load the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

HIH2  FHANESHREERAETER

f&B] LAfEA “boot_recovery -partner $3ECEHIIT ONTAP 9 © 16.0 BeEHhRZASHY ASAR2 & ~ A TEB M+
EIRLIEIR ONTAP MR (FAISIERSIEIR) o

FItAZ Al

B IRIE AR B B B IR AR ERERT « KT Loader IR F T MNEEI YA EMFEIEER



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...

Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

MREERLAE - BIBZRIER ONTAP BRI

1. 1£ Loader ##F 7T ~ A boot_recovery -PARTNER &% ©

EEEETAE Starting boot media recovery (BMR) process press Ctrl-C to
abort.. - M FAIEHIIATRE R LRI IRIEIESE -

a. IRERTE Onboard Key Manager (OKM) -~ & EEFEIT3EmH :

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

2. ERTFITHEA y ©

3. BICEIR BRANESEEIERENANZE Enter the passphrase for onboard key
management:

4. BRI TICHETTER  FERBARSTREESNTIEIEE -



Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAASYRO6UAAAAACEAAAAAAAAA
QAAAAAAAAACJIZz1u2AAAAAPX84XY5AUOP4JchbIt8wiwOZoqyJPJ4L6/5FHIOY] /w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAAARARLA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATJAGr3tJA/LR2ZU
QRHwv+laWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVFEPxXAAAAAHUgdVQOEKNpP

iR F e ~ EREZITIIRE !

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

S. BEEMITEIEREREMAER « env 2 + mdb 1 RDB #J BMR #2fF ©
ZRTHE ~ RS ENREILUSTHIER °

IR 3 | ERMIEREERAETER

& B LAfEA "boot_recovery -partner $3ECHIIT ONTAP 9 © 16.0 BREEHhRZASHY ASAR2 & -~ A TEB
EIRGEIR ONTAP PR (FASIRRREIR) o

BT E R L Ft B FIRRE SIS « I8 &7E Loader 1R F T FEEI T B MBKER



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

MREEDLEAE ~ BIHEEERE ONTAP B o

HER
1. 1£ Loader ##F 7T ~ A boot_recovery -PARTNER &% ©

EEEETAE Starting boot media recovery (BMR) process press Ctrl-C to
abort.. - M FAIEHIIATRE R LRI IRIEIESE -

a. MREREIINFEWEEREN (EKM) ~ EREBDTIER !

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

b. MRERTEEREES «FA y °

key manager is configured.
Entering Bootmenu Option 11...

T

Bootmenu Option 11 B2 ~ERAEMAPFER EKM ABRRE ~ LESEFMEILABRSIESR ©

2. EEERTEEA EKM BE
o fizE 1 * KEDENESERVIENA EKM FFEA o [SFEZEA SIS EKM BREHARAERINE o



3. 1% "Keystore UUID #1 *Cluster UUID' @& IEFE o

a. EEEBMHEIEL L - £/ cluster identity show s S #EEXEESE UUID o

b. FEEEMHEIEE L « £ vserver show -type admin ‘key-manager keystore show -vserver
<nodename>'fp < M ap T HERY Keystore UUID

C. HIRIRTEE - BEA Keystore UUID FI#EEE UUID BIME

AR CNRSERAMBEAER Al RRE B ERSZ LAY Mroot-AK £REUS
Keystore UUID Flg&% UUID o

E&:8 x-NETAPP-ClusterName: <cluster name> #E& UUID "x-NETAPP-KeyUsage:
"MROOT-AK" Keystore UUID B4R « URBREHA ERNEE o

4. BEPER Mroot-AK HREREIERZE ONTAP i o

S. MREFFEERER - LEHITIINE - FERINERZRA Shell :RE eOM !

ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be available.

LR R i b b b b b b b b b b dh b e Sh b I i b S b b 2h b b SE b Sb b S S I S S b 2h b b dh b db b 2 db b dE Sb o 2 4

& A TTENTTION &
* *
* System cannot connect to key managers. *
* *

R R e a2 I b b db b IR b db b SR db b S b I Ib b e SR b S b S S b b Sb b 2b b db b db b 2b db b b S i 24

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

/

a. “boot_recovery -partner TERIE IR EIBITEHS ©
b. ERHFARTEHIT (y I n) EKMEIEEF « ;AP EIEE °

75 8 (B mEEE n IR « RS ERMIIERFL -

C. WHMBELEEELUNE /ccfcard/kmip/servers.cfg TR B o EHEURETHIEA ¢
* KMIP {EIARE ikt o
* KMIP 458 o
* Keystore UUID °
* 1} /ccfcard/kmip/certs/client.crt ¥E 224825 A P Ui /&35 o
* 1t /ccfcard/kmip/certs/client.key 1&ZEE AP IR 8 o



* i /ccfcard/kmip/certs/ca.pem 1EZE#E s KMIP {FlAR2S CA ©

d. ERTRFITHA systemshell ~ IEBIEINBEREA systemshell ©

e. WAMRBBINAERZ TR ~ FAK eOM ~ ABRRIESFREE o

f. EF exit v L WINAER R Shell #5R o

0. MEETIRINAEER o BEGEIR 11 LUEE EKM BIR -

h. [B1% "y T7IRRE « LEHIRRREEAGTAINENSEEH
* 8RB A /ccfcard/kmip/certs/client.crt fEZEMIEZR ? {y/in}
* IR WA /ccfcard/kmip/certs/client.key HEZEMIEAR ? {y/in}
» IREEER /ccfcard/kmip/certs/ca.pem HEZMEAR ? {y/n}
* IREE A /ccfcard/kmip/servers.cfg TEZMED? {y/n}

6. MREWEERER « QMBI SREN SHREBIEE o

B FEZ 4R ([0] NetApp - ASA A1K

INEMFEMFIRMAIS TR ~ iREEZHR[EINetApp o ¥ "S{HEEEH
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1. {EH security key-manager keystore show Ti S HEE Key Manager B BRITEENALE o MNEFMAEN « 552
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Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2? 10

2. R BT 4E4E o "This option must be used only in disaster recovery procedures. Are you sure? (y
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Enter the passphrase again to confirm:
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ WMREETRAEEHAE © sB74EAE Successfully recovered keymanager
secrets ° HITRREHHELUEEEEER ©

6. TERAMETHRERPIEEVEIR 1 ~ DUERRRIEE ONTAP o

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
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* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 1

7. HESRIEHIBSM TS BB Waiting for giveback..(Press Ctrl-C to abort wait)



8. EEEBMHME L - IEERHIEHISNETIEM | _ FAFERERIEREEAE -fromnode local -only

-CFO -Aggregate true_
9. REfEF CFO Aggregate Bt « FEZ#1T _security key-manager onboard symc# /\én %
10. #iA Onboard Key Manager Ry# & 5B #2205 -

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

. BEIFMESIRE SR . security key-manager key query - restored FALSE

There are no entries matching your query.

() mERNSHAER FALSE B « FELREMER

12. RES1EBHEM GiveBack &% : storage BIEFSEINIERIE -fromnode local

#IH 2 | BRI EREERARSBEBHRR
7t ONATP FHtEINRERIZR MR & iR EIRT2TUARRE o

FAsaZ Al
TEETINENRERIMIEIREIEEN (EKM) 4
s IREED —(AFEEELEEA /ccfcard/kmip/servers.cfg 1824 ~ HE THIBN !
* KMIP falfR2s ikt o
* KMIP 8458 o
* WEMEBEEL A B IR/REE DS /ccfcard/kmip/certs/client.crt 1§23 o
* RHEMBRERRAS A P inEi8#E 4 /ccfcard/kmip/certs/client.key #82%
* REMEBEREE T KMIP {ER2$ CA #8748 /ccfcard/kmip/certs/ca.pem HE2E ©

1. 1 ONTAP FHI&IhAERPEEEUEIR 11 ©

23



24

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. RIFIRTE - AR EEWELEERN
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}Yy
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
ST LA TR ¢

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}n
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. IR TEERTIENR !
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. IMERFRTTA

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

25



S. {EFIMETHAERPEERUETE 1 ~ DUEAERIEE ONTAP o

R b b b b b b b I b b b b b b b b b b b b b 2 b S b b b i b b b b b b b b b b i b b b b b b b d b b b b b b b b b b b b b b b b b i 4
*khkhkkkhhkkhkkkkkkKk*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R e b b b b b I b b b b b b b I b b b b b b b b b b b b b b I b b b b i b b b b b b b I b b b b b b b b b b b b b b b b b b b b b 4

R b b b b b b b b b b b b b 4

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 1

TR 2 | e IR B R
TR ERAAREN R MHEFRE - UEEERERTRARIRIEEIRERF

1.
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BmEFESHL

MREFESET... RE&...

BEARTR SARITELERG o
EEERIRE. .. a. FAGTEBHERIES o

b. 8 storage REETEE show T ~ HED B IZIEH|SIE E AT AT HIRIE o

B EIEBBERESIEBMHIEHIZS « YMEFEA storage BEEEEIRIEIRIE -fromnode local -only-CFO
-Aggregate true <G BIRIEHIZEFREERE ©

° WNREp L HHIRHIEMARR « SAERISIREIEHR « EREIRETHEED - HEWREIEHEIRSLE -
© MRS HEIEBH TR MEW 55 5 0iE B HAFRRESERHZERY -

° YR AHFNDMP ~ SnapMirrorg{SnapVault JRIZMEN T T EK « sAERLREF o NFEFMAEN ~ 552
R EBISXHHIC ©

L5 3 iE ~ RB(EF storage BiE12E show ML IRERIEREARRE o



£ clusterShell 2R T » i A network interface show -is — home FALSE #5% » 5| A7 E 124 2350 %
O ErViEsEIEO

MBBERNESIA false ~ 55 net int fert -vserver cluster -lif _nnodename &% ~ iEE LN EER[E]
HIFEFER o

BEESBREE BIZIEHIER - REHIT version -v i< IRIERE ONTAP R4S o
M storage encryption disk show iBRI#EH o
1 security key-manager key query 32 REENMEGFEE R EIRAMMB LGB ESH/EW D
° YR TRESTORED] ##= lyes/truel ~ fERLAESTANEIRIZR o
° Y8R Key Manager type = external #] Restored i = UIMNIEAIER yes/true ~ s5EH
_security key-manager external 2R _ S8 REREREFSEMEIE ID o
@ MR LRI ~ BT P ZIREPT o

° Y1R Key Manager type = onboard #l Restored i = LLIMIERIIER yes/true ~ s5{EH
_security key-manager onboard sync an < 2R EL BB EIRL BRI EEE o

£/ security key-manager key query 85< ~ HESOFTABEE £ Restored I = yes/true ©

- BEESBRERESIERITHIES

. f£A"shorage R#EERRIE-fromnode"ip < FREFIRIZHI2S o
10.
1.

WMNRIET(ER storage BEETEE modify -node local -auto-82 & true S8 %12 ~ BERBEHNE o

YN ERA AutoSupport ~ ;516 system §iZ% AutoSupport MY -node* -type all -message MAIS=end &
L EBR/ MEBEILERE -

B PEZ 43R [0] NetApp - ASA A1K

MEHFEMBIRMAIS R ~ R FEZ R EINetApp © W1 "SHREE SR FFEE -
m2REH -
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