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1. YNSREXA AutoSupport ~ 55U AutoSupport 2RISR BENEILEZ | system node autosupport
invoke -node * -type all -message MAINT=<# of hours>h

% AutoSupport Bl REERBEZEIIZFM/EF | clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h

2. (ZHRBEHISSEIZEANBEHMNIE | storage failover modify -node local -auto-giveback
false
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Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot(0/X86 64/freebsd/imagel/kernel: Device not
found

ERROR: Error booting OS on: 'boot(O' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (boot0, fat)
ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

1. £ Loader 2 RFTH ~ BARS :

boot recovery -partner

EEERET IR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. % Loader sRE AR EFERIR W SERHERHITE « BIERRERIERER netboot ©

& netboot IETE#TEF » “Starting BMR GRS ©

3. IRIEINE TS % - AR S CARMARRRAYEIR
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IMRKRERAZNE « RIREREREF SEAREZREEN BN TEEET -
a. WEFBHEREZERFENAER « env 23 + mdb 1 RDB K « FHltEREERERF °
b. WRIEFRFTEAE « ENRGFEMB o THARBRTIMIEMT)

varfs backup restore: update checksum for varfs.tgz
varfs backup restore: restore using

/cfcard/x86 64/freebsd/oldvarfs.tgz

varfs backup restore: Rebooting to locad the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var

backup.
a. EERNEMFAKE « FRRARARECEM LFBEEEES - LFEST R IERRIERT o
b. FZERVITHIBRREBEHFFRE « FHIMEEREF !

storage failover giveback -ofnode impaired node name °

AELHREERER (OKM)
NR{EAE] Onboard Key Manager (OKM) -~ R4EEEET FYIET ©

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are

you sure? (y or n):

a. £ Bootmenu Option FemF it ~ BWIA Y LU EFER bootmedia R{EEEIE o
b. HIRIERE « FAHAANESIREEENEREN - REBREABEZIHEURES -
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Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAA3SYRO6UAAAAACEAAAAAAA

AA
QAAAAAAAAACJTz1u2AAAAAPX84XYS5AUOp4JcbIt8wiwOZoqyIJPJ4L6/5FHI Oy

/w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAALA
AA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWvdeHr SRCAVHGCl10+WwAAAAAAAA
AA
TgAAAAAAAAAOAAAAAAAAAEOTCROAAAAAAAAAAAAAAAACAAAAAAATAGTY3tJA/LR
zU
QRHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVEPXAAAAAHUgdAVgOEK

Np

C. MEEBHERERB/NER « env 122 « mdb A RDB B - SFlEEIEERIER -

IR SER R ~ BNRER ERTRAME o OB RMIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.
d. EEEEMMAKE « ERRARCEM LEEEFES - FETRRERRIERKT o
e RZIERIEHIRREEMAERE - fEWIEEREF !
storage failover giveback -ofnode impaired node name°
f. QA CFO E5REMIKE « ARIT TSRS o

security key-manager onboard sync

SMEREIRBIEIER (EKM)



NRBERTE EKM ~ RMERETR FIRET ©

Error when fetching key manager config from partner <IP>:

Has key manager been configured on this system? {y|n}

a. WA Y BEERE EKM o

key manager is configured.
Entering Bootmenu Option 11...

A SRR EE ARV EREREERR EKM R7E °

b. HIRIEREF - FEEASE EKM AARRRE o
C. ERsB#EE UUID 1 Keystore UUID MIBIE 2T 1ERE ©

* EETFRBMHEE L A TS <REESE UUID -

cluster identity show

* EEERAHESE L ~ A T8 < HEEY Keystore UUID ©
vserver show -type admin -fields uuid

key-manager keystore show -vserver <nodename>

" MREERHERAEAER « 55 Mroot-AK $2#EY UUID :
* HINEE UUID ~ FEA TGS !

x-NETAPP-ClusterName: <cluster name>
* HH Keystore UUID ~ sBEIA @< ¢
x-NETAPP-KeyUsage: MROOT-AK

d. HIRIETRES 358 A Keystore UUID FIZE£ UUID WI(E o

e. HEBESHINERME « FHHKE FFIEA—IEENE
IR SHOEMINER - AINERFSEET SHBEME - BEETIR4 o
RSB ARINER - RAFGELL « LEETIERMEEANE - EFRNITINERERE o
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ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

System cannot connect to key managers.

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated
Uptime: 11m32s
System halting...

LOADER-B>

. BERREIFINET « AR ARCEN LG EEFLESR - URETRSERIRIERD
0 RRIBHEERIRRERRERRE  FEWELEREF

storage failover giveback -ofnode impaired node name°

4. MREBMECEH « FEWRUA :
storage failover modify -node local -auto-giveback true?®°
5. YNSRERA AutoSupport ~ FEER BRI ZER :

system node autosupport invoke -node * -type all -message MAINT=END °
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