FIRGRS - FEIEIR

Install and maintain

NetApp
December 18, 2024

This PDF was generated from https://docs.netapp.com/zh-tw/ontap-systems/asa-r2-70-90/bootmedia-
overview.html on December 18, 2024. Always check docs.netapp.com for the latest.



Sk

FAEIERS - FEIER
FEIFIEIE RS BB - ASAA70 F1 ASA A90
PR BE T T A2 © ASAAT0 #1 ASAA90
PR AR IATESK - ASAAT70 F1 ASA A0
WENER G ZIREIAKAS - ASAAT0 1 ASAA90
RARAIE4I23 - ASAA70 F1 ASAA90
EABIYEAS - ASAATO0 1 ASAA90
R IRIERR{SR © ASAAT0 F1 ASAAQ0
BIRENNZE © ASAAT70 1 ASAA90
HEHFEZ 4R [E] NetApp - ASAA70 F1 ASA A90

© O OO0 NN =~ a

N
a A



>

i

FIIRES - FHER

FEFMEIE RS RIS T - ASA A70 1 ASA A90
RBILUER USB 1241 EA RIS « FEERNIER R ERS o

FEFIEFRSEVAERER 77X « 7€ NetApp XERMHIL T & ONTAP BR{R « iFBREGEE#EI USB BARRIK ~ THEE
BRI « LURFENAERMEINERIER  EERAIFIHRGRE LR ONTAP B -

FHMEAE AT (EF2 © ASA A70 71 ASA A90
BT TERIE D B ok B AR YRS o

o “RBIREIAAR R

AETRFMGE - CRBAENEREEK -

o BN ES BRI
BEANREDORERS SR BN RS

e "RAPARZ RAYIEHER"

RAPAEIZ BTN RIBRVIERIZR « fEik RIFRVIERIZSSEME I THRERABRVIEHI A FRBIR M ER -

o "B R AR

RRFEEEERIRBIEFMRRE - AR LRE NI « AR £ USB IREJHLERIER ONTAP BRE&(EinE]
BIAFIRLRES -

e "FtRIRIEBR K"

it USB HABRIERATE ONTAP B ~ IBRIER AN « WERFIRIZEE -

e "B

€ ONATP FINRERBERANE S B EERVERSIMNIZREERERER -

o "R R ERIE G NetApp”
INEMBEMBIRMATE R « 2 HR[EINetApp ©


bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

BHMSIHRE SR HATESK - ASA A70 1 ASA A90
TIARIIERE > AT BRI TIIER o

* B BRA —ERTUVCRFATI2RUSBIREIHERE « AR BENRTEE « Z7H:EM Nlimage_xxx.tgz1 2

* VERIERER image xxx.tgz T USB IREIRERRE « UEHBEARERFPER o
* AR REREE R R B RFRUTTH R BRI E T -
* SRS TEIERERVIERIZR LEA TS RPRS<

°© _EiE_ RIS BRI THERERIERIES o

° _Healthy#Z=H 2@ R BIEHISHIHAG 1R -

BMEMNEEIWZIREAIRES - ASA AT0 F1 ASA A90
FARAI8IEHIZS 2 AT ~ BB EEAY ONTAP hRZAS 7 218 NetApp Volume Encryption  (
NVE) ~UKREHNEREBRAAESTEIERRE o

FER1 | EEH ONTAP IR ZEZE Z#& NetApp Volume Encryption

BEA ONTAP HrAs 25212 NetApp Volume Encryption (NVE ) o IEEEI TEH IERR ONTAP BM&E
RAEE o

1. T TS S ~ HIETTE ONTAP fREARE XIBME ¢
version -v
MR HE3IE 10n0-DARE » BIEHEERATRZIE NVE ©

2. RREAMEEZIE NVE ME ~ AR FHEA—IEEHE
° NERZE NVE ~ 351 NetApp Volume Encryption & ONTAP B#{& o
° YNR NVE R%Z3Z4% ~ 55 M ONTAP BR&R * R * NetApp Volume Encryption

TE 2 | EERRETSREERE

EET2RESIZE  FLAMTSREEREN (EKM) FIRESHEERL (OKM) BFAERFR - A
% EREATHZREES - BrEENEZREN - TREREZRAVARERIITE -

1. HIEHEHR LMBNSREEER :



FRZ<ONTAP MiTLEAS <
ONTAP 9.14.1 S EHThRZA security key-manager keystore show

* 1R EKM BEYA « EKM BIgFiEGm<HEE o
* YR OKM BB « "OKM BlgFfEd<tmti g o

* MNRAEEEIBEEIER « "No key manager keystores
configured B G5 dn S H#iL A ©

ONTAP 9 © 13.1 I EFHRZS security key-manager show-key-store

* {152 EKM BEEXE ~ “external B &% Esn St A o
* {15R OKM BB * “onboard BIEF){Esm< T o

* MRKREAEIEEIETEZL © "No key managers configured B &%)
EanLEEP o

2. iRBEEHNARELTERESREIERER  FEWN T HAP—(EEEE -
AREZREEER

TR AL 2 RAPAR IRRVIERIZR  AITE "RARASZIERVIER]ZE" o

EREIINPHAREIREREEN
a. MATIEHSS  LETTHREEENPEESMAVIKRE o

security key-manager key query

b. IELNEHEIBRENMPIEERE Restored ©

IR EHERTNEREERER (EKM 5 OKM ) HIEEEERERERMER °

3 RELHAREANRIINNEREEEANARSHEERER  FENTIHP—E@ER -



SN EIREIERER
REFEPETRIEHE Restored » FREEBESNT R o

F|HaVEI {8 Restored HERETIITER...

true &l & 2 AR 1BV HI2S o AUfE "RARI1ERVIEHIZS"

H{ERIIEE true a. FRATYGS I SEREIERETREREEETNRE
BARY -

security key-manager external restore
MNREFLRY > FEBE "NetAppszig" o
b. BIAG<T - HESY Restored FIARE BRI

‘security key-manager key query B8/ “true©

MRFEER SRR true » ERULEMBARAZIRAVIZS]
23 o AUTE "RARARIBAVIERES" o

NEEEEIERER

REBEPETRIE HE Restored ~ ;RERESNTER
F|HpYEI {8 Restored HEETYITER...
true FE#EHD OKM Bl ©

a. EAEMEIED « set -priv advanced ZABIEHIRIEREE
A xe

b. A TFIeG<SUEREREIEEN !

security key-manager onboard show-backup
. BEMENNANBTERIMEREEHCEE o

ERIAE R EFHIMIEOKMAYSKEBIR S  TIEELTA -
d. e R 2 HRARASHIBAVIERIZE o AT "RARASIEAYIERIZE" o


http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/

HFRBEtH{E Restored mEETYITER...
HMEAIER true a MANEZEZTREEREABTH< !

security key-manager onboard sync

b. HIFRTE « FBEA 32 BF 7T - RUFTHINESREERR
b5

NREERABITENS ~ 5B "NetAppsZiE" o
C. B%5% Restored FIAREEBAIMARET true !
security key-manager key query

d. ER:B4ERYRE Key Manager 8T onboard * REFHHEHR
OKM &z o

e. WABTUBETZREEFRNEN

security key-manager onboard show-backup
f. BEHERANANBTERINEREEH DR o

FERIAE R EFHIMIEOKMBYSKEIBIR S B BT A -
g fERIU 22 MEARAIRRYIEEILS o AT "RIRISZIRAVIERIZE" o

REARAIZ4123 - ASA A70 71 ASA A90
RERA SR SRS o

AR IERERES MR EFIETERI SIS « ML ERHZEERIZR « UERZIIEH SSEETRIRE
HlSfEERERHEN -
) SRR

* WNRIRA SAN R4t » ﬂ'J%?E*ﬁﬁﬁyﬁﬂ?wﬂ%% SCSI JJ#M=EHE cluster kernel-service show °
“cluster kernel-service show' @3 < (1 priv #E1ET) SREREIREAME  (HEGRRE SENEARY O] FEARER ~
AR s ARG RV EZEARRE ©

SESCSI7IEEIEF AR AR ERIHEMERERIPEGAE o (EAREEEUALIR « 1 BEEEETER -

* IR HEATEL RS - BIRENERP PRIRE - MBREREIATAY - HRDAEHISET
B B~ FREAERFIERRE B EEREISRNEHIS Y ASERIE ; S8R g
R o

1. YNSREXA AutoSupport ~ 55U AutoSupport 2RISR BENZEILEZ | system node autosupport
invoke -node * -type all -message MAINT=<# of hours>h


http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

T3 AutoSupport Bl REERBENZEILZEFM/EF | clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h

2. (FREREIEHSREESNEEINE - storage failover modify -node local -auto-giveback
false

®

3. RRIBAVIERISRBEBARRET ¢

Mok

BT RTEEMABIE? 5 #BA Ty -

MR ZIERVIERI R EERET. . R

AR AER—Z

EEERFME. .. Ctrl-C ~ AR HIRZREOE Ty o

AR TSR REERIERISHRENFIERIBAVIERIRS | Ntorage BEEFEHIZE-RIRL_

ZIRENRL_ERLRTE_)

ERENEHISREREEERFIRE. . B « 5FH%Ctr-C ~ AREAE T
yl °

FHARIEEE - ASA A70 1 ASA A90

W BaAERIS AR ~ AR EEBRAREERE - BIFRIERRAMKERE - ABER
RERREP LB RFEMIRE -

TE | BRI
FIGRRR I RAEIERAER AR AR RFE o




RMEIRRE CAM 128

PR RS SH E F iR

A LRAS

1. FEHFEIEE - AIEAEHERESERIRERERA « ERTREZE EERFLERLE - (1L ETEREIREEE
B AR L o

2. BEWESE - MRTHEAREH « SFIEREM

3. RERISEMARIHAY = 240 « DUFPERERIS AR EIR -
a. T mEEHSSRAHEEMHE « ARFR R TieSmERH -
b. G BRRAR NP RINAT 3 2 ~ UERE S -

C. IWTBZRERFEERENFAEER - FHOETERIERUE - WERENREEER « iSBRE
REIEFERVEERE o

d. ATESEGEEAHS  HARNIERSEAHBAAIMEIAIRE « A% B ThesR®Es o
e. T RMEIE CAM 328f o CAM EHIIRZUIEFERH o
f. [ TEE) CAM IR -~ ABNIEHIZFEAA PR System Management #5848 o
O RAMBIEREAREHFER L - WETZERIIER o
4. WEIREAAPBIRFESIEES
a. T EGHEER o
b. [ LhesREtEIRRS « EBWLIEE « RABRHEHBIE—E -
S. I BMBIMERLERERAGEIRRA !
a. RFIIERRIVBEHIIRIBING « ARG HEHE ARG o
b. FATHTE RS 1M T HEd Rt RRS o
C. T TR « BRKIERRT RN TiEE  REMEHETE R
6. B RRAMREIRERA !



a. BRI AR R LS ERMAAE
b. FIEMEBEAREIEERA o

TER2 | S FAKIR G E R RIS

SR IAREIEEZIEHE ONTAP & o BB LUE ONTAP BMER TEEE R ONTAP ARFSMAZI USB 2B
Ezzﬁ%&% ~ REBBEEH D BRI IERE "NetApp SZIEAFLL" o

RG22 Al
* S AR TUERFATI2HNUSBRES iR « EREE/DAR4GB o

THEZRIEFIRNITHIERR GRS ONTAP BIEZS o TRILUHE NetApp S2iRA8IL EBY TFE @R TH
EERIBRER - INRITEY ONTAP hiiZE3Z#&k NVE ~ 55fER “version -v i 2 EEE © MREERan < #L - Al
"<10no- DARE>"RTIEHI ONTAP AR Z4& NVE o

° YNRIETAY ONTAP iRZA<Z3E NVE - :5 F&E(E A NetApp Volume Encryption FYBR{E « T EIZERFAT ©
° MNRAZIE NVE ~ 55 FEARS NetApp Volume Encryption BYBR{E ~ N FEIZERFAT ©
* MREWRGE HA BCE - BINEIEIZFHSSMEEEIRERE CEEE eOM NME) 2RI ABKRELR o

&“%
1. RTHEERRFIRE  WAFEIER "NetApp ZIHEAFLL" B USB HREJRHEIEH o

a. (tEmE LR TFH) E4E - BRBREA THEIFCH B LT FEM -
b. fRERMEARTSIRIR o

@ WNREFERAWindowsHEEA A ~ s57fERWinZipto#iElnetboot {5 o {5 ELfth#AEY T
B - §lin7-ZipgiWinRAR °

USB fREGHLERIEFE BB ZIRIEH SSFTAITRVEE ONTAP BRfR o

a. LB TFREHHEVHUSBRES B ©
2. & USB REGHFRIEIEA R A EIRIE4E AU USB-A FEIBIE o

AT E CAUSBRE S IR R T IRmAUSBRERIEIEH « MIFUSBEIZAEFIRA o

3. ERTEIRIERIRRANE
a. RHERIZEEREMHEARKAS - ERICEPBRTEEZA ©

PERIZRIRAETT R RUALRT « BERIFE LA o
b. EHEFIA LIEEEHENME °
—EBERENERERR - EFISMEFHBRK
4. EHABRIRTFIT FHCHI-CRLE ~ UFERIRER o
MRECEHBILAS ~ 5FIZCHrl-C ~ EIFIHEMERILRVIEIR « AR FILIEFIZRUAFIRER AL -
o FEHARIUET FREMREGERE


https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/

° YNRIMIETESRTE DHCP : ifconfig e0M -auto

@ TR ERN BRERR R CE ERMRERETvariERAMERAM « AREE2IES
VR IRIEHIZR B B IRERIR o (SR LTI ar < P EAeOMERIR -

° MNBIMEEREFHELR . ifconfig e0OM -addr=filer addr -mask=netmask -gw=gateway
* filer_addr2fEERABIIPALUL o
T ARES BEEEHASER AN IR ERARKIES o
* FEEARRRAIRIE o

() CONETEREEMSY - CULEIERRTTRRAR « WEGHEE .

BEIIRIEMR& . ASA A70 1 ASA A90

CAAUEONTAP USBHARAERIE X IRIVE B « BRIERRF « MENIRIZEH

i“%

1. EMARRBRF TR « RRUSBIRPIHAREEAEIREIE © boot_recovery)
BREE L USBRESFE TH# o

2. BIRIETRES  sERAMGRTE - IETEE EAIRINARERNTERM G o
3. BRvarlEZE A4 :



BEEIH 1 . ONTAP9 © 16.0 ERHrA

a. EINEERIEREESIZE L« BI8EBEIRF Do you want to restore the backup
configuration now? ¥ 'Y

b. FEINREZIBAVIEHIES L « BERMIBTIEER /etc/ssh/sd_host_eCDSA_key Bf~3#Z v o
C. EREMEEBHIEHIZE L - BZIERITHIZRR A ERSERZEMR | set -privilege

advanced ©

d. ERE2NSEBHEHRLE - JITERBOSS ! system node restore-backup -node

local -target-address impaired node IP address °
FOER L MREEZRINERUIMUEMASE - 5B "NetAppsaiE” o
e EREENGFBHERS L RRENEFISRMEEEERER | set -privilege admin e
f. Té%ﬁ‘%%?ﬁﬂ’ﬂ%%ﬂ%ﬁt » BIREZIFF was the restore backup procedure successful?’
“y o

9. 7EINREIEREERIZR L > BIEEEIRF _would you like to use this restored copy
now? ' $#& ‘yo

h. EINEEREMEHIZR L « Y BERARIRTEEMEENIAETIBAVIESIZZHF 3T “ctrl-c LA A Boot
Menu (BHIEINEER) o

L MRARAERINE > FEE_EE 1 EERE _ > [RISBHEERENE" -

B

BEIH 2 . ONTAP9 ° 16.1 {FHHRA
a. EINRERIEMIEHIZS E - BRGIR NG ERBNHEHER AR v o

BREFHRINE - LS FREREFEIES - £ syncflash partner: Restore from
partner complete ©

b. EINAEREAVIERISS £ ~ HIRERRZ YV EERBFHDBE NI ©

C. ENAEIEMIEHIZS L ~ BERARIEECEREENARER s FiR v o

d. EINFERIERVIEEHIZR L - ERRIECENESNENMEF - B v o

e. TEINAEZIERIEHISS L « YV ERAIRTIEENMESITIAEZIERVIZHISSEF « 32T “ctrl-c’ LUE A Boot
Menu (BEHSINRER) o

L MRAGFERANE - FEE _ER 1 EERK_  SRIBEAE ERERNE" -

- BEEREBIREERESEBAERIES o
. f£A"shorage R &8 M1E-fromnode"dp % ARERIZ 12 HI28 o
- MBEER EEFREREHESHEAE-BEiEtrues HLERABEEHNE o

- WNREXF AutoSupport ~ SBEARSER / MIEBEREI(EZE system node autosupport invoke
-node * -type all -message MAINT=END °

R CUNRERKE B4R "NetAppsZiE" o


https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com

ZEANZR © ASA A70 71 ASA A90

TEBRERIERE LERMNE -

T RfERRKIRRIAREFRERFFENNRE - TREERERMBREZREEREN (OKM)
#FMZE (NSE) 3¢ NetApp HIERENE (NVE) HRFENDER o

REAGLRENSREEREL « FUERREERPEN FIIHP—EERUER -

* "EIE 1 . 2R Onboard Key Manager 4HA&"
* EEIE 2 BRRIMIR SR E IR AR

#IE 1 : #EJF Onboard Key Manager 475
7t ONTAP FHEIIRERBZRNEEREIEREL (OKM) #HRE -

FRtEZ Al
* 7EI2R OKM #HRERT  sFHEE fCHER THIE !
° AR ELEEREE FNEANESRER" -
° "Onboard Key Manager F9f& A& " o
* ESTHIT "IN AR SR EIRAENNEEELENEHEE BRAEE -
TR
1. BEESBERE BRIERIES -
2. ¢ ONTAP BAIEINAER - MR IHAERPIRECEERVEEIS o

~ NetApp

11


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

12

FRZ<ONTAP
EB439.8 E#THRASONTAP

BEEVIEIEIE
IEREIE 10 ©

TR ThAE R &5

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10



HrZ<ONTAP BRI BRI
EHHRZSONTAP EEENPEEIZEIE recover onboard keymanager

TRt ThAE R &5

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

Maintenance mode boot.
Update flash from backup config.

(5)
(6)
(7) Install new software first.
(8) Reboot node.

(9

) Configure Advanced Drive
Partitioning.
Selection (1-19)7?

recover onboard keymanager

3. W BUEEIIERET -

RTmEHRT

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MAEEHEIREEBMR o
WASMEER  TESFTETEFBA -

RmEHRT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BABNEM °
a. RE(ERBUE BEGIN HInRALEIRIRFEDR o
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RTREfRET

Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

b. 7EE AMEREFZMR ENTER 2 o

RIEF2 B TERY ©



RTREfRET

O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

MERBRHBEERE « ADES Successfully recovered keymanager secrets© #,
ITERE RIS IESERR o

6. ERAEINAERAIERGEIR 1 ~ DUEZRIILE ONTAP ©

15



10.

16

R

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

R R e I b dh b db b b db O 4

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

1)

2)

3)

4)

5)

6) Update flash from backup config.

7)

8)

9) Configure Advanced Drive Partitioning.
10

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)2 1

RS EIESER FEARE -
Waiting for giveback..(Press Ctrl-C to abort wait)
REERHESRBA TS « Bl RESERB RS o
storage failover giveback -fromnode local -only-cfo-aggregates true°
&R CFO & 5REAK®E « FWIT Foar< o
security key-manager onboard sync

#i AOnboard Key Managerf & # £ 215 o



R

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

@ REZ AL ~ MEEORERT - MAEERIEMAE - WREP AR - AIGERRERE
M Z AR S o FHEEHRIL AIHHITRID BEIEZ A « BIHER -

M. MATIGRS - BREFAAERBEHERY o
security key-manager key query -restored false?©°

There are no entries matching your query.

() EERNSHRER FALSE B « REHIUEMER

12. HATIGRS ~ ETERHPBHER

storage failover giveback -fromnode local
13. MNRISEAT BFIIEINEE ~ FEATIRLHRER ©

storage failover modify -node local -auto-giveback true
14. YNSREXA AutoSupport ~ FEEIA TS < « LUBRBBIEILFES) o

system node autosupport invoke -node * -type all -message MAINT=END

EIH 2 L ERIMNIRIREEEIVERS

1 ONTAP BIMITIAERIBR M SR EIRIRTUERS
B4 A

ERETHIERREFIBSMERER (EKM) Ao

* B —EREEEBHEK /ccfcard/kmip/servers.cfg 182 ~ IATE ¢
° KMIP falAR&S i3
° KMIP =118 o
* REHMEEERS AP In/REIERIER /cfcard/kmip/certs/client.crt ©



REHMBEMMH AR IREIRIEREAR /cfcard/kmip/certs/client.key ©
REHEMEBEMED KMIP EARS: CA FUIEZMEA /cfcard/kmip/certs/CA.pem °

1.
2.

3.

B EE e B EIEE BIZITHIgS o
% ONTAP BEIINRERAIEEVEIE 11 ©

TR IhAER &M

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? 11

HIRRTRE « FHRDCERESEEN

BT oER
Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIRRTRE « SFRA AP IR EIRESEN o

18

PR TAR

Enter
Enter
Enter
Enter

the
the
the
the

client certificate (client.crt) file contents:
client key (client.key) file contents:
KMIP server CA(s) (CA.pem) file contents:

server configuration (servers.cfg) file contents:



&

Enter the client certificate (client.crt) file contents:

MIIDvjCCAgagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALIVT
MRMwEQYDVQQIEwWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS51
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCg5heieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]zELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

WA RRIRMERS SR  IERFEISETH



&

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

S. TERAMETHRERFIEEVEIR 1 ~ DUERRRIEE ONTAP o

RTREART

RR b b b b b b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b b b b db b I b b b db b b b i g

kAhkkkhkkhkhkkhkkh kK hkx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e S b 2b b b b b I db I IR b Sh b SR S b b S db b e IR b S b 2R S b b b 2b b dh b b db b 2R db b db b Sb b e db b A b 2 db b 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. MREZAT BEIIRIETHEE » FBBA T B SHKER o
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEEHIA TSRS ~ LUERBEEILES o

system node autosupport invoke -node * -type all -message MAINT=END

20
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