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2. EEYERAMSIRRE R INERER o

2R 5ER 8T Installation complete sL& o

3. RIFBEMEBER > LEARTFIHAEZ—:
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MREEDAS ... HATUEENE. ..

key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. FFBARTHE -
b. T AR SR FETFZER

"/\

C. AIfE EWRUAEHENRETE MREWERT -

key manager is BEZEEMBATHEE o A MEZHEIESS o

configured.

@ MRAGEZRSREESRE - MGETHERAR > LR
BUREELER (WRESMR) o ALIE RS -

ERESTHEEHNEFERSREEREN

B2 R -ofnode_disapped_node_name_'

==
E?I:.J‘IEZIZI_

EiESRER



RNEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BBV

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE
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RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFIJMERY > RAREFEILEFELETERMNESNE o % LOADER 1R RFITEMBITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
ZR ONTAP BRI RAENERRE MR HE L 2 B RIEFEZ R[] NetApp" » FERARIILT ©

15 B Y BR B {5 B2 1R [CINetApp - ASA A800

SNRIGHIASAF ABOOZR MR RIFAB T3 £ HE > sAiF R TR [El4ENetApp © 5

THEGHFR BEMUENEZEH °

31


bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

EXEniEsE - FEIRE
EREhE RS F 81018 T 7712 - ASA A800

FREBREMRER - MEMEGARS - BARIEHIES - BHREREIRRE - BENMERIRE « IEM
B 58 R4 INAE » FIAEHRASA ABOORETF AP RIBKBNIRAS ©

MRENHEFRFEIERZONTAP 9.17.1 ESIRE » FEA" EHRFINERRF" - MRENARFETHE
HARRASBIONTAP » Rl AERFERENERIZR -

o " B BTk

TRBE AR IRAEAIRR K -

"RENNE SRS R
FE AR D ERARE TR EERZ NN R

"RAREER"
TR E AR IRRCET > SHRARIIERISS o

Hof

"R
RAMEEEER IR ERKIREE « ARREZIRFRMGRE AR EA USB IRPIHLERHEE8 ONTAP B o

"FAEIRIERR R
it USB HABRIERATE ONTAP B ~ IBRIER R « WERRIRIZEE -

e "ERnE

TEONATPRIEEE B TR EIRRRE NP B EIES o

o "R BRI NetApp”
SNEMHFEMBIRMATSRFRZL « R FEZ IR [EINetApp ©

FERBNFISEREK - ASA A800

EEMRASA ABO0 RATFRIERENTE Z Al Eﬁﬁﬁ{%ﬁﬂﬁilﬂﬁiﬁﬁﬁﬂﬁﬁz‘? L@?ﬁﬁﬁﬁ
THEEEABEEREAEN USB EEHk > TR S ERIEREENE

IR CHIEFRME(FBVREONTAP 9.17 1 NEShRZ > s5ER"EHEENERRF" - MRENRFETHZ
HARRZASHIONTAP » RIAZRfERFEREERRER
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USB fEE %
s FERIEE—ERR LA FAT32 B9 USB BESHE o

* USB HAR EHANHFAEREM ‘image_xxx.tgz X fF °

X2
#H image_xxx.tgz' iS1EFERE USB FESHR ° £/ USB BEH IR EMONTAPIRGE S E A LEAEEE -

HEfrER
fEFANetAppiR AV A (SR B R AR -

a3
EIMZIRNEINER > SRR ERNZENREMESR

© ZIEEEHISS BICIEEITHEERITHIZS o

©  EREIEHIES BRIBEHIZIN HA B o
ETRIE ?
EEGRE T BIARMISIERMNER 2 B G E RIS ERE N E SR MR BEEHR(T -
BENZEiEZIEBAEE - ASA A800

STEIRASAAB00 EF R4 LHVERZ 2 » MR EREREER ENNZE SRR B TR
HARRE o IEIEAIONTAPHRAS B 2 HENetApp B & INZ (NVE) » Wi 7ERARAIEHIZS Z Al
BETREESEERICEIIAR

MREHIEFRAEFRZONTAP 9.17.1 NESIRE » FEA"EFEBINERZF" - WREHNRMETHRE
HARRASBIONTAP » I EERFERBNERIER -

FER 1 E NVE 22T TEIERERONTAPIL G

HEE CHIONTAPHR S 2 5 T 1ENetApp AR @ INZE (NVE) » WUEEEI UL T & EREAIONTAPIME IRENA EX BN R RS -

1. BETHONTAPRR AR S B INE !

version -v
WMREHHEIE 10n0-DARE » BIEHIEERRAARZIE NVE

2. FEFTE NVE ZEHIONTAPER K -
° NERLIE NVE | THEANetApplait & INZAIONTAP &
° MNRAZIE NVE | TEHA S NetAppliiEEMNZAIONTAPIR S

@ ENetAppZ IBATUL FEONTAPBRERZIIEAY HTTP 2 FTP fAIARSS SN A BRI 3K o 7252
EEhHAERVIBIZE T » (R EEEMERIE o
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TR 2 | BESREESRELEORE
ERAPAKIRIERIS 2 Al > At e R BB E N ROV ESM

1. HERS RS LR A EREERER -

HRZASONTAP HITIEAR S
ONTAP 9.14.1 S{EBHThRZ security key-manager keystore show

* R EKM BEUA ~ EKM BIEF|ER<EEE o
* 1R OKM BB « "OKM B &3 <t o

* MRKREAEIBEIETZIL » "No key manager keystores
configured B G5 EaSHILA ©

ONTAP 9 ° 13.1 S{ER kA security key-manager show-key-store

* INR EKM EESA ~ “external BB FIERSEHA o
* Y18 OKM BEUE + “onboard B F|fEds <L+ o
* MRKREAEBEIEZN - "No key managers configured Bl &7

Efm<HtT o
2. RBEAGTESEE T SREESS > WTTIIREZ— !
MRKEESHEIES :
RN R 2 HBARAMKPEREHIS8 > WA HITRIIZR -
MREE T EHEES (EKM I OKM)
a. BATHEMES » BEnSiREEEPRIESRAGRE
security key-manager key query

b. EEHHGERIWEEHDAE © "Restored 1F o ILFHETEZIREIEE (EKM 5 OKM) HSHEEEE
BEDEMNER -

3. BB RIREIES MR T MBIAVIRIED B
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SNERE SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -
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a. EFRFEERELES :
security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

C) BERIEERVEEEHTIREESTRUNZELETEIEE - MRILBILENE
¥358  sAIAENetAppZ iR ©

b. FHERFARESREME :
security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

*onboard °
C. %15 OKM &3 :
I AR ERERET
set -priv advanced
EA Y BERTEE o
i. BTEEERENET
security key-manager onboard show-backup
i. FENENRNIERNIERHEFIEEF -
MEEFHRIBEPREEFHER OKM > SREBEIHREN o
iii. JREIEESER -
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

T RIE ?
75 BIRRS LI ENMBR W SFNARAER - CRE FARIESGZE" -

RARAHER 23 LUETT FENRAENIRAS RIS - ASA ABOO

FAPAASA AB00 f#TF R AR ZIBRVIERIZS » LB IEEREERIIE B BB E R BT
RIS RMIREN

MRECHIEFRAEIFRRZONTAP 9.17.1 RESIRAE > FEA"EFRSINERERF" - MREHNRAETHER
HARRASBIONTAP » I EERFHRBNERIER -
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HEIE  KZHERY
SERNVEZINSE TEZ 18 ~ (A BSERT I8 25U R o
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S| EREmRGRE » KRB EREIEE LERME"

PRAEINZ - ASA A8B0O

TEASAABOORAH » RIEBIARENIERE LRVINE » IRFRERHTER EIRE - BiBiEE
EERETRO AN « ENERANEREURESHERNZEFE

IR CHIEFRMEIFBVEONTAP 9.17.1 NEShRZ > s5ER"HHRENERRF" - MRENRFETHZ
HARRZSHIONTAP » RIAZRfERFEREMERRER

REBCHSHREESHE > TRERNPEURERRINE - MRETEECHRARERAPEZREES > FR
BICERENIRRE B IAE RGP E ©
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-replace-workflow-bmr.html
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

NEZHREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END
ETRIE ?
ERERE FIERMER R HIEZHEE NetApp" » BHREE -
e BB B EN YR BE fE[EINetApp - ASA A800

GNRIGHIASA ABOO 1#TF R MR PBIFEIB T3 EHE - SHRFEIETTHREIAGNetApp < 28R
"EHEERENESEMFSRER °

HAREMRTIERIZ - ASAA800

FERINEIRASA ABOOREF R MBVIEAS > sHAEREIRTE N - RFARIEHIES - EiAE > 24
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DIMMETEZEA TS « BRZEESHEREA - IRIGH - HEIGOIMMEFIEE « HEEHIEA o
() EnmzDIMM - RERHELEREAEN -

5. 7EDIMMIEImZ 45/ DA ~ (BIEEMHEA ~ BEEHEHER EADIMMMIGAIFED ©
6. HWHEFHIDIMMEIEZLEHER o

WERT | BEINVDIMM

& NVDIMMS # E 251248 o

1. R ENEHI25E4E_ ERINVDIMM o

- NVDIMM: SLOTS 11 & 23
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(1] BRE
(2] NVDIMM

2. sEAENVDIMMIEIEERRIS A ~ LUEHENVDIMMLGEE 8975 AR A B H 334848 o

3. BNVDIMMItIEIEIR Y « /54224 1B ENVDIMMMAR A FMENVDIMME H3& R 268 « A%ENVDIMME
BB W R —& o

() MUEENVDIMMENES - BEENVDIMMERSHR LAYTE A HEIES o

4. B BELZENVDIMMAYIELE o
5. #ENVDIMMIEEHEAIEE o

NVDIMMET S A SN « {EREAEEERIAA « MBIBA ~ SHEHISNVDIMMEUFMEZ « AR EIHEA -
()  EEBENDIMM - BEEE TSR EALEE -

6. /J\CMBIEEM#E ANVDIMMIBIRE4 « EFEHE R £ ANVDIMMEKIHRAIFED o
7. EE PSS BB EMNVDIMM o

SERS | HENRIIEES

15 BB IR RE TS E R B AVIEEHIZSIEAE o

1. 323 Riser 3 THRBEENE °
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BEE

7R3

13+ FIRAAEF

AR AR IR AR

(5 PR

2. PEIEHIZRRAETE PRI IRES |

a. ER1IETFIRAHET « BUEEIE IR RVIBA « WS ER ZRIMT o

b. T{ERAIRRERIME - FEFIRES « ARR MR EREEIY « BE—35 -
3. iSRRI IRAETS ERTAVIEHI SRR AR 225 ¢

a. RFAIRES RIS T BEINR ~ RBRHEHEAIGE -

b. BRI IRES M) T hedE = AR o

C. EFRRIERS IR AR BT IRAS BIE E AR o

R/ IHE RS « DRIFISE G IRIRFKIRES o

RO | ZEPClelERE+
1L E R R BRI B3 EAET o
1. RIER LR EERAIERISEAE -
a. RHRFEFRVEGH B IERI SRR RS = BAR
b. S iEHERRAARERS | BB+ « ARRHIER RIFEEIEHIZSEA -
C. M TEEHEER ARRERAHEME -
HER « HERTERET FOERE T - ML -FRIGEmERIER S EET
d. EFEARPCleRHBIFHERISFPEIQSFPIRA] -
2. R HERPIPClelRTE RER LMD -
TER0 @ LREIERIAEA
Bk KiERIZRIRE « RREWRE -

1. R SRR — IR BRI O 7S « AR IR SRR ERRN—F -
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@ THHERZAD ~ SR/ RIZR AR STT R R ARE ©
2. REEEMERARM -
YNRICTEPRIZASEIAE (QSFPEISFP) -~ FACSEERHEBHRREMRE -
3. FERERISS RN ETRE
a. RHEHIZEEREM AT - HECRPBRTEEZA ©
PEERIERIRAETE R PR « HERIFE LFH -
@ iR BRARBAKAEET ~ SR70BEN - URIBIRERZS -
a. [ LEEEER - REMER « EERCEEHPERE  ARSHBREEHEME -
b. KERGBABRMRER » ENREERGHIR > ABRERHEREZEER
ISR EE ST ERINERILENFGRE - ZEFPERRKER -

C. MMREHAEMLXKERERRE « FEMLEK -
4. RZEAVEFISRERFERE « ERHNEESEF:

storage failover giveback -ofnode impaired node name °
o MRBFNEEFA ~ FENMA -

storage failover modify -node local -auto-giveback true?®°
6. MNRERF AutoSupport > BIREIR / R1E B BNEILEZE :

system node autosupport invoke -node * -type all -message MAINT=END °

BTRE?

BRILERE R AAERE - ASA ABOO

17 B RAVERE AR B IER S - LUBIERIASA AB00RMAESINIEIEHEEF ° RIB
BIREERBELCREERNMBREMAFRIARE | ENEIIRAZIREIES (OKM) 1% -

FeRERRE B IR R EHEEE T2 R « CEEEETIRIEG SR ERRMER - TRBEEMRERARE °

TR | REILEEE R AR

TREZE RHARCE RV 2 1EHIZRAE ~ SURILABRE PRV R SEfsREIEARSS « 1B E AR SR BRI B
HA o YNSRESEM B ERAEAT « (M RTEEMAVIEFISSEE LB « DUBR R P IR R 22 ST ) AE 38 4 i o

FRERTIF
AT EREN AR LERPRPRGS :
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* _replaced_EiZL@HBVENES « EATEFPEENZIEENE, o
* HealthyEiZ52 replace EAELRIHASTEESME o

TER
1. 4R replacem_ EIERHBIREHARRIRBTET « AFLERFTERHARRIRTETT ©
2. 7T health Ei%E L ~ B RARERT | cluster date show

HEAAR R 2 IRIBERENRFEME °
3. EHARERIRTT » E_replacement&i2y EAYHEAFIRER] © How date (FEREEHE) 1
A HAEARE R IAGMT. A% o

4. ?Dﬁ%\g AT BRERL EREUGMTOREMM B ¢ et date mm/ddymm' (REBER_A/B/BTE_
J

S. MEXE « AEBHENR EREUGCGMTOR BRI © Tettime hh : mm:ss)  (BREFRE_hh i mm :ss_
)

6. EHARET T ~ W50 _ B SR ERBHEAFIRR] ¢ show date

BHEAERF I AGMT. 2B %E o

PER2 | BpaR iR E AR HAGRRR
T JARER RIS RAERY THAL ARRE « RBEEMREURNTEEHNRGFAER
1. TERTEGI SRR MER P ~ METPRTA T EMEERY THA) #R%E @ Tha-config show)
PR T RIHARKREER FE 2 ARE] ©

2. UNREETRAVIERIZR R R R EREHNRAMAAEAFRT « AR TIEH21EMHER THAL #RRE& ¢ Tha-config
modify controller ha-state |

HARRERY(ERIUZE FHIEP—IE !
° (g
> "Malc"
> {MCCIP)
FIEmg )
3. MNRFEETHIEFIZMEAR R AT AFARRRT  FBRTEEHISIEAERN THAL #KABE © Tha-config

modify controller ha-state |

4. HESRERECEE ¢ ha-config show]

BT RE?
R ERAE A S O B IERIER1E - [CRE TR B EITRER -
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BRI B D ECHR - ASA A800

7 B IRAVEERIESE MR B HIEHES - UEIKRYASA ABOORRRESIIMIE IEHE L - RE
BIEERBLCRGEERNMBREMAFRRE | ENEIIREZREIES (OKM) 1% -

TER  ERERR

AU T A AR SIRAN EEFA4ERER | "Active |Q Config Advisor" ©
1. F#E % & Config Advisor IEINAE ©

2. MABRRAMIEN ~ 2A%Z—T lCollect Data (WEER) 1 ©

3. #—T N8R R3IRE - ARBERL - FREMEHEREEERT « BRI RERED « DUE
IEIG SRR B AR T RE o

4. B—TEEMNRSIRHE « RBIREConfig Advisor 3R ENetAppiYEiLt - 1RE A4 o
5% | BAETRHIRE

MRFFRJUNHAR S P -~ BITERRFERFEETIRER Iz 2R AN RRIDE B EEIRGHR - KA
TEFItE _replaced_ZHISSFFFEIRRIDEE  AEHEIEERZLTEEE -

I EMEFERITE HA HHHITONTAP FIR 4 ©
1. §zu%_replaced_%FEIJ%%Jﬁﬁé,%&%%ffﬁft (FETR"™>"RRM)  AREHEEERIEATHASSET  "half" (FLE

2. 1E_replace_IEHIZRHIBARIRTH  BABIEHIR « IRARIDFEN « RAAJRTEERRRID ~FHA T
yl

3. FBEE_replace 1EHlZRFITEEET Twaiting fortig... (EEZFHFINE...) 1 AR « ABRNBREAVIEHIZRE
HELCBEFETNSERHARKID | EESHEREET

EaLHEd - SEZZET—REE - 5HZEITHISS ENRKIDEEE « BERIEENEIDAFID - EF
FEEHF ~ node2BFEREHR ~ FIVRARIDA151759706 ©

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)
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4. RE2HVIEHIZS ~ BREREFREAIZOMEER
a. BEAEFSHEIRENR ¢ et -priveRs #&

ERAMETICHEEEAEREINR « MAILIEE TY) - BIRERENRTR () -

b. FIFEMZCMEED | TRFAENEBITEIR, nocal-node-name_&SEBHHEEE IR
C. EEHINEZ AT  sAERF Tdn<l ST o

IR A A T8 < 2K B savecorefp THIEE | lystemEiBhrun -node-node-name_&1ERS
f#savecore -ss ]

d. REIEEE#RELR - et -priv. adminy

o MRMHHFRAEREMFNHMITEME « IAAER T HP—ERRFRERFFIEREMEIAE
RICEANEAZIIMNPZIREEME

c EENESREENESE
- BESNSREENE SR
6. JREHEEIS :

a. EE2RERIST  BETRIERSRMHTRE | NtorageRIERENIE-

ofnode_replace_node name_ |
_replacementiZE 23 S RIS HIFZR AL SRR ©
MRZAMRIDFAEFT « RRIRTEERRAID ~FEWA lyy o

() wRESR CANSEERDA -

"SHLONTAP AN SR ER R AN SR AEARAS"
a. FERINIER - ARIHARHIES - METLEE | TRTRAHERHE)
MEFEAHEEEshow) HLHNEEAEESESEBHNESREENRAID o
7. ERE R B EIERDBCHIRE ¢ Ttorage disk show -FRA# )

JB1Y_replaced #EMIZRAIHARIERE TR ARID o £ TSI  node 1 HEA RIHASRIRE BB RARID
1 1873775277 :

78


https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. IR A IKAMetroCluster FIR—EARZINAEAVARAE « sEBIEIEHIZSAUAREE © MetroCluster TRR2EETRED

B

g - FERDERREAEMIEEEAREE « RS EETISM SRR ER TR « TRAFADRFSHIE
FEEI o MetroCluster MZ1EEiZ5show -Fields node-SystemID] i {#HTERENRLAID - HEIFZAERE
TR IE EARAE A LE © MetroCluster MetroCluster

- WNRIEHIZZEMetroCluster LISTIBINAE A B REAVAERE « sEMetroCluster HRFTAMIERME « BRI RIRETE
EESKHIEE FAIEHISS - DREIDE( G REREIENRIAER & -

R TIMBRFIOHE ~ BISBERITILENE

° EINAEARREERHAEIIRARAE © MetroCluster
° _replacementiZ 23 K EIL S AR ERIHES ©

"EHAREEHAR « IR R S BFEE « MetroCluster MEPUEIELMetroCluster FITHAEABRER ~ thEr
EITARAZIINREL IR

10. YN REM AR EMMetroCluster BIZERR BAHRE « FAHEDSEEHISREERE ¢ 'MetroCluster RS BET-

TR AIAEREARRR )

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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system node autosupport invoke -node * -type all -message
'<message name>'

b. IBEIERAMIE AR E S A RKMIRERIE ¢

event log show -severity * -node * -message-name *disk.missing*

h=!

* R &SRBl "There are no entries matching your query. #4&8& A T—4% o
A

* MRZEREMEMEMER > HIEMERESIZSUEAutoSupport#ifE > MiHkiENetAppS HEARFTLAEY
FE—TWmE -

system node autosupport invoke -node * -type all -message

'<message name>'
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7. INCERREHE ANVDIMMIERZ4 « EEIEHE R R ANVDIMMKIRRIFED ©
8. EMTLEIERISRABREITRIFRAIER < ©
9. FARRBRAE -
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b. KEFRBABRMRER » ENRETRGHIR > ABREREEREZEER -
EHSSREEEERNER IR - ZEFPERERER -

C. MMREHAEMLXKEREERE « FEMTEK -
4. BRIBNVIEFIRBEEREFRE - FHMEERERE:

storage failover giveback -ofnode impaired node name °
o MRBEHRECER  FEMRA !

storage failover modify -node local -auto-giveback true?®°
6. YNERERA AutoSupport » BIER / k18 BENEILEZE :

system node autosupport invoke -node * -type all -message MAINT=END °

TS5 | RHEZHERZE A NetApp

INEMABEMTRIRMAIE R  ’SIE T FREINetApp o 91 "SHE SR ER FerllEN « FEHER °
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RARAS R E = 1RRYIEHR 8 -

AERPARERERES MR EFIENERI SR HUARES « ML ERHREESIER « UERZIVIEHSEE R IBE
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RAREELTE

* MNRIEE SAN R4 > BN BERERIERESI2S SCSI TJH#IEHE cluster kernel-service show ©
“cluster kernel-service show #8< (1 priv #EE1ET) FREEREIEERE  (HEHAE ZETRABY O FREEAREE
LAB 2 ER B RO EZEARES ©
SESCSIJI#EIEFE L E PRV EL M ERRLEE P RIARRS o (ERIFIBE ML BSTRRR ~ A REEEEITTE R ©

* MRFBLEEMEU EAVENEL « BIRELNBRERPRAREE o« MMRFBEREZEZETAE ~ HE2HVIEHISREET
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1. WMREAT T8 I08E ~ BMUA TYHBREZ IE B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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TFIAutoSupport BF AR B B I 51/ \E -
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2 EREERE:
a. {ERRIZERIZFIIERI QAN TSRS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCERSEEHREIEE?) K
3. BRIBAEHI BB EHARIET

NRFZARRVIEH B EE R, .. RE&...

AR AfET—% o

EEERINE. .. Ctrl-C ~ AR EFOE Ty o
ARSI 2 REHERIZE SFIERIRAVIERIES

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2 & A Loader I8 RFIT ©
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3. IRIBAMIREREIEHIZREESNS -
a. EEFIEENESS L > RERTATARNIFMRARS « BRI M A FREARIMAAS

storage aggregate show -raidstatus !*normal*

* MR SIR[E] "There are no entries matching your query. #48&E A F—(EF 25 » igE2EETHD
HIEESNZS o ©

* MRZE LREAEREMGER - FIEMEEZES S EAutoSupport &R » M EABNetAppsc & EBFILAEY
SE—TWE -

system node autosupport invoke -node * -type all -message
'<message name>'

b. G EREZRATE BRI E S A AKRHIRERIRE ¢

event log show -severity * -node * -message—-name *disk.missing¥*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
* MRZMLRENEAEMEAER - SFIEMEZESIZZUEAutoSupport#iE » W EE4ENetAppSZ 1B EFFILAEY

SE—T B

system node autosupport invoke -node * -type all -message

'<message name>'

4. BRERGETESR > ABRUEBRELHKTERS -
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5. BIEANVDIMMBRE ©

e E HRER E S A S o

TER4 | B L RIERIZREE
BT RIERISR R - ARENRE -

1. RIS RAN— IR R FER R O R « REF IR BEEEEEREN—F -

@ TEIERZAN ~ SA/0RHER SR ST R R AEAE o
2. REEEMERAMR
NREI IR EINES (QSFPEISFP) ~ SACISTEEA MBI M %
3. FERERIS R ETRE
a. FERISREREMIEA KRS « EEICHEPBRTEEA -
PERIERIRAETE R PR « ERIFE LF o
@ iR SRR AR ~ SF70BEN « URIBIRERZS -
a. [ EEHEHER - FEMER - EEEHEHPERE - ARRHBEEHEME -
b. ERRBAERMRER - ENREEBRGHEIR > ARKEREERERZEER -
ISR A ST ERIMERILENFGERE - ZEIFPERRKER -

C. MRTHAEMXREREERE  FEMZEK -
4. RZEMIEFIRREAEFERE « EEHNEESEF:

storage failover giveback -ofnode impaired node name°
S MRBEHHECER  FEMRA !

storage failover modify -node local -auto-giveback true?®°
6. YNREXF AutoSupport > BIBEIR / 1§ BENEIL(ESE :

system node autosupport invoke -node * -type all -message MAINT=END °

TERS | REBEZHERE G NetApp

MEHFEMBIRMARSRFR ~ EEFEZHHREINetApp © #1 "SR E LB RFHAEN « F2REM °
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* RPRFRA EMITHEROAIEEEF 5 TR~ SO ARSI IEEBFT
B | PR ERYIET 2SS
RARAS R E R BRIERES o

AR ERERES MR EFIENERI S0 « MAELERHZEERIZE « UERZIIEH SEETRIRE
HlSfEERERHEN -

RAMEIETLE

* YNRIEAE SAN &4% » BB EHFEEESIZS SCSI JTI##MEH4ENE cluster kernel-service show ©
“cluster kernel-service show' @3 < (1€ priv #EE1ET) SREREIREAME  "HEGARS ZENRABY ] FEAREE -
LAB 2 ER B EZERREE ©
BESCSITI R RIEF A EEEE PRI E MR NP RAREE o (ERIFEENBIBER « T RelEEITEIR ©

* MRFXLEEMEU ERIETEL « BIRENBREFMPRAREE o« MMRFBEREZEIETAE ~ HE2HVIEH 28T
%A MR ~ RN EERNESIR « A BERSIENIESISI 2 AMEIERRE ; A2 "REREEE
I

FER
1. MREABT TZ481 08 ~ AMUATIHERE I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
5 AutoSupport B\ A R8T B B3R 3L 22 B M/

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAVIERI QWA T < ¢

storage failover modify -node impaired node name -auto-giveback false

b. yELEIRET CREEFAEHRE? ] K
3. RRIBAVIERIBRBEHARRET
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storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHITEA Loader IERFTT ©
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storage aggregate show -raidstatus !*normal*
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* MR SIR[E] "There are no entries matching your query. #48:&E A F—{EF 25 » &2 aTHD
HIEEBNZS © ©

* MRZE L REEREMGER - FIEMEEZES S EAutoSupport &R » M EABNetAppsc iz EBFILAEY
FE—TWmE -

system node autosupport invoke -node * -type all -message
'<message name>'

b.  HEERARNERHIRE TSR RKRHIRERIRE

event log show -severity * -node * -message-name *disk.missing¥*

* YN8 ay<IR[E] "There are no entries matching your query. ##4&&E A T—F o

* WREZE LR EEAEMASR > SFIEMEIER2FUEAutoSupport &R » M EAENetAppsZHRARFTLAEY
SE—T B -

system node autosupport invoke -node * -type all -message

'<message name>'
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PR BEAE SRS HTEAS o

109



o HEHE

9 HEH

8. HERISEAB LA « ARBERENTEL
FEEERIZRAERI RS - RS E AR o

DB 3 EH#L PCle &

Eif PCle R » 553 IR B REE £ PCle RIBBVRMEAIFRA QSFP # SFP » ZARIEIEH 25 15E L BREZ
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a. EEIER K « UEFHPClek °
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storage failover giveback -ofnode impaired node name °
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storage failover modify -node local -auto-giveback true?®°
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a. BERARIETEHEAPSU °
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FARNBFRrEE th - ASA A800
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RARA SR E TEAVEEHIZS o
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RAREEIE

* YNRIEAE SAN &4% » BB EHFEEESIZS SCSI JJ#ME SIS cluster kernel-service show ©
“cluster kernel-service show' @3 (1 priv #E1ET) SEEREIREAME  "HEGARE ZENEABY ] FAEARER ~
AR sz BB RO EZEARRE o
FESCSITI R RIEF A FEEEE PR EMENZAR P EAREE o (ERIFEENBIBER « T elEEITEIR ©
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1. MREABT T8 IhA: ~ AMUATIHERE I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%AutoSupport B\ A EER BB I M/

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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2. (ZREHRIE !
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false
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SNRZARRVIEH S EERET. .. RE...

AR AIfETR—%

IEEERIRE. .. Ctrl-C ~ AR HIRRREOE Ty) o
ARSI W2 RIEHZRIZE FIERIBAVERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader I2RFJT ©
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a. EEFIEENESS L > RERTATARNIFMRARS « BRI M A FREARIMAAS

storage aggregate show -raidstatus !*normal*

* MR SIR[E] "There are no entries matching your query. #48&E A F—(EF 25 » igE2EETHD
HIEESNZS o ©

* MRZE LREAEREMGER - FIEMEEZES S EAutoSupport &R » M EABNetAppsc & EBFILAEY
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system node autosupport invoke -node * -type all -message
'<message name>'

b. G EREZRATE BRI E S A AKRHIRERIRE ¢

event log show -severity * -node * -message—-name *disk.missing¥*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
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SE—T B

system node autosupport invoke -node * -type all -message

'<message name>'
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