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BEEREIRESEFBIZ(EEONTAP 9.17.1 RESIRAFIE - MREHNHFFRAETHEFHIREFIONTAP
) RER"FRREINERR"

A ERAPARERERES TR EFIENERISZHUARAE « MAELERHZEERIER « UERZIVIEH BB RIBE
HlSfEERERHEN -

RAREIETE

* YNRITAE SAN 47 » BB EHFEEZESIZS SCSI JTJ#EMEHENE cluster kernel-service show ©
“cluster kernel-service show 8<% (1 priv #E1ET0) SRERENRERAME (GRS ZENEABY ] FEAREE -
AR % ERBRAEZEARRE o
FESCSITI#EIEFE LR E PRV EMERRLE MR RIARRS o ERIRIBE N BLRR  TREEEETTER ©

* MRBEAMELLLRVERE ~ BIFRENERRPEAREE - MRBEXRZINEEAY ~ HBEZAEHISRER
% TRl ~ RNATAESNRESNR « ASKEEREAZIENEFZSR Z RS IERRE ; A2 HErEEE
BF" o

1. MMREAT Z1&1 ThEE ~ BB TIIHBRE L BEEZ{EZEAutoSupport AutoSupport :

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%AutoSupport Bl R8T B BN I 22 B/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. FRHBEHE !
a. ERRZERIZFIIERI QAN TSRS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCERSEEREIEE?) K
3. BRABREHIBRBEHASRRET -

NRFZARRVIEHI R EE ... R&...

ARUETR AIfETR—% o

EEERIME. .. #Ctrl-C ~ AR EHIFRRKEIRE Ty o
AR HEBRET 2 REH IR E SF IR IRAVIERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader I8 FJT ©

%
BRI IBRVIERIB 2 B IR g -
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AT ~ RBECAMIBIEH ERPAUE -

R — B2 ZREIRAT - BB
INREERIBILINS ~ F5RCHrl-C ~ IERGR EMERTBVER  AREFILIEFR UM ERALS -

9. UNSRIEHIBIEEAIE RS YA MINIMetroCluster ITHEER 2 ~ (RN BEIZRFCAE-RAAAE
a. FEMERT | Tboot ONTAP maint)
b. #&MetroCluster i {EEZIER A EEIEZS © Tucadmin modify -m fit -t initator adapter_name]
C. {FIELUREIHERERT . Thalt (fF1E) 1

T

EERERZIERMERIER 2 B S FRHERNER ONTAP BRE" > o

REEBHEE B ENERREIIERS - ASA A900

TEASA AQOO R MR LIRS e R BE » R URE BFRENRIRERIETE - UKt
HEHERLKE -

EWERRED  RAETRERTERANE » L EFMMERNZRMEBER - IRBRASRINE - RAEG3I1EE
TREENERDER

E@JE&@J%E—@E%&&@?‘ ONTAP 9.17.1 RREBIRAEFZIE - MRENHEFRAETHZFHRRZAHIONTAP »
sAER"FERERERRF" °
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° thE IR EESS (OKM) | REREHRENEBIEEMENDEE
c SMEREIREIES (EKM) | BERBBMHENEATIIESE :

* /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

1. 7£ LOADER R "F T T » RABIREIERERRER !

boot recovery -partner

SHEETR FERR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEERIRIRRE TR INIERE -

2 F e EET Installation complete s ©
3. RBEMEER > LER ~MREZ—

MREEREAS ... HATUEENE. ..

key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. HEH AR o
b. B A BFEAIL BRIB(ETZZERS |

7N

A& EIE R -ofnode_disapped_node _name '

C. AITE EXRUAEEIRETE MREWERT -

key manager is BEZEMBATHEE o A MEZ BB IESS o

configured.

@ WRAHF AN EIREEBEE © AIFRTGE: RS MRS ERESRER
BURECELRE (WRESMNE) o ARIERMMERE -

4. FERBEACHEHREFRERESHREERN
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NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

26
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFIJMERY > RAREFEILEFELETERMNESNE o % LOADER 1R RFITEMBITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
ZR ONTAP BRI RAENERRE MR HE L 2 B RIEFEZ R[] NetApp" » FERARIILT ©

1 PEZ (4R [E] NetApp - ASA A900

FNRIEHIASA AQO0 R AR RIFE(B T3 £ = » sAiF IR TT iR EI4ENetApp © 55
FFPEEHEH BIENESEHN o
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a. ftEmE LR TTH) B - BRBEG THEIEREER LN TFZER -
b. fRERMEARTEIRIR o

@ WNREFEBWindowsHEEXA A ~ 55 7ERWinZiptofiEnetboot & o {#F B EMHEREN T
B - flN7-ZipsiWinRAR o

USB fRESHLERIEFE R A ZRIEHBSFTHITRVEE ONTAP BRfR o

2. REHISSRAEN —IREEENF O « ARRBIEHSRREEEERGEN—F
3. MEEEMLRIEHEEME -
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4. BUSBHE B BRiE A TSI 2SR 4RI USBIELE ©
AR TS USBE S IR LEEIZ R AUSBEBIAMED « MIEUSBEIE S EREIRAH o

S. IHEHISRA—IRIEA RS ~ ECAMIEIEEIEFRUSBIRBIHLIRE « REIHE A CAMIEIE MASTRIE T 831840
%S « ABBFCAMIEIEHERIPANE o

EHBR— B2 RRRIAET - RGN -
6. EEZIETTREN B ENBAET « #Ctrl-CTER A SR RERRAETER - #Ctrl-CHLE ...
NREEIBULAS ~ FHCrl-C ~ EDFIH EHRRNREIR « RAREEERISURKEES AL -
7. YNRPEHIZREEF IEFRS A M IIMetroCluster FITIRERZ ~ EA/ERFREFCAE RAARS

a. A E4EEET ¢ Tboot ONTAP maintJ

b. #MetroClusteriZEIZIR 2 E A RIENSS | ucadmin modify -m fc -t initiator adapter name
C. {FIELUREIMEER | Thalt (fFLE) |

RIFKEERITEE -

1€ USB BB ERFENIRIERRENIRRS - ASA A900

ERGPLZEIFAIBIIEEE R T 2 % » SR I USB HERRIERAINIERME » WL SIERH
ENBRIERARRS o

MREHEFRAEFRZONTAP 9.17.1 NESIRE » BEA"EFRBINERZF" - WREHNRMETHRE
HARRASBIONTAP » I EERFERBNERIZER -

Bta 2 A
BRI DRSS o

- BRI OB IREMREHIUSE o

- RECHAGETEENE - £58 3 7 CREIRE SRS E S S -

1. TEEFEFEHI23AY LOADER IRRFIT T » #t USB BESIRERBNIE /R :

boot recovery
MERBIERHMUSB T AT -

2. HIRIRTES > AR RTEIIL Enter BIESHESEPETRHTER SR ©
3. SAEABEANEHONTAPRRZASH S ERIEIR var 18R R4 -
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ONTAP 9 ° 16.0 S{E R4
BT AN SEESIA TR TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
HRIBEFISTEMRIA TR

ERRRTNCEREDERR > Fi v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE:

" MRAMAERNE > FUEENRERIEE BB 1 EBRE)_-
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

" MRRAFERMNE > BRIE ERINE"
4. BEEESBRERESIERHIEHIEE -
5. KHEHISRMNREERERE > FEMEBIESEE:
storage failover giveback -fromnode local
6. MRETEAT BEVRETIAE » AEWRBAE !
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

BEINZE - ASA A900
EEIFIMERE FEFRMNE o

IRCHIEFRME(FBVREONTAP 9.17.1 ESIRZE > s5ER"EHREINERRF" - MREHNRAETHEF
HARRZASHIONTAP » RIARfERFEREERRER

REBECHHREESHEY > TRAERNPEUMERRINE - MREFEECHRARERAPEZREES > FR
EICERENIRRE B IE F FIaRFr IR E ©
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bootmedia-replace-workflow-bmr.html
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NEZHREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MRFABEBIEIRE > FER :

storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

i PEZ 4R [0 NetApp - ASA A900

INEHFEMBIRMARSRFREL « i EFEZ R [EINetApp o 81 "SHE G E B "R EE

m2REH °

SFEHAEFE - ASA A900

AEEIREAE &x%zﬁ@[ﬁ‘%aﬁlﬂ,ﬁtﬁ%ﬁ% B ~ $EHIZREAR ~ I/O1E4E ~ DCPMIRAR
ZIAAERIUSB LEDIRAE ~ IR mHARNARIEBETBIFRIENMA - HERHARE

i ~
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* IEREFEiER Rl - HNEHMES « R SESHMRETEETENIRE P EM S HE -

RARAIEH23 - ASA A900

RERIER2S - ASA A900

AR B A A TR EAE AR AN o S RI7EARTS R RS [ S RIHAO AT
IF % R0 R 477 R GEARIR TS 224570 - NetApp K" o
FtEZ Al
* BT SR L ERRERMEDE -
° ONTAP AR MR ETE S ©
° FEEHIZSHI BMC ZEBEES] ©
* ERELHEAMNEN T AMRELETER
* BRI RIEMUER ¢
° ITHM "RFEREAIEE" o
° & ONTAP AR EZEZNRRIRE o
° FERMEIREIRE "Active 1Q BEEREER" o 58 TRA L BRIFENERSRE « flin R4 T4 /Y LED

[e]

52"

=113

1. 3518 SSH BARE « UEAAMTIESEENELEER / TES ~ REEPNTAEBREA -

FILFrE R PR | EHFE NetApp R LBIE R}
iS5 aktEin TIE
YNSREXA AutoSupport - SEINEIMEZRREIL - WisHETREI R RRERAVE

A w0 D

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BBIFRH S EEEIZEH SP / BMC fidt :
system service-processor show -node * -fields address

6. 45RHEE Shell :
exit

7. R E—S 8t H R EREISARY 1P (it > 3538 SSH A SP/BMC » MUBEPEERE ©
MREEANREES / BB B  AERAERNEE SRS BB LIS -

8. (S IE{UA B PR E ERS
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HATE StrictSync I F{#EHH SnapMirror [BF121ERIEE | system node halt -node
(:) <nodel>,<node2> -skip-lif-migration-before-shutdown true -ignore

—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BEEITIIEER  FRERETHSEZRISHEA *y*
Warning: Are you sure you want to halt node <node name>? {y|n}:
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C) M2 Al ~ ARERISRAAT 2 AR o
4 EEREREREN T ESERR « UBEEFNARUPITTIIZEHFTAITE-
C) TRESEFHER HREREREER 23R
- SERERISRERERT R
a. MREHAEMREERERRE - FENRE -
b. ZEHIRABREMEAKSS « HECEFERTEEA -
C) iR BRARBAKAEET ~ SB70BEN - URIBIREZS -

EERIZRIRE— B2 A - iSRG - EAirRERIRER
a. REGIZEECAMIEIE IR EHE M E

"-L" 7
b. &

TEZ| Press Ctrl-C for Boot Menuy (3&Ctrl-CEARKINEER) B - :51% ICtrl-CJ ZKAhErRaIE

)}

C. EINERIEEHAREE o



BRIERE RAAERE - ASA A900
SERERRG IR « (TG EREE ARSI R RIS RAERE « TRBEEEMRERARTE °

TR | REILEEE R ARE

TREZE RHARCE FRYE 2 1EHIZSRAE ~ SURIL AR AT R SEfsREIRARES « I E TR SR AR A B
HA o UNSREFREA BEIRAEET G RTEERAERI S EE LB - UBRE P IR EREZ R o) SE3E £ i -

FARERLIF
RISUMEERNARR LERTRPRGS :

* _replaced_EiELZMAVENR, « EAREFPEEZIEEHE
* Healthy&iZ5 2 replace EREYMIHASTEESME o

SER
1. AR replacem_ EIERHBIREHARRIRTETT « AFLERFLERHEARIRTETT ©
2. 7T health Bi%5 E ~ BB Z45FER | cluster date show

HARFIR R R IRRR E R EME o
3. EHARKIETT ~ 18E_replacement&iZi LAY B HAFIFRER] : How date (BE/REHA) 1
B HAEARSRILIGMT. 2 2 o

4. %zuﬁuzxg  EEERE FRRELUGMTOABENA B ¢ Tet date mm/dd/ymm' (REHHE_B/B/FATE
J

S. %ZDEAZ\E I B RETE ERRELUGMTOABENIAIESR ¢ Tettime hh @ mm:ss) (FRZEBRFR_hh @ mm @ ss_

6. EEHARRNIRTT 2 _ B B2y FRYEEAFIRFR © show date

HEASERFEIUGMT. &% ©

PER 2 BN RREEHEREY HA ARAR

A /RERFEIEHIBRMEY THA) RRS ~ WARBETMARBUNTSENRFERE -

1. TEEHITRI R EAR RSN T « BEIFTA T EEMERIRY THAL #KRE @ Tha-config show
MRIEHRMEER... FRBTTHRIHARKRERES. .
HAECHS HA

BE5NERELHEEMNAZIIE MCC
BYFC#BAEMetroCluster

—ErmEEARMetroCluster Mccip

71



2. DD%EEH_'E’J?’“FEU%%E%H%%#%@‘C MRFAERRARNT ~ SEREZERIZRAER THAL ARRE ¢ Tha-config

modify controller ha-stu_|

3. NREETHHAERFARERTNRFAERR « BRTEWME THAL AR ¢ Tha-config modify chassis ha-
stu_|

B EFIE R4 - ASA A900
SR REREMRAERRELR « LUEEN TEIRER °

TE  ENMRERR

BB IR R 2R A NV AT R BN A RR AR o

HER

1. ENLERMK o

2. {EFARESRABARIEFESRER "Active |Q Config Advisor" o
a. FEIf %% Config Advisor LEINAE °
b. B A BZRMANEN « 2A%BIE—T TlCollect Data (WEEHR!) 1 °
C. ?i‘ —F “‘ﬂ?J ?%H‘Ei& AwEHY - FRETHAMEESERET - BMAMIR9BREREH -

d. H—TEENRSRE « ABEE Config Advisor 2R BNetAppAIEIL - BT EMABLR o

@ g%ﬁlD%DEZ%E%?E?)EE%WEE@NVRAM*E%HEP © IR BRI SR DR « ARIERISREEIRR

PER2 | EREIREAER

MRFEFRAUNHARE T ~ RITERFERFETIRER « Ml RANRRIDE BEMEIRGHIR - TR
TEFIYE _replaced_IZHISSFFHEIRARIDEE « AEBHEIELEETREEF -

L2 B A ONTAP HAEBCE R #ITHR AR ©

1. 4R _replaced $EHIZIEEMNMHEE (BER™>"RN) Al RAAEER - RBEAHAERR R © Thalt (
Z1k) 1

2. 1E_replace_IEHIZRHIEARIRTH  BABIEHIR « IRARIDFEF « RAR/IRTEERRRID ~FHA T
yd

3. 5% %|_replace IEHIRTIESEET Twaiting forlki&... (EEZFFIRIE...) 1 AR « ABRREDHIEHI2REE
BETTEBISTINAEBARID | THEEALEEET)

EomLhtt « SEZZED—HEE - 5HZEEHIZR ENAKIDEEE  BERIERAEIDINIFID - £
5EEFIH ~ node2B5ER IR ~ HTHIARARIDA 151759706 ©
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback
(HA mailboxes)

4. 29SS R HIFEE A OMEED ¢
a BEAEMERER . et -priveEsE R

EARARIRTCEEE AN ERRIR « e UEE TY) - HIRERRNRETR () -

b. EFEMZCMEED © TRFKENELBITEIR, nocal-node-name_&SEBHHEEFEE IR
C. H1FSavecorem < e BB BINE o

EA] A T dn 2 R B Esavecorein R HVERE ¢ Tystem&iZhrun -node-node-name_&1EE
¥savecore -ss ]

d. JROIEIBERERELR - et -priv. adminy

o MREMNBERAEREMEFHMRENT « RILAER T HP—ERRFRIER FF R EMEINAE
RICERNEAZHIMNPZIREEME

- EENESREENESE
- WEESMES IR EENE SR
6. BEIZEHIS :

a. fERErVIERIRT  RETMRAIERISEERE | NtorageRIEBEMIE-

ofnode_replace_node name_ |
_replacementiE 23 S RIS HIHFR AL ST ©
MRAFKIDAHEN - RARRTEBRRHRID /WA Tys o
() meEER- CANEEERDA
NFBFHMAEN ~ BF2RE "FHIMEGRST" MG RIERE o
a. FeARiER - FAEIHARHIER - MERTLEE | TBRSHEBE)
MEFREREshow) HLNAHTRESIESIEBHMBPEENRERD -

7. BRrB R B EIER D BCHAE - Ttorage disk show -FRAH# ]
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B2 _replaced_1EHIZFHVHAIEFERENFTBIRARID o TE FFIEAIP ~ node1 R IR IRTERR NI RARID
. 1873775277 .

nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. MR R #IKAMetroCluster FI2—EAR2INAERVARRE  FBEITIEHIZIATAREE © MetroCluster TRR ZEEREN

10.
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B

BiE - BELDERREZSEMEIEERE « LRSEZEHSRSEERERTIIRE « RAFEDREFHHIE
IR o MetroCluster 'MetroCluster 'scee-node-SystemID'] sp S HHEBBERENRSID - H
ZMetroCluster ZAHRE B IE EARREALE ©

YNERFEHIZZ EMetroCluster LIS IRINAESEEERIAERE « 55MetroCluster fRFFBRYIERME « HESBUNIRIRIGHE
BEEKHILE LAYIEHISR - DREIDIR S ERIRHRIGHESE -

MR THIMIBEAFIIHE « RIABRITIEENF

° IEINREARREER A HAAKRAE o MetroCluster
° replacementiZHI2S 2 K #uL B PRI BERIERSE

MNEHAEN ~ A2/ "EHAIZE AR « MIEEBAEE B E « MetroCluster M{EPUED
ZhMetroCluster FYTHSEARRER ~ W EEITTAZHITHAEL)IA" F5E ¢

WMNRITH R4 FE B MetroCluster BYZEES 54058 « A SE1EHI23E8F 2R ¢ MetroCluster EEiEY BEM-
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

M. ERS S EEFISS T FEETEIAEEEE ¢ Tvol. show -node-name
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-onreboottrue
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EIH1 I RZSEARMR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -
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* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©

99


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

BETE2 . 14231 MetroCluster —{E R 2Z 52

()  WmREEAGIFASELMetroCluster KA « A/MEFILLER o
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* NRIEFEAMetroCluster R INEERZAVAERE « B4 ZBRESEMetroCluster ERE ThEEARZ] K&~ B

ENZLEENERF B IEERIHRAE ( TMetroCluster THEERZE) ) o

1. INRESA T UEINAE ~ AR TS RIMGI B BEILZER © System NodeIR R AU FAERRE*-type all

-Message MAn=number_of _hs_Downh] AutoSupport AutoSupport AutoSupport

T3 AutoSupport Bl AR BB ZGIM/NRRIEAE ¢ Tcluster | >R 4R EIRLAutoSupport ~ 1l
FREIEE-HI AALL -Message MAn=2h |

2. (FRREEEFREEENEEIMIEDIAE | Norage BB EEI-EELAK-BBINIEIER]
3. RRIBAVIEHIRBEHARRET :

NRZHEOEFBERERT.. AR
AR AET—% -

N eI ZCtrl-C ~ ABEHIRREFEIE lyy o
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(D RarEH NVRAM BB BEEHHERHA « TIEFEAR NVRAM DIMM Bt «

1. MREMAIEFIZSREREEER (R > 181) -~ EREZER - ABFAIFEHEARERIET © halt

2. (EFEHIEHIZRAVE AR « BENEHIES « MRRAMIDAIER « RARIRTEERRAID ~ :FHAy ©

3. ERFERFMIE. . MEFEREIEHRIZRNEES |~ WEREIRIEA « ABNEZHIET2ZETE BENHEH
E’JAT’F%ﬁ:?ﬁgfﬂD . storage failover show

EaLhld » SEZZED—AIFE  5HZEITEHIZSR LN RAKIDEEE « BERIEENEIDMIID - T
5|gEFIH ~ node2B5ER IR ~ FTHIARARIDA 151759706 ©

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA maillboxes)

4. SREEHISS
a. fEfRRMEHIST « BIBETREHIBEERE | NorageBHEBHIE-omodets FHIESLT
ERTEEIS G IR TR o
MBRFIDTAEN « RABTEEBRMID  HWA Iy) o
() wREER CANEEERTA -
ML - HSR FHIEHS MRTAEE o
8. FERLME - HRESBHARSIES  MEAILUSE | [BREHBE)
et A lshow) B2 NELTRESEAIFBHMASREENRLID -
S. BB BB EIEDECHARE ¢ Ttorage disk show -FREH#E )

BRE R SH IR BRI AMID o £ THIEAITP ~ node1 A RIHIRIRERI BV AR AEID
1 151759706 :
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. MR RLFFHAMetroCluster FIR—EAR R IHAERIARRE « :BEIEITHIZZAVREE | MetroCluster TR 2EETRED

B

g - FERDERREAEMIEEEAREE « RS EETISM SRR ER TR « TRAFADRFSHIE
FEEI o MetroCluster MZ1EEiZ5show -Fields node-SystemID] i {#HTERENRLAID - HEIFZAERE
TR IE EARAE A LE © MetroCluster MetroCluster

- WNRIEHIZZEMetroCluster LISTIBINAEABEFEAVAERE « sEMetroCluster HRFTAMIERIE « DU RIRETE
EESKHIEE FAIEHISS - DREIDE( G REREIENRIAER & -

R TIMBRFIOHE ~ BISBERITILENE

° HEINBEARRRER IS HIHAARRE © MetroCluster
© BiERSRE LS FHRNEREEE -

F2E "FHAZEHER - HIEEA S BFREE - MetroCluster MTEPU &I ZEMetroCluster BYTHEEZRRE
s T ZEITAEIIIEET)R UEBSEZEH

8. MNREMAMEAMetroCluster FIZES: sHAEAS - FHSISEIEFIREERE © "MetroCluster EEfiF: BEm-

TR AIAERSARRS )

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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