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SESCSITI#EIEFEREE R E PR EMERE N PEAREE o (EAREENBS R « TRREETER

* MRFEEMEULAVEIR, « AIBEXNBBRR RS c MRBERFINETAE - HEZHIEHIZRER
A MR ~ ZRRHEERMESKR RIS ETERAZ BTSSR 2 AEIERE ; A2R R ESE
B o

1. MREABT TZ481 IhAE ~ BB TIE B RE I B8 {EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%lJAutoSupport Bl R8T B BN L 22 B/ VB
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAVIERI S BMAU T < -
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https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
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https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCERSEEHREIEE?) K
3. BRIBREHI BB EHARIET

SNRZARRVIEHI S EE R, .. RE&...

AR AIfETR—% o

IEEERIIE. .. Ctrl-C ~ AR HIRREFOE Ty) o
ARSI 2 REHERIZE FIERIRAVIERIES

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2 & THEA Loader I8 RFIT ©

T—%
SRR SRR 2 8 BRI (R o

EIARE IS LUETT B HBIIIER - ASA C250

ASA C250 BRI GEHTFEZ FESMMEREN - B SR IR R EEE
wllas A ~ BIRRIBRFRMIRE « EEFISRRARRRBRIIRKERE - ARENZERE
il 8 E4E o

BEFEEISIERTZF1E7E ONTAP 9.18.1 REMAREAPZTEHIE - MREHHERAHITHERFERED
ONTAP » :BfER "FENREINETRZR"

REN BN EE T ARZEFISIEER » BRUAKPBIRIESISMEHEEN A 72
HERN | IBRRITEIS 84
1. WNSRIT SR IEH  HIEREEH o
2. WHRIR T HIB R AR B IR FERS o
3. BINERIREER « ABNEREMEIRNTER
4. HRPEHISIIEARIRT 1/0 B4R o
5. ISR FIeRAEHISEAM A TS « FSIER THAR « MBS ST AP EChI & 5 o

@ REEBIRERISSRAR BN « FRiERFRERAZBIEL (FBEXX) -
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bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html

(1] U

9 PRI

6. FAMEFIEEHSRARMA « FEREFEPENY « ARBETEORE L
7. FRIEREEIERIS R EEmBVIEIRIRAR « AR TRIIERIS RS o
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fEHERR AR

PEfIaSRAEERE -

+
t

8. MUBEAEE o

FER2 | BIARKIEEE
A AGE R T 7R S RAR 2 BRER SEHAR TR RS

BhE-BIRFERKE
1. 3R E I S e SRR AE PRI R IR AE I AN A B 3

@ CEZEA# M+ F RIBAAE T RB IR B RRS B E BBV ERAR - FRICIERISSREARZE
IR S EZ AT RMIEE « UREX -
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ED TR PR R RS B RE 2 12U 2R 1R A T A AR B R A4

i IRER IS R PR L -

- ER# M BANE T  [WRIARRIRIRES LU T 84% ARG H L2 IR L
SRR R EE BRI IARIE PRI IR « AR —55 °
HERARFE B IRPE L PR RIS IR AR  Mind ELE 2RI ZRRAE FROIE -

d. fER#HATIRAAEET ~ HEA M SHERITTRAIRAS LRVIRAR o

o o

o

RNBEHE IR « TRIFTAE S IRIRRIIRAS o

e ZEBEAEE -
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0 =2 RS

9 1EhEiRAA

2. ZACHEHERRAR
a. RHERIZIEER — IR AR R OB AR IERISSRAIEERFH—F -
b. R RIS EA T 2 I ALT
C RERFIEREHEERT ARIBYIEFLE
d. [ TEHEHGITRRIERER « ARRHERISSEAREREIER E -
e. EHEHGRIRRERCRIIEN « 2AREBHED) - BEIHEER FAEMSLE

PSSR R 2R A ~ ARG o

3. EATEIRIEHISREAR 1/0 B -
4. RERGIGATRMUES > ENTRERGHIR  ARRERUERREREER -

PEHIZREARRAIARIEI L 7T LOADER 1R F TR IFLE ©

Tt
R ERSENBIIEIE > & A (EB ISR ONTAP BE > o

SRR BB IRIERKIRES - ASA C250

£ ASA C250 AR EMBIFHIREERER - T LIS BSIMEIRERERIZER - LUt
BERAERERAR - TEREFPRE > RAEREESSERAMNE » WLHEfERFRY
TIMMNEFLEE - MREMATRBNE - KRNG5 ELETHEENTBIRERTE -

BENRE RIS RIZFETE ONTAP 9.18.1 REMIRARZZIE - MRENEERFERITHIRRERER
ONTAP > 55 "FERENIMIETEF" °

FYaZ Al
* EELHNERREERHE
° IREEIREIELS (OKM) | REREHENZIEREEMEHD R
° SMEREIREBIES (EKM) | EEREBHEMBMNTIIER
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

1. 7£ LOADER ${£RF7T | » B BNERRERER !
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boot recovery -partner
SEERET MR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. BEVERAMIERS LA IRIERERT ©
FRF SR EET Installation complete L& ©

3. RMBBEMEER > WRETR FASZ—:

MREFDLAS ... HMITLEENE. ..
key manager is not RIRKRLEENMNEINAE ©

configured. Exiting.

a. ERFEARMEIR -

b. B AR FHIRHEEZEMA -
"B i8R R-ofnode_disapped_node_name '
AIfE EMEA EERETIAE WREWERT -

key manager is

ERENMZEINGE o FIEEZ R EIES °
configured.

@ MRAFEZNATREESRE > AFETHESRANE » TIRTEHITSSELETRERE
BUKRECERE (IREEINE) o ARIBRREE -

4. FRBESTHEENEFERSHREERER :



RNEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are

23



24

9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BBV

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE
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RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFIJMERY > RAREFEILEFELETERMNESNE o % LOADER 1R RFITEMBITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
ZR ONTAP BRI RAENERRE MR HE L 2 B RIEFEZ R[] NetApp" » FERARIILT ©

T R Bt IR REE [] = NetApp - ASA C250

GNRIGHT ASA C250 RAEHFRIFE T3 EHIE > B tfETTHR[E] NetApp - NHREZ

Bifl > F2R "SHERELEEREH °
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EXEniEsE - FEIRE
BEMERE F BB IR T E5F2 - ASA C250

A ERIGE R ASA C250 #TFRMTBVRIHIRES » AR EIRAENR ~ WEMEZREE - B
PRIEHES « RS - BEERRER %EDDM‘ » W EREE RARTHAE o

MREHIEFRFHITHZ ONTAP 9.18.1 BLERTHRZA » SHER "HEIRE NERRF" - MRENRFENITHIZER
B hik7AsHy ONTAP > BRI RERFERMERER °

o " B BTk

TRBE AR IRAEAIRR K -

"RENNE SR SRR
FE AR D ERARE TR EERZ NN R

"RAREER"
TR E AR IRRCET > SHRARIIERISS o

Hof

"R
RAMEEEER IR ERKIREE « ARREZIRFRMGRE AR EA USB IRPIHLERHEE8 ONTAP B o

"FAEIRIERR R
it USB HABRIERATE ONTAP B ~ IBRIER R « WERRIRIZEE -

e "ERnE

TEONATPRIEEE B TR EIRRRE NP B EIES o

o "R ERIE G NetApp”
SNEMHFEMBIRMATSRFRZL « R FEZ IR [EINetApp ©

FEFRKFIZERNTEK - ASA C250

TEE# ASA C250 RATFHRYRIIRAS Z Al » SEFEMRIT S AN BRI ETEK o L@%EET%
TR BEEEREAER USB REIHERIK - T HEST GHER IEMAVEARKE

IRCHIEFRMAITHVE ONTAP 9.18.1 S EEHTARZS » S/1EMA "BHEEEINERF" - MMREIRFARITHER
FhRAH ONTAP » RIAAERFBRIMERZR
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b. RUSBFE S trif A=K 2312 AHRYUSBIERE ©

AT T USBRE S IR R R IR A USBRERIEIEH « MIFUSBEIZAEFIRA o

C. RHEFISRAATEHEAKAS

d. RHERFHEMIEHEMH RAIBsEFLP

e. [ FEEERFITRRIEEER « ARG SIRAEIERF LR E -

f. WESHEH S RIGRCRIISTE « AREERD) - ERIHERSIRAEMLAL -
PERIZSRRAEE T iR ~ TERMARRGT T

9 ERTERIERISRAE 1/0 AR -

h. REFRBABRMER > ENRETREHEIR > ARRKEREEREZEER -

ERSREGEERMERIAFGHRME - ZEFPEREER -
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. E2ETEEREBBRE « #HCtl-CTEM A SRR FEIFER « #Ctrl-CHhiE. ..
NRITERBULAS - 5FHLCHrl-C ~ EIFIHEMEERTIRVIETR « AR FILIEFIZR U ERALS -
I HHAERE —EERIRNARR « FEMERERILFAREIRMRESS o
AR - TERARIUERFTFLE

Pt IRIERR R - ASA C250
TERFEPLZEMVRARERREEZR > ST USB MR IRERR G » TS 1EBH
ENFGIEIRAERE o

NRICHIEFRAHITHIE ONTAP 9.18.1 BLERTHRZA - SHER "HERE ERRF" - MRENRFEANITHIZER
S48y ONTAP > RIAKAERFERMERER °

FtaZ Al
* SRR RICHYEE RIS B R MR IEHIES o
* SRESDIER L R IRIEPRIRAIUSB °
* MECHNARELERMNE - TF R 3 1 CRERBESAINZREZHEREE -

1. TEERFEFEHI23AY LOADER IRRFIT T » 1t USB BESIRERBNIE IR :

boot recovery
MG RGIERIEUSBT#AY -

2. HIRIRTRES » A RRLTESIR Enter ISR 9 R EETRAITESR G ©
3. HERERANICAONTAPRRASHI L ERIBIR var tEE R4 .
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ONTAP 9 ° 16.0 S{E R4
BT AN SEESIA TR TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
HRIBESISTEMIA TR

BRI TNCEREDERE > Fi v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE

* MRAMAERNE > FIEENRERIEE BIR 1 ERERE)_-
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bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

" MRAMERAME > FRIEERME"

4 RERSERERTSEBHIERES
. IEHIBRIHEREBRE  FHWEERERE:

storage failover giveback -fromnode local

6. MRS T BENRIBINEE > HEMRAE !

storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

T R0E ?
S| EREmRGRE » KRB EREIEE LERME"

ZERINZ - ASA C250
TR RS BB o

RIBECHRIREESHL » STRERN T BLURERFNE - MREFRELCHRBEERAMETIRERS > IR
EICEREIRRE B IE FRIRFrBIERE ©
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

NEZHREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENSEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END
ETRIE ?
TEFRIERE EIERIMZ R R EZ (R[] NetApp" » BRE o

B HFEZ 43R 5] NetApp - ASA C250

QDETQZWEM'JE’JRMATE/‘I‘ Fitt ~ iR 4R [EINetApp © W1 "S- E S BT TEHMAE
AZ2RER °

HAEERTERIZ - ASA C250

EERIGE M ASA C250 [#TFRAMBVIKA  SRCIRRI BTN - BIFAEERZS - BikAE -
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https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

REBERERAIEE o

"E B[R ERER"
BERMEEHRER » BIERFASN  FIELR « ONTAPREMAM AR o

A R R
FEEEIRRAER - SFIEIRR - IWEREN TR « B E IR IR0 EE

"RARAERI A"
RARAHERI S U R B MEITIRAGHEE o

"R
R A P RUAR RS E B AR -

o e

SERCEIRRY T AR RIENERIER - MITIRIBIR(F > WASHREIEAGREI4ENetApPp ©

BIRHFENER - ASA €250
TEE it ASA C250 RARHRIKER Z Al - sRFE (Rim & B PR RFT A IR (T - E8iEE:E

AAEPRFBEEMTH RS IERER « Hs3EHER ONTAP K EIR S0 « IEFNE
R BT A -

AR IR « TTAMFTA IS T « AIUIIEEISS (CPU Bt  TEIRLAEISAN 10
RETHIER o

* SAMEE RARRIPRA HMTAHERERE ; MFRRAE > B "NetAppsiE" UK IHE)
* MNRITZE ONTAP NAE R M EIESNE » SREUSELERGE °

c ARECHEAVENT AMZEETER

* TR UTER A ZIEAIFRE ONTAP HRAHEAEHEIRER o

‘ ?%fiﬁ%?ﬁ#%r%%ﬁ?ﬁ@%ﬁ%%*& + NVMe WBRIEFNIER SR BB /LS ~ MERIEFAERZ NetApp BIFITT

* WAAEIIEF S SN EERE - HNEHAEE « SR SESHMEEPE ETRBIVIRTS FEFI D P

ETRIE ?
AERTREEKRZE » "EEEREE"
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http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
chassis-replace-prepare.html
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chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html

ZEFHE RS - ASA C250

ZEfRTER ASA C250 RIFHRRIBRIIEAE - AR MR RIBRVHAE « BRs BTt - LUIBIR
sCAEARANIE R S8154E o

1. ERERYFEAERE > NEARETNELEZERAR

2. {TRREERERM I EIETE

a. M “system controller location-led show' BRI E5TIE B AIARERIES ©

b. TR EIERIE !
system controller location-led modify -node nodel -state on
I8 LED &t 30 & o

3. {IREHEA > FREBERFHRIEDIUTAS :
° AR
° BBt
c BFENHE
4. RERPRHABRY > LHFERUEFHREEHRE4ENetApp
O IERIIREFRANFIA BB LIRE - BRAIURGRREDS RPAESERMENRMHR o
6. MRFERF M > AR -
ETRIE ?
ZEMRYFE L ASA C250 HERRIERSE » (CRE "FIRAERIZE"

RERAIZHI2S - ASA C250

lﬁéﬁﬁ AFF ASA C250 f#F R ATHRVIERES » LB IEERBER I R E AR RRIRE

tiEFERN AAMERREENRR - ARERBEEREERENFAEN > 552H "ERRHITFHEEGET
RIRFRIR T 2215 - NetApp FG#EE" o

FRtEZ Al
* EREERER VBRI
° ONTAP A AR EESTE ©
° SEEZEFIZZ89 BMC 1ZEXEES] ©
c ERECEAVENT AMKHELETER
* FMATREMIER :
° HUTHM "RAEERIBE" o
° 1% ONTAP AREEZENRFAREA o
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° FRRIEMIRIRE "Active 1Q BEETRERE" - 58 NRALBAIFENTAKEE « AR TH L LED

o

1. 3518 SSH BARE « UEAAKTIESBENELCEER / TES ~ REEPNTAEHREA -
2. (RILFFE ARG / E1%TFEY NetApp R4 LBIEK] o

3. H{ESMERfEIn TIE

4. UNSRESF AutoSupport > sEINGIEZEEIL > W5 H ICTEER A RREGAVESR

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. HBIPTA REEIELRY SP / BMC itk :
system service-processor show -node * -fields address

6. #5REEE Shell :
exit

7. (A E—S @t HF HAYEREIEERY IP {iit > 38 SSH EA SP/BMC » LIBEIEERE -
MREERNREES / BB  AEAERNEEEIESTRE LIS o

8. {2 IL{IHt 2B PR MREEAR ©

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HHATE StrictSync I FEHH SnapMirror B 121ERIEEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. (FRHBEHE !
a. ERRIZERIZFIIERI QMAMN TSRS !
storage failover modify -node impaired node name -auto-giveback false

b. A 'y ELEIRET CESE2FREFMER? ) &K
3. RRIBAVIERIBRBEHARRET

YIRZARRVEERI SR IEE . .. RE...

HARRET AIER—Z

EEERME. .. #&Ctrl-C ~ AR HIFRREEIRE Ty, o
AR EHEBRET iR 2 REH IR E S F IR IRAVIERIES -

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2 FHLEA Loader 1R RFTT ©

TER2 . TBhRiERIZRRAE
TG SR AR BRI TR ~ IS A AE P A PRI R 2S5 o
AW B EESRRIIRE « WEREEBRIRIR

1 INRITEARIEH ~ FHIERERM o

2. AN TERIS A BIRILAESS o

3 BMERREER « ARNEREMEBNTER -

4. BIERFIEAAZER SR AIRSHERS]  MEIERTANE « AR SRR PR R R

@ IREEBIMRERISSRARBEIRE AR FRERAZSBEL (FBEXX) -
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1. 3R EEA R SRR Z FRRTCEM ~ MKIREIRAGHEH o
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0 ERRIEERA L ~ iFEMBEIBMINRATERT ©
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TER4 | ENREIEHIEEE - WRE EHRRTCE MK/ B HA

BIREHISSEERNTAZ R - CORERMEEREM L RIERISEE « ERESE LOREM B - 2%
HE o

1. MREH RIS ~ ARAAE R EoEh SR -
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o o T o

o

» M EIEARIBARTS T ©
f RERGIBEABRERES > ENMZREBREHIR > RERERUEEREREER -

ERSREEEERMER AR - ZEFPEREER -

9. EHARRIETR MME LIS o
5. ERREHIZs FARFRIFIHEA -
a. 5 Tshow date] F<IEEREEEEHISS LAY HHAFIERERA] o
b. 7 BREHISRHNBASRET T ~ BERFEMBHE -
C. MENE - FAEMA MNZERHEmm/Ad/ymm/FBTTE] L RIERBHE -
d. INBEME - 55ERA Set Time hh : mm : sssi &% ~ UGMTORE RS o
e. FEsR B EIEH2s LAY B RAFNEERS ©
6. THARIETRT ~ @A Tbyel EFMAIIACPCleRAEMITH « ARRIEFIZSE MBI o

TS eI THIR TR USRS « AREEIRS) « ERIHEMRKIRAE AL o + ZHIBEERT2EA

7. BIZEHISSIMIEIEEEIE - HARREBHERE | TorageA iR EINE-ofnode_disapped_node_name_|

8. MIREABEHER  FENMA | [EESHBEENERAE-BFiINEtruel

FERS | BBE T ERIR4ENetApp
MEHBEMBIRMAIS R i FEZHEEINetApp o W1 "SHHESHE TR RSN « A2RER °

ASA C2500YF EiH1&

UTRE—SAMHAPASA C250(#F R MAVIFERNE o saiE5HNetApp Hardware
Universe (HWU) I T LU {#EF RARRISTEEFRAG ©

ASA C2508YE EFRH&

BECE : ASA C250E5H4%8 HA ¥t
* RAFEAE 14736 PB
* 3C1EE% : 128.0000 GB
* SMNEIRST ©2U 38 - Boi 2 18 HA #5234 24 (EEREN 231518
* ONTAPHRZS : ONTAP : 9.16.1P2
* PCle #E72HE : 4
* BRIEONTAPHRZS : ONTAP 9.13.1P1
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EAERRAE
* $88Y 1 NAS
* §B8) I SAN; HA ¥ : 6 ; [RIAR= : 8.8 PB/ 7.9 PiB ; RACIERE : 768 GB
* $8R) C HA Y ; [RYAAE 1 1.5PB/ 1.3 PiB ; R ACIERE © 128.0000

A A

& 10

* TE | ZAHBEE 25 Gbps ; FEIFIR | 4
* WE ¢ AR 10 Gbps ; BIFIE 4

LN il

* BE © ZAHBER 100 Gbps ; FEiFE 1 4
* BE © AR 25 Gbps ; EIFIB 1 20
* BIE © ZAKHBER 10 Gbps ; EIFIE 4

* 7 : FC 32 Gbps ; EIZIE : 16

* % : NVMe/FC 32 Gbps ; #i%iE : 16
<38:0

F=pi]
* WRE | ZAHBEE 1 Gbps ; EIHIE 2
* ¥ : RS-232 115 Kbps ; EIEIE : 4
* ¥E : USB 12 Mbps ; FEIEIR © 4

ZIREFAAR
- FC
- iSCSI
* NVMe/StiimiE

RIRIRIGRRE

* EIAITHER : 2006 BTU//)\BF

* RIBER THITHE [ 3750 BTU/NEF
54315246 AFT
12U
19 I IEC #Z2EE (17.6 I 44.7 R5)
:21.38" (54.3 A7)
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R A

¥
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s TYERELMNERE : 10°C E 35°C (50°F ZE 95°F)  BINEE AT 3048 AR (10000 HR) ; HBEHRE

8% FE 80% > #/%)

* IELEBELRE | -40°C E 70°C (-40°F E 158°F) » @8KES 12192 AR (40000 #R) - HBERE
10% & 95% » 5kt » [REE

BB AEREEBINE (LwAd) © 7.2 BE (LpAm) (EEREME) :69.1dB

E<F
* EMC/EMI 3235 : AMCA ~ FCC ~ ICES ~ KC ~ EE5&SF « VCCI
* %2305 [ BIS~ CB* CSA* G_K U-SoR * IRAM * NOM ~ NRCS * SONCAP * TBS
* Z%/EMC/EMIzZE% . EAC ~ UKRSEPRO
o EWBLZB/EMC/EMI/ROHS : BSMI » CE DoC ~ UKCA DoC

* 1245 EMC/EMI : BS-EN-55024 ~ BS-EN55035 ~ CISPR 32 ~ EN55022 » EN55024 ~ EN55032 »
EN55035 ~ EN61000-3-2 ~ EN61000-3-3 ~ KS 35 15 843 A 3830 33 &

« fEAEZ2 1 ANSI/UL60950-1 ~ ANSI/UL62368-1 ~ BS-EN62368-1 ~ CAN/CSA C22.2 No. 60950-1
+ CAN/CSA C22.2 No. 62368-1 ~ CNS 14336 ~ EN60825-12368-1 * CNS 14336 ~ EN60825-6 62368-1
~ [EC60950-1 ~ IS 13252 (% 1 Zf4%)
=SA A%
s BN KB ENREIEIZES2S (BMC) #IONTAPE RN E
 TUERBMEIIEHIZS
* MUEREMEINER
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