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RfER"FEREINERRF" -
BEMEUNRRE T HRERISREER - ERR R PBIRIERZEERN I ZE o

1. MR RITH ~ B IR o

2. BERREESS « ABNEBRMESRKTER o

3. RRRBEHE SBREERENHAITEET - AREFIREEANTRAREBENSFP WMAERR) I
BHHERAVERE -
IR BT AR EERET « WEEENZREREEREER « BIEFER -

4. {HEHSREAPRBBREERE - AERHKE—Z
o. [ MEMEHER « AR B RS A N EE M EHEF o

RIS R A SRS RS o

= PAIE
=l P“ Y
=

o SHTESHIF
e PERIERTH IR H AR
6. HHHEHIFEAEB A o

RHERIZRRAR B LI ARRT ~ SEMEE (SR IEHISS R AR AV/EAT -

7. SR SRR RENTE L
8. {IFEAE :
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@ mEEs
@ (HEAEERIZHBEE
(3] A L EsEEE

a. i EREAVHEE R ST SRR T o
b. ERERERIBEETEBA « ABRRHR LEEETE2RMAIE -
9. TR R IEAR P IO RS PRBATIRAS
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11

12

13
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" BT EaRT

eg [ EEBRE RS « ARICHEIERE

a. T RKERRIGHE GIZE - ERRRIRENBGBMRERKIRALL -
b. 1) LEBNEAKIRES AR R R IEE NI -

- R IRRKIREE R B AR IRAS IR IR T AR HEHEASEAE o

- I ERKIREE « MEHTR ERMEAGET -

MAE « A FRIRES IR H ERi A S -

- BT IRAS SR E (I -
a. R FAKIRES R T IedS E E AR o
b. B—RFIHTEEIRR  RERIRRE IR EARRREN RIS A BT R -
C. [A) MR IERSHT « SAIRIEEE I E IR « RBAIRRRSHHE B -

- FFERE -



T—%
ERRE RN & LA (FBEETEER ONTAP BE » o

SRR B SR REENIRAS - ASA C400
TEASA C400& ML KBV B REER B » ERILIEE BSRERERERIERE - Uit

ECHENRLERECE - T ERERET > AATHRERSSERANE » WREETERANER

INEZLRE - NREMAEMME » RFEWF 5| EETREBIERDER

BERBNIRASERIBIZETEONTAP 9.17.1 REBRAPZEE - MREHFEERRETHERHIRZAFIONTAP -

RER"FHREIMERR" -
FYaZ Al
* EELHETIREIEREE
° IREEREIELS (OKM) | BEREHENZIEREEMED R
c SMERESREIES (EKM) | BEREBHMBAITIESE :
* /cfcard/kmip/servers.cfg
= /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key
* /cfcard/kmip/certs/CA.pem

S ER
1. £ LOADER 12 ~"F 7t T » BB EEREREF !

boot recovery -partner

SHEET AR

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEYERAMSIRRE R INERR o

2R 5ER AT Installation complete' :L& o
3. AMBEMEER > YRR MIFHEZ— !

MREEILAS ... HITUEEN ...

key manager is not RIRRZENMNEINGE ©
configured. Exiting.
a.

b.

HEARTMHIR -
AERRSNE BRIE T 22

% 4B

'BDEEBEIZR-ofnode_disapped_node_name_'

C. EITE EMRUAEERETE MRERERT -
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MREEILAS ...

key manager is B
configured.

HITUEBNE. ..

NEINEE o AIEIMIEE

#e

@ MRAGEZHTREESRE » SRR ERAR > TRRE

BUKREEER (MRESMNE)

ERESTHEENEFERSREEREN

o EE RO -

i

=y =5
2T

EiEER

ot
i}

=1



NEZREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BBV

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE
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RET R RS R E PR a fl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERMNESHNE o % LOADER 1R RFITEMBITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

T
$EH ONTAP BR& I ERBNENBL I IR I E R 2 B i S PE {44 [E] NetApp" » fEFLETILT
15 B Y BN B {5 B2 {E[C]NetApp - ASA C400

FNRIGHIASA CA00RFRRIR(E T3 £ =R » SHIREFE T RE4ENetApp © 52 R "E
FPEEHEH BImENESEHN o
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EXEniEsE - FEIRE
EREhIE RS F 8118 T Em42 - ASA C400

FREBREMRER - MEMEGARS - BARERES - BHREEIRRE - BENERIRE « IEM
B8 R4 TNAE » FIAEHRASA CA00E7F AP RIBKBNIEAS ©

MRENREFRFEIERIZONTAP 9.17.1 ESIRE » HEA" EHRFINERRF" - MRENARFETHE
HARRASBIONTAP » Rl AERFERENERIZR -

o " B BTk

TRBE AR IRAEAIRR K -

"RENNE SR SRR
FE AR D ERARE TR EERZ NN R

"RAREER"
TR E AR IRRCET > SHRARIIERISS o

Hof

"R
RAMEEEER IR ERKIREE « ARREZIRFRMGRE AR EA USB IRPIHLERHEE8 ONTAP B o

"FAEIRIERR R
it USB HABRIERATE ONTAP B ~ IBRIER R « WERRIRIZEE -

e "ERnE

TEONATPRIEEE B TR EIRRRE NP B EIES o

o "R BRI NetApp”
SNEMHFEMBIRMATSRFRZL « R FEZ IR [EINetApp ©

FERENRISERBIZEK - ASA C400

TEEASA C400 RAEFRIBREITE Z AT EﬁEEﬁTw‘EEﬁEIJJE?ﬁE’JﬁEEZ‘? L@%EET?
THEEEAEEREAERN USB EEHk » WERREHES ERIE RS

IRECHIEFRMZE(FBVEONTAP 9.17 1 NEShRZ > s5ER"EHEENERRF" - MRENRFETHZ
HARRZASHIONTAP » RIAZRfERFEREERRER
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T RE ?
TEEHRE T EHRIRRE R B R 2 R e BRI IS LN E SRS ENIRE" ) EEERIT -

WENZEEIE TR EIREE - ASA C400

ATHRERHFFRALNERZE > TRERDRRER ENESRZIEIRE - 8B
BY ONTAP hrZs2 5 5218 NetApp Volume Encryption (NVE ) > WU 7ERARAIESIZS 2 Al
T EREIEEARSAIERP -

MREHIEFRAEENZONTAP 9.17.1 NEBIRE » FEA"EFRHINEREF" - WREHNRFETHZE
HARRASBIONTAP » Bl AERFERENERIER -

SEF 1 | IRE NVE I FEIEERONTAPRR
HEESHIONTAPRRZAS R E T IENetAppHAIE @ INZE (NVE) » MBEE eI LA T & IEFERONTAPM & ZREV A EXEN 15 AS -

$ER
1. BELHONTAPHR AR E BN !

version -v
WMREHHEIE 10n0-DARE » BIEHIEERREARZIE NVE o

2. THMSE NVE ZIERIONTAPEEK !
° MR%E NVE | THEENetApphihE & MZAIONTAPIR G
° MNERAZIE NVE | TEHA S NetAppiiiEEMNZHIONTAPIE G

@ TENetAppsz 8L T EHONTAPRMR R R HTTP 5 FTP RARSS SN AL B KK - TEFEH
RYENRRSRYIBIZ D - CHT R EULERGAE o

$ER 2 | RESREESREYEORE

TERAPAIRIERIB 2 Al > At SR BB EN RO U EEM

1. HERS RS LR A EREERER -

FRZSONTAP BiTIEA <
ONTAP 9.14.1 S EEHThRZ security key-manager keystore show

* MNR EKM ERSA ~ EKM BIEF7Edsn S o
* Y1 OKM BB ~ "OKM BIEF| e TRt o

* NRKREEEIEEEIZ « No key manager keystores
configured B EF|EaSHILA ©
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hRZSONTAP MiTLEAS <
ONTAP 9 © 13.1 xR HrZs security key-manager show-key-store

* IR EKM B ~ “external BIZFES<EH T o
* YN5R OKM BEXA ~ ‘onboard B &% |Ees < o
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a. JERGIBABRMES - EMLERERGHEIR  AERERUBHREREER
b. EEHSRARREM A « ERITHEPERTEREA -
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() wsIsmaBAMEE « SIBREIES « UGRBEEES o

ERIERIRAE— B2 A - B RBHEN - AT hERIKER
a. [ EWHEHER - FEAER - EEEHEHPERL - ARRHEBEEHEME -
b. IREHARENLEEREIERE - REWRE
8. EEHARRIRTRFIT FHZCrl-CI=FLE ~ UUERRARER o
FNREERBULS ~ 5FHCHrl-C ~ IEENFI EMEERTUETR « 24181 Thalt) 1EHIBS LR ER AL -
9. UNSRzHIBEEFEFRS MM NMetroCluster ITHAERZ ~ G HEIRFCATE-RARRS

a. FKE4EEIR . Tboot ONTAP maint]

b. #MetroCluster Z1EEIZIEZAEENES © Tucadmin modify -m ft t_initiator/ Y EI =58
C. {FLELUREIMERT © Thalt ((FLE) 1

AR ERITESE

1t USB BE R IR FENIRIERRENIERS - ASA C400

ERFHZEMAFISERIEE 2% » eI USB MRS IRE S » WIESIERH
ENERIRRARRE o

MREHIEFRFEENZONTAP 9.17.1 HEBIRE » FEA"EHRHINERERF" - WREHNRFETHZ
HARRASBIONTAP » Bl AERFERENERIER o
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R TEIR TRV S B B IR R BRI RS o
* AR B2 EMRERIUSB -
* BELHRAMESERNE - TP 3 > CRERBEESEHANEREZHEAYER -

1. TEHPEIEH2309 LOADER 2 RF T T » 1 USB BESRRENE R ¢

boot recovery
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ONTAP 9 ° 16.0 S{E R4
BT AN SEESIA TR TSR

a.

EPEIERIZS E - T Yy BIREE Do you want to restore the backup
configuration now?

EHPEIESIZS | . BHIRIRTR 5 553% Y B E Jetc/ssh/ssh_host_ecdsa_key °
EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
HRIBEFISTEMRIA TR

BRI TNCEREDERE > Fi v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE

* MRAMAERNE > FIEENRERIEE BIR 1 ERERE)_-
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" MRRAFERMNE > BRIE ERINE"
4. BEEESBRERESIERHIEHIEE -
5. KHEHISRMNREERERE > FEMEBIESEE:
storage failover giveback -fromnode local
6. MRETEAT BEVRETIAE » AEWRBAE !
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

ZRNZE - ASA C400
EEIFIMERE FEFRMNE o

IRCHIEFRME(FBVRONTAP 9.17.1 ESIRZE > sFER"EHREINERRF" - MREHNRAETHEF
HARRZASHIONTAP » RIARfERFEREERRER

REBECHHREESHEY > TRAERNPEUMERRINE - MREFEECHRARERAPEZREES > FR
EICERENIRRE B IE F FIaRFr IR E ©
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NEZREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENEE b » BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.
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Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©



s

R b b b b b b b I b b I b b 2 b I b b b b I 2 b b b b S b b b S b b b b b 2 b I b b g b b b b I b b b b b 2 b db b b b b b 4
Xk kkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery
process.

*

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b i g
*khkkkkkkkkxk*k

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.

Selection (1-11)2 1

6. MRFABEBIEIRE > FER :

storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system no

de autosupport invoke -node * -type all -message MAINT=END

15 B Y BR B {5 B2 {E[C]NetApp - ASA C400

WE#WWMMMET%L~%WE HR[EINetApp © W0 "S{HE G E SR BFAE

R2EER

T FEEHAAEES - ASA C400

s B B R A R 2R R AR R BRI AE TS E AR IR AR AR R B ORI

EEFERE
7 °

RERH A Rt AIERERE ; TR » GRS RIS IRERPT o
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https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

*© RIS LERZF FARCONTAP R4t SZ iRV A RRASHITHAE ©
* IEREFEiER T - HNEHEES - CRSESMMRETEETENIRE P EMN S8 HE -

RABAIZ:4123 - ASA C400
fEAESCHERNEEREFREANEERIBRVIERES

BIR1 | B AERTRARAE B8

IEREFERR AAMERREEN RN - AMERB=ERERERENFASEN > 552/ "ERRRIFHEEGET
RIRRRIR T 22457 - NetApp FGHEEE" o

BRtAZ Al

* FEREEERLERERME
° ONTAP A R EIEEFTE ©
° SEZEHIZ389 BMC 1ZEXHEES] ©

c ERECHEAVEN T AMKHELETER

* FEINREMER
° HUTHM "RAEERISE" o
° ¥ ONTAP AR EEZNRMARA ©
° BEREIRGRE "Active |Q EEEREEM" - B TRA L BRIFEENEFKE « Al R4 £ LED

o

1. 3518 SSH BARE « UEAAKTIESBRNELCEER / TS ~ REEPNTAEHREA -
2. (RILFFE ARG / E1%TFEY NetApp R LBIEK] o

3. H{ESMERfEIn TIE

4. ANSRELA AutoSupport > SEINEIEZRRERIL > WH5H TR R RREARAVESR]

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. RIS % EEEEH SP / BMC fidt :
system service-processor show -node * -fields address

6. #5RFEEE Shell :
exit

7. ER_ E—F @S5 H R ERETRERY IP ik > 538 SSH B A SP/BMC » UUBEHEERE
MREFEANREES | BB  AERAERNEE SRS RE LGS o

8. (S IE(UA BRI R E ETRS
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HATE StrictSync I F{#EHH SnapMirror [BF121ERIEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BEEITIIEBR » FRZETNSEERIZEEA * v
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. EHFEEETSRE LT RETREHAZRRET ©

IHIE2 | (T ZEMetroCluster FIR R 4B RE R RERAIZHISS

EERAPARIARVIERIES M ZEFIETERI S BUIRAR « WAELEETHIESIES « R 2 RVIERISREE N IRAIES]
RHEFRBREEN -
BAFCEIRTE

* B AR EFEREFRTERMEISRMR - 1 EAREEHSEREES -

1. #&EMetroCluster TRIEE ] AREE ~ FIEIRIBRITHIZZ R CEHYIRE MNEEFE ) #HI2sMetroCluster @ T
RIEE ]

2. RESHEEIAME « FIRE T REEET

YNRIEFIZRTIA. .. RE...
E ek HET—F -
EES=EapIL R ERYIERIZR AT E MBI EEMetroCluster @ T ISt
']
HARBEIHR -~ LEEE FIBRTRAE ~ WAERE  FRRILREE - AEBH K - MREE

FiMetroCluster TERYIR 3L JEMBRREE » SRHMERAMTSZIRERPT o
EITUNHA « THRE RS

3. #MetroCluster FFEREERIT MR8 FEFkAggregate) &< « UEMRP ERESHE °

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WMRAEWE R « AT LLUEEEMetroCluster £ M-overre-etoes] ZLEEHRE MEBR) o< - NMREHFEA
IHRAZY R EREAEE TR  UBHLBEEE o

4. {FMetroCluster flexoperationshowsp & HERIEXE B 5T/ ©
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. A Tshorage Aggregate show] &< HKIGEESEEAIARAE o

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. {FH MetroCluster fiii18 PEERIRESRE) HLREERESHE o

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREEWE R ~ Eo] LUEEIE{EHMetroCluster -overrover-etoes2 8 E#HEH T
ERZ2H¥ AR ERTMAESES R « UBFIHEEIEE o

7. #EMetroCluster BRUtEEEE FfEF TELE(EEshow) @< -~ BEHMEEIFEESTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. FERBRVIEHIREME L  IWTERMAAESS -

FIARERS - ASA C400

RATID

o YIRITEERAILE

%HF PR A R 28R AR WE TN RE R IRAVIRASIS ERIEAR ARG INEER BRI AS AL

BTN RER IR AE R B SRR AR -
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DB | BIRIEHIZRE

AETIREAE « TR ACERMAPBIRERIZREAE o

1.
2.
3.

7.

NRIT = ARIEM « FEIEREZM o
BNERGEER « AREREEBFNTER

mERESHEEBREERENHAONEERT « ZARMCERISRABIN T R AERNSFP (WNAFE
EHHERIVERE -

AR BEEEREERED WEEEMRREREERER « BIEFER -
RS RAENAANAARIFEREERE « URHERE—E -

- M EMEERER  RRRFER R TESmERE -

PR BEAE SRS HTEAS o

- RHERBSIEAETE KRS o

R BHRARE AR SRR (USRI SR AARV/EEE ©
RHERIZRRAEAMAER 2R T ~ AR HB AP EMIEFISREEERELEDR -

T2 BHEAR
AR TR BB REB EFT RS - TR TREN IR

1.
2.

® N o o

YNRE AR IEM ~ SHIERERSM o

i
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SEREIREIERTERE ¢ ASA C400
EBEREEHERERY HA IRES ~ IS HIE T AHEE NetApp ~ INEHHBERIAY RMA SRBFFRL o

FER | BRI E M FRRIHAKRS
T AERR AR HARKES « TRBREEMREUN S ERRLAER o
1. AR AR ~ IE— IR SR AR RE R A I HI 2R AR AR N FERIHARKRS & Tha-config show.
FrB o B HAARREER FEEZAB(E] ©
2. NRPATARETHIR AR R EHN R FAR TR
a. SRTEMFIIHAIREE ¢ Tha-config modify chassis ha-stu_|
_HA-stu_ BYERTUE FFIHAP—IE :

= (ma)
= "Malc"
Mk AaTR
= {MCCIP)
FIEmG )
b. HEBREBEEE . ha-config show]
3. MBTEKREFRE ~ BEMRERFAHEMIES ©
4. EMMTERRIEEMAITER o

SER 2 . JHACEEETEL MetroCluster 2BREPRYE S B2
It T E(EE AR 2 2EMetroCluster BYRSEER4HAE o

1. BRSSP A ENRE R B ERER S TRUAE. ARRE : MetroCluster TRERERRL ]
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]

R EEEEMPITIEF EBLIFBRERSEMINGE ¢ 'MetroCluster Z2/RIEELIF show)
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

HERUBAEEBSEM © MetroCluster TREER

o P w N

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
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storage failover takeover -ofnode
impaired node name -halt true
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
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HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. IEZIBMVIEHISRIRAE L ~ IR T EIRHAESS o
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. 1873775277 .

nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

M. ERS S EEFISS T FEETEIAEEEE ¢ Tvol. show -node-name
12. INRICE S EABEERE « BAUE2VITHESEA ¢ TorageRIEREENE I BRI ATE

-onreboottrue
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show
R EEEEMPITIEF EBLIFBRERSEMINGE ¢ 'MetroCluster Z2/RIEELIF show)
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH
5. HERRUIRMEEBS5ER - MetroCluster TREER]

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o

TR | BHIEZHERIE4NetApp

MNEHFEHBIRMAYERFR ~ R FEZHREINetApp o #1 "SHEE MBI RFMAEN « FF2REME °
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IR | RS REAARR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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EEIE2 | PEfSR IR E EiRiMetroCluster I ARZ
EERRFIERIEHIZS « KN BFIETERIZIAVAREE ~ WL EEFUIAIESIZS ~ RS AIEHIZFEBNTIE
B SSREERR A IR I E R o
RAMEIETE
* RNBERRERFERFRITERERESRFE - TEAREERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMBREEWT R ~ o] LUEIEEAMetroCluster -overrover-etoes2EEH Y NEE) H< o NRE
FERIERZY - RARTEREAMHRETR - LUHLEEEIEE -
7. 1EMetroCluster BRUthZEE FEH MZIE{E¥Eshow) % ~ BMEEIEEBEM ¢

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. IEZIBMVIEHISRIRAE L ~ IR T EIRHAESS o

TER2 | TBRRIERIZRRAE
LEFRUERISREERSETH « BRI EERIERISSRAE

1 INRITEARIEH « FHIERERM o
2. BRERREER « ARNEBRMEMEBNTER -

3. R ERHEESEREERENHANBET AR SEER T RAMERNSFP AR I
EHHERAVERIE -

BB TEREERET  WEEENMREEREEEER « BIEIFER -

4. feERISEEPIRHBREIRRE  ABRERE—S -
o. [ MEMEHER « AR B RS E N EB M EHF o

RIS R A ST RS o
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6. HEIEHISSEAE A HIKAS
iR BARARR AR A (SRR SR AERVIEEE -
7. SRS EERERENTE L -

T3 | EARMADIMM

BERAZDIMME « EEFBAMNIERAERAF BEDIMM « FRERE _ EMFRUSREZRELHE BIZDIMM « 53
B EHDIMM o

CEIEA THIBE « Ef S ES BARERAMEDIMM o
()  HENEABTYEDIMMIIEEZEE o BEEEERTHASK o
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3. FARIEEFRRDIMMI [ « UEELUBE YA AiEAZHRAIDIMM o

4. HﬁDIMM?ﬁE??ﬁ*EEPERH:' s BiARE ISR DIMMBR AR EDIMMIE H3E /R 76 ~ AR DIMMILEREFIE

(D) IMUBEDIMMENEE - BRHDIMMEBIER LAYTT A HNE) -
5. HIFSEERATIREBEADIMM « SEDIMMENES « AR EHEHE o
DIMMiES 2 BRI IR SR - 7 -
6. XSS EAIDIMMEBLITE R IRABIRUIE « ZABIEDIMMIEEHEALHHE -
DIMMETSE B « BEZRESHEEA - MIRIGH « HEIGOIMVEHEITET « AEERIEA o
()  ERmEDIMM - REBEEELEREAY o

7. ZEDIMMIEIRIEAS VO ~ BIRENHEA « EFEHEHER R ADIMMRBIHAIEN
8. FAFRBEE -

TERA | REIERIZRAE
EEHSRETERTHZ R « CORERERSSEEERRERIHESR - AR EFARERERL -

o PEflas A

9 PEhERSHE P

1. MNREEKREEM « FRAAERE o
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2. REHISSEEN —IREEENF O « AR TSR EEEEERGEN—F
@ M2 A ~ ARHERISRAAT R AR o

S (BEIREIREBEN T IEQERIE « EFNRAGRUNT IR EFHIE-
@ TRESEFHEREREREREERSRE -

4. SRS
o WERSBADREES  ENRETRAME AR TRUEREEEER -
b. ERREMIE - WHEHISRARTEE I A « BT R L -

() wsIsmaBAMES « SRR « UGRBEES o

C. iFSHE SR _ L  REERIRRAME « EERBEHETERE « iSERISHEAZIR « ARG HEER R
THAREME « LIRHERSRETEEAMA -

IS A — B R R E AR « TR o BT RUTRINL -
o MREHREF LR EIBEE « FEFRE -
o. SREREHBIMIZR « AA%H TC1-C) BIMEMALS -
() messEEEmEREeL  HERESERASES -
£ ERARRETRT WA Tbyes EHHIAILPCIeEMEMITH -
o FREFBEHTZRF - ARIR TCi-Cl BIMEMASIERST o
MBAGERMSIIAERELL « RS ERA A o

HES | IR UEE A TR
CREEHR R BB AR ERRESBIEE -
| RREELERM -
MBPOBIHIIIRIE (QSFPRSFP) IS ERMMERNERRE -
2. WIS IEE I  OERIBMERME © NorageB 8T BIHE-ofnode_disapped_node_name_)
3 MBEMEWER  BEFED | (HEEHEBENEHRAN DT e)
586 : ESETEMetroCluster BT —ARREPEIREIE A58
b T BB S Ei%MetroCluster RS2 AR <

1. BRSSP A ENRE R B ERER S TRUAE. ARRE : MetroCluster TRERERRL ]
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
SERT | R4 EREASNetApp

INEHFEMIBIRMAYERFREL ~ R FEZHREINetApp o #1 "SHEE A EIR " RFHAEN « F2REMR °

88


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

BRI E R 1E4E - ASA C400
EEEATERRFZENE R FTUBRRRBEAE « A BRI TR EN TEIER °

(D AP REBEEZ R « SR BEEMIERER] - RERATE - ZEH S RETREEEM
DEEREARE ~ LUBERIBE

TAIUERTYEE « BfNEETERRAIAEREREAE o
HE-NAES

-
i)
@
(9=]
\.H.\

gﬁ&
Fl
Hi

]

®
i)
0

89


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89

1 INRITEARIEH ~ FHIERERM o

2. AMEFMEERMABREIL « AR CSHHRNBER - BEERTEEFEER EOKIESEPRERS
Ik~ EHTER MMARE) -

3. EEIEAIRNE - UBESERREHE LNWERLED ~ LA CHnAERERFEA
4. B TREAFBRAECAMEIE ERVRERIZH « AR A TIRECAMIE -

R A S AR o
5. RS BHS R BT « ARRIRIEFTUR T4 « DU ELHLI R o
() ERSERE - #HLRFEARENES UG RASRRESETERES -

6. BEBEABRE—E -
7. BERERRARFRAEE  RRIBAK  REIBARE
8. RERBEHACAMERREEA « EHT AR o

o RS AT 2R « CAMIBIE SRR o
9. ICAMIEIBE EHEEE RIS « FRCAMIBIIE MR SR A EIIE -
= AR EIE - ERLEDESIE « fiE & NEeE(E o
10. §SIIRSESIRAT « REISEIREIEE I E o
1. MNEAFEMEIRMAIS R « SRS HREINetApp o W "S4HE 5 8 B0 BHEEN « S20EHE -
2 NVDIMM ZEith - ASA C400

AEZEBANVDIMMEM « M REHIEHI 83154 ~ BN EM « BIEM « AR B R KIE
il 88154

RBRHFRAE Rt AIERERE ; TR~ C AR SIRERPT

B | R 1ERVIER2S
RIBFEERRERERNRRE ~ SR UERATRNZFREAMRSUZE RIRRIERS

90


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

IR | RS REAARR

AR IRRIERES R EFIETERI SRR « WL BRAZEIEGEE « WERSERSEER
BRI SRERERHEN -

RIRERI(E

* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET
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3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMBREEWT R ~ o] LUEIEEAMetroCluster -overrover-etoes2EEH Y NEE) H< o NRE
FERIERZY - RARTEREAMHRETR - LUHLEEEIEE -
7. 1EMetroCluster BRUthZEE FEH MZIE{E¥Eshow) % ~ BMEEIEEBEM ¢

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
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d MREHAEMLZEBHREREE - FENRE -
e. FRENERRMIER « A% TCtrl-C) FRESHAZ -

() mEssEBEmEREeL  BRRESERAREE -
f EMARRRETRT  MA Tbyes ERHIAILPCIeEMETL -
o FREFBEISTZRF - AMRIE TC-Cl MISEMASIERST o
MBAGEBRINEREL « HERHRERARRE -

RS | RIEHISRAERBEFRRE
WA AEMRETRA « REERISRA - AREMEAE BEIRIETHE
1. BREENRERSR -
YNRICTHPRIZASE A (QSFPEISFP) -~ FACSEERMBHRREMRE
2. [BEHISRIMIBERENE - HIARHEMERE | NorageB IR EINIE-ofnode_disapped_node_name_|
S MIREABEHER  FENMA | [FESHBEENERAE-8FiINEtruel
$E%6 . TEE 2 MetroCluster YR Z4HASPYIAEIE & 58
T EEE R EEiREMetroCluster FYRSTEEARRS o

1. ERsBFR A ENBE R HEEER TR #RRE : MetroCluster TEETREREL )

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HEERFRBSVM LM EFFELS EFEH . MetroCluster Svserver show]
3. BB EEEFRITHEMNEELIFBEETERINA ¢ MetroCluster ZERIEZELIF show
4. RIFBEEEDIFAEIEELER MetroCluster IB/F ) #a S H T o
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5. BRI EEBE5ER . MetroCluster TREBTR

ERERN [FEUHR KRR « HREEERDERN TS -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AARRE « BIRISTRR/EE ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBI EERRERBEREAETH » EAILUEA MetroCluster show config-repl# Bres[@® ikfEshow) &
LREEEITHIELEMEE o

6. EFEILIERISnapMirrors{SnapVault FEERI4REE o
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* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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* RNBERRERFERFRITERERESRFE - TEAREERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMBREEWT R ~ o] LUEIEEAMetroCluster -overrover-etoes2EEH Y NEE) H< o NRE
FERIERZY - RARTEREAMHRETR - LUHLEEEIEE -
7. 1EMetroCluster BRUthZEE FEH MZIE{E¥Eshow) % ~ BMEEIEEBEM ¢

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. IEZIBMVIEHISRIRAE L ~ IR T EIRHAESS o
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2. BEFIRMBEREE - HERRERERE | NorageB IR EMIE-ofnode_disapped_node_name_|
S MRFHEHER - FEMMA | [HEASHEBBELNEHRAK-BFRiEtrue)
86 | IEEEIREMetroCluster IR /R IHARIE SRS
I TREBEAREEREMetroCluster FURTTEEAERE o

1. BR:BFrEEEL R T &P TR #REE | MetroCluster TEETRENIEA]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFAASVM_ENEHHRFEP BES5EM  MetroCluster 'Svserver show

S EIEEFTBITRERBBLIFREESEMINTEA ¢ MetroCluster ZRIEELIF show,
RIEFEEETEAEIEER "MetroCluster 2R 2 HITHIH o

HERUBAEEBSEM - MetroCluster TREER]

o &~ W BN

ERERN TFEUHR KRR « PHREEERDEN TS :
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

ERERN ER) kKRR ~ BIRISTRTHRIEE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o

TERT | BHIEZHERE S NetApp

WMEHBEMBIRMATS R ~ S FET 4R EINetApp o 11 "SHE S H BN BHMEN « ASMER °
S5 PCle Z(3RfE K - ASA C400

AEBIAPCleE R EF ~ L AMtE R LI T ERMERISFPAIQSFPIEAE ~ BHIE
HIPCleZi KRB+ ~ REERMIERIE T o

* TR LGRIERR PR S ONTAP R4tz IRV IR AAITNAE
* REPHFTAEEMTTH U AEIERERE ; TR » SO AR IRERPT o

B . R IERVIE2S
RIEREFRAERRARNAR « LI UERRNEZF KBRS ER BAVERES o
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IR | RS REAARR

A 2RPARIRRVERIZS « R AAERERIBZAIARS « WM ERFEEIERIZS « LUERE
ERERIBREEC BT S HETFREREEN -

FREETLF

* MNRIEAE SAN &4t > BB IE1EFI2s SCSI JJ#HNEHENE cluster kernel-service
show ° “cluster kernel-service show' #5% (1 priv EMEER) SEEREIZLRTE » (PEAREE X BN
A FEAES ~ LUz ERREAYEZEARRE ©

SESCSITI#ERIEF AR BB ENIEMERL R PEIRE o ERREMUATER « T HEEEET
B o

- B EA AL EBIRRES RIS E VAR AR - MBREREIATAY « RED 0TS0
T R RTRTA SRR « AL AT S ANEIS  AEERE ; H8M HH
BEERS" o

TR
1. MREAT TZ481 Ih8: ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T5AutoSupport B EER B BRI Z /N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE :
a. {EfERRIERIZRAVIERI QWAL T < -

storage failover modify -node impaired node name -auto-giveback false

b. EA yELEIRT CRSEFEREHRE? ) &
3. BRIBMEHIRBEHASRET

MRZIEERSERERT... AR

AR AIET—%
EEERIRIE. .. #Ctrl-C ~ AREHTHRREEE Ty ©
ARSI R E R EH SR E E LR IARIERIES

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2 @A Loader I8RFTT ©
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FREETLF
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1. #&EMetroCluster TRIEE ] AREE « FEIIBRITHIZZ 2T ECBHYIRE MNEEFE ) #H25sMetroCluster

(RIEE ]

2. RBEDHEEIIAME « FIRE T REGET

NRITHIIZIE. .. Rt&...

[SA=E2po03 HIEBT—% o

EEN=EIPILE R HEHIZSNITEIE MY EEMetroCluster @ T T3]
)

HRBETER - LERE EGBIERAE  NATTAE - sARRRILRIRE - AEBaE—XR - IR

FiMetroCluster TERIH 65 EESEMARRE  BHHE M IRERFT
TETUH ~ THREBREISR

- {&MetroCluster FFERIERENIT MfIR1E PEERAggregate] i< ~ UEFETERESE ©

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WMERABEHE R ~ o] LUEEEMetroCluster EF M-overre-etoes] LEEHR Y NBEER) H% o NRE
FERIEAZY - KA TEREREETIR - UBHLEBIEIEE -

4. {FMetroCluster flexoperationshowsp & HEBIEXE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. f£MA Tshorage Aggregate show| &< HRIGEESRERIARAS o



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMRBERT R ~ BRI LUEZ S HAMetroCluster -overrover-etoes 2 & NER) o YN
ERLIBERZH « RAREEREARESR ~ UMLLEEEE -
7. #EMetroCluster BRIMtEEE FIEA [ELEEEshow) &< ~ BRVEEEEZDTM !
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. IEZIBMVIEHISRIRAE L ~ IR T EIRHAESS o

TER2 | TBRRIERIZRRAE
AR FIUERISSEERZRTH » BRI PR ERIES 83 1R4

1. IR ERITH ~ FHIERE o
2. BREIRREER « ARNBRMEEBRNTES -

3. RSB SRS EIRE B OTIEES « AENIEHSEER TAGEENSFP WEEE) i1t
BUMBRIEIELE -

SR BTTEREERER  WETENMRREREERER « BIEFER -

4. {HEHISREAPRLBREERE « AMERHBE—Z -
o [ MEMEHER « AR BRI FEEMEEF o

PERIZR IR E TS AR o
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6. HEIEHISSEAE A HIKAS
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7. SRS EERERENTE L -
T3 | EHPCle®
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CAINER THIBE « EfREES BRERPCletk -
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d. EHME LRERRF « TRERERERNFEL
2. EREFERPEUHPCle ¢

a. WHETF ~ UEFEPCleF °
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C. EEANIEAMR2M3 « A AREERM _LEE) o
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4. BEMEERET
a. R FERR FIREAIBAEIN ST « BiRE Fa TEEER L -
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T4 BIARER
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a. HTEREMRANEEER « RBREERERSRESE - ARFHIEEETERMEIE - UUFR
BEE o
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3. EHTREHTF
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b. 4TS IEEHE A AR LRI o
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3. MBEEHRERY: -
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a. REFGIEATRMUESR - EMTRBRGHR  ABRERUEREZEER
b. EFARTEHIF « RSIEHISRARE ALK « BRI HRAPRESIRIEALTTEZL ©

BB IIAT R AR « WEMEE L7 o
() oebsmERANES « BBENS  UERBEES -
PEISS A — B R R EAKA - QLRI - BT -

a. R SHE SRR LEE) « ieSHE SRR AR « EEIRBERE RS « RIS EAZIE « ARR SR E SR
THABEME « SERISSRATR AR -

b. MNRITHKRENLRBHREIERE - FEMEE o
C. FREEEREIER « A% TCtr-C) FIRERALS o

() ORAGEREMHEREL « RN ERASEE -

d. EEARETT ~ BEA Tbyel EHBIEPCleRMEMTTH « REBBIZTHIZSERFAN o
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6. MR FHEHER  FENEE | [REAEBEENE -85 Ri8truel
HER6 | SIEH SRR A EIEARAE
SEERITHE BN ESEHEEARY « FEEHIZEE «  AECEMEBABEER -
1. REEEMZERL
W RITFEPRIEREERIAES (QSFPEISFP) - AR 1EER BRI S &t o
2. BIEHIZRRIBIE BIEIE « HAREEMTRME . NorageRIEBER1E-ofnode_disapped_node_name_|
MR EHEHER AENEA | FAEAEREHEREEAE- B8 RhiEtruel
FERT | T2 EIZEMetroCluster AR 4BRE R A EE S 2
T EEBE A & EiEMetroCluster IR TTELARAE o

1. BRSSP A ENRE R B EREE S TRUAE. ARRE : MetroCluster TRERERRL ]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

RFAASVM_EREHESL B5ER © MetroCluster 'Svserver show

R EEFEMPITHNEEHLIFBEE S EMIITTRK | 'MetroCluster ZERIEELIF show,
WEFEEETIMTMAEZEMER "MetroCluster 3BR ] SLHITIA o

HESREIIREE B 5ERL - MetroCluster TREER ]

a >~ w Db

ERERN [FEUHR KRR « HREEERDERN TS -
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AAREHE « BIeISTRR RS ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o
SR8 | B IE 4 ERE S NetApp
MEHBEMAIRMAIE R iSRS IR EINetApp © U1 "SR S HF R EFMET « BA2HET -
HUAEINER - ASA C400
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* NRIEE SAN R47 » Bl Bl EHRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©
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HEERS" o
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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EEIE2 | PEfSR IR E EiRiMetroCluster I ARZ
EERRFIERIEHIZS « KN BFIETERIZIAVAREE ~ WL EEFUIAIESIZS ~ RS AIEHIZFEBNTIE
B SSREERR A IR I E R o
RAMEIETE
* RNBERRERFERFRITERERESRFE - TEAREERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMBREEWT R ~ o] LUEIEEAMetroCluster -overrover-etoes2EEH Y NEE) H< o NRE
FERIERZY - RARTEREAMHRETR - LUHLEEEIEE -
7. 1EMetroCluster BRUthZEE FEH MZIE{E¥Eshow) % ~ BMEEIEEBEM ¢

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. IEZIBMVIEHISRIRAE L ~ IR T EIRHAESS o

TER2 | TBRRIERIZRRAE
LEFRUERISREERSETH « BRI EERIERISSRAE

1 INRITEARIEH « FHIERERM o
2. BRERREER « ARNEBRMEMEBNTER -

3. R ERHEESEREERENHANBET AR SEER T RAMERNSFP AR I
EHHERAVERIE -

BB TEREERET  WEEENMREEREEEER « BIEIFER -

4. feERISEEPIRHBREIRRE  ABRERE—S -
o. [ MEMEHER « AR B RS E N EB M EHF o

RIS R A ST RS o
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6. HEIEHISSEAE A HIKAS
iR BARARR AR A (SRR SR AERVIEEE -
7. SRS EERERENTE L -

T3 | EHARTCEM

CEEEERISEENREIRTCEM « ARKBEHEN T RIEFET - 552 RIEHSEERNFRUNER - LB
FERTCEMAIIE ©

CAINER THIBE « R EES BRERRTCE -
)= - Fi RTC Eith

o PR+
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9 Y RTC Eith

9 1% RTC &Eith

1. IR RIEH ~ FHIEREE o
2. ¥IRE R
a. i EmE EREAVHEE R ST SRR I o
b. BERERERIBEETEBA « ABRRHRA LIEEET2RMIIE -
3. $F ~ BNE W EHRTCEM !
a. fEFAFRUKERE » fEEHIS318EE LI HRTCEM o
b. T MU T MR « BT MERERH « ABEHEEEMEFRERY o

@ EEMEERH EME ~ 55X R EMBIRE o BMARANN « HHERBETEBMES © 32
ZRMHTRYANSR R a/&ﬂﬁﬁﬁﬁﬁ‘t °

C. WP EBERRPELEREM -
d. & FRTCEMAIEN « REU—EAER FHEM « SEIBATIHEE o
4. BEBEEMN BREBHESTERABME « BiRMIERE o
o. FFBRAE -
R4 | ENREIEHIZEEE - WRE EHRRTCE MK/ B HE

FIRERISEERNTAZ R GO RAERMIEAEREM L RIERISEE « ERES LAREM B - 2%
HE o

1. MREHRESEM - ARARE R EoiEh SR E S
2. REHISSRAN—IREEAENFONE « ARBESEEEEERGEN—F

M2 A ~ SADRHERISHRAT R AR o
S REEEMRERMR o
YNRICTEPRIFAEE RS (QSFPEISFP) -~ FACISEEAHBHRREMRE -

4. MRBRMEEB[BEKT  FFREAEMD - ARENREBREETES ©
O. STRUIERIRRMERIREL

a. EAHEHENT « RHIEHIRAREMIEAM - BRI HEPHERIZALTEMAIL
PERIZRIRAETT R PR « BERIFE LA o

() ensmER LGS « BIAENS « UEREEES
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ERISRA—B TR IEARSE - sUERIAR - AT ERRER

a. RHE R IFR LEEE) « AFEERREAE « EHERBEE R « RHEGIZREAZE « AR HERIFR
THAREME « LIRHERSRETEEAKA -

b. NREHAREMNLTRBREIRRE - FENRE o
C. HEfEEREER « A% [Ctr-C) FERALS -

() SRAGEREEHEREGL RPN ERASES -

6. SERITHI3 _ FAVERERIA B ¢
a. £ lshow date) FR<IREREEIERISZ LAY B HERFNERT o
b. EERIEHISIMNEASRRT T  BEREMBH -
C. MEKE « BEA MREBBmm/ddymm/FETTE] 2 REREH
d. MNEHE ~ sA5(EMA Set Time hh : mm : sss) #%  LIGMTORERRY o
e. FEsR B AREHIS% LAY B EAFNEERT o
7. EHARERIRTT ~ B®A Tbyel EHVAEPCleRFAEMITH « SREBITFIZZEHFE o
8. BT HIBRIMIEIE BIBIE - HARREMERE | NorageREEBEM1E-ofnode_disapped_node_name_|
. MR =AETHER  FENMMA | [RAESEREENEEAE- BB iStruel

HERS | (T2 MetroCluster FI R 4BRE A m| EE S B2
It T E2E AR a2 MetroCluster BY R TREL4HAE o

1. BRSSP A ENRE R D ERER S TRUAE. ARAE : MetroCluster TRERERRL ]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BEERFRBESVM EHIEFFES B52RK . MetroCluster 'Svserver show ]
3. ERSBBEEEFBITRER BHLIFBEEE SIS © TMetroCluster ERIFZELIF show,
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4. WIFBEEEDITAEELER MetroCluster 3B/ fr S HITHIHA o
S. MEsRYIHMAEX B 52K - MetroCluster THREETR

EREEN TFEFUH AR « THREIEERDERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SEREEN TER) KRR « BIeISTRA/EE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRBYHAEERREFREIABETTR © EAILUER MetroCluster show config-repl#€ Bres[El ikfishow] &
LRI EIEITHRRVE AR o

6. EFIEI1ERISnapMirrordSnapVault FN5EEERIARRE o

T 6 | RHIEZHERE A NetApp

WNEHBEMBIRMATE R ~ RIEZ4REINetApp © 1 "SHHEEEERFHFAEN « F2HREH °

ASA C40089FEEFFH

UTRE—STRAYEHPASA CA00EFRMABVIFERIE o 55:55hNetApp Hardware
Universe (HWU) LA T BRI RETF R ARV ST EEFRNE ©

ASA C400RY = EFRHE

* FAFECE © ASA C400A EHFE HA ¥ » ZKAERRIRSEIE
* RARAE 29472 PB

* 5CIEAE : 256.0000 GB

* SMERST © 4U HEFE 0 BT 2 18 HA 6123

* ONTAPHRZs : ONTAP : 9.16.1P2

* PCle #&%#& : 10

* IR{EONTAPHRZ : ONTAP 9.13.1P1
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EAERRAE
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s TYERELMNERE : 10°C E 35°C (50°F ZE 95°F)  BINEE AT 3048 AR (10000 HR) ; HBEHRE

8% FE 80% > #/%)

* IELEBELRE | -40°C E 70°C (-40°F E 158°F) » @8KES 12192 AR (40000 #R) - HBERE
10% & 95% » 5kt » [REE

© BEET - IRTBBINE (LwAd) | 8.5 B (LpAm) (BEREME) :67.2dB

E<F
* EMC/EMI 3235 : AMCA ~ FCC ~ ICES ~ KC ~ EE5&SF « VCCI
* %2305 [ BIS~ CB* CSA* G_K U-SoR * IRAM * NOM ~ NRCS * SONCAP * TBS
* Z%/EMC/EMIzZE% . EAC ~ UKRSEPRO
o EWBLZB/EMC/EMI/ROHS : BSMI » CE DoC ~ UKCA DoC

* 1245 EMC/EMI : BS-EN-55024 ~ BS-EN55035 ~ CISPR 32 ~ EN55022 » EN55024 ~ EN55032 »
EN55035 ~ EN61000-3-2 ~ EN61000-3-3 ~ KS 35 15 843 A 3830 33 &

« fEAEZ2 1 ANSI/UL60950-1 ~ ANSI/UL62368-1 ~ BS-EN62368-1 ~ CAN/CSA C22.2 No. 60950-1
+ CAN/CSA C22.2 No. 62368-1 ~ CNS 14336 ~ EN60825-12368-1 * CNS 14336 ~ EN60825-6 62368-1
~ [EC60950-1 ~ IS 13252 (% 1 Zf4%)

= A%
* ERZ KERMEREEZEFI2E (BMC) FIONTAPEENE
* FUEREMERIRIE SR
* TUEREMEINEIR
* 1548 SAS FARIETIT SAS HAEIE
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