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T2 F5eRE BB CInstallation complete L& ©

3. RIFWEMEENR > LEBTR FFAEZ— !
MREEFDLAS ... HMATUESEN(E. ..
key manager is not RIRKRLEEMNEINRE ©

configured. Exiting.

a. FRHEARTHIR -
b. Z ABRLI BT

'BEETBEIZR-ofnode_disapped_node_name_'

C. FIfE EFMEAEHIRETE WREWEBRT -
key manager is BZENMEBINEE i IEREEIESS o

configured.

@ MRAFEZNATREESRE > AIFETHESRANE » TIRTEHIRSELETREE
BURECEEE (IREEINE) o ARIBRRUEE -

4. FRBESTHEENEFERESHREERER :



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R PR &R A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE

11



R R RS R E PR afl

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERNESNE o % LOADER 1R RFITEMBMITE
[F387%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
2R ONTAP BRE I RAENERRE MR HE I 2 B REFEZ HR[E] NetApp" » FERARIILT ©

1o B BB Y A& 1E[CINetApp - ASA C400

SNRIGAIASA CA00RARRIE(E T3 LM =R » SHIREFETTIHRE4ENetApp © 552 MR "E
FPEEHFEH BEmENESEHN o
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EXENIRES - FHINIE
FREHIE BT BN IS T (772 - ASA C400

FREBRBRER - MEMEGARS - BERERES - BREEIRE - BENMERIRER « RIEM
BUURERE RARINAE - FIAFEIAASA CA00REF R AP RIRNBNERS

MREHIEFRAEFRZONTAP 9.17.1 NESIRE » FEA"EFRSINERZF" - WREHNRMETHRE
HARRASBIONTAP » I EERFHRBNERIER -

n "R B R

TRB EAFIRIRAS IR o

"R E TR SRR
YR AR L ERMAZE TR EEENINEHER

"BRAEEHlES"
CRE RGNS » RIS o

ok

" RS
RAREIRR AR IR EFIIRRS « AR LIRS IARNIERS « AR ER USB IREIMEERIEEEH ONTAP BRER o

"B RIS BRI
€ USB HiBRtERATE ONTAP B ~ BRIERAL « WESHIRIREH o

“ERnE
EONATPRIBEEMERB IR EIRRRTEHIMFEIREIESS o

o "R ERIE G NetApp”
MEHFEMHIRMALS R « iR FEZ R [EINetApp ©

FERIBNRAZERAIER - ASA C400

TEEHIASA C400 RAEFRIREINE ZAT > sAMERmEMINEIRIINEEN 5 EIEHER
THEEEAEEREAEN USB EEHR » TR EHESR ERIEHREEE

MREHEFRFEENZONTAP 9.17.1 HEBIRE » FEA"EHRHINEREF" - WREMNRFETHZ
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HARRABIONTAP » BUXERE R F BB ERZ ©

HTARIR 2

TEICIRR T EABISEIRNTER B TR LB RIENRE . CEEHT
WEMZ RIWZZIARE - ASA C400

ATHRFRFBEFERALNERNZ 2  (EERDRSIER FRNZ @ EMNRRE o 2B K
B9 ONTAP hrZs 275 232 NetApp Volume Encryption (NVE ) > WA {ERIBAIEEI2S Z Al
B EIEEIEREAESAEARAT -

MREHIEFRAEFRZONTAP 9.17.1 NEBIRE » FEA"EFESINERZRF" - WREHNRFETHRE
HARRASBIONTAP » I EERFERBNERIER -

SEF 1. T NVE BT THIFEAONTAPM &
HEELAIONTAPRR A E Z1ENetApp It NZE (NVE) » MBE A T 8 IEFERONTAPM & AREV A ELEN 15 A2 -

i 334
1. BEEHONTAPRRAZEZIRMNE :

version -v
MNREHH EIFE 10n0-DARE » BIEHRERAARZIE NVE

2. FHME NVE TIERIONTAPEES: !
° MNRZHE NVE | FTEHEENetApphiit&E INZEAIONTAPIR S
° WNBRARZIE NVE | FTHASNetApphitiEE I1ZAIONTAPE &

@ ENetAppZ AL T EHONTAPIMERIIEAY HTTP ¢ FTP (@RS AL BRI o 1E5H
ERENiEREnViBED » S FEE UG o

TER 2 B REESRETHAHNRE

TR RIS 2 Al © B R T IES A B AN ESH -

&u %
1. HERTH R AR S eI
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FRZ<ONTAP MiTLEAS <
ONTAP 9.14.1 S EHThRZA security key-manager keystore show

* 1R EKM BEYA « EKM BIgFiEGm<HEE o
* YR OKM BB « "OKM BlgFfEd<tmti g o

* MNRAEEEIBEEIER « "No key manager keystores
configured B G5 dn S H#iL A ©

ONTAP 9 © 13.1 I EFHRZS security key-manager show-key-store

* MR EKM BB « “external BIE 5 EdmSEE T o
* Y18 OKM BEUE ~ “onboard B 5| TEds Lt o
* MNRKEAEEEIERER « "No key managers configured Bl &7l

EERLHmLE o
- REBERAPESEE T R EIES » PUT IR EZ—
MRKEESREIES !
TR U2 2t RARA PRI 83 - WARBRITRIIZR -
MREE T HIWEES (EKM 3 OKM)
a. MATIERIES »H BEnTREESPEE TRV !
security key-manager key query

b. EEHHGERIIEEHRAIE ° "Restored 1FF  ILFHETEREES (EKM 3¢ OKM) HE{HEEE
RELENINER -

AIREIENRREIE SR STRAERAVIRED BE -



SNER SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -
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a. EFRFEERELES :
security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

C) ERAERYEEEHF I T IR S ESHEREITE - NRERB IS
5358 > :EHAENetAppZiE ©

b. FHERFARESREME :
security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

*onboard °
C. %15 OKM &3 :
I AR ERERET
set -priv advanced
EA Y BERTEE o
i. BTEEERENET
security key-manager onboard show-backup
ii. E B SN ERNERERHFERT o
MEEFHRIBEPREEFHER OKM > SREBEIHREN o
iii. JREIEESER -
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

BAPATER B LUETT FENRBN R AS IR1E - ASA C400

SEANVEEINSE T2 18 ~ AT RIBIERIZRAIRAR - ERESCERNEERRRFK
RAFAEIR E R ERVIEERIES

MREHIEFRFEERZONTAP 9.17.1 HESIRE > FEA" B MEERF" - MREHNRFETHZER
HARRASBIONTAP » Rl AERFERENERIER -

IR D RZSBAERE
FERNVESNSE L2 & ~ G0 ATe R 1RIEHI 2SRRI o
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1. BRAEREFIBBEHASIRET

R ZIRRVIEHI BT, . R
AR BE TBERERSEES -
(FFEm......) Ctrl-C ~ AR HIRZREFOE Ty) o

AERTHEHBET WARRE REEZHNENSZENELERIENIERE | Torage BB EIRE -
) RO IRENRERTE

EXEAEH RETETSFINE. . B » 55%Ctrl-C ~ 2ABEIE T
yl °

2. EHARRTFITH @A ¢ Tprontenv) LUREFIERIKIRIREH - KL HEFECEE o

()  WREEERARELEE - LhS TAERAE o

#EIA2 | 1THI23EE FAMetroCluster A5 & IHV4EAE
()  WmREEAGIFASELMetroCluster KA « A/MEFRILLER o

AR ERERES R EFIENERI S HUARAS « MAELERHZEERIER « UERZIIEH BB RIBnE
HlSfEFRERHEN -

- R EATELL AR  BIRENERR RS o MBREREIAE AL « RS0 ET
B MR RNPAERRRRRS YA MBI > ISR ; R e
F%" o

* INRIEEREMetroCluster BIRINEEARZRIZRAE « B AZBFESEMetroCluster E:&8E TTHEEARZ ] ARRE « HENEY
BEREYABIEEMIREE ( TMetroCluster THEERZE) ) o

1. MNRERFA T LETHEE ~ BB TS RINGI BEIEILZER - System NodeIRKR DY FEEL*-type all
-Message MAn=number_of _hs_Downh| AutoSupport AutoSupport AutoSupport

T%AutoSupport Bl REERBEIEIIZAM/NEFHEE ¢ Tcluster! | >R 4G EIRLAutoSupport ~ I &GRS
-# AALL -Message MAn=2h]

2. (EREREHNTIRANEBIENLE | Morage B 4TSS SR BB A EBIRIES)
3. BBIENEHSBERARET

NRZARRVIEH S ETERET. .. RE...
AR AIfETR—%
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. f£MA Tshorage Aggregate show| #<HRIGEESREAIARAE o

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. £/ MetroCluster fili1E BEERIRESRE) ML RKEERESE o

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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7. #EMetroCluster BRYtEEEE FfEFA TELE(EEshow) @< ~ BEHMEEIFEESTM !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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configuration now?
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EBAIERIZR L RIS SRRV PR E AR T RS

set -privilege advanced
EBHERIZR L D CRITERBMIES

system node restore-backup -node local -target-address
impaired node IP address

() MRBEINTRITEAIN0RE - EHENtAppSIE o

- EETEBMHIERIEE L | REIEESRER -

set -privilege admin

. TEPEIEHIZS L L 1@ v BYREE "Was the restore backup procedure successful?
- ERPEESIZE L L T v BYFEE] .would you like to use this restored copy
now?

- TESFEEERIZR L BT Y BIRTRERET 0 # Ctrl-C EICERIRNENRER -
- HCHPRIERIER | CMIT T E R —TEIR(E -

* MRAMAERNE > BUERENRERIEE BB 1 ERRE)_-
" MRAMERME > FRIEERME"

ONTAP 9.16.1 SES R A
HRIBEFISTEMRIA TR

BRI TNCEREDERE > Fi v e

MAEBIEMINE » AEERUATER | syncflash partner: Restore from partner
complete

b. 1% Y EIRRHERIMIEB MR AT

C. Y ERMIERERMIENRKE

d. #% Y ERFIR N ERENRE o

e 1 YV ERFIRTHXRERE » 551 Crl-C BN B IENEER -
f BITTIHA—IE:

" MRAMAERNE > FUEENRERIEE BB 1 EBRE)_-


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

" MRRAFERMNE > BRIE ERINE"
4. BEEESBRERESIERHIEHIEE -
5. KHEHISRMNREERERE > FEMEBIESEE:
storage failover giveback -fromnode local
6. MRETEAT BEVRETIAE » AEWRBAE !
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END

ZENNZE - ASA C400
RIS ERE FERMNE o

INREHIEFRGEIEBRONTAP 9.17 1 HESIRA > FER"EHRIINERERF" - MRENRFETHZER
HARRZASHIONTAP » RIARERFEREERRER

RBCHEREIRSHRE > STRBERNTSBURERFNE - MREFRELCHARERETHEIESE > HE
BT RERRE B HIE R AR Fr BT E o
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

NEZREEER (OKM)
it ONTAP FIHINEERBEFRAZEHEEER (OKM) #HRE -

Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENEE h > BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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s

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B A PRI 28
2. EIEIHIE 11 EONTAPE ENEE

RET G TNRER LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

R

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©



s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery
process.

*

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b i g
*khkkkkkkkkxk*k

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.

Selection (1-11)2 1

6. MRFABEBIEIRE > FER :

storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system no

de autosupport invoke -node * -type all -message MAINT=END

&S B B BN Y A& 1E[CINetApp - ASA C400

INEHFEMHBIRMARSRFREL « i EEZ IR [EINetApp © #1 "S{HE G L E R B HE

ASHEE -
2]
AR B -

AETHEAE
A8 o

ASA C400

7/
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* IEREFEiER Rl - HNEHMES « R SESHMRETEETENIRE P EM S HE -

RERA#ZHI 28 - ASA C400
ERES G HENEE R R SIS E T EAYITHES o

IR | B AE R RAPATERIER

IR ERR EEMEEIARNARY - BRIERFEEERIE ERAEHEEN - A2H "ERRE I EHE
RUERIR T ZEH5M - NetApp HIE%E" o

BAtEZ Al
* AREEEAVENRERME
° ONTAP YAt R EIEEFTE ©
° FEZEHIZSH9 BMC 1ZEXEES] ©
* BRECHEAVEN T AMRHELUETER
* FAINREMER
° HUTHM "RGEETIBE" o
° 1% ONTAP AR EEZEMNRFARA o
° BRIRE(IRRE "Active |Q BEEREER" - 58 TRA L BRIFEENERSIE « AR LM LED

*/F%%‘

1. 3&E3® SSH BARE « AR T SBRNECHEN / T1EE - REETNERAHREA
2. FILFRERRL | T4 NetApp RIF_LRIER ©

3. HSSMNERAEIR TIE

4. YNSREYA AutoSupport > SEIIGIESREIL » TS5 ETREAR FRERAVRRR ¢

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. HBIFFE R ELREEN SP / BMC (it |

system service-processor show -node * -fields address

6. #5R=ZEE Shell :
exit

7. R E— Pt Py HAEREIREAY 1P ik » 3538 SSH B A SP/BMC » UEIEERE o
MREEANEEES I FCBEN  AERAERNEEEESTRBAESES
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8. (RILAIFZIRHAEPRIMEERR

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

HHATE StrictSync #2X NEH SnapMirror [B)F1R{EREEEE | system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. BItERTHEBE > sARmETNSEZRIZREA * v
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. ERFEEEHSRELETBTRHRASRET

EEIE2 | 7T EEENEEMetroCluster BYIR R 4B AE P RERTIZ 4SS

AR IERVIERES R EFI BRI S AVIRAR « WAELEETIEIERIES « R ERVIERISREE N IRAIES]
AT REREEN -

BAFEIRTE

* B AR EFEREFRTERMESRMR - 1 ERREEHSFREES -

1. #8EMetroCluster TRIEE ] AREE ~ HIEIZIBRITHIZZ T EBHYIRE MNEEFE ) #HI2sMetroCluster @ T
RIEE]

2. REDHEEHIAME « FIRE T REEET

SNRIERIRRAR. .. R

BB EA HET—D -

EES=EIpILE R ERYIERIZR NI T E MBI FEMetroCluster @ T ISt
'

Bk BENN ~ IGEEE AR \nﬂé' YNAETIEE © SRRRRILRIRE  ABRBE—R - NRE

FAMetroCluster TER < 5%%@*}9%?3% © SRR BT SR BB
EITUNHA « PHAE RIS R

3. #MetroCluster FFERIZEMIT [fIR1E FEFRAggregate) @3 < « UEMRAP ERESHE °

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MRAEME R ~ eI LLEEEMetroCluster £ M-overre-etoes) 2 EHEL HEFR] 6% c NMREER
IHERZY - AR T ERTASREST R - UBHLLEBEEE -
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4. {EFMetroCluster flexoperationshowss S FEEREXE B2/ ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. {8 Tshorage Aggregate show, < HRIGEE S EERVAREE o

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. £A MetroCluster fifiiE PEERIREE SRS AL RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MBIEEWES R ~ BRI LUEEFE HAMetroCluster -overrover-etoes2EEF I NBE) % o NMREFEHALE
REZSY  RARTEREAHRETR - U LEEEEE -

7. #EMetroCluster BRI ZEE EFEA MELEEXEshow) < ~ BEMBEIEXE M :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. TEMERVIEHISREME L T ERMALAESS o

EHIARERE - ASA C400
BER - MR A IEH 2SRRI ThRE 1B FE R EfTIEFE « AR THAE 18RI AR AL
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BTN RER B A AERI B SRR AR o

TE | BERIERIZRAE
EETMEA - TR ACERAPBIRERIZEAE o

1.

NRIT I ARIEM « FEIEREIZM o

2. BEIRREER « ARNEBRMEMEBNTES -

7.

mERESHESBREERENHAONEER « ARMCERISEABN T RAERMNSFP (WAFE) I
EHHERAVERIE -

RERBTEREEREET  WETENRREREERER « BIEFER -

RS RANAAMAARIFMEREERE « TRHERE—E -
| T EMEHEER « AR ERE T ESmEHE

PR EBEAE SRS HTEAS o

R B AR AR K AS o

RHERIZRRAR B LI AR ~ SEMEE (SR IEHISS R AR VAT -
RHERSHRARER 2T ~ AR BRI EMIEHSEEERELEDER o

T2 BBRARB
AR E AR AR EAR EERHA « SO BRRITHRER LIRS -

1.
2.

0o N O O

RIS ARIEM « FHIEREIZM o

RmEFMEERMARIGREL « ARAB SIS RAENER - EEERITEAEER ERBKIZEEPRRS
Ik~ ETER MMARE) -

[ T E B RECAMEIE ERIRERIRH « A& THedSCAMIEIE -
BSR4 SIS RIS o

- ERBEAREARERIL - WHEERIEPTUAFXE « MEERHAFED -

C) RRRAARE - FHUAFIERFBEMERNEL « URRAEFEPIEMERES

- RERRERE—E -

- BHBNEARARBRAEER LD -

- WERRESERLEE « ARBARKA - iSEAABIRIAS o
- RERRECAMBIBIZEHEA « fEHTREAKE

EEBEATEMAR « CAMIEIBETHMIRS °

- IRCAMIEIE R LTIE B ERAEMIE « ARCAMEILRKREFAREME -
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10. HHEBRNERREERELEDR -

TER3 | (kB AR R MIHERE IR
AR R BIRIRNARMIBPBIRIRA A « T RELERBHIMAE -

1. TR SRR EN T 4844 o

WA —ER BRI R AIEB R BRI NER L « ABBE—S -

SNSRIC R RIEM ~ SRIEREREM o

sm EAME A S E AR R AR B S R MAIEAE « 752 R A5 | EE RSB R AT IRBIEIRENE -
RHEAETE IR AR BRI R AR o

ERTIEERAPEH R « RIEHEEEBEERBHRANRAEEL -

IREHRREREMNR ~ ARERER

N o o M w0 D

TERA | EIERIZRRAE
RHERSRA R KRR  BRERERMK -

HE—HAETAMEEGZSRRANHALY « REEHSEENIEFFIEER « IR E R ESEETRE
AFER - e G ESERMAR o

1. RIS A — IR B RIROB I « A SRR T RGA— ¥ o
() sz BRI AT 2B AR o

2 WERABREEELINNE  AEEREEEITES .

3. SERUEHISS AN NS |

a. JERGIBABRMIES - EMLEEBRGHEIR  AERFERUBHREREER
b. fEFASHE SR « FHEHI B EERE I ALTE « ERISHEHIRRFE LA -

() sIsmaBAMES « SDBREIES « UGRBEES o

C. RSHEHIRM_EHEE) « SSHERIFRIAME - EERBEEERN - RIERSEAZR - 2RRHEHR KR
TEABEME « ISERISSRATEEARA -

ERISRA—B TR EARAE - TUERIARM - AT RERRER

d. MREHAREMLZREGEIRRE  FEWRE -
e. EfEEFRMER « AR TCtrl-C1 FItKEHIALS -

() oRAGEREEHEREGL SRR ERASEE -

f ZHMARRETT ~ @A Tbyel BHAIAEPCleRFAEMITH ©
9. FRERREIMETERE ~ 7A18IZ TCtrl-Cl FERASRRTRFIT

44



MRARIERRINGERELL « SAEEFIR A SRS -
4. B LB ER « 1 (BTSRRI o
SeRRREERIZF | ASA C400
1R B ASE HA RES SIS HIBSAHEE NetApp ~ IIEAFREHIR) RMA 3EERTL: -
TR ¢ BRsE 5 E M ARRIHARR RS
T AEREE AR HAIREE « W RBEEIREURT S ERIRGAERE o
1. TEAEEE TR « RE—IERISHR AR AT ISR B MILFEAIHAIKE ¢ Tha-config show
F B o FIHARR RE BT FE s ARIE] ©
2. NSRRI ARG R RN R RAERTR
a. FREMFEHIHAIREE © Tha-config modify chassis ha-stu_J
_HA-stu_ F9ERIUE FFIEP—IE !
- ()

= "Malc"
Mk 4aRr
* {MCCIP)
MIEmG )
b. VR ECEE ¢ ha-config show
3. MBTEKREMBRE  FBEWNRERFANEMES o
4. EMZERMIEEATIER

HER 2 . )Ha[O] 2L MetroCluster ZBREREVE S B2
Lt TR EFE AN EEEMetroCluster BYRTTERARAE o

1. ERsEFnA MBS TEREN TBUH1 #KAE : MetroCluster EERENES )
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
SER3 | MRS ERIE S NetApp

INEHFEMIBIRMAYERFREL ~ R FEZHREINetApp o #1 "SHEE A EIR " RFHAEN « F2REMR °
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A B R E IR RIS RIEM ~ M ETETONTAP (ERIRR A EZ IEFERIAR R T 7% ©

* FREHEREARER AR IE B E(E o
* INREHRMIEK A MetroCluster NN ERIAERE ~ AR —8 "EZERNIERF" HETE S RE&ER
2R ©

MRIEREZFEREERER « HEE ~ Mt/ \(EffiRiMetroCluster BFIR—EARREFRIEHI SR RVIEHIZR EIET
EIHAECHABE - AEEEAMetroClustertSE D ER « RIAEIEERIHARY « MEEFSHEBEGTHEE
AR A R ErEERVIR(E

* BAAERREREE R B RFRUTTH R BRI E T -

* S ALBRI B SRAVEE R SIS A R R IZRRAE o ICEIA R BTSRRI FHR R AR o

* FUEREFR  GEEE BIEMHIR LSRR AR -

s FUTRFT « I E SR SIERVIZFISSTEE replaced 1Z483 « LUELIONTAP B EE1ZH 28 4B B EIAVAR
AT replaced 1223 B o

* ABMEEENAR LERBESHANGS -
°© BB _1EHIEIR B B EIRRVIERIES o
° EIRENRE_ REVARAIRIEHIZRAVATIERIES
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clusterl:> system node autosupport invoke -node * -type all -message
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controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

M. ERS S EEFISS T FEETEIAEEEE ¢ Tvol. show -node-name
12. INRICE S EABEERE « BAUE2VITHESEA ¢ TorageRIEREENE I BRI ATE

-onreboottrue
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

HERFTAESVM LM EMREP B5ERK - MetroCluster TSvserver show ]
RS ERIEEMPITHNEMESLIFRER ST EMINTA - MetroCluster ZFEIRELIF show.
WEEEERIMEMAEZAFER TMetroCluster 3BR ] SLHITHIA o

RUBAEEBSER - MetroCluster TREEMR]

a &~ w0 DN

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o

R4 | KR THERIE M NetApp

INEHFEMIBIRMAYERFREL ~ R FEZHREINetApp o #1 "SHEE A EIR " RFHAEN « F2REMR °
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* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©

BESCSI7TIEEIEF AR AR ENNEMEREI PRI o EREEMUATER - T HEEEET
B o

- B EA AL EBIRRES RIS E AP AR - MBREREIATAY  RED TSI
T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
HEERS" o

1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HERBFASVM_EERFP B5ER - MetroCluster Svserver show

3. BB B ERIEEMPITHNEMEILIFRERSTEMINTEA - MetroCluster ZFERELIF show
4. WIFEEETRIEDEHEEER "MetroCluster EBR | f<LRITIH

5. HERRUIRMEEBS5ER - MetroCluster TREER]

EREEN TFEUH ARREER « THREEEERNERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

BEEEN TEE) KRS « BIoISTRHAESE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRUPILEBERREFREIABETT © EAILUER MetroCluster show config-repl# Bres[@E ikfkshow] &
LIRIBEIEITHRIEEEARES o

6. EFEI(EAISnapMirrorgSnapVault R5EEERIARRE o
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show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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1. BR:BFr BB R T &P TEXA) #REE | MetroCluster TEETRENEA]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. HEERFRBSVM LM EFH LS EFEHK - MetroCluster Svserver show]
3. R EEEEFMPITHEMNEELIFBEETERINA ¢ MetroCluster ZRIEZELIF show
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SEREEN TER) KRR « BIeISTRA/EE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRBYHAEERREFREIABETTR © EAILUER MetroCluster show config-repl#€ Bres[El ikfishow] &
LRI EIEITHRRVE AR o
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* NRIEE SAN R47% » Bl BT HRFEEESI2S SCSI ﬂféﬁ']%#fzﬂé cluster kernel-service
show © cluster kernel-service show 5% (1 priv EMEETR) ZREEREIILATE « "(hERE ZEEM
A EAREE ~ UK ZEREAVEZEAREE ©
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T R RTTAERTIRINE « AL AT RS AN AIEERE ; B2 HH
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (=REHRE
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K
3. BZBAEHI BB EHARER

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]
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3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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TEE6 . ITEE1EMetroCluster IR —4BREPYJHAC EE S RE
Lt TR EE AN EEEMetroCluster BYRTTERARAE o

1. ERsEFnA MBS TERE TBUHB1 #RAE : MetroCluster EERENES )

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EREEN [IEE) AAREHE « BIeISTRR RS ¢

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o
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1. MREAT TZ481 Ih8: ~ BB TIHEREZ I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T5AutoSupport B EER B BRI Z /N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. (FHEHRE :
a. {EfERRIERIZRAVIERI QWAL T < -

storage failover modify -node impaired node name -auto-giveback false
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storage failover takeover -ofnode
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—-halt true_ 2 @A Loader I8RFTT ©
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L EMAZIERITGIZS « MABHEERIZIRVARES « WMENERIRIESIZS ~ e
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RAMNEETLE
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1. #&EMetroCluster TRIEE ] AREE « FEIIBRITHIZZ 2T ECBHYIRE MNEEFE ) #H25sMetroCluster
(RIEE ]

2. RBEDHEEIIAME « FIRE T REGET

NRITHIIZIE. .. Rt&...

[SA=E2po03 HIEBT—% o

EEN=EIPILE R HEHIZSNITEIE MY EEMetroCluster @ T T3]
)

HRBETER - LERE EGBIERAE  NATTAE - sARRRILRIRE - AEBaE—XR - IR

FiMetroCluster TERIH 65 EESEMARRE  BHHE M IRERFT
TETUH ~ THREBREISR

3. f&MetroCluster TFEEEMIT [fR1E PEERAggregate] T< ~ UEMRBTERESHS ©

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WMERABEHE R ~ o] LUEEEMetroCluster EF M-overre-etoes] LEEHR Y NBEER) H% o NRE
FERIEAZY - KA TEREREETIR - UBHLEBIEIEE -

4. {FMetroCluster flexoperationshowsp & HEBIEXE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. f£MA Tshorage Aggregate show| &< HRIGEESRERIARAS o



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWS R ~ (BATLUEIZEEFEMetroCluster -overrover-etoes2E(E Y, NEE) 7% o MR
FEARAILERZSY - RGBT ERTMAHRETR - LUFHLIEBEEE -

7. fEMetroCluster BRYMtEEE EfEA TF1EfEEshow) @< ~ HEHMEEIFEETTH !

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
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S. IHERIRIEERENE « HEARHERTRE | Norage AR EINIE-ofnode_disapped_node_name_]
6. MMREHEBER « FENRA | [FAFSHEBEBELERAH-BEiEtrue
FER6 | T SSIEARIER B EIFARRE
AEERERS - CUAEMREBIRR - REENSEE - ARENRAEDER -
1. REEENRER,
MRIEHBIRIFRSEFNEE (QSFPSFP) - SACISTEEANMEBRRENRRZE
2. BIEHISRIMIEIERENE - HARHEMERE | NorageB IR EINIE-ofnode_disapped_node_name_|

S MRFHEHER - FEMMA | [HEAHEBRBENEHRAKE-BFRiErue)

LERT | ITEE1ZEMetroCluster WA ZRRE P HAC E SR
T E2E R EEi2EMetroCluster FYRTTERAHAE o

TER

1. ERsEFA B R T E R TEUAE1 ARAE | MetroCluster TEERENEA]

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

RFAIASVM LM EREP B5ER © MetroCluster 'Svserver show

R EEFEMPITHNE EBLIFRER S EMINTTR . 'MetroCluster BRIEELIF show,
WIFERETIEMREZEMER 'MetroCluster B/R ) S HITH

FHESREIREE B 5ER - MetroCluster TREER )

o &~ W DN

ERERN TFEUHR KRR « PHREEERDEN TS -

102



cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

ERERN ER) kKRR ~ BIRISTRTHRIEE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MBRIAEEBRRBERAETH » EAILUEA "MetroCluster show config-repl# Bres@® ikfEshow) &
LREEEITHIELEMEE o

6. EIEII1ERISnapMirrors{SnapVault N EERI4REE o
FER8 | WS EHERIR4ENetApp

MEHFEMBIRMAIS AT ~ RRFE SR EINetApp © W "SR EESER R MEN « F2MEm -
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1. MREABT TZ481 08 ~ AMUATIH BRI B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

T%AutoSupport Bl R8T B BN 1L 22 B/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. FHEDHRE

a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIOE?) K

3. IRIBREHIBRBEHASRET ¢

NRZHEOEFBRERRT... AE..

AR AIET—%

IEEERIRE. .. &Ctrl-C ~ ABTEHIRRTEOEE Ty, o
ARSI 2R SR E E LR IARVIESES |

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader IR MFIT ©
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RAMEIETE
* RN BERRERFERFRITERERESRFE - TEAREIERISHEEE -

1. #EMetroCluster TRIEFE 1 AREE - ¥EIZIEMIZEHISR ST EBIIRE NEFE ) ZHI23MetroCluster
TRIEE]

2. REDHEEIAME « BIRE T REEET

WMREEHIZIZIE... R&...

[SA=EE:! BET— o

EEN=EpE REEREHIZSRITHE NI EEMetroCluster @ T T3]
)

HARBEEIR - LESE éﬁﬁ?@ﬂ SIREE ~ auﬁ BIHE ~ sAMRRILREIRE « ABEHE—R - IR

FiMetroCluster TEREIH @n iﬁ@??ﬁ% © SRR R ST R BRFT ©
LEITIH ~ THERITRR

3. #MetroCluster TEEBRIEEHIT Mfi1E PEERAggregate] T < ~ UEHRIT ERESEE o

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WRBFEWE R ~ o LUIEIEMetroCluster £ T-overre-etoes) S¥EMEL NEFR) < o IRKE
fEFRLLERZE %Eﬂ%ﬁﬁiﬁi&ﬂ@\ﬁ 53R~ LUBALEIB1E R -

4. {EFMetroCluster flexoperationshowdp & HERIEE B 5T ©

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

Ifl'fT

o

5. {8 Tshorage Aggregate show, #B<HRIGEE S EERVARES
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. A MetroCluster fifiiE PEERIREESRE A< RIEERESEE -

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MBEEHT R ~ eI LUEIZEAMetroCluster -overrover-etoes2HEIHEH TER) H< © NRE
ERLIBERZH « RAREEREARESR ~ UMLLEEEE -
7. #EMetroCluster BRIMtEEE FIEA [ELEEEshow) &< ~ BRVEEEEZDTM !
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42

Errors: -
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4. feERISREPIRHBREIRRE  ABRERE—S -
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RIS R A ST RS -
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1. BRSSP A ENRE R D AR TRUAE. ARAE : MetroCluster TRE/RERRL

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BEEBFRBESVM EHIEFFES B52R . MetroCluster 'Svserver show
3. BB EEEFMRITHEMBELIFBEETEMINTMA ¢ MetroCluster ZZ[RIEZELIF show
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4. WIFBEEEDITAEELER MetroCluster 3B/ fr S HITHIHA o
S. MEsRYIHMAEX B 52K - MetroCluster THREETR

EREEN TFEFUH AR « THREIEERDERITH !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

EEREREN NER) KR « BITISTRTIRIEE !

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MRTIHEERREFEZHETE ~ A LAEA MetroCluster show config-repl#E BEres[@lZr AkfEshow] &5
LRBEETHIELENRE o

6. EFIEI1ERISnapMirrordSnapVault FN5EEERIARRE o

FER6 . RRBEZHERELSNetApp
MEHBEMBIRMAIS PRI ~ BHPESHR[EINetApp o W1 "SHHEEHER"FEMEN « :A2FER ©
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