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14. BRI ¢
a. R SEAR RGP ORE - AREEFTIES SEEEARR—F -
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° SMNBEIREIEE (EKM) | BERBBAEMATIIESE !
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

HER
1. £ LOADER 12 ~"F 7T » BB EEREREF !

boot recovery -partner

SHEETR AR :

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. EEYERAMSIRRE R INERER o

2R 5ER 8T Installation complete sL& o

3. RIFBEMEBER > LEARTFIHAEZ—:
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key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. FFBARTHE -
b. T AR SR FETFZER

"/\

C. AIfE EWRUAEHENRETE MREWERT -

key manager is BEZEEMBATHEE o A MEZHEIESS o

configured.

@ MRAGEZRSREESRE - MGETHERAR > LR
BUREELER (WRESMR) o ALIE RS -

ERESTHEEHNEFERSREEREN

B2 R -ofnode_disapped_node_name_'
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NEZHREEER (OKM)
AU TR B L FABITRENEERER 10

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

BRI EN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

Are
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SN EEIEER (EKM)
RBBEETR U TN E M RRRE TR EN S EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR &E AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A



iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE
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In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFIJMERY > RAREFEILEFELETERMNESNE o % LOADER 1R RFITEMBITE
[Fi87%2 . boot recovery -partner



RTERERERNESHSHES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
ZR ONTAP BRI RAENERRE MR HE L 2 B RIEFEZ R[] NetApp" » FERARIILT ©

&5 B Y ER B {5 B2 {&[C]NetApp - ASA C800

SNRIGHIASAF C800FRMARIFAB T3 EHIE > sHiF MR TT R EI4ENetApp © 5

THEGHFR BEMUENEZEH °
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EXEniEsE - FEIRE
EREhE RS F 8118 T 742 - ASA C800

FREBREMRER - MEMEGARS - BARERES - BHREEIRRE - BENERIRE « IEM
B8 R4 TNAE » FIAEHRASA C800f#7F AP RIBKBNEAS ©

MREAEFRFEFNZONTAP 9.17.1 SNESIRA > /ER"FERF IMEEZF"

"R R IRAE TR K"
R BRI EK

"R E MNE £ R SRAIRRE"
HEr R R E R ERAB L2 SR EER N SNINBHIR

"R las"
CREE RIS » RIS -

3

"R IR
RAMEEEER IR ERIREE « RRREZIRRMGRS « AR A USB IRPIMLIRHE8 ONTAP B o

"FAtEIRIEBR K"
¢ USB WK R ONTAP Bk ~ IBRIER AN « WERFIRIZEE -

%ONATPE&@J EEMER TR EERREHIN B EIES o

o "R R T ERIE A NetApp”
INEMBEMBIRMATE R « i FEZHR[EINetApp ©

FERENRASERBIEK - ASA C800

TEEASA C800 RAEFRIRNENNTE Z A » sAME(Rim/ERINEIREVLEEN 5 EIEHER
T EAEEREFAERN USB lEEHk » TR TS ERNEMBIERE

MR ERREENZONTAP 9.17.1 SESHRZ » sBE A" FEEEIMEZR"
USB FEE %
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s FRRIEE—ERR LA FAT32 B9 USB FESHE o
* USB W BEE BHNHEBS2RAAN image_xxx.tgz X1 o

XA
B8 image_xxx.tgz i IERENE] USB BEEIE o 8 USB MEE FEEFHIONTAPBMERHG A LERES -

HErER
fEFANetAppiR (AR AR M SR B AR 4B 1 -

Rl gl
FIMZIRNEINER > S RRARIERNZERREMER

© _RIEEHEE RICIEERITHERTIERSS
© _RERERIE_ERIRIERIZRA HABH -
FETARIE ?
EERE T BRI IRREN TR Z R IR BRI LBUNE SRS ENIRE" » CEERT -

BWENMNZEIEZEEAREE - ASA C800

SFEIRASA C800 [#F R LMNEN L E » CEEERREFIERE LNNMBER IR BRI
HARRE o T IEAIONTAPHRAS B 2 HENetApp B @ N (NVE) » Wi 7E RARAIEHIZS Z Al
BETREESEERICEIIAR

IRCHIEFRME(FBVREONTAP 9.17.1 ESIRZE > sFER"EHREINERR" - MREHNRAETHEF
HARRZSHIONTAP » RIAZRfERFEREMERRER o

SEE 1 H8E NVE I e EfERYONTAPBR &
HBEEHIONTAPHR S 25 S 1ENetAppEIEE 1123 (NVE) » MBS BN T & ERAIONTAPI G SREN B EN R BS -

1. BETCHONTAPR AR S IR INE !

version -v
MNREHBIH EFE 10n0-DARE » BIEHRERAARZIE NVE

2. FEFTE NVE ZIEHIONTAPER S !
° tNRFHE NVE | FTEHEAENetApphiit&E INZEAIONTAPIR S
° WNBRARZIE NVE | THASNetApphitiEE IN1ZAIONTAPE R

@ ENetAppZ BATUL FEONTAPBRERZIIEAY HTTP 2 FTP fAIARSS SN A B KI5 o 7EEi2
ERENIERERViBIEH » TS EE LIRS o
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TR 2 | BESREESRELEORE
ERAPAKIRIERIS 2 Al > At e R BB E N ROV ESM

1. HERS RS LR A EREERER -

HRZASONTAP HITIEAR S
ONTAP 9.14.1 S{EBHThRZ security key-manager keystore show

* R EKM BEUA ~ EKM BIEF|ER<EEE o
* 1R OKM BB « "OKM B &3 <t o

* MRKREAEIBEIETZIL » "No key manager keystores
configured B G5 EaSHILA ©

ONTAP 9 ° 13.1 S{ER kA security key-manager show-key-store

* INR EKM EESA ~ “external BB FIERSEHA o
* Y18 OKM BEUE + “onboard B F|fEds <L+ o
* MRKREAEBEIEZN - "No key managers configured Bl &7

Efm<HtT o
2. RBEAGTESEE T SREESS > WTTIIREZ— !
MRKEESHEIES :
RN R 2 HBARAMKPEREHIS8 > WA HITRIIZR -
MREE T EHEES (EKM I OKM)
a. BATHEMES » BEnSiREEEPRIESRAGRE
security key-manager key query

b. EEHHGERIWEEHDAE © "Restored 1F o ILFHETEZIREIEE (EKM 5 OKM) HSHEEEE
BEDEMNER -

3. BB RIREIES MR T MBIAVIRIED B
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SNERE SR EIEIET (EKM)
RIEEESTRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBFSESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -

35



a. EFRFEERELES :
security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

@ BERIEERVEEEHTIREESTRUNZELETEIEE - MRILBILENE
¥358  sAIAENetAppZ iR ©

b. FHERFARESREME :
security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

*onboard °
C. %15 OKM &3 :
I AR ERERET
set -priv advanced
EA Y BERTEE o
i. BTEEERENET
security key-manager onboard show-backup
i. FENENRNIERNIERHEFIEEF -
MEEFHRIBEPREEFHER OKM > SREBEIHREN o
iii. JREIEESER -
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

T RIE ?
75 BIRRS LI ENMBR W SFNARAER - CRE FARIESGZE" -

RARAER S LUETT FENRRENIRAS I - ASA C800

BABAASA C800 f#1F R AR ZIERVIERIZE > LB LEERUERIETE B B R BNEREERBRET
RIFRMIREN

MRECHIEFRAEIFRREONTAP 9.17.1 RESIRAE » FEA"EFRSNEERF" - MREHNRAETHER
HARRASBIONTAP » I EERFHRBNERIER -
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HEIE  KZHERY
SERNVEZINSE TEZ 18 ~ (A BSERT I8 25U R o

1. BRAEREFISBBEHASIET

R ZIRRVIEHI BT, . R
AR BE MBIRERISRE) -
(FFEm.....) HCtrl-C ~ ABEHIRETHFOIE Ty) o

AERTHEBET WARKE NEEZHNENSZENEERIENIERE | TorageRHBEIRE-M
) R IREN R TE

ERENEGISREREEERIRE. . B« FH%Crl-C ~ ARMEE T
yl e

2. EHARRTFITH @A ¢ Tprontenv) LUREFIARIIRIREH - KELHEFECEE

()  WRBMEERARELEE « LS TAERAEE o

#EIH2 | Z#fEMetroCluster I —EF 2 5&
()  WmREEAGIFASELMetroCluster KA « A/MEFILLIR o

AR ERERES R EFIENERISZHUARAE « ML ERHZEERIES « UERZIIEH SEETRIBE
HlSfEERERHEN -

* IR REATEL RS - BIRENERPPRIRE o MBREREIATAY - R@DA0HISET
B TR~ RRHAERARIKE K ATERESRNSHS Y AEERE ; B2 HHaiE
F%" o

* MR EEHAMetroCluster BB INBERZRIAERE - AL BFESEMetroCluster E5&E THREARZ KRS - BEIRL
BEREVAEEERREE ( TMetroCluster THEERZ] ) o

1. MNRERA T LEIHAE ~ BB TS HRINGI BEIEILZER . System NodeIRKR DY FEEL*-type all
-Message MAn=number_of _hs_Downh] AutoSupport AutoSupport AutoSupport

TFAutoSupport Bl A RETBENEILZFIM/NEFRIGAER ¢ Tcluster1 | >R 4ERIEAutoSupport ~ I FIERE,
-# AALL -Message MANn=2h]

2. (FRREEEFREIEENEEIMIEDIAE | Norage BB EEIL-EELAK-BBINIEIER]
3. RRIBAVIEHIRBEHARRET ¢
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PSR EAET... ..
AR IR HET—% o

EEERINIE. .. Ctrl-C ~ ABTEHIRZREOE Ty) o
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Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.
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9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

R R TNRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o



RTREfRET

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©
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10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS



s

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRIERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)
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R RIBHERIE

1. BB B R AR S B A PRI 28
2. EEIEIHIE 11 EONTAPE ENEE

RET R IR R LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

TR

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o



&

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true
7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END
ETRIE ?
ERERE FIERMER R HIEZHEE NetApp" » BHRE -
R BB B EN YR BE {E[EINetApp - ASA C800

FNRIGHIASA C800 (#FRMPBIFE T LR » SHREIETTHREIAGNetApp < 28R
"EHEERENESEMFSRER °

HERER T {ERIZ - ASA C800

EERIGEMASA C00fEFRATHVIER > SR EE BT K > FIFERIZS - BHKsE -
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AREGERIRELE -

"E B[R ERER"
BERMEEHRER » BIERFASN  FIELR « ONTAPREMAM AR o

A R R
FEEEIRRAER - SFIEIRR - IWEREN TR « B E IR IR0 EE

"RARAERI A"
RARAHERI S U R B MEITIRAGHEE o

"R
R A P RUAR RS E B AR -

o e

SERCEIRRY T AR RIENERIER - MITIRIBIR(F > WASHREIEAGREI4ENetApPp ©

BRI ER - ASA C800
TEEHRASA C800 RAEFBIKFRZAN » AFERmERINEIRAIMEEN © 5 BIEERERA

FRFFEEMTHR S ERENF » BEEESHEAONTAP WAKERSRE - IERENER
HREURBERNTE -

AR IR « TTAMFTA SIS T « AIUIIEEISS (CPU Bt  TEIRMLAEISAN 10
RETHIER o

* SAMEE RARRRIPRA REMTHHERIERE ; MFRRE > B "NetApps i " USEKIHE)
* MNRITZE ONTAP NAE R M EIESNE » SREUSELERGE °

c ARECHEAVENT AMZEETER

* TR UTER A ZIEAIFRE ONTAP HRAHEAEHEIRER o

‘ ?%fiﬁ%?ﬁ#%r%%ﬁ?ﬁ@%ﬁ%%*& + NVMe WBRIEFNIER SR BB /LS ~ MERIEFAERZ NetApp BIHITT

* WAAEIIEF S SN EERE - HNEHAEE « SR SESHMEEPE ETRBIVIRTS FEFI D P

ETRIE ?
AERTREEKRZE » "EEEREE"
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system node autosupport invoke -node * -type all -message MAINT=END °

ETRIE ?

BIRIPERIASA C800E 23R » IGRE | "ERAMER"

ZRIERSE R AF4ERE - ASA C800

17 BRI B IRIES R o LUES
BEERETRECRRERNMZBERMARIAR

TR | REILEEE R AR

/|\
NN

A :

KHIASA C800 R RASIIMIEIE R EF < 1R

HENNZHRE T8 EIEES (OKM) INEE o
SEREREE R M EEEEN % « CEERETRIEHIBMERASRALE  THEEEERATRMET

TREZE BRHARCE RV 2 1EHIZRRAE ~ SURILABRE PRV R SEfs AR ES « 1B E AR SR AR A B
HA o YNSREFEM B ERRAEAT « (M RTEEMRAVIEHISSEE LB « LUB R P IR R 2 ST ) AE 38 4 i o

FIRERTIF
AT EREN AR LERPRPRGS :
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* _replaced_EiZL@HBVENES « EATEFPEENZIEENE, o
* HealthyBiZ5 2 replace ERELRIHASTEESME o

TER
1. 4R replacem_ EIZRHBIREHARRIRBTET « AFELERATERHARRIETETT ©
2. 7T health B1%E L ~ B RARERT | cluster date show

HEAAR R 2 IRIBERENRFEME °
3. EHARERIRTT » E_replacement&i2y EAYHEAFIRER] © How date (FEREEHE) 1
A HAEARE R IAGMT. A% o

4. ?Dﬁ%\g AT BRERL EREUGMTOREMM B ¢ et date mm/ddymm' (REBER_A/B/BTE_
J

S. MEXE « AEBHENR EREUGCGMTOR BRI © Tettime hh : mm:ss)  (BREFRE_hh i mm :ss_
)

6. EHARET T ~ W50 _ B SR ERBHEAFIRR] ¢ show date

BHEAERF I AGMT. 2B %E o

PER2 | BpaR iR E AR HAGRRR
T JARER RIS RAERY THAL ARRE « RBEEMREURNTEEHNRGFAER
1. TERTEGI SRR MER P ~ METPRTA T EMEERY THA) #R%E @ Tha-config show)
PR T RIHARKREER FE 2 ARE] ©

2. UNREETRAVIERIZR R R R EREHNRAMAAEAFRT « AR TIEH21EMHER THAL #RRE& ¢ Tha-config
modify controller ha-state |

HARRERY(ERIUZE FHIEP—IE !
° (g
> "Malc"
> {MCCIP)
FIEmg )
3. MNRFEETHIEFIZMEAR R AT AFARRRT  FBRTEEHISIEAERN THAL #KABE © Tha-config

modify controller ha-state |

4. HESRERECEE ¢ ha-config show]

BT RE?
R ERAE A S O B IERIER1E - [CRE TR B EITRER -
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BN AL B D ECHLER - ASA C800

7 BIRR R SE MG E T ES - UELRYASA C800RMAESAIIEIEHEE < 1R
ZERGREBECRRERNMBERMAMRATR | ENBSREZHEELS (OKM) MNE o

TE  ERERR

ERUT A EBREER SIRAN EEFA4ERER | "Active 1Q Config Advisor" ©
1. F#E % & Config Advisor IEINAE ©

2. MABRRAMIEN ~ 2A%Z—T lCollect Data (WEER) 1 ©

3. #—T N8R R3IRE - ARBERL - FREMEHEREEERT « BRI RERED « DUE
IEIG SRR B AR T RE o

4. B—TEEMNRSIRHE « RBIREConfig Advisor 3R ENetAppiYEiLt - 1RE A4 o
5% | BAETRHIRE

MRFFRJUNHAR S P -~ BITERRFERFEETIRER Iz 2R AN RRIDE B EEIRGHR - KA
TEFItE _replaced_ZHISSFFFEIRRIDEE  AEHEIEERZLTEEE -

I EMEFERITE HA HHHITONTAP FIR 4 ©
1. §zu%_replaced_%FEIJ%%Jﬁﬁé,%&%%ffﬁft (FETR"™>"RRM)  AREHEEERIEATHASSET  "half" (FLE

2. 1E_replace_IEHIZRHIBARIRTH  BABIEHIR « IRARIDFEN « RAAJRTEERRRID ~FHA T
yl

3. FBEE_replace 1EHlZRFITEEET Twaiting fortig... (EEZFHFINE...) 1 AR « ABRNBREAVIEHIZRE
HELCBEFETNSERHARKID | EESHEREET

EaLHEd - SEZZET—REE - 5HZEITHISS ENRKIDEEE « BERIEENEIDAFID - EF
FEEHF ~ node2BFEREHR ~ FIVRARIDA151759706 ©

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)
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4. RE2HVIEHIZS ~ BREREFREAIZOMEER
a. BEAEFSHEIRENR ¢ et -priveRs #&

ERAMETICHEEEAEREINR « MAILIEE TY) - BIRERENRTR () -

b. FIFEMZCMEED | TRFAENEBITEIR, nocal-node-name_&SEBHHEEE IR
C. EEHINEZ AT  sAERF Tdn<l ST o

IR A A T8 < 2K B savecorefp THIEE | lystemEiBhrun -node-node-name_&1ERS
f#savecore -ss ]

d. REIEEE#RELR - et -priv. adminy

o MRMHHFRAEREMFNHMITEME « IAAER T HP—ERRFRERFFIEREMEIAE
RICEANEAZIIMNPZIREEME

c EENESREENESE
- BESNSREENE SR
6. JREHEEIS :

a. EE2RERIST  BETRIERSRMHTRE | NtorageRIERENIE-

ofnode_replace_node name_ |
_replacementiZE 23 S RIS HIFZR AL SRR ©
MRZAMRIDFAEFT « RARIRTEERRAID ~FHWA lyy o

() wRESR CANSEERDA -

"SHLONTAP AN SR ER R AN SR AEARAS"
a. FERINIER - ARIHARHIES - METLEE | TRTRAHERHE)
MEFEAHEEEshow) HLHNEEAEESESEBHNESREENRAID o
7. ERE R B EIERDBCHIRE ¢ Ttorage disk show -FRA# )

JB1Y_replaced #EMIZRAIHARIERE TR ARID o £ TSI  node 1 HEA RIHASRIRE BB RARID
1 1873775277 :
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nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. IR A IKAMetroCluster FIR—EARZINAEAVARAE « sEBIEIEHIZSAUAREE © MetroCluster TRR2EETRED

B

g - FERDERREAEMIEEEAREE « RS EETISM SRR ER TR « TRAFADRFSHIE
FEEI o MetroCluster MZ1EEiZ5show -Fields node-SystemID] i {#HTERENRLAID - HEIFZAERE
TR IE EARAE A LE © MetroCluster MetroCluster

- WNRIEHIZZEMetroCluster LISTIBINAE A B REAVAERE « sEMetroCluster HRFTAMIERME « BRI RIRETE
EESKHIEE FAIEHISS - DREIDE( G REREIENRIAER & -

R TIMBRFIOHE ~ BISBERITILENE

° EINAEARREERHAEIIRARAE © MetroCluster
° _replacementiZ 23 K EIL S AR ERIHES ©

"EHAREEHAR « IR R S BFEE « MetroCluster MEPUEIELMetroCluster FITHAEABRER ~ thEr
EITARAZIINREL IR

10. YN REM AR EMMetroCluster BIZERR BAHRE « FAHEDSEEHISREERE ¢ 'MetroCluster RS BET-

TR AIAEREARRR )

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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7. INCERREHE ANVDIMMIERZ4 « EEIEHE R R ANVDIMMKIRRIFED ©
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b. KEFRBABRMRER » ENRETRGHIR > ABREREEREZEER -
EHSSREEEERNER IR - ZEFPERERER -

C. MMREHAEMLXKEREERE « FEMTEK -
4. BRIBNVIEFIRBEEREFRE - FHMEERERE:

storage failover giveback -ofnode impaired node name °
o MRBEHRECER  FEMRA !

storage failover modify -node local -auto-giveback true?®°
6. YNERERA AutoSupport » BIER / k18 BENEILEZE :

system node autosupport invoke -node * -type all -message MAINT=END °

TS5 | RHEZHERZE A NetApp

INEMABEMTRIRMAIE R  ’SIE T FREINetApp o 91 "SHE SR ER FerllEN « FEHER °
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HlaEEFRERHEN -

RAREIETE

* MNRIEE SAN R4t > BN BERERIEESI2S SCSI TJH#IEHNE cluster kernel-service show ©
“cluster kernel-service show #8< (1 priv #EE1ET) FREEREIEERE  (HEHAE ZETRABY O FREEAREE
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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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TFIAutoSupport BF AR B B I 51/ \E -
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2 EREERE:
a. {ERRIZERIZFIIERI QAN TSRS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCERSEEHREIEE?) K
3. BRIBAEHI BB EHARIET

NRFZARRVIEH B EE R, .. RE&...

AR AfET—% o

EEERINE. .. Ctrl-C ~ AR EFOE Ty o
ARSI 2 REHERIZE SFIERIRAVIERIES

storage failover takeover -ofnode
impaired node name -halt true

—-halt true_ 2 & A Loader I8 RFIT ©
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3. IRIBAMIREREIEHIZREESNS -
a. EEFIEENESS L > RERTATARNIFMRARS « BRI M A FREARIMAAS

storage aggregate show -raidstatus !*normal*

* MR SIR[E] "There are no entries matching your query. #48&E A F—(EF 25 » igE2EETHD
HIEESNZS o ©

* MRZE LREAEREMGER - FIEMEEZES S EAutoSupport &R » M EABNetAppsc & EBFILAEY
SE—TWE -

system node autosupport invoke -node * -type all -message
'<message name>'

b. G EREZRATE BRI E S A AKRHIRERIRE ¢

event log show -severity * -node * -message—-name *disk.missing¥*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
* MRZMLRENEAEMEAER - SFIEMEZESIZZUEAutoSupport#iE » W EE4ENetAppSZ 1B EFFILAEY

SE—T B

system node autosupport invoke -node * -type all -message

'<message name>'
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5. BIEANVDIMMBRE ©

e E HRER E S A S o

TER4 | B L RIERIZREE
BT RIERISR R - ARENRE -

1. RIS RAN— IR R FER R O R « REF IR BEEEEEREN—F -

@ TEIERZAN ~ SA/0RHER SR ST R R AEAE o
2. REEEMERAMR
NREI IR EINES (QSFPEISFP) ~ SACISTEEA MBI M %
3. FERERIS R ETRE
a. FERISREREMIEA KRS « EEICHEPBRTEEA -
PERIERIRAETE R PR « ERIFE LF o
@ iR SRR AR ~ SF70BEN « URIBIRERZS -
a. [ EEHEHER - FEMER - EEEHEHPERE - ARRHBEEHEME -
b. ERRBAERMRER - ENREEBRGHEIR > ARKEREERERZEER -
ISR A ST ERIMERILENFGERE - ZEIFPERRKER -

C. MRTHAEMXREREERE  FEMZEK -
4. RZEMIEFIRREAEFERE « EEHNEESEF:

storage failover giveback -ofnode impaired node name°
S MRBEHHECER  FEMRA !

storage failover modify -node local -auto-giveback true?®°
6. YNREXF AutoSupport > BIBEIR / 1§ BENEIL(ESE :

system node autosupport invoke -node * -type all -message MAINT=END °

TERS | REBEZHERE G NetApp

MEHFEMBIRMARSRFR ~ EEFEZHHREINetApp © #1 "SR E LB RFHAEN « F2REM °
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EASA C800AAZHHY 1/0 1R4HEERE « BEAHRIUZIZEESHIBESMINITHEERF » 55
EFTIEEZ 1/0 1540 - FHUATIE EIERARIEESIZS « ERERFERY 1/0 124 E%EE&@J?’“%J%‘%
» LUK PR ZE 43R [BINetApp ©

a2 Al
* WL EBEBNetAppBIT B E T o
AEE R T RAETNFIAEMTAHEERERE ; MFRE > BMERMIRERFT -
* TR IR RS ONTAP R4 2 IRAIFRA RRASHITIAE o
* R A EMTHEROAIEEEF 5 TR~ SO ARSI IR EBFT
DB © RAPARERVIEH2S
RARAS R E R BVIERES o

AR IERERES R EFIEERI SRS « MAELERHZEERIEE « UERZIIEH SEETRIRE
HlSfEERERHEN -

RAMEIETLE

* YNRITAE SAN &47 » BB EHEEZESIZS SCSI JTI##MEH4ENE cluster kernel-service show ©
“cluster kernel-service show' @3 < (1€ priv #EE1ET) SREREIREAME  "HEGARS ZENRABY ] FEAREE -
LAB 2 ER B EZERREE ©
BESCSITI R RIEF A EEEE PRI E MR NP RAREE o (ERIFEENBIBER « T RelEEITEIR ©

* MRFXLEEMEU ERIETEL « BIRENBREFMPRAREE o« MMRFBEREZEIETAE ~ HE2HVIEH 28T
%A MR ~ RN EERNESIR « A BERSIENIESISI 2 AMEIERRE ; A2 "REREEE
I

FER
1. MREABT TZ481 08 ~ AMUATIHERE I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
5 AutoSupport B\ A R8T B B3R 3L 22 B M/

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. (FHEHRE !
a. {EfERRIERIZRAVIERI QWA T < ¢

storage failover modify -node impaired node name -auto-giveback false

b. yELEIRET CREEFAEHRE? ] K
3. RRIBAVIERIBRBEHARRET
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storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHITEA Loader IERFTT ©
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3. IRIBARMIREREITHIZREESNS -
a. EEFIEENEHS L > RERTATARNIFMRAR « SRR M E FRARMAAE

storage aggregate show -raidstatus !*normal*

108


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2

4,

* MR SIR[E] "There are no entries matching your query. #48:&E A F—{EF 25 » &2 aTHD
HIEEBNZS © ©

* MRZE L REEREMGER - FIEMEEZES S EAutoSupport &R » M EABNetAppsc iz EBFILAEY
FE—TWmE -

system node autosupport invoke -node * -type all -message
'<message name>'

b.  HEERARNERHIRE TSR RKRHIRERIRE

event log show -severity * -node * -message-name *disk.missing¥*

* YN8 ay<IR[E] "There are no entries matching your query. ##4&&E A T—F o

* WREZE LR EEAEMASR > SFIEMEIER2FUEAutoSupport &R » M EAENetAppsZHRARFTLAEY
SE—T B -

system node autosupport invoke -node * -type all -message

'<message name>'

BIREIRARERERS » ARNER LN TEIRAR o

FRRREEIREE PR REEHI o (HIERIZREE LI T R EEN SFP/QSFP 15 (MIRFE) LT
BIREBEIIMNUE -

AR BEEEREERED WEEEMRREREERER « BIFFER -

RiEhISREAR I HEREERE « ABFHRE— -
mT™RMERER « ARFER R TESmIEHE o

PR BEAE SRS HTEAS o
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o HEHE

9 HEH

8. HERISEAB LA « ARBERENTEL
FEEERIZRAERI RS - RS E AR o

DB 3 EH#L PCle &

Eif PCle R » 553 IR B REE £ PCle RIBBVRMEAIFRA QSFP # SFP » ZARIEIEH 25 15E L BREZ
+ > BERULEH PCle & > BiSEE-RHPIA QSFP 7 SFP EMREIERE b » REENEZEIIBIR o

1. ECEBRVEREEREBER - RERERAR2HS
° MNREEFHIRAR1PRI100GbE PCleF ~ HHITH 2 - SHIPER6 - 7 ©
° MREERFTTR2UIEHPCleF ~ BHITHERIET o
2. fREERI R BIMET R
a. BFRPCleRHRIQSFPIEAE o
b. A EEEHRARARIRVIRAREER « WEHRBRAES M

ARG IR SR EH IR LR -

C. A LIZERANR « WHBRAR - ERARLHEE R BGIRBIEGSSRERG « SIRARIEER SR
PR ~ ARBEHBETERENFE L -
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(1) BRE

9 RARHEHTE

e EREHESRR

(4] #RE1 (KERE) - {&E1HHE100GbE PClek ©

3. BT R1FBFFPCleF !
a. EEIER K « UEFHPClek °
b. #FFPClefRTRALERIHE IR « RERHIEEERMME
C. {tHETERAEHPCleF °

4. eirERISEEPRIRPCleETE & ¢

a. BFRPCleRHRIE(AISFPELQSFPIEAH ©
b. 1) EESRARAMRARMEER « LR EFEET REH

A RS REER SR AHMm LA -

C. A LIBEERAMN - REBREAR - ERARLENEE R IBGIRMIEG SEESBG « RERAIRIEIER 2318

ARG ~ ARBHBETRENTEL -
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MW

fErER2 (FEERF) %3 (BAlERF) #HER

IERHESR

RFAMR283_ERYAIR

@ ERE2H3FMIPCleE

5. {HEFEEHPCleE :
a. WEEAE  WUEFEPClet o
b. # FPClelB 7t EAIE AT S « REEHITHERRR(IE -
C. WRIBEARIET £ Lo -
d. BT RRERHPCleE °
6. PCle- R ZEETUEFHRIIE— BB |
a WIBTREUET ROIEENE « AR B EEEBABRT EAOEE o

(D) smeEt=2 AEEREARTREE

b. ERIEFT 283 « ARARAISENR
C. RHERERENM « HEFRAMEMERL -
7. BIRTERRETERSEE
a. RHEFEFRVEGE B IERI SR EN R =B -
b. SHIZERISEARER S 1 EETR+ AR RR RIEHEEEHRAE -
C. M TEEFHEER « ABRERAEHENME -
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HER « HERTERT FVERE T « MR RS EmERIEG S EET -
d. ERTEARPCleRPHIRIVERISFPIRAE -
TER4 | BT RIERIREE
B KERIZRIEE  RREWRE -

1. R SR RAAN— IR BRI O 7S « AR IR SRR ERRN—F -

@ M2 Al ~ FARERISRAAT 2 AR o
2. RBEENLRASR -
MRERBIRFIREFIRES (QSFPHSFP)  SARCSTEER/ BRI BN R -
3. FERIEHISRAEMVETZRE
a. RHERISEEREMHEARKAS - HEICEABRTEEZA ©
EHSSEET 2R « SHERIFE L o

() sIsmaB MRS « SRR « UGRBEES o

a. [ EEHHETER - FEMER - EEUEHEHEPERE - AERHEBEZHEME -
b. KEFRBABRMRER » ENRETRGHIR > ABRREBEREERERZEER
EHSSREEEERNERILENFGRRRK - ZEFHERERER -

C. MRMHAEMRREREERE - FEMLE -
4. BRIBNVIEFIRBERRFRE - FHMEERERE:

storage failover giveback -ofnode impaired node name °
S MREBMEEER « AEMAA

storage failover modify -node local -auto-giveback true?®°
6. YNERELHA AutoSupport > BIEER / 18 BEhEILEZE :

system node autosupport invoke -node * -type all -message MAINT=END °

TS5 | REHEZHERE G NetApp

INEMAFBEMTBIRMATE R i’ SIEZTHREINetApp © 91 "SHE SR E R FFlE « 5FEHER °
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HIHIREJR - ASA C800

E1ERIASA C800ZMARIITRNEMEIRETT (PSV) 2 EM R [=HT - E#ﬁlﬂ:aﬁ
Bt URERENARERESREE Lﬂfﬁﬁ SHES] - BIUBIEEIE ! szrﬁﬁ%l[‘ﬁ JREAEE
RAVERS - T EIRAR - BIREER - ARBHEWERZIEIR o

EMERMES (PSU) K - FRILKBEMRPSURERIKT « INTEIRER « BIRERNPSU « AR ZRER
HIPSU « BIRHEMEREER -

BIRETUERY o A6 B RIS o ISR RARIIERISS R E R PSU o

BAREETLE
FEFER T —RER—EPSUMRER °

@ RFEHAEPEHPSUN M 2 HEA EHAPSU  RFTPTAESEE « (EONTAP EEH#PSUZ
Al RPEARPSURVAEREF S B E XS -

()  #srERRETRMEEEELTESABLNPSU « MEREHEES -

At EICPSURRIEREERIIER | ACEIDC °
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EIE1 | BB EIR

EETHMAC PSU ~ 555e FHL 8 o

1. WNRE R ~ AR o

2. RBEFAESRNEHPSU LA EBHIELED - #BIEETHRAPSU o

3. FHEFPSUEAR :
a. fTRERAREE S « ABRIEPSUR TEIRAR
b. WERIKTEIRAR

4. [\ LEBIEID R THEER - REBFPSUMIESISEAFAILE  LUFBRPSU °

@ PSUTRAE o fEizhl2siRAEREVLE ~ AT BME F3218 « MR RANERISSREFE
BMEMISE °

° B PSUSHEER

O. FEHEHISEARRERIPSU ¢

a. AFIBNRERPSURYE ST RIS R ABRIRFLETS o
b. HEPSUBHE AFEH R4 « ERIHEBR RAELL

ERUES AR RERIES « LU EHRYUEIL -
(D  »eeEmmEES  BIEEPSUBARKRIBEN -

6. EFEEPSUER :
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a. REFREEMEZEPSUMER °
b. ERERGEERKERREEEPSU °
BERIMEEPSUR - IRELEDFER 4R o

7. MEHFEMPIRMAIS R ~ RRFEZHHREINetApp © W "SR EEE R FHFMEEN « F2HRE
| °

BEIE 2 L B ERER
EEFTHDC PSU ~ B NP ER -
1. WNRE R R ~ A RS o
2. RBEFAESRNEHPSU LA EHIELED - #BIEEFHRAIPSU o
3. FEfPSUEAR :
a. {ER% LRVIEHEIRAR ~ iED-sub DCABARIZEEEESR o
b. #HPSUIK TR ~ Wi EHMIE—E ©
4. B EEHIRID R THETEER - ABEPSUMERISEAT AL « LIBIRPSU o

(D PSUTRAE o ftizhl2sRAEPEVLE ~ AR BME F32 18 « MR RAERISSREFE
BMEMISE °

(1] S
(2] D-sub DCERPSU#E#RE 25
(3] ERHIERELD

o EEmPSUSHEER

O. TEFEHIBR SRR EHPSU ¢

a. AFELRERPSUREG TR R ERR L
b. HEPSURHE ASZH2E4E « ERIHEBR RAELL
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RS AR NS SERES « BTSRRI o
(D »eemmnmEEs  BOEEPSUBARARIBEI -

6. EFFEIED-sub DCEIFLR -
a. BERARIETEHEAPSU °
b. {EFRTEHEIB 441 EIRELREE ZEPSU °

TRIEEPSUR * IRELEDEAKE o
7. EABEMERMAISTRATL « SS8FEZHREINetApp © 1 "SHR SR E R FAEN  A2HE
M| °
EHRNEFRFEE M - ASA C800

FHAASA C800R M RIBNR;AFEE (RTC) Bt CBEBAEEEM) - UERKBEBHER
ERY RARFSHIE AR TUREHEE -

FIYAZ Al

* BERIS ] LR IEIEFF B R AR 2 R BIFRE ONTAP RRZK o

* SRREERATHFIEEMTHEEEEE ; NRRE - BN BREE M HEE0 o
FER | BR80T HI23
RARA SR E T1EAVEEHIZS o

rm

AR ERERES R EFIENERI S BUAREE « MAELERHZEERIZR « UERZIIEH SSEEITERIRE
HlSfEERERHEN -

RAREEIE

* YNRIEHE SAN &4% » BB EHIEEESIZS SCSI JTI#MEHENE cluster kernel-service show ©
“cluster kernel-service show' @3 (1 priv #E1ET) SEEREIREAME  "HEGARE ZENEABY ] FAEARER ~
AR sz BB RO EZEARRE o
FESCSITI R RIEF A FEEEE PR EMENZAR P EAREE o (ERIFEENBIBER « T elEEITEIR ©

* MMRBEEMEL EREIR, « BIBENBRNHEAREE c MIRBEREZIEEAE ~ RE2HVITHIZIEER
A MR ~ RAFEERNESR « AIEBERRZENEHIZ 2 IEIERRE ; AR HERibEE
B&" o

1. MREABT T8 IhA: ~ AMUATIHERE I B8 EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
T%AutoSupport B\ A EER BB I M/

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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2. (ZREHRIE !
a. EREEEFISRNERSHAUTHS !
storage failover modify -node impaired node name -auto-giveback false

b. A yELEIRT MCESEFREIEE?) K
3. BZBAEHI BB EHARET

SNRZARRVIEH S EERET. .. RE...

AR AIfETR—%

IEEERIRE. .. Ctrl-C ~ AR HIRRREOE Ty) o
ARSI W2 RIEHZRIZE FIERIBAVERIES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 EHTEA Loader I2RFJT ©

TER2 | BBIRIERISRAE
B el 2R AR AR S B A R SR AR AE A BR R SO B ~ IS RS PRSI HI B3R -

1. IR RIEH ~ FHIEREE o

2. ERBEHESEMIRY - ERCREIEMFELESLE - UREFREAEP A EIREEEE N 2R T RE S
L o

wh - SRR
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3. IRIBAMIREREIEHIZREESNS -
a. EEFIEENESS L > RERTATARNIFMRARS « BRI M A FREARIMAAS

storage aggregate show -raidstatus !*normal*

* MR SIR[E] "There are no entries matching your query. #48&E A F—(EF 25 » igE2EETHD
HIEESNZS o ©

* MRZE LREAEREMGER - FIEMEEZES S EAutoSupport &R » M EABNetAppsc & EBFILAEY
SE—TWE -

system node autosupport invoke -node * -type all -message
'<message name>'

b. G EREZRATE BRI E S A AKRHIRERIRE ¢

event log show -severity * -node * -message—-name *disk.missing¥*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
* MRZMLRENEAEMEAER - SFIEMEZESIZZUEAutoSupport#iE » W EE4ENetAppSZ 1B EFFILAEY

SE—T B

system node autosupport invoke -node * -type all -message

'<message name>'

4. BRERGETESR > ABRUEBRELHKTERS -
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. MEREBEIRRE LRE R o (UEHIBHRE LI T RAEEN SFP/QSFP 124 (MIRFE) LT
BIREBNE -

RAERBEEREERED WETEMRREREERER « BIFFER

6. feiEhSEAPIRNHEREIREE « ABKERE—S -
7. AT EMEHEER « AR BRI T EEMEEF o

PERIZR IR A TS AR o

8. EHISEAR LA « ARBERENTEL
FEfEERIZRRAERI RS » RS E AR o

WEE3 | FHMRTCE M
EABN R SEE i o

B RTC BBy P BRRIERIS R RIRER VER2 BISRME - AR TENER FMEFEESTIEH SR E SRR
BH o

RAMEIET
EE—REFISS L > BHAIR Riser 2 (M Riser) T7 ; £ VER2 %5128 F > TR DIMM K3k o
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1. 4EHI B3RP EBR PCle 127K 2 (FRRIIRFAMR) -

a. $ZFRPCleRFRAYEfAISFPEXQSFPIEE -
b. [a) EEEHRARARIRVIRAREER « LA RBRAS MEE o

ARG REER SR AHME LA -

C. [ LIRERAMNR « HEHBREAR - ERAR LEE R BGMMBIERI S RABG « iHRARREIZES
SEEPEL - ARSHEHBNETRENFEL -

9 fErER2 (FEERF) HER

2. ERAR2TFHEIRTCEM -
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9 fRIER2
e RTCE SR

3. B EMEERIE « REMUEEMERERF - ARGHUEEMEFRERY -

C) %%%EW&?%%:%E%%%@@%O%%ﬁﬁﬁ%*%ﬁEﬁH%&%%@¢°
SIARMPEERMSRF R EMRIRES T

WP EERRPELERE -

iC FRTCEMABVIRIE « ARU—EBER THEEM « REIHAEMEE

BEREEN  MEBNETEEABME « BiR%ER -

RHETE R E R 2315 ¢

a. RHREFEFRVEGH B IERIS RN R = BAR -

b. SHIERISEARERIS 1 EET+ « ARBRR RIEHEEEHRAE -

C. M FEFHEER « ARRERAEHENME -

N o o &

HER « SHERTEER FNERE T - M -FRGEmERIEG S EET
d. EFHEARPCleRHREIRAERISFPIEAE
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1. % DIMM M8y RTC &Eith o

" EREE
9 RTCE th&15hz%

2. BEMUEEMEPEH « FEMUEEMEDER  ARGELEMERERE -

@ B H EMEs ~ sHE R EMBIRE o EMARANN « HHEERBETEMES -
EEMPEERIMNSRFREMBRESL T

3. WpAFFEERRPEHEREM
4. SC FRTCEMAIENE « ARU—EAEB THEM « ISEBAEME -
°. BREETM  REBMETEEABME « BFIEERE o

TER4 | B RIERISRAE
BT KIERISRRE - AREWRE -

1. R SR RN — IR B O S « ARRIEHSRAREERRN—F -

() rEtsmzs AR RIS RER 2 B AR o

2. REBEMERRM -
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NREIB IR ERINES (QSFPEISFP) ~ SARCISTEE A MBI /M ZE
3. FERERIS RN ETRE

a. FERISREREMIEA S - EEICEPBRTEEA -

PERIZRIRAETT R PR « ERIFE L -
@ iR BRARB AR ~ SR7DBEN « URIBIRERZS -

a. [ EEHEHER - FEMER - EEEHEHEPERE - ARRHBEEHEME -

b. ERRBAERMRER » ENRETRGHIR > ARKEREE[ERZEER -
PEIZSEE ST ERIMIERILENFGERE - ZEIFPERRMKER -

C. MRTHAEMXREREERE - FEMZEK -
4. BZEAVIEFISRREEMERE « EEHNEESEFE:

storage failover giveback -ofnode impaired node name°
S MRBEHHECER « FEMRA !

storage failover modify -node local -auto-giveback true?®°
6. YNREXF AutoSupport > BIBER / 1§ BENE (B :

system node autosupport invoke -node * -type all -message MAINT=END °

TERS | R ETHEREGNetApp

MEHFEMBIRMARSRFR ~ iEEEFEZHREINetApp © §1 "SR E L ER " RFHAEN « F2REMR °

ASA C800HyFEFRE

UTRE—SARAMEHPASA C800f#FRFHIFBEERME o 55155 NetApp Hardware
Universe (HWU) WL T R ILLEETF RARRITTEERRAK o

ASA C800FYEEFHIK

* EAEE : ASA C800EEHEFE HA ¥

* RAFIGRE [ 7.3680 PB

* 3C1EE2 : 1280.0000 GB

* IMEZRST ¢ 4U H3E - Boi 2 18 HA 2512340 48 (BRSNS 118
* ONTAPHRZS : ONTAP : 9.16.1P2

* PCle #874& : 10
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* R{EONTAPRRZS : ONTAP 9.13.1P1

ERERREAE
* #8781 NAS
* JEB) I SAN; HA %t : 6 ; [RIARE : 44.2 PB/39.3 PiB ; R ACIEAS : 7680 GB
« $BR I HA Y ; [RYARE 1 7.4 PB/ 6.5 PiB ; &R AECIEAS © 1280.0000

WAL

&L 110
* WE : ZKHBER 100 Gbps ; HIFE © 4

LN il

* BE : ZXRAEE 100 Gbps ; EIFIE © 20
* HRE © ZKHBE 25 Gbps ; HEIFIE 16
* BE © ZAHBER 10 Gbps ; EIFIE © 32
* W% : FC 32 Gbps ; % © 32

* % : NVMe/FC 32 Gbps ; %8 : 32
<38:0

<80

EiRig
* HRE - ZKHBES 1 Gbps ; BIRE 4
* W%  RS-232 115 Kbps ; EIZIE : 4
* % : USB 12 Mbps ; E1#iR : 4

SIREFAAE
- FC
- iSCSI
* NVMe/StiimiE

RIFIRIG IS

« BARITHER | 6626 BTU//)\EF

* RIZER THITHE [ 8417 BTU/EF
£ 113251 60.1 &2F
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&t

* B 19N IEC #Z2/BF (17.6 N 44.7 A%)
* FRE 1345 HN (EEEEELEEA 36.6 HNK)
s TEREBINGRE  5°C E 40°C (41°F E 104°F) » BiINESFE 3048 AR (10000 3=#R) ; HHEHEE

8% & 90% > #/2)

* IELEBELRE | -40°C E 70°C (-40°F E 158°F) » @KES 12192 AR (40000 HR) - HBERE
10% & 95% > %% > [REZ

* AN IRTEEINE (LwAd) | 8.0 B (LpAm) (FEREE) :62.8dB

ST
* EMC/EMI 585% : AMCA ~ FCC ~ ICES ~ KC ~ EE/&Ef ~ VCCI
* %230:% 1 BIS~ CB~ CSA* G_K_U-SoR ~ IRAM » NOM * NRCS * SONCAP -~ TBS
* ¥Z2/EMC/EMIZB5E : EAC » UKRSEPRO
* $VEBER/EMC/EMI/ROHS : BSMI » CE DoC ~ UKCA DoC

* 1245 EMC/EMI : BS-EN-55024 ~ BS-EN55035 ~ CISPR 32 ~ EN55022 » EN55024 ~ EN55032 »
EN55035 ~ EN61000-3-2 ~ EN61000-3-3 ~ KS 3 15 43 A 3830 33 &

« fEAEZ2 1 ANSI/UL60950-1 ~ ANSI/UL62368-1 ~ BS-EN62368-1 ~ CAN/CSA C22.2 No. 60950-1
+ CAN/CSA C22.2 No. 62368-1 ~ CNS 14336 ~ EN60825-12368-1 * CNS 14336 ~ EN60825-6 62368-1
~ [EC60950-1 ~ IS 13252 (% 1 Z49)

= e A4
* BN KEBIEREIEZSIZR (BMC) HIONTAPEIESTE
* TUEREAEIRIE S 23
TUEREMEINE R
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