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MREEDAS ... HATUEENE. ..

key manager is not RIRARLZEENNEINGE ©
configured. Exiting.

a. FFBARTHE -
b. T AR SR FETFZER

"/\

B2 R -ofnode_disapped_node_name_'

C. AIfE EWRUAEHENRETE MREWERT -

key manager is BEZEEMBATHEE o A MEZHEIESS o

configured.

@ MRARBEHASHREESRE > A FETHERANR » TIRTTHITSERESREE
BUREELER (WRESMR) o ALIE RS -

4. FERBEACHEENREFERESHREERN



NEZHREEER (OKM)
AU TR B LB TRIENEEREIE 10 ¢

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. Ay ERTEERCESEMSE OKM RIEE1E
b. HIRIRRE - FEAKSREIEETE -

C. HIRFEDIREY > sABRBMARS o

d. HIRRTE > BABESTREESHENE -

RREEN AN BRG]

Enter the passphrase for onboard key management:

e. BERIBIE - BB HEREREEES -
RIEBIZTTRR - BNRER ERTRRED - AT EBERIRIERIS

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f. ERSEMEEE > BERARESME LRI IERERE -

10
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9. RFZiENIEFISREERRERE - FHIREEREE
'BEETBEIZ[R-ofnode_disapped_node_name '
h. ER AT 2B MAGIREERRTEE » AP REPH OKM £i§ !

security key-manager onboard sync

AIfE SRR HERIETIAE MREWERT -

SRR EIERER (EKM)
RBBEETRUU TN E M RRRE TR EN SR EEEIE 11 :

key manager is configured.
Entering Bootmenu Option 11...

a. HIREREF > SRBIAEKMERTE -
i SBRMATPIREEMRZA o /cfcard/kmip/certs/client.crt X4

R P IR EE AR A

i. FHEAZFIRZIRIEREMNAZA o cfcard/kmip/certs/client.key X :

BT APImERERA SRS

iii. #ETFIEHA KMIP {FARES CA(s) tEZRMAR  /cfecard/kmip/certs/CA.pem X1 :

FER KMIP (AR 3 tE A A A

11
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iv. #AEIRESEREIERNZA /cfcard/kmip/servers.cfg X1 :

XXX

XXX

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX D
c XXX
« XXX D

« XXX

AT ABRESAEREAE A BRI

5696 .host=xxx.xXXX.XXX.XXX
5696.port=5696
5696.trusted file=/cfcard/kmip/certs/CA.pem

:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

« XXX

« XXX

. XXX
. XXX
IRC4:

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX 2

. XXX
XXX :
!SEED:

XXX XXX . XXX . XXX

XXX XXX XXX XXX

V. INSRHIREET

£ UUID :

:5696.nbio=1

5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key

5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: ! IDEA:
!eNULL: 'aNULL"
5696.verify=true

:5696.netapp keystore uuid=<id value>

RIMA R EIRAAIONTAPEEE UUID © IERIMUER TIE S IR HENR R E R

“cluster identify show &5 ©

FERONTAPEEE UUID 12 n&i

Notice:

bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. NRHIRFET

" ERHIRRY IP Uik

oA A A BN BEAVER T AR RE /T E AN SR E

| EIRIBAVRRRIE
RARY IP firit

- TERAE



R R RS R E PR ah]

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. ERIESIRIHERES -

* MNRIREE] kmip2_client: Successfully imported the keys from external key server:
XXX.XXX.XXX.XXX:5696 Ei 145 REER » EKM BB B ININIE o BB HEZIEIERERE
RN ERIEARL o EIT T —F o

" MRZFJMERY > RAREFEILEFLETERNESNE o % LOADER 1R RFITEMBMITE
[F387%2 . boot recovery -partner



RTERERERNESHSES

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. HRLEMEENR - BMERRESME LRI IEEEF -
d. BHERIRNHERERE  FEWEERERE:

7N

ANiEREEER-ofnode_disapped_node_name_'

AIfE SRR BERIETIE MREWERT -

S WRBEMETNECSIEA « SAEMRA -
storage failover modify -node local -auto-giveback true

6. UNERERFA AutoSupport ~ FEIER BRI :

system node autosupport invoke -node * -type all -message MAINT=END

%
2R ONTAP BRE I RAENERRE MR HE I 2 B REFEZ HR[E] NetApp" » FERARIILT ©

&S B BB Y B& 1= [CINetApp - ASA C800

GNRIGHIASAF C800FR MBI FAE T3 EHIE > B HIETHREIAENetApp ©
TIHREHER BENENEZEHH °
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EXENIRES - FHINIE
FREHIH BB T BN T (772 - ASA C800

FREBRBRER - MEMEGARS - BERERES - BREEIRE - BENMERIRER « RIEM
B 558 RARTNAE » FIIATEHAASA C800f#TF R AR RIRNENIRAS ©

MRENREFRFEFRZONTAP 9.17.1 HAESIRE » HER"FHREINEERR"

o " B BTk

TRE BRI IRASAIRR K -

"RE NN R SRR
R R D ERARE SR EERE NN EHR

"RARAERI A"
EICRE RIS ERSR - SERIPAIERIZS

"B RS
RAMEIEIRBRPRNERIIRRS « AR TR ARIRIERS « AR USB TREIHERIE(EH ONTAP BRER o

"FtE IRIEBR IR
it USB HABRIERAIE ONTAP B ~ IBRIER R « WERRIRIZEE -

e "R

TEONATPRREEE B TR EIRRRE NI IR ETESS o

o "R R ERIEA G NetApp”
SNEMHFEMBIRMARSRFRAL « REFEZ IR [EINetApp ©

FHRENRASERAIEK - ASA C800

TEEHASA C800 RAEFRIREIN E Z A » sAMERim/ERMINERIINEEN - 5 EIEHER
THEEEAEEREAERN USB Bk » TSR ERNEHRBEE -

MNRIEHIFEFRFEENZONTAP 9.17.1 SNESIRA » s/ ER " FERE IMERZE"
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USB FEE %
s FRIEE—ERR1EA FAT32 B9 USB FESHE o

* USB W HEB EHMNIHFAEREM ‘image_xxx.tgz X fF °

S EE
B "image_xxx.tgz iFERERE| USB BESTE © £/ USB FERIRBZHONTAPMGRHG(ERLEFESE o

HEfrER
fEFANetAppiR (AR AR M SR B AR R4 1 -

gl
FIMZHEMENNER > Ko< EREERIEHSREREE

© _RIEEHEE RICIEERITHERIERSS
© _RERERIE_ERIBIERIZRA HABH -

ETRIE ?
IR T BB BEM TR 2 B BRI NS S IR EEEWT o
BWEINZEiEZ B EAKRE - ASA C800

ATE{RASA C800 HEARA LMNERZSE » CEEREREERE ENNESiES BB KR
HAREE o B LAIONTAPHR AR B T ENetApp i iE&E INZR (NVE) » Y 1ERERIIZEHIZS Z Al
BEEBEEEERTENIEEIREE o

MRENRHEFRGIEFRRZONTAP 9.17.1 SNESIRA > SFER"EFREINIERZRF" - MREHRMETHZ
HARRZASHIONTAP > RIAZRfERFEREMERRER

HER 1 1 7E NVE XY T IERAONTAPM &
HBEERONTAPHRA 2 E L 1ENetApp i@ NNZ2 (NVE) » MEE B L T £ EREAYONTAPRME SREXN L EREhEBS o

1. BEEHNONTAPIR A E BN !

version -v
WNREHFHEHE 10no-DARE » BJIEHIERERAEARZIE NVE ©

2. FTHFE NVE ZIERONTAPEEK :
° MNEREHE NVE | THEANetApplait & INZAIONTAPE &
° MNERAZIE NVE | TEH A S NetAppiiiEEMZHIONTAPIE G

@ T¥ENetAppZ IRAEIE T HONTAPRRREIEH) HTTP 3¢ FTP ARSI SNAHEE I K o 1E5E#A
RXENIRRSRVBIZT - CHF R E LR G -
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T 2 REEREESRELHENEKE
TERARAMRIERIR 2 Al > B TR E RN BN ROV EEN

1. HEEHN RS ERVAN SR EERN

hRZ<ONTAP MITLE SRS
ONTAP 9.14.1 S E Rk security key-manager keystore show

* YN EKM BEUA ~ EKM BIEFER<SEHEE o
* YNR OKM BEUE ~ "'OKM BIZFEam<imtd o

* MRKREARIEEIEEL « "No key manager keystores
configured BRI E 3| TEdr S E#IL A ©

ONTAP 9 © 13.1 ZxEEHrZs security key-manager show-key-store

* MR EKM B ~ “external B &5 <L+ o
* N OKM BB  “onboard B &%7Een <8+ o
* MNRKEALHEEIEIER « "No key managers configured Bl &7l

Ea LA o
2. RIBRAGHPERSEE T £HEES > BT MINREZ— !
MRKEESREIES !
TR AR B 1 RARA R R RS - WAREHITRIAZ R -
MREET HMEES (EKM 3 OKM)
a. WMATIERIES H BEnREIESPEESRAVIKAE !

security key-manager key query

b. EEHHGERIEEHRAIE © "Restored 1FF  ILFHETEREIES (EKM ¢ OKM) HEHEEEE

BETEHINER -
3. IR RIE IR B AR ST IBERIRES R ¢
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SNER SR EIEIET (EKM)
RIBEESTRRIATH R o "Restored HF ©

MRFAEZEERET true’ T TEE&FE) B :

MREARBERHERE true' £ TEEFE) MO !
a. MR E IR E S RERIBREPHFAA RS

security key-manager external restore

MRS HITRE > BHHAENetAppRIE ©
b. HESIFTE SR RESREMIE !

security key-manager key query

72 'Restored FIBET ‘true BRANFIA B1DEREEHE o

C. MNRFAIE EHEEINIE » BT UL 2 RARTHPEIEHI SR M AR RN TRAAZ R -

NEEHEEREL (OKM)
RIBESESTRRIATHER o "Restored HF ©

UNRFFERBHEET true' 1E (B8R WP :
a. &1 OKM &l :
L AT ERSREPRIE
set -priv advanced
EA Yy BiemEsE o
. BTREREEEHNEM
security key-manager onboard show-backup
ii. BN BRI A SERP
MEEFHRIBREPEEFHER OKM > TRBBULEHNE o
iil. JREERESRR
set -priv admin
b. fREI %2 M EARAMIEIERIZS > WARBHITRAMNER -
UNREAIRBETRMERE true' 7E TBEER) BAIP -



a. EFRFEERELES :
security key-manager onboard sync

HIRGETE » FHA 32 BF TN FBHFESHKHZIREER -

C) BERIEERVEEEHTIREESTRUNZELETEIEE - MRILBILENE
¥358  sAIAENetAppZ iR ©

b. FHERFARESREME :
security key-manager key query

HESY Restored FUEEMR “true HIAIEBMEEEEMN "Key Manager FHEE

*onboard °
C. %15 OKM &3 :
I AR ERERET
set -priv advanced
EA Y BERTEE o
i. BTEEERENET
security key-manager onboard show-backup
i. FENENRNIERNIERHEFIEEF -
MEEFHRIBEPREEFHER OKM > SREBEIHREN o
iii. JREIEESER -
set -priv admin

d. fEa] U L2 tRARAMIEIERIRS - WAREHITRIKER -

T RIE ?
75 BIRRS LI ENMBR W SFNARAER - CRE FARIESGZE" -

RERAERIBSLUEITFENRENIEAS 18 - ASA C800

BABHASA C800 f#1F R AR ZIERVIZRIZE > LB LEERUERIETE B B R BNEREERBIET
RIFRMIREN

IRCHIEFRMEIFBVEONTAP 9.17.1 NEShRA > s5ER"EHRENERRF" - MRENRFETHZ
HARRZSHIONTAP » RIAZRfERFEREMERRER
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EIH1 I RSHMARMR
FERNVESINSE L2 & ~ G ATe R 1RIERI 2SRRI o

1. RZEAIEFISR B EHARRET

MR ZIERIIEH IR, . R1B...
AR BE MBIRERISSERE) -
(FFEm......0 Ctrl-C ~ AR HIRREFOIE Ty o

AERTHEBRET @ARSE NHERENEVSZENELERIEIIESE | TorageRHEBEIRE-M
) R IREN R TE

ERENERISEREEERIE. . B« 55H%Ctrl-C ~ ZAR[MOE T
yl °

2. EHABRTETR CHA - Tprontenvy URRENFRE BIEIRIREE - BB HEFEECERE ©

()  nEBHEESERELEE  ita S TAmEE -

BEEIE2 | Z#iMetroCluster (I —ER =25
(D)  WREHAGIRELEHEMetroCluster SITHEE « H/VERILIZF o

LRMRRIENIERIER « S BFIEERIZRAGIARE « RN ERHZEIERISS « WERZAVERISSEETRIRRVE
BT RERHEN -

- MR EATEL LA « AR ENBEN R o MBRERTIEEAY NIRRT
B T RRBAERMERRT « AT H A SRR Y SIS ; BR0 L s
F" o

* MREEAMetroCluster BIEIHEERZRIAHRE « B BRESEMetroCluster ERE ThRERZ ) AKRE « BEIFS
BRIEBABEREMRE ( TMetroCluster HREARZ] ) ©

1. WNREA T LEThAE ~ AU T B RIMEI B BIEILZER : 'System NodeIRKR MU FEIRE*-type all
-Message MAn=number_of hs Downh] AutoSupport AutoSupport AutoSupport

TFlAutoSupport Bl A EETBENEILZFIM/NEFRIEIE ¢ Tcluster! | >R &EEIEAutoSupport ~ I FETE,
-BIAALL -Message MAn=2h

2. FRREEFIRIZESHNBEEINIEINME | MorageBIEREMEII-ER A Y- BBIRIEHER]
3. RRIBAVIERISRBEHARRET ¢
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Az Al
ARG EEBEFUTEN

* EWABEHENZIEEER AR EREE
* "Onboard Key Manager {5 E A"

* EAUTAHRRCESHES ERINVBHBEEMNAENER | "AkRENESREERONEELER

RARSSZAREERIE -

1. BB IR A IR B B R3S o
2. EONTAPERENEE h > BEIREFERVREEIA

HRZ<ONTAP FEEULER
20439.8 T EEHTHRASONTAP BEHEEIF 10 ©

TR IR R &L A

Please choose one of the following:

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

6) Update flash from backup config.
7) Install new software first.

8) Reboot node.

9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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FRZSONTAP ZEANIEIETE
EHRRZSONTAP ZEENPEEIETE recover onboard keymanager

RET R TRER LA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

- MEHRTRES > SRS IC RS BHEE SRR
s fET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

- MARELENVEREERMR o
B AR R S AR EEBARS
BmE AR
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

- SREIABOER -

a. fh 1 BEGIN BACKUP 7% END BACKUP 1THIFRE AR » SI3EMRITSE o
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Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. MARNBLERE > HWMROEHE -
RIEBZTR » R TR ¢

Successfully recovered keymanager secrets.



s

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHBHEERARUTAR » SBNEEBIRIE | Successfully recovered
keymanager secrets ° EITHIEHEPRUMEETRSR ©

6. BEZEIR 1 R ENRE BRI E AONTAP ©



10.

s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

FESDIEH ST QB T E ¢

Waiting for giveback..(Press Ctrl-C to abort wait)

R S ERHHIEHIZS

FRERIRIEHES

storage failover giveback -fromnode local -only-cfo-aggregates true
RN HEEHE -

Z£EA CFO RER&E > AT SHEES !

security key-manager onboard sync

HIRRTE - WARELENRRSZ IR E RSN TS
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED T > AIEEEERTE » FEIEHMASE - MREP KK > AIGEE0EE
RN Z AT EEEREE o SA70MEAEIRIF - HRISESMEEERP RINALE o

. BRFMESRHEEREY !
security key-manager key query -restored false
ZEn L TEEEHAGAR - MRBREAER > FEERT @SS > HIRBEREDALE
RAR A TERSFHIERS

12. BRERREGIZR

storage failover giveback -fromnode local

13. IRIEFHEERIEINEE > FER !
storage failover modify -node local -auto-giveback true
14. YNERELF AutoSupport ~ 5B BENELZA) :
system node autosupport invoke -node * -type all -message MAINT=END
SMEREIREBIERER (EKM)
€ ONTAP F#INRERIZR MNP iR EIEIZ TUAERE o

a2 Al
WA —EREERFHD P URELUTIESE !

* */cfcard/kmip/servers.cfg' #§2&8% KMIP {alfiR23 it FNERHIR
* */cfcard/kmip/certs/client.crt X (FPiHEE)

* */cfcard/kmip/certs/client.key X1 (FFixHZE)

* /cfcard/kmip/certs/CA.pem t€% (KMIP fafk23 CA /&:8)



R RIBHERIE

1. BB B R AR S B A PRI 28
2. EIEIHIE 11 EONTAPE ENEE

RET G TNRER LA

3. HIRIETRES > AN EWERIFERE ¢

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

R

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

4. HIRRTRE > FRAT P IR EIRES E

3]

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

a. MAZPIRE:E (clientcrt) HEREMRNS » & BEGIN 78 END 17 ©
b.

BMAZPImESIE (clientkey) HEZEMAZR > 85 BEGIN #1 END 17 ©
B A KMIP {@hRkes CA(s) (CA.pem) tEZ AR » B31E BEGIN #1 END 17 ©

A AKMIP{EIARR 83 Pt o

A KMIP [EARESEIZE (32 Enter SRIEFATEREIZIE 5696) o
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WRigiBIZTeRY » WERM TR ¢
Successfully recovered keymanager secrets.

T

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

- BEESTE 1R ENEE L ERIENIE A ONTAP ©



s

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MR =RHEHRIEINEE > FER -
storage failover modify -node local -auto-giveback true

7. YNSRERA AutoSupport ~ FEER BRI A :

system node autosupport invoke -node * -type all -message MAINT=END
ETRIE ?
TERAMSIE RS BRI R R E S4B (E] NetApp" » [BFEE o

e BB B N1 S = [S]NetApp - ASA C800

FNRIGHIASA C800 f#F R M ABIFEE T LR » SHREIETTHREIAGNetApp < 28R
"R EEEIN ESENFSRER °
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HSR AT /E7742 - ASA C800

A ERIGERASA C00fEFRATHVIER > SR EETMTK - BARAERIES » BHksE -
PARERERESE -

"BEREERER"
BEEWAERER > GIERMESY - RETA - ONTAPREMABHINAERRE ©

AR E R
EFETIETER > FIREIRR - WEEENTLAR « BE B HAa I IRCEE o

g e
PIRAHE ISR MR B T A o

e
PR PRV IS E RSP -

e "SR E E A

TR IR T AR RIENER S - MITIREIRE - WSS REIENetApp ©

SEHAKFRAYEESK - ASA C800

TEEHASA C800 RAERIEFRZ AN » SHFE (R BB EZEK o 15 BLIEERRE Rk
FRPFEHMTTHFR S ERERF » RS HAONTAP WAKEIES /&S « IEHER
AR ERNTH o

AR ERSAS - IR AERIES T ~ BIMNIERIES /CPU Bt « BIRAtFESRH 110
BB TAIEK -
* SRIEERAPHPIAEMTHEEREF ; FRE - 5FHE "NetAppsz iR "UZKIFE) o
* IRIERE ONTAP NAK AR EESTE © AEUSELENE °
* REE AV ENTAEMREIUE TSR -
* EEIATERAZIEAIFAE ONTAP HRAHEREHEEIRER o

) ;%ﬁ%ﬁ%?ﬁ#if?%ﬁﬁ%@gﬂ%%w * NVMe HERREFNZERISHEER EREAE - MEREFEAIZ NetApp BIFTTT

* KAAE IR BN EETE - NSRS « TR SESHMEEPH ETBIVIRS HEF D P

ETRIE ?
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C. MMREHAEMLXKEREERE  FEMLEK -
4. RZEAERISRERFEERE « ERNEESEF:

storage failover giveback -ofnode impaired node name °
S. MREHRIEEER ~ FEMEA !
storage failover modify -node local -auto-giveback true?®°
6. YNERERA AutoSupport » BIFER / 118 BENEEZE :
system node autosupport invoke -node * -type all -message MAINT=END °
HERAIE ?
EAFERIASA C8001EHI2R1E » MRE | "ERAGAERLE"
2R BR5E R AR4HRS - ASA C800
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* Healthy&iZE2 replace ENZERIHASTEESFE o
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2. 1f health 1%Lk ~ @B R4 ¢ cluster date show

HERMR R R IRIER EMNREME °
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3. MMRRBETHVIEFIBRRAARFARBECHNRFABIRT « SARTIEE2EAER THAL KB ¢ Tha-config
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3. B—T MBIR) R3I1RE - ARmERY - FREMBHIRMENSERET « BFfARIRRERES « E
IEE SRR A o

4. B—TEENRSIZE « ABIEEConfig Advisor 2R BNetAppHIEaI « & HAth484R o
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nodel> "storage failover show"

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback
(HA mailboxes)
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ERFIRTECEEEAERBRIR A UEE TY) o HIRERERIER () o
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ofnode_replace_node name_ |
_replacementZ 23 & 18 Ef#F s A I STRBH
WNRARIDAERN « RMIETEBEBRRAID « FHEA Tyl o
() oepmR- CANEEBERTR -
"SHONTAP BERAN KRN EMRANE A BEHERAS"
a. SERIE®R - SFHESTHARCHIER « MEALIEE | TERAHEBE)

M#EFREZEshow) MLNREARESESIEBHMEREELNRARD -

7. BB R B EIEDECHAEE ¢ Ttorage disk show -FRAH#E )

8.
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B2 replaced ¥EHIZZAVELIRFERENFTRVRARID © £ FAUEEHIP ~ node 1R IVHLIRIREEERITBI R ARID
. 1873775277 -

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

MR R IFBMetroCluster IR —EAREINAERVARRE « sAEITZHISSAVARRE | MetroCluster TRE EZEERED
21

Tk - EEANERBASEMELEEIREE « LS EESSsE 2 BB EREIIREE « WENFEDRIZSTAIE
FEIET o MetroCluster MZ1EEiZ5show -Fields node-SystemID] < TRERENRAID - HEIFZAERE
1B IEEARBEA IE © MetroCluster MetroCluster

R EHI25 EMetroCluster L ZIEINAEAERIVZARE ~ s5BMetroCluster fRFFEERIBRME ~ MBI RIRIATE
BEEKHIEA FAYITHISS - DREIDBNM G REETMENRBERSE o

MR T MIBEAFIIRE « RIARRITILENE
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"EHAIZEEARY -~ A RSB FTEE « MetroCluster M{EPUEIZEMetroCluster BITHAEARRES ~ thEr
EITAEMThEEL)IR"

10. yREB AR EMMetroCluster BIZERR EAHRS « FAMHEDSEZEHSREERE | 'MetroCluster EEiRS BET-
IR N

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

M. B S EEFISS RS EETEIAEIEE ¢ Tvol. show -node-name
12. INRICE S EABEEERE « BUE2IVITHIESEA ¢ Torage RIEREENEN I BRI A8

-onreboottrue
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F 1 | TEONTAP FERfhR s Fh R S BRI H B30I i

INRZIREREEAONTAP W FERE (BIRHE) RERIINAE « [CXJAR_replace_ EIRGZLECHTAVIZME o Bt
BARERENIIE - RETHSENIEEZES B CRIIERE

FAREETLF

LRSI/ A - REFERENIISEN AR _replace_Hifh - (BE « IRZEHBEEETH—BF
THAEIRERENRS ~ RIRAASFHINAEEITAHRREE -

5h ~ EERRS H ARSI T G R RIBEAL - FULTRERRIRE _replace % 22118
BEBALE o

Az Al
RS AR 28EF TR

THORNRRATTURERESR - RIREBAR  FIASERENTRY - ZEAMHREZRZE €524
NEFREF R AT AR R FREFAE R 2 B R KPR A £1R o
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system node autosupport invoke -node * -type all -message
'<message name>'
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* MR SIR[E] "There are no entries matching your query. #48:&E A F—{EF 25 » &2 aTHD
HIEEBNZS © ©

* MRZE L REEREMGER - FIEMEEZES S EAutoSupport &R » M EABNetAppsc iz EBFILAEY
FE—TWmE -

system node autosupport invoke -node * -type all -message
'<message name>'

b.  HEERARNERHIRE TSR RKRHIRERIRE

event log show -severity * -node * -message-name *disk.missing¥*

* YN8 ay<IR[E] "There are no entries matching your query. ##4&&E A T—F o

* WREZE LR EEAEMASR > SFIEMEIER2FUEAutoSupport &R » M EAENetAppsZHRARFTLAEY
SE—T B -

system node autosupport invoke -node * -type all -message
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storage failover giveback -ofnode impaired node name °
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storage failover modify -node local -auto-giveback true?®°
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RAREIETE

* MNRIEE SAN R4t > BB ERIERESI2S SCSI TJH#IEHNE cluster kernel-service show ©
“cluster kernel-service show 85 < (1 priv ZEFE1ET) SREREIRERME  HEGAE ZENEABY o] FEARAS -
AR % ERBRAY M EZERRRE o
SESCSITI#EIEFE L EE PRV EMERRLE IR RIARRS o ERIRIBE N BLRR ~ TREREETTER ©

* MRBEAMEALRVERL ~ BIFEVNERRPERE - MRBERZIEEAY  HBZAEHIZRER
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1. MMREABT 2181 IhAE ~ AEUATIH B RE I B8 {EZEAutoSupport AutoSupport

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2 BREHRE
a. {ERERIERIZRAVIEHR QWAL TR S !
storage failover modify -node impaired node name -auto-giveback false

b. A 'y ELEIRT CESEFHREIMOE? ) &
3. RRIBAVIEHIRBEHARRET ¢

NRZARRVIEH S EE ... RE...

AR AfETR—2

EEFFE. . Ctrl-C ~ AR IR REOE Ty) o
AT EISRT TR 2 RYIERIZRIZ E S LR BRIERES

storage failover takeover -ofnode
impaired node name -halt true

--halt true_ 2 FHTEA Loader IERFTT ©
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ERE RS S B R SRR PRI AOTTHERS © IC BRI IR IR R o
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3. IRIBAMIREREIEHIZREESNS -
a. EEFIEENESS L > RERTATARNIFMRARS « BRI M A FREARIMAAS

storage aggregate show -raidstatus !*normal*

* MR SIR[E] "There are no entries matching your query. #48&E A F—(EF 25 » igE2EETHD
HIEESNZS o ©

* MRZE LREAEREMGER - FIEMEEZES S EAutoSupport &R » M EABNetAppsc & EBFILAEY
SE—TWE -

system node autosupport invoke -node * -type all -message
'<message name>'

b. G EREZRATE BRI E S A AKRHIRERIRE ¢

event log show -severity * -node * -message—-name *disk.missing¥*

* MR &S IR[E] "There are no entries matching your query. #4&8:&E A F—4 o
* MRZMLRENEAEMEAER - SFIEMEZESIZZUEAutoSupport#iE » W EE4ENetAppSZ 1B EFFILAEY

SE—T B

system node autosupport invoke -node * -type all -message

'<message name>'
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4. BZEAVIEFISRREEMERE « EEHNEESEFE:

storage failover giveback -ofnode impaired node name°
S MRBEHHECER « FEMRA !

storage failover modify -node local -auto-giveback true?®°
6. YNREXF AutoSupport > BIBER / 1§ BENE (B :

system node autosupport invoke -node * -type all -message MAINT=END °
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